FreeBSD ##i##



FreeBSD #i#i##

##: 43184

February 1999 #.

##© 1995, 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008
FreeBSD ####

##

####TreeBSD# ############ FreeBSD 9.2-RELEASE # FreeBSD 10.0-RELEASE #########
HARRHARHARRHARHAR A BHARRAABIAS HARRHARHABRHAR AR BHABRHABHARRHARE -
mail # FreeBSD documentation project ##### # FreeBSD ## #############(HI###H
http://docs.FreeBSD.org/doc/  ##)##### FreeBSD FTP ### #### mirror ## #######
HHH B FreeBSD Mall ### #######E #1014 #HHHE

Copyright

Redistribution and use in source (XML DocBook) and 'compiled' forms (XML, HTML, PDF, PostScript, RTF
and so forth) with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code (XML DocBook) must retain the above copyright notice, this list of
conditions and the following disclaimer as the first lines of this file unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted to PDF, PostScript, RTF and
other formats) must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

2 ##

THIS DOCUMENTATION IS PROVIDED BY THE FREEBSD DOCUMENTATION
PROJECT "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE FREEBSD DOCUMENTATION PROJECT BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS DOCUMENTATION,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

FreeBSD # FreeBSD########
3Com # HomeConnect # 3Com Corporation ######

3ware # Escalade # 3ware Inc ######


http://svnweb.freebsd.org/doc?view=revision&revision=43184
http://lists.FreeBSD.org/mailman/listinfo/freebsd-doc
http://www.FreeBSD.org/
http://docs.FreeBSD.org/doc/
ftp://ftp.FreeBSD.org/pub/FreeBSD/doc/
http://www.freebsdmall.com/
../../../../search/index.html

ARM # ARM Limited. ######
Adaptec # Adaptec, Inc. ######
Adobe, Acrobat, Acrobat Reader, ## PostScript # Adobe Systems Incorporated ####/ ##############

Apple, AirPort, FireWire, Mac, Macintosh, Mac OS, Quicktime, ## TrueType # Apple Computer, Inc. ####
HARHHHRRIRY

Corel # WordPerfect # Corel Corporation #/ ############# [ #######

Sound Blaster # Creative Technology Ltd. ####/ ###########
CVSup #John D. Polstra ######

Heidelberg, Helvetica, Palatino, # Times Roman # Heidelberger Druckmaschinen AG ##################

IBM, AIX, 0S/2, PowerPC, PS/2, S/390, # ThinkPad # #
IEEE, POSIX, # 802 # Institute of Electrical and Electronics Engineers, Inc. #########

Intel, Celeron, EtherExpress, i386, 1486, Itanium, Pentium, # Xeon # Intel Corporation ################
HAHHHHH#

Intuit # Quicken # Intuit Inc.,
Linux # Linus Torvalds ######

LSI Logic, AcceleRAID, eXtremeRAID, MegaRAID # Mylex # LSI Logic Corp #########
M-Systems # DiskOnChip # M-Systems Flash Disk Pioneers, Ltd. #########
Macromedia, Flash, ## Shockwave Macromedia, Inc. ####/ ##############

Microsoft, IntelliMouse, MS-DOS, Outlook, Windows, Windows Media, # Windows NT # Microsoft
Corporation ####, / HHAH#HHHHAAAAAAA

Netscape ## Netscape Navigator # Netscape Communications Corporation ##############
GateD # NextHop # NextHop ###############1#

Motif, OSF/1, # UNIX # The Open Group ############## IT DialTone # The Open Group #####
Oracle # Oracle Corporation ######

PowerQuest # PartitionMagic # PowerQuest Corporation ####/ ###########

RealNetworks, RealPlayer, # RealAudio # RealNetworks, Inc. ######

Red Hat, RPM, # Red Hat, Inc. ##############

SAP, R/3, # mySAP # SAP AG

Sun, Sun Microsystems, Java, Java Virtual Machine, JDK, JSP, JVM, Netra, Solaris, StarOffice # SunOS # Sun
Microsystems, Inc. ##########HHHAHHH

Symantec # Ghost # Symantec Corporation ##############
MATLAB # The MathWorks, Inc. ######

SpeedTouch # Thomson ####

iii



U.S. Robotics # Sportster # U.S. Robotics Corporation ######
VMware # VMware, Inc. ###

Waterloo Maple # Maple # Waterloo Maple Inc ########
Mathematica # Wolfram Research, Inc ######

XFree86 # The XFree86 Project, Inc ####,

0gg Vorbis # Xiph.Org # Xiph.Org ####

FreeBSD Project #############H# B A i



........................................................................................................... Xix
|22 =TS s N D PP PP 1
2t 5
0 P 5

1.2. Welcome t0 FIeeBSD! ...vuivuiviiiiiiiieiiiieieeeie e 5

1.3, B FTEEB S D HH ittt et e e e e, 8

2. FH FTEEBSD ittt e 13
720 P 13
< 2 13

I 2222 15
. 20

2.5, ## Sysinstall ....oovuniiiieiiiie e 27

T 22 . 31

R 22222 43
T2 2 < 45

S 2222 < 47

B T2 48
222 80
22 . 84

0 S T 22 2 85

B UN D X R ittt ettt ettt ettt et ettt aae e e eeneserenaserenseeennns 93
0 93

3.2. Virtual Consoles #### . .....ocviuiieiiiiieiieiieiie e, 93

1 5C T 96

B, B ittt e, 99

R T 2 100

I 222 2 108

I 2 110

3.8, DaCmONAFHARARH ettt e 112

3.9, SIS ouiniiieiii e 113

BT T2 115

T B T2 22 116

3.12. BINAry #H# oo 116

I T2 2 118

4, HHAAHAHHHPACKAZES # POTES ## Loiviiiieiiiiiieee e ee e 121
T 121

A, AR T ittt et ettt et e, 121

G 2222 123

4.4, ## PACKAZES #HHH L.ooiiieeiiiiis e 124

A S, B POT S R i e, 126

R 2 2 135

4.7, ##EEHH(BIOKEN)H POTESH oovnirnieiiiee ittt eeaaeaas 135

R QT (2T 137



HHEHH

B2 FH X HHH Lot e 137

I G B R P PP 140
R N 140

5.5, # K11 BRHRH ittt ettt ettt 145

5.6. The X Display Manager .........ceuuueerineerinreriineriineriineerinerinnennns 149

DT BB e e 152

I FHHRE oo e 157
6. BHRBHHEE et aaeas 161
6.0 FH i e e 161

(Y 2 < PP 161

6.3, HHAHH vt 164

G4, BRI e aaaans 167

6.5, FH e e 169

6.6, A ettt naeans 170

7. #papt(Multimedia) ..o 173
S O PP PP PPPPPR 173
T20BBHHH (oo 174

7.3, M3 B e 179

A 182

7.5, ##HH(TV CaTAS) .eveeeeenniiiiiiiiiiiieeiiniieeee et 191

T 193

8. ## FIreeBSD Kernel ....cccuuueiiiiiieiiiiiseeiiiiis et et e e e e eean 199
T 199

8.2, ####t#H#HE Kernel# ... 199

B3  HHHHHH: (oo 200

8.4. ######H Kernel ... ...coviiiiiiiiiie i 201

8.5. Kernel #HH#: L.oooviieiiiiis e 203

8.6. If Something GOEs WIONG .....ccvvvvuerrriineeriiiineereiiineeeriineeenninns 219

LR 221
L B PP TPIPPPPPR 221

0.2 B e 221

0. 3 BB et 222

9.4. Advanced Printer SELUP .......evvvnerrinrerinreriineiiineeiineeiieeninneeinns 236

9.5. USING Printers ........cocviviiiininiiniiiiiiiiiiiiinnieieiens 267

9.6. Alternatives to the Standard Spooler .............cccvevvineiiinnennnnnnnn. 276

9.7. TroubleShOOtING .vvvvuueeviiiiseriiiie ettt e e e 276

10. # LinUX BINary ####H L..oooiiiiiiiiiiiiiii 281
B PP 281

TO.2. FH it e 281

10.3. Installing Mathematica® .............c.uoveervriineeriiiineeniiiineenniinnnn, 285

10.4. Installing Maple™ .........oviiinviiinieiiinerine e e e e e, 287

10.5. Installing MATLAB® .......evvvvuneriiiineeeiiiineeeiiiineeeniineeeniinnens 290

10.6. Installing Oracle® ...........ccevuveviiieiiineiiineiiineeiineeiiineeiineeiis 294

10.7. Installing SAP® R/3® .....vvvuuneseeeriiiiiiiiiiiseeeeeesiiiiiiieeeessannnnns 297

10.8. AAVANCEd TOPICS vvvvevrvnrrinerinreriinerrineriineeeineeeinreesinessineesines 320
OO PP 323

Vi



HHHH

11, ##HFHFR(TUNING) oevvvvneriiii e eitie e e st e e et e e e tte e et tee e ettt e easarees 329
B O PP 329
T1.2, BHFHRE oottt e 329
L0.3. BHBHRHE ettt e 330
114, #ERERBRRER oottt s 331
11.5. ## SETVICES #HAAH Loviiriiiiiiiiiiiiiins s 332
11,6, ## CrON Lovniiiiiii 334
11.7. #FreeBSD ## TC cvvininiiiiiiiiiiii 337
T1.8. HHHHEH Lottt e 338
11.9. ####(Virtual HOSES) .......uvvvveviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiienens 345
1100, HRERBHFHREHR L oottt 346
11.11. Tuning with SYSctl .......uveviiiinieiiiineeiii e, 350
11,12, TUNING DISKS 1uvvvvvneviiieeiieeiine et e e 351
11.13. Tuning Kernel LIMItS .......ccvvueeriiiinerriiiineeeiiiineeeiiineeeeiiinnen 355
11.14. Adding SWAP SPACE ..vvvvvneriineirineriiieeiineeriineeiineeiineesineerinnans 359
11.15. Power and Resource Management ..............uuuveeervunereninnnennns 361
11.16. Using and Debugging FreeBSD ACPI ............eevvunevrineriineeninnnns 362

12. FreeBSD #HHHH# oovnviriiiiiiiii i e 371
7 T e 371
12.2. BOOLING ## 1vviviiiiiiiiiiiiiiiiiiiis e 371
12.3. The Boot Manager and Boot Stages ...........eevvurerrvnerrineerinnennnns, 372
12.4. Kernel Interaction DUring BoOt .........ccevvuuerrrvinnerriiinneeriinnnnn 377
12.5. Device Hints ...oovvininiiiniiiiiiiiiininininnine 378
12.6. Init: Process Control Initialization ................ccoeevvveriinneinnnn, 379
12.7. ShULAOWN SEQUENCE ..vvvvvvvneriineriieeiieeiieeeiineriineesieenineenins 380

L3, BHBHBHHRER it e 383
1 10 T e 383
13, B e e 383
1330 #HAHREH Lottt e 384
13U, BHRH et et aaeaa 385
L35, BHHHR Lot 385
130, BB et aa 385
137, BHAEREH Lot e 390
13,8, A ettt 393

T4, BHRH ot e e 395
B PP 395
TA2, BH i e 396
14.3. FreeBSD #HARH .ovvvvriiiiriiiiiiiiiiiii i 397
14.4, DES, MD5, and CEYPE cvvvnerrinerrineeriineriieeiieeiineesinneriinersinensins 406
14.5. One-time PasswWOrds .........ceceuuviruneerineiiineriiessinnessinessnnessnnns 407
14.6. TCP WIAPPEIS 1ivvvvirinintiniiiiiniiniiniiiiieneiiiiiinieteneneiieeiienenes 413
14.7. KETDETOSIV vvvvineeeiiiieeeiiise ettt e e ettt e e et e e eaii e eeaaineeaans 416
14.8. KEIDEIOSS .vvueeeiiiieeeiiiieeeeiiie ettt et e et e e e eeenianes 424
14.9. OPENSSL wviviiiiiiiiiiii 434
14.10. VPN OVEr IPSEC vuviviiiiniiiiiiniiiiiiiiiiiiiiisiiiniiinini i 437
14.11. OPenSSH ..uiviiiiiiiiiiiiii 451

vii



HHEHH

viii

14.12. File System Access CONtrol LiStS .....vvvvunevvnneriineriineriineeninnnnnns 457
14.13. Monitoring Third Party Security ISSUES ..........ccevvvurerrrvinnenennnn 460
14.14. FreeBSD Security AdVISOTIES ........vvvvnerrvneriineerinreriineriineriinens 461
14.15. Process ACCOUNEING ....vvuivivininiiiniiiniiiniiiiiiiiiiniiienenn, 463
15, JAHLS 1 ovviniitei e 465
L1500 i e 465
15.2. JAIl #HBHE Lo 465
1530 FHHH oo 466
154, ##EHE JAIl oot 466
155, HHHHH (oot 468
156 JAEL BHF 1.veeeeee ettt 469
16. Mandatory Access CONLIOL .....ouuuneerriiueeriiiineeriiiineeeeiiineeeeiineeeeiiinnes 477
BT BN} 4 6 1) o] 477
16.2. Key Terms in this Chapter ............ccovvvivviiiiiiniiiiiiineiiiiieneee, 478
16.3. Explanation of MAC ......ccvuueviiieviineriineeiineeiiineriinesiineesineennns 480
16.4. Understanding MAC Labels ...........ceevvvienveriiiineeriiiineeriiiinennns 481
16.5. Module CONfiguration ..............uveevunerrineerinnerineiiineeiineeninen, 438
16.6. The MAC bsdextended Module ...........ccovveveriiineeriiiineeniiinnnn. 489
16.7. The MAC ifoff Module .......cccuuveviiiinieiiiiinieiiiiiie e, 490
16.8. The MAC portacl Module ...........uuvevriiinveeiiiinneeiiiinseeiiiinnennn, 491
16.9. MAC Policies with Labeling Features .............coevvvueriinrevinnennnn.. 493
16.10. The MAC partition Module ...........ccuuvveviiiinveriiiineeiiiineeennnnn, 494
16.11. The MAC Multi-Level Security Module ............cccuuvvereriinenenn. 496
16.12. The MAC Biba Module .........cvevviiiiieeiiiiineeiiiiineeiiiieeeeciin, 497
16.13. The MAC LOMAC ModUIe ...cvvvvvniiiniiiiiieiieiieiieeieeeeieeis 499
16.14. Implementing a Secure Environment with MAC ...................... 499
16.15. Another Example: Using MAC to Constrain a Web Server ........... 505
16.16. Troubleshooting the MAC Framework .............ccoevvviineernnnnn.. 507
17. Security Event AUdIting ........vevvvvinneviiiinieiiiiieeeiiie e 509
B8 B} 5 ) 3 509
17.2. Key Terms - Words t0 KNOW ....vvvunerinneriineriineeiineeiiineriinennnnss 510
17.3. Installing Audit SUPPOTE ..evvvvnreeriiiieeiiiineeeiiiree e 511
17.4. Audit Configuration ............eeuuuevrineeiinreriineriineriineeiinerinnennns 511
17.5. Event Audit Administration ..............c.evvevviineeriiineeriiiineennns 514
L8, HHHHH Lot 517
B PP 517
L18.2. HHIH vt 517
183, HHHH et 518
18.4. RAID uvvviiiiiiinii i 520
18.5. USB #HHH# ettt 524
18.6. Creating and Using Optical Media (CDS) .......cevvvvvneervivnneenninnnnn. 526
18.7. Creating and Using Optical Media (DVDS) ............cvvveireeerrrrnnnns 532
18.8. Creating and Using Floppy Disks .........cccevvveviineriineiiineiiinennnn.. 538
18.9. Creating and Using Data TAPES v...uueervvvnnerrrrinerrriinnerriiinnerennns 540
18.10. Backups t0 FIOPPIES tvvuvevvnneriineiiineeiieeiiieeiiineeiineeiieeiineeninns 543
18.11. BackUup SErategies .....eeevvuuerrriunnerriiineeriiiineeeeiineeeerineeennnns 544



HHHH

18.12. BACKUP BASICS +uvvvnrrinneriineriineeiineeiineeriinesiineesineesinnesinnennns 545
18.13. Network, Memory, and File-Backed File Systems ..................... 553

18.14. File System SNapshots ..........oevvvneriineriinneiiineiiineeiineeiineninns, 557
18.15. ##H##H(QUOLA) ..vvveveeeeerrniiiireetieeeee ettt e e e 558
18.16. Encrypting Disk Partitions ...........eceuuevvinverinnerinneriineeninennnnn. 560

18.17. Encrypting SWap SPace .......c.vvuvuviniriiiniininiininiiniiinininninenns 568

19. GEOM: Modular Disk Transformation Framework .................cc.uvevruneennn 571
DS B PP 571

19.2. GEOM ## ottt 571

19.3. RAIDO - ####(SLEIPING) +vvvvvvvenneeeeerrviiiiiiineeeeeeseisiiiiiseeeeeasennins 571

19.4, RAID1 - ##(MIITOTING) ©vvveevivieeeriiiieeesiiieeeeiiieeeesiieeesssiinns 573

20. The Vinum Volume Manager .............ovevviuueeeriiinneeiiiinneeiiiinneeseiinnns 577
20.1. SYTNOPSIS tuvriririnininininiiiiiiiiiiii e 577

20.2. Disks Are Too SMall ........ccevvviiiniiiieiiiiee e e e, 577

20.3. Access BOttlenecks ........vvvvvneiiiiniiiiniiiineiiiieciie e 578

20.4. Data Integrity ......cccvvivviiiiiiiniiniiiii 579

20.5. VINUIM ODJECES 1vuvvvuneriineriineriineerineeriinesiineesineesinessineesinennes 581

20.6. SOME EXAMPIES evneiiineiiiieeiii e 583

20.7. OBJECt NAMING ..evvvneriineeiineeiiinetiineeiineeiieeeieesineeiinesrineerinns 590

20.8. CONfIGUIING VINUM c.vvvuneeriiiieeiiiiineeeiiineeeiiineeeiiiseeeiiineeens 593

20.9. Using Vinum for the Root Filesystem .............covuvevrineriinennnnnnns 594

21, Virtualization(####£) ........vvveiieeeeiiiiiiiiiiiiieee e 601
21,1, SYTOPSIS trvniririninininiiiiiiiiiiiii e 601

21.2. ## FreeBSD # GUESt OS ...ovviiviiiiiiiiiiiiiiin 601

21.3. #FreeBSD # HOSt OS ...vviviiiiiiiiiiiiiiiiin 628

22, #### - TIBN/JLLION #HERH oottt 629
7 629

22.2. LION BHBH ettt eeee ettt ettt tat et etteneeaneneeneeneenennes 629

22.3. ######(Localization) .....vvvvviiiviiiiiiiiiiiiiiiii 630

22.4, Compiling 118N PrOZIamS ...ccvvuneeriiineeriiinneeriiinneeeiiinneeeeiinnnns 636

22.5. Localizing FreeBSD to Specific Languages ...........cccuvureeeerunneaenns 636

23, ##HHH FTEEBSD ouviviiiiiiiiiii 641
2 641

23.2. FreeBSD-CURRENT vs. FreeBSD-STABLE .......ccccovvviniiinininnnnnene, 641

233, #HHH SOUICE Lovviviiiiiiiniiiiiii s 644

234, #### “WOTLA” oo 644

23.5. Tracking for Multiple Machines ............coocovvvevrireviineiiinennnnnnn, 660

AV 22 PP PPPPOPPPPIN 663
24, Serial COMMUNICALIONS 1..vvvvvreriineerineeiiineriineriineeiineerieerieeeiinerninenns 667
B T 4 4 1o ¢ 1) 667

24,2, TNEFOAUCEION ..vvvvriiieiiieriieeiieeiie et e et e eii e e aie e e eeaieeaes 667

24,3, TEIMINGLS 1vvvveiiineeiin et et e e et e e e e e et e e e e e e e aaieaes 674

24.4. Dial-IN SEIVICE cevvvvneeiiiiieeeiiiie et 679

24,5, DIial-0Ut SEIVICE 1vuvvvneriineeiiieeiiieesiie e st e st e e eeeeeeeeesieeaaieeas 687

24.6. Setting Up the Serial Console ..........coevvveiiineriineeiireiiineniin, 691

T o Ve Lo Y 1 1 701



HHEHH

25,1, SYTOPSIS treriririnininiiiiiiiiiiiiii e 701
25.2. USING USETr PPP ...uvviviiiiniiiiniiiiiiiiiniciniiiiicnciiein e 702
25.3. USING KErNEl PPP ......vviiiniiiineiiiieeiiineiiinesiineaiineeiieeeiinesinns 715
25.4. Troubleshooting PPP CONNECIONS ...vvuveevrrvnneeriiiieeriiiieennninns. 723
25.5. Using PPP over Ethernet (PPPOE) .........ceevvvvvneviiiieeriiiineennnnn, 727
25.6. Using PPP over ATM (PPPOA) .....ceeevvvvvviiiiiiseeeeeariiiiiiiinseeeannn, 729
25.7. USING SLIP t.vviiiniiininiiiiiiiiiiinin i 732
20, BB ettt 745
1 745
20.2, BREHHH ot 746
26.3. sendmail Configuration ...........c.ccuuvevvueriineeiinreriineniineniinennn. 748
26.4. Changing Your Mail Transfer Agent ..............cevvveeeevevenniennnnnnn. 751
26.5. TroubleShOOting ...........vvvvureiiineiiineiiineeiiineiiireiiineeiieeeiieeas 755
26.6. AAVANICEd TOPICS vvvveerrrvnneeriiiieeriiiineereiiineeeeiiineeeeiineeeeniinnes 758
26.7. SMTP With UUCP ....cvuvineiineiieiieeieei e e e 761
26.8. Setting Up to Send ONly .......vvvvvienveriiiineeiiiiineeriiineeeiiineenas 763
26.9. Using Mail with a Dialup Connection ............c.coeevvveviinrernnnannnn. 764
26.10. SMTP AUthentication ...........ceceuverirnerirnieriiieeiieriieessieeennnns 765
26.11, Mail USEr AZENLS v..vvvvneriineriineriineeiieeiineeeiineriineriineesinensnns 767
26.12. Using fetchmail ...........ccovvuiiveiiiiinneiiiiineeiiiine e 774
26.13. USing procmail .........ccouuvvvinreiiineiiieiiineeiiineiiineiiineeiieeninnn 775
27. NEEWOTK SEIVELS .evvviineeiiiiieeiiiiseeeiiis ettt e e et e e et e e e e eeraias 777
R 777
27.2. The inetd “SUpPer-SErver” ..........coveerruureeeiiiineeriiiineeviiinneennnn 777
27.3. Network File System (NFS) .....cevvvvuneeeiiiieeeiiiineeesiiineeaiiiinaenns 782
27.4. Network Information System (NIS/YP) .......uuvvveeevrvvivinennnneannnn, 789
27.5. Automatic Network Configuration (DHCP) ...........cccvvveevivvnnnnnns 808
27.6. Domain Name System (DNS) ......cccuuuverrriinneeriiinrereiiinneerniinnnns 813
27.7. BINDO and FYeeBSD ......ceuvvuneiuneiineiieiieeineeieeieeeinesnesanessnennns 826
27.8. APAChe HTTP SEIVET ..cvvvuuneririineriiiieeeeiiineeeeiineeesiineeeaiinnes 829
27.9. File Transfer Protocol (FTP) .....vvuivrirninineinrineinnineinreneennennennes 833
27.10. File and Print Services for Microsoft® Windows® clients
(SAIMDA) vvevvinineine i 834
27.11. Clock Synchronization with NTP ........ccccvvnevviiinneriiiineeeennnn. 837
28, FRH e ea 841
T O < PRI 841
282, HRERHHH Lottt e 841
283, HRHHHHH e ae e 842
28.4. OpenBSD ##### (Packet Filter, PF)# ALTQ ...uuevvvvvnneeviiineeeniinnnnn, 842
28.5. IPFILTER (IPF) ### ...cceeeriiiiiiiiiiiieeeeseeiireeeeeee e 845
28.6. IPEFW ot 868
20, BHBHHEE e aaeas 889
L 889
29.2. Gateways and ROULES .......uevvrviunerriiinneeiiiieeeriiineeeeiiineeeeiinnss 889
29.3. Wireless NetWOTKiNg .......cc.uvvvvveiiineriineiiieeiineiiineiiineeiinennns 896

29.4. BIUELOOLR ovviviieiiii e 917



HHHH

29,5, BIIAGING ©.vvvveviineiiineiiieeiiieeiieetis et e et eesieesieeeineasnneeans 927

29.6. Link Aggregation and Failover .............couvvvevviiineeiiiiineeniinnnnn, 934

29.7. Diskless OPEration ..........ceeuunevruneriineeiinneriineesineeiineeiineesinnens 937

20,8, ISDN Lottt e e, 944

29.9. Network Address Translation ............c..oevevevineiineiineinneinnennnnn, 949
29.10. Parallel Line TP (PLIP) ....cvvvvvneeriiineeeiiiineeeeiiineeeiiinneeeniinnens 953
/A B R | oV PPN 955
29.12. Asynchronous Transfer Mode (ATM) ......veeeevvvvvviinineeenrnninnnns 960
29.13. Common Access Redundancy Protocol (CARP) ............c.cvunennnns 962

AV 2 OO 965
AL B FTEEBSD Lttt ittt e e e 969
A.1. CDROM # DV D #8# ittt ettt eeeieaaaeas 969

D N N S P PP PP PPPPPPNt 973

A3, Anonymous CVS ..o 981

A4, USING CTM Liiiiiiiiiiiiiiiiic et 985

A5, USING CVSUP tuivniniiiiiiiiiiiiiiiinicinicie i eneaens 989

A.6. USING POrESNAP tvuvvviviiniiiiiiiiiiiiiiiiiiiii e 1007

A7 CVS TAES woviiiiiiiiiiii 1010

A8 AFS SILES vrviiiiitiiiiiiiir e e 1015

A9, TSYNC SILES tvviviininiiiiiiiiiiiiiiii e 1015

B B i et 1019
B.1. FreeBSD ###HAHAHE L it e 1019

B.20 BHBHRE e e e 1020

BB, B 1021

Bu, BHEBERRH ittt e 1021

B, B e e 1022

BL.O. #HEREREHRE ittt e 1023

Bl B e e e 1023

B.8. UNIX® #HHH# ©.rsnisiiiiiiiiee e eetete e ee et eetertraeneieananas 1024

Bl B e e e e, 1024
(O OO 1025
C.1. ####(Mailing Lists) «ooeevvevrvririiiiiiiiiiiiiiiiii 1025

C.2. Usenet NEWSZIOUPS ...vvvirirrinininiiniiniiniiiiiininiiiiniiiiienenernenens 1039

C.3. World Wide Web SEIrvers ..........ccecuvvivneirneiuneinneieerieiseiieinnn, 1040

C.4. EMail AddIesses ......ovvuevrneiineiieiieeiieiiieiiieiee e e e aaeanan, 1043

C.5. ShEll ACCOUNES tvuvvniiriiieiineiieiieie e eieeaaes 1043
D.PGP KEYS vuviniiiiiiniiiiiiiiiiiiiiiis e e 1045
D1, OFfICETS tvvvivviiieiieii e ettt 1045

D.2. Core Team MEMDELS ........c.vvvuerinerinerineeieiieesiersierinerieeneeenns 1061

D.3. DEVEIOPETS ..evvneeiieiiiiee ettt 1116
FrEEBSD GlOSSATY ..vvuvevvineiiineeiiieeiiiseeiine et ettt e eeieeeie e et eesieeaineeiineesineeses 1859
L2 PP PPN 1875

xi






#H##H#

2.1. FreeBSD BOOt LOAAET ## ..vvuuuueeviiiieeiiiiseeeiiis e ettt e e et e e et a e 23
D20 FHRHERIH Lottt e 25
230 HHHH e 26
2.4, ## SYSINSTAll #H# L.oouiiiiiiiiiir e 26
2.5, ## Sysinstall ####HUSAZE(FHFE)E L..ooieeeeiiiiiiiiie e e e eee e e e e e et ee e 27
2.6, #HHDOCUMENTALION(FHHE)EFH 1ovevreieeiee ettt ettt ettt e et e eaaeaens 28
2.7. Sysinstall #####(Documentation)## ..............uueeeeeeeereriiiiiiisseeesesiiiiiiiisseeeens 28
2.8. SYSINSEALl #H## Looueeiieeii e e 29
2.9. SYSINSALl FHEHRHE ...iieiiiiis e 29
2.10. SYSINSTALL #H# Looovieiiieii et 30
2.11. SYSINSTAll #HH# L..oiiiiieeiiii e 30
B R 31
2.13. ## FDISK I L.ttt 33
2.14. (##)##### Fdisk ###(PArtition) ...ovvvveivniiniiiiiiee e 34
2.15. Fdisk ##a#aaa##(Partition) .......oooovviiiiiiiiiiiniii 35
2.16. Sysinstall # BOOt MANAZET ## ........vvvuueeiineeiiineeiineeiieeiieeeieeeiineeiinersieenns 36
AT, BRERHHHHRE Lttt ittt e e 37
2.18. Sysinstall # Disklabel ### ............covviiiviiiiniiiiieiiiee e 39
2.19. Sysinstall # Disklabel ### — #E##H## ..ooouieiiiiiiseeiiiiis e, 40
B 41
D20, HRERHHHHRE Lottt ettt ie e 41
D22, HRERHHIH Lottt e 42
2230 BHHHHHHRE Lot e 42
2.24. Sysinstall Disklabel ### ........c..viiiiiiiiiniiiineiiiee e 43
2.25. #######(DIStributions) ..o 44
220, HRERHHIHHR L oottt e 45
227 BHHHIH (oo e 46
228, HRHERH et e 48
2.29. ## edO BHHHIHIE (... 49
2.30. Editing inetd. COnT ...ocooiiiiiiii 52
2.31. Default Anonymous FTP Configuration ..............eeeuueriuneeernneeiineriineeiinennnn. 53
2.32. Edit the FTP Welcome MeSSAZe ... ccvvvvureeriiinneeiiiineeeiiiineeeiiiineeeeiineeeeiinnss 54
2.33. Editing @XPO TS 1ouniiieiiieiie et 55
2.34. System Console Configuration OPLioNS .........eeevvvureerriiineereriineeeriiineeeriiinnss 56
2.35. Screen Saver OPLiONS .....vuiuiriiiiiiiiiiiiiiiiiiiiriniiininii e 57
2.36. Screen Saver TIMEOUL .....vuvvviiriiiniiiiiiiiiiiciiiiic i iearaene s 57
2.37. System Console Configuration EXIt ..........evveeeriiiririiinnnneniiiiiiiiiinnnneeeniiann, 58
2.38. Select YOUI REZION ...vvuniiineiiiieeii ettt ettt e e e 59
2.39. SeleCt YOUT COUNLIY ..uurrrrineeiiiineeeeiii ettt eeeeiii e e ettt e eeeaiieeeeniineeeenaans 59
2.40. Select YOUT TiIME ZONIE ..vvuneeiineeiiieeeiieeiie et e et e et et e e e e e e eeannes 60
2.41. Select Mouse ProtoCol TYPE ..cevvuuneverrineriiiieeeiiiineeeeiiineeeeiieeeeeiieeeeeiinnes 61
2.42. Set MOUSE ProtoCOol ....veuuiiiieiii e 62
2.43. CONTIGUIE MOUSE PO c.evvuneeiiiiieeiiiiseeeiiie ettt e et e et e e e et e eeeiianes 62
2.44. Setting the MOUSE POTE ....uviuniiiiiieiiie ittt et e e e 63



HHEHH

2.45.
2.46.
2.47.
2.48.
2.49.
2.50.
2.51.
2.52.
2.53.
2.54.
2.55.
2.56.
2.57.
2.58.
20.1.
20.2.
20.3.
20.4.
20.5.
20.6.
20.7.

Xiv

Enable the MouSe DaemOn ........uvvviiineeiiiineeiiiieeeiiie et eeeie e 63
Test the MoOUSE DACINON ....vvvvviineeriiiseeiiiieeeeiinee ettt e e ettt eeeaiineeeaiineas 64
Select Package CateZOTY vvuuvvuuneiineriieeiineeiineetieetieeeineeiineesineesineesinnaes 65
SElECE PACKAZES .. evvvveneeeiiiieetiiie e ettt e ettt e ettt e et tas e e et s e e eatieeeeenians 65
INStAll PACKAZES 1vvvvvneiiieiiieiiieeiie et ettt et e e v e e 66
Confirm Package Installation ..............vvevvviineeriiineeiiiiineeeiiineeeiineeeeiiinnn 67
SELECE USEI ..ueiiiiiiiiiiiii et 68
Add User INfOrmation ............uveeeiiunseriiiineeeeiiineeeeiiineeeeiiineeeeiiineeeeniineeens 68
Exit User and Group Management ..............uveeeeruneeeerinneeeerunneeeeninneeeennnnss 70
EXIt INSEALL .vviiineeiiiis ettt 71
Network Configuration Upper-level ..............coveviiiinieiiiiinneiiiiineeiiiineeeen, 72
Select @ default MTA ..vuueeiiiiieeiiiin ettt e et e et e et e e et e e e eeeas 73
Ntpdate CONfIGUIAtION v.vuvvvneiiiieiiieiiie et ee e et e e et e et e e e 74
Network Configuration Lower-1evel ............cccuuvveiiiiiineeiiiiineeriiiineeeiiiineenn, 75
Concatenated Organization ................veeeeruunererrinneeeiiineeeiiinneeerineeeennnnns 579
Striped Organization ................reerruunreerriineeriiinneeeiineeeeiineeeeiiineeeeiinnes 579
RAID-5 Organization ........oevvuiuinininininininininininiiiiiiiiiiniiiiininiiiinenenes 580
A Simple VInum VOIUME ........vviiiiieeiiiineeiiiiineeiiiiie et eeiis e e 584
A Mirrored VINUmM VOIUINE .......evvriineiiiiieeiiiiineeiiiineeeeiie e 586
A Striped VInUum VOIUME .........cevvviinieiiiiinneiiiiieeeiiiine e e e 588
A Mirrored, Striped Vinum VOlUME ...........coeevvuiiieeiiiineiiiiiineeiiiineeeeniennn. 589



#H##H#

2.1 BRI Lt 15
2.2, #HHHHHHHH(PATLILION)FH L oviniinii e 37
2.3, #####HA(PATTIION)FH L...oeiiiiiiiiiieiiiee e 38
2.4. FreeBSD 5.X and 6.X 1SO Image Names and Meanings ............c..ueervuneerunernnnnnns 86
T PPN 107
L8.L. HHHH it e 517
20.1. Vinum Plex OTganizZations ..............ueeeuneeriineriineriineeiineeeiieeeiineeiineriineeens 582
24.1. DB-25 to DB-25 Null-Modem Cable ..........cccccvvvviiiiiiiiiiiiiiii. 668
24.2. DB-9 to DB-9 Null-Modem Cable .........ccevunviiiniiiiniiiiiieiiiceieciieceieea 669
24.3. DB-9 to DB-25 Null-Modem Cable ...........coevviiinreiiiiinneeiiiieeeeiiineeeiiiieeees 669
24.4. SIGNAL NAIMES 1.uueviineiiiieiiie et et et ettt e e et et e et e e vt e eeineeeias 680
29.1. Wiring a Parallel Cable for NetwWorking ............cceeevvvunveriiiineeriiiinreniiiinnens 953

29.2. Reserved IPV6 addresses .....vuvnieieninieiiiiiei et 957






#H##H#

200 BHBHRHEE it et aaeans 16
D2, BHBHRHRH oottt ettt e ettt ettt 17
3.1 #HASLICE HHHBHHIH .ottt ettt 107
IV 2 PPN 107
A1, #HHHHHE PACKAZE tovvvvieiiiiie et 124
11.1. Creating a Swapfile on FTeeBSD ......cvvvuiviuneiiineriineeiiineeiineeiineeiineenineeninns 360
12.1. DOOTO SCreenshot ....cuvuneeviiiieeiiiseeciis e 373
12.2. DOOT2 SCreenshot ....cuuuneeviiiieeiiiiiseeciie e 374
12.3. An Insecure Console in /€T C/tEYS o, 379
13.1. # FreeBSD #H#RHH L.ooviiriiniitiiiiii i e 386
13.2. FMUSEr #HRH Lo 387
13,3, AHRHHHE CDASS tetiitiitietiit ettt ettt ettt ee ettt e et eet et et enteiteneeieeaans 388
J 2 ol o] o 1= 1 PPN 389
L35 HHHHRE oottt e 389
13.6. #E#HHHAHHARHRAHH 2 390
13.7. Adding a Group USING PW(8) v.vvvueeriviuneeririieeriiiieeesiiiieeesiiieeesiineeessiinnns 393
13.8. Adding Somebody to a Group Using pw(8) ..........cvvvvuirreerrreririiininseeannnnnns 394
13.9. Using id(1) to Determine Group Membership .............uuvvervivineeeriiineennnnnnnn. 394
14.1. Using SSH to Create a Secure Tunnel for SMTP ...........oveeviiinreeiiiinneeriiinnnn. 455
18.1. USING dUMP OVET SSH ..vvvuiiiieiiieiiieiiieeiieeiieeeieeeieeeiineeaineevieesineeeins 546
18.2. Using dump over ssh With RSH Set .......cccuuuvviiiiiineriiiiineiiiiieeceiineeceiie, 546
18.3. A Script for Creating a Bootable Floppy ......ccvvvvvvineviinieiiineiiineiiineeiineeninnn, 549
18.4. Using mdconfig to Mount an Existing File System Image ...............ceeeerrvnn... 554
18.5. Creating a New File-Backed Disk with mdconfig .........c.ccevvvvvinveviinerninnnnnn. 554
18.6. Configure and Mount a File-Backed Disk with mdmfs ...........ccccoeevvrvinrernnnnn.. 555
18.7. Creating a New Memory-Based Disk with mdconfig ...........ccovevvvnviiinnnninnnns 556
18.8. Creating a New Memory-Based Disk with mdmfs .............cccvvvveiiiiinnennnnnnn.. 556
24.1. Adding Terminal Entries to /@TC/TLYS wovvvviiiiiiiiiiiei e 676
26.1. Configuring the sendmail Access Database ...........cceueviinvevinneiineiiineniinenn, 749
26.2. Mail ALIASES ...eevviiiiiiiiineeeciiiiiii e 750
26.3. Example Virtual Domain Mail Map ..........ecevveiiineiiineiiineiiineiiineiiieeiinnn, 751
27.1. Sending inetd a HangUP Signal ...........vevvvvinieiiiiinneiiiiineeeiiiineeeiiineeeennnn 780
27.2. Mounting an Export with amd .............c.ooooiiiiiiiiiiin 787
29.1. LACP aggregation with a Cisco switch ...........ccovvivieiiiiiiniiiiinniinn, 935
29.2. FAIlOVET TNOAE ..vvineiiieiiiieiii ettt eaes 936
29.3. Branch Office or Home NetWOrk ..........veevuuuueeriiiineeriiineeiiiinneeeiiineeennan 947
29.4. Head Office or Other LAN .......ccouuiiiiniiiineeiieeiiieeiiieeeiineeii e e e eeiieens 948
A.1. Checking Out Something from -CURRENT (IS(1)): ..ceevvvvvrrrrrirerrrerinereienennneee. 983
A.2. Using SSH to check out the STC/ tree: ....vvvvnvviiineiiiniiiineiiiieeiiieeiiineeiiees 984
A.3. Checking Out the Version of Is(1) in the 6-STABLE Branch: ..................cceeeene. 984
A.4, Creating a List of Changes (as Unified Diffs) to IS(1) ......ovvvvnvreerrrrriiiiiinnennn, 984
A.5. Finding Out What Other Module Names Can Be Used: ..........cccuueveineennnnnnnn.. 985


http://www.FreeBSD.org/cgi/man.cgi?query=pw&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=pw&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=id&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=ls&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=ls&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=ls&amp;sektion=1




#

HEHHH

######## FreeBSD ############### FreeBSD ############# UNIXQ #H#####HHHHHHHHRH

HHHHHHHHFH AR H TR F AT

HERAHBRBRAHR AR RRRAH AR BRRAAAHBRRAAAH BRI BE HHAHBRRRAAHBRRRA AR RRRR AR AR RRHRA A
HABHHARAA AR

HEBRERRBRS #5 B, #HHHH

HHAEHHHHH

HH#HH AR AR #HE FreeBSD ###HHHHHARHHHHHARES HHARHHHHHHRIH

o # 11, #psepH(Tuning), ##sssss(Tuning)#sssssssssssssss ACPL ####ECrONRRIIIH
kernel tuning #######

o # 14, #hnr, #ansnananenanaasn(VPN) #psasanan#(ACL)######(Security Advisories)##
##

* #16, Mandatory Access Control, #######(MAC)##########R#R###IH MAC HARBABHHH#HHH
# FreeBSD ######

o # 18, HHEE, BERHRAAEAAAHUSD #AAAAAAAH(SNApShOL) HA##HH(QUOTA) HH-HHHIAAAIHHIAN
HAHHHHR AR AR BHRH
* # 20, The Vinum Volume ManagerVinum#############s##1#4# Vinum ######(device-

independent) ##### RAID-0, RAID-1 # RAID-5 #

o #25, PPP and SLIPPPP # SLIP ##############

o # 26, #HAARHHARHARHHHHAARHHE MTA ###SMTP ###UUCP#fecthmail#procmail HARAHBRY
HHHH#
o # 27, Network Servers, ######AA#HHHHHHRBHHHHAAAH#H Apache HTTP ####FTPd#######

Microsoft Windows client # Samba ########BEBBHIRE 2O, HERHABRABHRHHHAHH

o #29, HEHEIRERIA R FreeBSD #unnnnnntnnsa## ATM(Asynchronous Transfer
Mode) ######

o #an#aaH(Glossary ) HH#HARIHIH#HH

o HHBRHHHAHHHRY



HHHAAABRY

HEHHHHFHH

HARHHHEH FreeBSD ##HARHHHBHABHARRHHBHAREHHBHARIHAH
o HHBRHHHHHH

o ### ASCII ####HHBHBRARS

o HEBBHABBEBARE #H8# FreeBSD”, “####” and “##7#

o #2, ##FreeBSD (“## FreeBSD”) ########HHHHHHHHE HUHHHH FreeBSD #H###H#HHHHH#H###(#
HERHHER)#

o #3, UNIX ####(“UNIX® #####”)### processes, daemons # signals ####

o #4, ########Packages # Ports ## (“,’,’ HAHR#H# ,‘,‘”) HARHHHHRH binary package ##HHAHAH
o #5, X Window #### (“X Window ####47) s###ss#sss## XFree86™ 4.X #### X11-wm####
KDE # GNOME #

o #12, FreeBSD ##### (“FreeBSD #####” ) #######

o #18, ##### (“#an##(Storage)”) ####nn# “Disks” # “Backups” #########HIRHHAHHHHHHHHH
#a## RAID(#######RAID) #AH#HH#EHH

o #24, Serial Communications(“Serial ###”)########### FreeBSD 4.X/5.X ####
o #25,PPP and SLIP (“PPP # SLIP”)#########
o # 20, #ppsnh(“ BHREREE ) BERRRRAH
o #26, #pn (“HEpEE” ) apa# sendmail #H##
* #10, # Linux Binary ##### (“Linux® ###") ######## Oracle® # SAP® R/3® ####
o HEHBRBHARARRR
o # 11, #######(Tuning), #######(Tuning)#

o #7, #arrrs#(Multimedia), #######(Multimedia)#

HEHH

HARBHARHARRHARRARRHAHRHAHS FreeBSD ##HARHH#HE HHHHARHHAHRHARHHHRHARHHFRHARIH HHBHHARH
#H##### FreeBSD ####ABHHHAHHBHAHH BHHHAHBRRHHAHBRRRHAHRBRRHHAAABRRH BREHHAHBRRHHH
HAREH BHHHRHARRHHRH FreeBSD #ARHHHBHARHHHHE HHRHARHHHRHABHHARIH SerVET #HEHHRHHARYE
#######H FreeBSD ####

XX



#1, 4% #HE
##### FreeBSD###### FreeBSD #i##### I

# 2, ## FreeBSD, ###

###### serial console ####

#3, UNIX ####, UNIX® #####
Covers the basic commands and functionality of the FreeBSD operating system. If
you are familiar with Linux® or another flavor of UNIX® then you can probably skip
this chapter.

#4, ########Packages # Ports ##, #######
Covers the installation of third-party software with both FreeBSD's innovative “Ports
Collection” and standard binary packages.

#5, X Window ####, X Window #####
Describes the X Window System in general and using X11 on FreeBSD in particular.
Also describes common desktop environments such as KDE and GNOME.

# 6, #######t, Desktop Applications
Lists some common desktop applications, such as web browsers and productivity
suites, and describes how to install them on FreeBSD.

#7, #rppss#(Multimedia), Multimedia
Shows how to set up sound and video playback support for your system. Also
describes some sample audio and video applications.

#8, ## FreeBSD Kernel, Configuring the FreeBSD Kernel
Explains why you might need to configure a new kernel and provides detailed
instructions for configuring, building, and installing a custom kernel.

#9, 44 #h#
Describes managing printers on FreeBSD, including information about banner pages,
printer accounting, and initial setup.

#10, # Linux Binary #####, Linux® Binary Compatibility
Describes the Linux® compatibility features of FreeBSD. Also provides detailed
installation instructions for many popular Linux® applications such as Oracle®,
SAP® R/3®, and Mathematica®.

# 11, #######(Tuning), Configuration and Tuning
Describes the parameters available for system administrators to tune a FreeBSD
system for optimum performarnce. Also describes the various configuration files used
in FreeBSD and where to find them.

#12, FreeBSD #####, Booting Process
Describes the FreeBSD boot process and explains how to control this process with
configuration options.

XXi



HHEHH

#13, ###annnnnt, Users and Basic Account Management
Describes the creation and manipulation of user accounts. Also discusses resource
limitations that can be set on users and other account management tasks.

# 14, ###4, Security
Describes many different tools available to help keep your FreeBSD system secure,
including Kerberos, IPsec and OpenSSH.

#16, Mandatory Access Control, Mandatory Access Control
Explains what Mandatory Access Control (MAC) is and how this mechanism can be
used to secure a FreeBSD system.

# 18, #####, Storage
Describes how to manage storage media and filesystems with FreeBSD. This includes
physical disks, RAID arrays, optical and tape media, memory-backed disks, and
network filesystems.

#19, GEOM: Modular Disk Transformation Framework, GEOM
Describes what the GEOM framework in FreeBSD is and how to configure various
supported RAID levels.

#20, The Vinum Volume Manager, Vinum
Describes how to use Vinum, a logical volume manager which provides device-
independent logical disks, and software RAID-0, RAID-1 and RAID-5.

#22, #### - [18N/L1ON ##### Localization
Describes how to use FreeBSD in languages other than English. Covers both system
and application level localization.

# 23, ##### FreeBSD, The Cutting Edge
Explains the differences between FreeBSD-STABLE, FreeBSD-CURRENT, and FreeBSD
releases. Describes which users would benefit from tracking a development system
and outlines that process.

# 24, Serial Communications, Serial Communications
Explains how to connect terminals and modems to your FreeBSD system for both dial
in and dial out connections.

# 25, PPP and SLIP, PPP and SLIP
Describes how to use PPP, SLIP, or PPP over Ethernet to connect to remote systems
with FreeBSD.

# 26, ####, Electronic Mail
Explains the different components of an email server and dives into simple
configuration topics for the most popular mail server software: sendmail.

#27, Network Servers, Network Servers
Provides detailed instructions and example configuration files to set up your FreeBSD
machine as a network filesystem server, domain name server, network information
system server, or time synchronization server.

xxii



# 28, ###, Firewalls
Explains the philosophy behind software-based firewalls and provides detailed
information about the configuration of the different firewalls available for FreeBSD.

# 29, #######, Advanced Networking
Describes many networking topics, including sharing an Internet connection with
other computers on your LAN, advanced routing topics, wireless networking,
bluetooth, ATM, IPv6, and much more.

## A, ## FreeBSD ###, Obtaining FreeBSD
Lists different sources for obtaining FreeBSD media on CDROM or DVD as well as
different sites on the Internet that allow you to download and install FreeBSD.

## B, ####, Bibliography
This book touches on many different subjects that may leave you hungry for a
more detailed explanation. The bibliography lists many excellent books that are
referenced in the text.

## C, ########, Resources on the Internet
Describes the many forums available for FreeBSD users to post questions and engage
in technical conversations about FreeBSD.

## D, PGP Keys, PGP Keys
Lists the PGP fingerprints of several FreeBSD Developers.

HHHFHHEHH

H#IEHH#

###(Italic)
#en#(Italic) #rnnnnsann(URL)# #ARHRBARHHHHARIRIH

### (Monospace)

#H HBRHH

####(Bold)

At

H#tHH#

#n# #1#(BOLd) #A##AHHAHAHARH FHAHHHBRBRERHIRRR + BRRRBRRHY

Ctrl+Alt+Del

xxiii



HHEHH

#appnnns Ctrl ## Alt #### Del ##
HARHRRRRRRRRH( ) RERBREY
Ctrl+X, Ctrl+S

i Ctr] # X ## #####188 CLrl # S ##

#itH#

####E B \> #####E MS-DOS® ##### #H############### Microsoft® Windows® ### “##
####(Command Prompt)” ####

E:\> tools\fdimage floppies\kern.flp A:

HARHHY # HRUHHHHBHRRREHH FreeBSD ## root #A##### #H###E rOOT #AHHHHHHHUHHHHHHUHHHHY
## su(1) ### root ###

# dd if=kern.flp of=/dev/fd0

HHBHHBH 5 BRBRBRBRIRARE TreeBSD ###RARRARARAH #eRaRARRER####A## C-shell(csh/tcsh) #

HHHHHHHHF T FH A

% top

##

L bl A A A e el e A e e e e A A A A A A e A
HHHHHHHH R FFHF R F A F AT B AR A AR F AR AR AR A AR A H A H T

HERBHARBARARBABRBRRARARBABAR AR ###BSDI (#### Wind River Systems) ##
FreeBSD ################ 2000 # 3 ########(ISBN 1-57176-241-8) Wind River Systems
HEHHHHRRABRBBII ISR 2001 # 11 #####(ISBN 1-57176-303-1) #
2003-2004 ####FreeBSD Mall ##########H#HHHHHHHRARIHBHAY

XXiv


http://www.FreeBSD.org/cgi/man.cgi?query=su&amp;sektion=1
http://www.windriver.com
http://www.freebsdmall.com

# 1. #### FreeBSD

HAHAABRRHRHH FreeBSD #####HHHAH#E #EHHH#HE
o ##FreeBSD ###

o HEHHHHHARYE

o ## UNIX® #######

o HEHBHARHHH#EH FreeBSD #####

o #### X#t UNIX® #####H#HBHAAHAHRHRAAA R Y

HHAAABRRRHH AR RRHA AR R AR RRRHA AR BRRHA AR RARHH AR






2 5
0 R 5
1.2. Welcome t0 FreeBSD! ...uvuivniiiiiniiiiiiie e 5
1.3, B FTEEB S D HH ittt et et e e, 8
2 B FTEEB D Lttt e e aaea 13
728 13
< 2t 13
I 22222 15
O Pt 20
2.5, ## SYSINSTAll L.uuiiiiiiiieei e 27
I 22 31
R 2222 < 43
T 222t 45
S 2222 < 47
B T2 2t 48
W G O 222 80
22 84
B S T 222 85
B UN D X R ittt ettt ettt ettt ettt e et te ettt s e eetasseeenaseresaseeesssseennnnes 93
0 93
3.2. Virtual Consoles #HHH# . .....ouiuniiiiiiiie et 93
G T 96
B, B it e et e, 99
TR T 22 100
B 0. AR ittt ettt e e 108
I 2 110
3.8, DA O AR ittt e e e 112
3.9, SHEIIS vuiriiie i 113
BT T2 115
I T2 2 116
3.12. BINATY #H# coveniiiiiiiiiiiiii e 116
I G T2 118
4, HHAHAHHHPACKAZES # POTES ## 1oeviiieeiiiiiseeeciii ettt 121
O 121
A, AR T ittt et ettt ettt et 121
G 222 123
A4, ## PACKAZES #HHH Loovviieeiiiiis ittt 124
A S, B POTES B ittt et et eeeeees 126
Y R 22 4 g 135
4.7, ###HHH(BIOKEN)H POTESH ooviriiriineiee et 135
5. X WINAOW BHEH oottt ettt 137
o0 137
oIV 2 2 137



SR T 2 e 140
D 5. # XL BB ittt ettt 145
5.6. The X Display Manager ...........cvevuueriineriineeiineriiineriineriinesiinessineenss 149

BT HHBH oo 152



# 1. ##

Restructured, reorganized, and parts rewritten by Jim Mock.

1.1. ##

#H###H#HE FreeBSD #######H#H FTeeBSD #ARHHAHAHRBHHHARRARHHHARRY
HABHH AR

o FreeBSD ### OS ######

o FreeBSD ########

» FreeBSD ######

» FreeBSD open-source ##########

o ###### “FreeBSD” #######

1.2. Welcome to FreeBSD!

FreeBSD #### 4.4BSD-Lite ####### Intel (x86 and Itanium®), AMD64, Alpha™, Sun
UltraSPARC® ######HHHHHHBHHRHRHHHHHHRAAARHRRAR HHARHRRERARHE FreeBSD ##### ##
FreeBSD ########## current release ###### FreeBSD ########(#AAHHABHHARH)E #H #HH
FreeBSD ####

1.2.1. FreeBSD ###i##

FreeBSD ######HABHARRHHBHH
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####TCP [ 1P #####htsssts#s### SCTP#DHCP#NFS#NIS#PPP#SLIP#IPSec#IPv6 #######
# FreeBSD #H###HHHHHIHHAHIHHH AR (NS ) s (email ) #aa# #
#hannnnnsns#(Internet) ### WWWHETP# ##(routing) #####(firewall#security) ######
.

######(Mernory protection) e


../../../../doc/zh_TW.Big5/articles/contributing/index.html
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FreeBSD #####

+ FreeBSD ##32##(32-bit)###### (# Alpha#ltanium®# AMD64 # UltraSPARC® ####64##
(64-bit)#) — ####unnsutnss

#a###X Window ###(X11R7)######## NGA ### [ #1# ######aaa#(GUI) #ARRHHHHHHH
#i##

o HERBBARARAAA AR FreeBSD ##ports###packagesH##HH IS HHHHH IS
HHH##HS

o BERRBRBRRARE AR AR TTeeBSD #R####HHHHHH N UNIX® ####HH HHRHHHHBRBHAH
HARH(RERBHRE) BHARARRHH

######(demand paged) Vlrtual memory # “merged VM/buffer cache” #### ###########
## CPU #######(SMP)###### CPU #####

HUHB YRGB H BB YEY BB B YL L EE LY E LR BHGHE YRRt
FHHHFHFHFFHFTTT HHEHEFRF R R E R THT FEF R A

o HEBBHHHAHHBHHH

o HHHHHHAAAS

FreeBSD #########n####n##ntn##n# (Computer Systems Research Group ### CSRG) ##
## 4 ABSD-Lite##### BSD ########## ##t# CSRG #####AH#H#H #HHHHAH#H#H####H FreeBSD
HERHHAHHBRRHAHHHBH HHBRAAHHHBRAAAAHBRAA BRAHAHHRBRAAA AR B R AH##B##H FreeBSD ####
#ERBH - HHHHH

FreeBSD #####H###HHHHRHHHARHHHATA HHBHHHRAHHHHABHHHARHHHRRBHHRARHHHAA HRBHHHARHHH

Unlx HHHAAHHE HARARBRY FreeBSD HEHHH FreeBSD HEHAHRABRAHHAHABRRRHAHAARRRHHAARRH HHBRRH

HARBARHHBHABARBAAR S ARARBAARARBRBH AR AR H

####H##HA# FreeBSD #####HH #AHHHARHARAHARHARHHARHARHHARIS HHRHHRRHARAARRHAR A RS
#H###HH HA#HHA#AAH FreeBSD ####

o ##48H FTeeBSD #AHHHHHHHHHHHHHHH(HHH) HEAHHH

#####(FTP servers)

#unaasat(WWW servers) (######## [SSL] ##)

+ IPv4 #IPv6 routing



#1. ##

#######(Electronic Mail servers)

#aaa###(USENET News) #########(BBS)
o H##H#E,.,

## FreeBSD############ 386 PC# ###nssn#un#t CPU # Xeon #######(RAID)#A######Y
HHHH

o HHH HRRHHRHARHHARAARIAAHE FLeBSD #HA#RHARHHARHARHHARHABHHS BHHRHABHAARHABHAAA #

o HHAHHBRHHHAHRHT e BSD #EHHHH#HRRHHHAHHBRIH BRAHHARHBRAHH FreeBSD ##HHA##HRRHHAH#H
HARHAHRHARHHARHS HHARHARH

AR #HRRHE FTeeBSD #AR#EHIHHHHHAIS GNU C/Cr+ #A#AR#EY

#######E CD-ROMHADVD ### FTP #### FreeBSD -- ###HARHAHBHARHHARRHARE HIHHHE #H A, #H
FreeBSD ### ## FreeBSD#

1.2.2. ### FreeBSD#

## Internet ######### FreeBSD ######HAHHIH

Yahoo!

Apache

Blue Mountain Arts

Pair Networks

Sony Japan

Netcraft

Weathernews


http://www.yahoo.com/
http://www.apache.org/
http://www.bluemountain.com/
http://www.pair.com/
http://www.sony.co.jp/
http://www.netcraft.com/
http://www.wni.com/

## FreeBSD ##

Supervalu
TELEHOUSE America
Sophos Anti-Virus

JMA Wired

HARRHHRHHHE

1.3. ## FreeBSD ##

PR 85 A A A 1 11 11 1

1.3.1. FreeBSD #######
Contributed by Jordan Hubbard.

FreeBSD ####### 1093 ####### ######### #### 386BSD # patchkit(####) ####s##s### Nate
Williams#Rod Grimes ##(Jordan Hubbard)#

#ERHERARARAH 386BSD ##### snapshot ######### DAtChKIt #H##AHHHRIRIRHBHERIRIRARS
##“386BSD 0.5” # “386BSD Interim” #######
386BSD # Bill Jolitz ######ununnnnnntnnns #rann (patchkit) Mttt HRHRIRIBHHRERIRY

e wannnnpnnnt “at(cleanup)” ## Bill# ##ans Bill JOltz #Ast##A#IHIAEIIIAEIEIAIEE
B BRBRRBRARRRARS

wpannnnnss Bill #asssnnpnppipnns sapss# David Greenman ############# reeBSD## #
BEHHBHARHHHRIRA ARSI FHRBRRRA AR ## Walnut Creek CD-ROM
#### CD-ROM #########H#H#####H##### FreeBSD# Walnut Creek CD-ROM ##### CD-ROM
### FreeBSD ################RARARH###H ###% Walnut Creek CD-ROM #########RBR#H#
AARHHARHHH #HH#H TreeBSD #A#AHHRAHHHHAAHHHH

#### CD-ROM (###)### FreeBSD 1.0 ## 1993 ##### ####### U.C. Berkeley ######## 4.3BSD-
Lite (“Net/ 2")####### 386BSD ###HH#UAHHHBHABHAYHRHRBHARH H#YAHH#H 1004 # 5 HH#ARH#HBHH
FreeBSD 1.1#

#nnnnnnnnnnssss# Novell # U.C. Berkeley ## Berkeley Net/2 #######nssnnsst U.C.
Berkeley ###### Net/2 #u#nnnnnnntnnns Novell ### - #ustansanst AT&T #### Berkeley
#### Novell ## 4.4BSD-Lite ######nt# 4 ABSD-Lite ######t#####IHE ##1## Net /2 #1###1
HARRAAAAARRS FreeBSD# #AMH#IHE 1904 # 6 #HHHHHHHHE Net/ 2 MY
#r#######H FreeBSD 1.1.5.1#



http://www.supervalu.com/
http://www.telehouse.com/
http://www.sophos.com/
http://www.jmawired.com/

#1. ##

FreeBSD #########A##HBARBARY —— #HH##H#AE 4. ABSD-Lite ##### ## “Lite” ########1Y
Berkeley # CSRG #E#HHHHHHHBHBBHEHHHRREAHRR (RHARRREHHE) BERHEE INte] #HAHHHH1R1Y
## ## 1994 # 11 #######HARHAH ###H# 12 ### CD-ROM ########## FreeBSD 2.0# #########
HARBHARHARRHARAARYE #HH 1995 # 6 ######H######H FreeBSD 2.0.5#

### 1996 # 8 #### FreeBSD 2.1.5## ISP ########### #1# 2.1- STABLE
1997 # 2 ### FreeBSD 2.1.7.1 ##### 2.1-STABLE #
######(RELENG_2_1_0)#

1996 #11 #FreeBSD 2.2 ####### (“-CURRENT”) #### RELENG_2_2 ###########(2.2.1)# 1997
# 4 #HHE 2D H #1998 # 11 #### 2.2.8 ## ###### 3.0 ### 1998 #
10 #######S

1999/01/20 ########## 4.0-CURRENT ## 3.X-STABLE ##### 3X-STABLE ###3.1 ##
# 1999/02/15#3.2 ###1999/05/15#3.3 ### 1999/09/16# 3.4 ### 1999/12/20#3.5 ###
2000/06/ 24 ######nsssin(# Kerberos #H#####H)HHHHE 3.5.1 ### 3. X #HRHHHHHHHH

#2000/03/13 ####nnnsns ### A X-STABLE #####nns#nns#ss 4,0-RELEASE # 2000 # 3 #
### #### 4.11-RELEASE ## 2005 # 1 ####4-STABLE ######### 2007/01/31 #######AA###H
BRAHRBRAHARBRAAH

##### 5.0-RELEASE # 2003/01/19 #######sstsntspssinst  #######CPU(SMPng)##
##kernel thread(KSE) ########## UFS2 #### snapshot ## ### UltraSPARC® # ia64 #####
###32 bit # PCMCIA ##### 2003 # 6 #### 5,1# # -CURRENT ########### 5 X #### 2004 # 2 #
##### 5.2, 1-RELEASE## 5.X #### -STABLE (RELENG_5##)###-CURRENT #### 6.X ###

RELENG_5 ### 2004 # 8 ######### 5.3-RELEASE ### 5-STABLE ########### ### 5.5-
RELEASE ## 2006 # 5 ######### RELENG_5 #######

RELENG_6 ### 2005 # 7 ##### 6.X ###### release(6.0-RELEASE) ## 2005 # 11 #### ### 9.2-
RELEASE ## 2006 # 5 # ### ####RELENG_6 ######H#HH####

RELENG_7 ### 2007 # 10 ####### 10.0-RELEASE ## 2006 # 5 # ### RELENG_7 #######H#H#H

#unansnpspnst 8 X-CURRENT (trunk) ####### 8. X # CD-ROM (##########) snapshot ####
# FreeBSD snapshot server ###

1.3.2. FreeBSD ##i###
Contributed by Jordan Hubbard.

FreeBSD ##

#u#nn##anH### GNU GPL ## LGPL #####BREHHAHABRRHHHHHBRRHAHHBRRHAAHBRRHH #H### GPL
HAAAABRBRHHAHBRRHAAHBRRHAAHBRY HHABBRRHHAHBRRAA#H BSD #A#A#AABRH


ftp://current.FreeBSD.org/pub/FreeBSD/snapshots/

FreeBSD #####

1.3.3. FreeBSD ##4###
Contributed by Satoshi Asami.

FreeBSD #########HH#BRBHBHHHHH BABHY BHBRBBBBHBHBRBRBRHHAH#RIE FreeBSD #######H##
HAHBRBBBHBRHBRBRRRRY BEBERBRBRBRRERBRBRBRRBRBHHRBRS BHRRBRBRBH R BB IR BHH FreeBSD
technical discussions #### ##### FreeBSD announcements #### #####HBHHHHHHHHHHBHHE

HRRHARABHBHARABHRHARAY FreeBSD ####H#HAHHHHHIH
The SVN and CVS repository

##### FreeBSD ### source tree #### CVS (Concurrent Versions System) ##H
BH BERBRBERBRBBRBARRRBEH FreeBSD ###### ### 2008 # 6 ### FreeBSD ########
SVN(Subversion)# ###############E CVS #HAHHHH##HE SOUTCE tree #EHHHHHHHHFHHHH
###### repository ##### SVN ## client ###### CVSUpP# CSUp ###### CV 'S #H-HHRHHHAH
### —— ### SVN repository # backport # CVS ###### client #### ######## source tree
## SVN ####### #HHH## POTES ## Tepository ##### CVS ####### #### CVS repository #
#ra### Santa Clara ####### ### MIrror ############E SUN tree ######## -CURRENT
## -STABLE ########HBRHHHRE #HER# #H## SOUTCe tree ###

The committers list

### committers #### CVS tree # write ### ##########H#H##### FreeBSD source#
(“committer” #### cvs(1) ## commit #######sssssstsst CVS repository#) #####
# committer ##########H## send—pr(l) ### #it# PR ###BHBHHHHHHHH BEBHBHBHHHHHH
FreeBSD committer's #### ###

The FreeBSD core team

### FreeBSD ########## FreeBSD core team ########(board of directors)## core team
RURBBRBH BB BB BBBBRBRIHRH BHBBHBBBRBRARA cOmMmMitters ### #A##REH#HY
###### ### core team ## 2008 # 7 # committers #############H#BHHA#H

## core team ##HHBHAHAHHBH HHAHHBRHHHAHHHRHHHAHHRIHAH ## FreeBSD ####HHHH#HBRHHH

HH HHHRH #
##
@ core team ######H FreeBSD #HAHAHHHHAE RHHHHAHBHBRIHHHY
### “commitment” ### “guaranteed support” ### ########
HARARHRHRHARHRRRIARRS BHARHRRRAARRRRR AR RIARS HHAHH
FreeBSD ##########H
HABHHH
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#1. ##

HERBRAHERBRIIRRE BRERRRBRERBRBRIRARBRARRRRRIHRH # TreeBSD A4 #HHRBHIRHRHY
##### FreeBSD technical diSCUSSIONS #### #A###A#HHIRIERE 4 C| HERIARE HERIHAIH
FreeBSD ####(mailing lists)#

FreeBSD ##### #####H##### #AHHHBRBHHH#H #HH####EH FreeBSD ######

HARHHBRARHHAHRRHAHAHRRIA HERRHHHHBRRRAH A RRHHH FreeBSD ###

#H #ABRRHHAHBRBRHHH ####(ports / packages) HAHARBRAHHHARRRHRAHS —— BHARHRRRHHHHRRY

HHHAARBREHRH FreeBSD ###HBRHHH HBHHHHAHHBRAHHAHHBRAHHH

1.3.4. ### FreeBSD ##i##

FreeBSD ####stttttsssssst 4 4BSD-Lite ##ssss#sst Intel i386™, i486™, Pentium®,
Pentium® Pro, Celeron®, Pentium® II, Pentium® III, Pentium® 4 (######), Xeon™, DEC
AlphaTM # Sun UltraSPARC®R ###########H##H #HHHHHIHHH#I#E # CSRG #H##H I I#Y
NetBSD#OpenBSD#386BSD ###############

## 1994 ######s# FreeBSD 2.0 #A#HAHHHHIR BHABHBHERIRIRIRIE BHRIRIRIRHARARARARS
cache ########E HEHIHIHHHAHIIE, #11# FreeBSD #AMHHH#HE 5 MB# ########## NIS
cilent and server ##### ## transaction TCP#PPP ######## DHCP ### SCS] #######ISDN #
###ATM#FDDI ###### (Ethernet### 100 Mbit # Gigabit) ########## Adaptec ###########
#H##H# Dug ###

HERRHHHIHAATrBSD #H###HHHHHH#AR###H Ports Collection# ########### 24,000 # ports#
#n s NEEp(WWW) #EAER AR ##4 Ports Collection ### 500 MB #
HERBRRS POTE HAAHHABHIRHIRS DOTE #ERIBRIRHIHIBRIRE FHABRIRHIRIBRIRS DOTLSHAAHRIRSY
## 1.0 # Ports Collection ########## #### POTt ######### pOTt ###### make install ##
HHHHRARIHHIN AR #08 TTP # CD-ROM #A#HHHHIHHHHER I pOTt #
i BHHAE DOTE #IHAHHAIE “package” A1 HHIHIE pOT #EtHA##1AHH (DKQ add )###ass #

# packages # ports ######## # 4, ########Packages # Ports ###

Free /usr/share/doc ############H# #H#H###### Free

FreeBSD ####
/usr/share/doc/handbook/index.html

FreeBSD #####
/usr/share/doc/faqg/index.html

HERRRBAR RS (REAHARAA)NTED : / /www . FreeBSD  org/ #

11


http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers
../../../../doc/zh_TW.Big5/articles/contributors/article.html
../../../../index.html
http://www.FreeBSD.org/




# 2. ## FreeBSD

Restructured, reorganized, and parts rewritten by Jim Mock.
The sysinstall walkthrough, screenshots, and general copy by Randy Pratt.

2.1. ##

FreeBSD ##########HAAH##A#E Sysinstall# ## FreeBSD #H######E HBHIIIRIIIHIEEIEY
HERBIH BHAAARAAE Sysinstall ### FreeBSD#

HARHHRHAHRH
o #### FreeBSD ###
o FreeBSD ##########

o #### sysinstall ###

. ###Sysinstall HAABHHA AR RHA R RHA R AR
HARBHARAHARAHH

o HHE##HH FreeBSD ####BHAREHH HHRHHRBHHBHHRY

##
@ #EA#HHRAEARAE 1386V (### PC ##) #tnah wwnsan(## Alpha)wsass
B

HEHARABRRHAHAHS

2.2, ###i#
2.2.1. ##t##

## FreeBSD ###########H FreeBSD ###HAHARHAHHHHHY

#HppH#HRRR###H FreeBSD ### Release Information #### Installation Notes ### #########
####H# HH#HE FreeBSD #####RHHAHHHARNHHIHS HHHHHARHHHIH #HARHH # 2.3.7, “HUHBHHE HHHHR

2.2.1.1. FreeBSD/i386 # FreeBSD/pc98 ##

FreeBSD/i386 # FreeBSD/pc98 HHHHBH AB6 #AHAHARH #### 24 MB # RAM### 150 MB ####
## #HRHHAHHS


http://www.FreeBSD.org/releases/index.html

HHEHAHH

##
S HAHHHAAAN RAM SRR CPU ####

2.2.1.2. FreeBSD/alpha ##

### FreeBSD/ alpha## st tin st (44 # 2.0.2, “HHH##H") #HHHHA##H FTeeBSD ### ###I#E
HRAHHAAER #1004 SRM ###### SCSI controller #### IDE ## (#### SRM ##### IDE ####)#

###a##### SRM console firmware# ######## AlphaBIOS (or ARC) firmware # SRM ### ##

Y4l
FH T

##
S # FreeBSD 7.0 ##### Alpha# FreeBSD 6.X ############ #

2.2.1.3. FreeBSD/amd64 ##

### CPU ## FreeBSD/amd64# ###### AMD Athlon™64 #AMD Athlon™64-
FX#AMD Opteron™ #### CPU#

##### Intel® EM6AT ### CPU####### FreeBSD/amde64# ## CPU ### Intel® Core™ 2
Duo #Quad#Extreme #### Intel® Xeon™ 3000#5000#7000 ##### CPU#

##n### nVidia nForce3 Pro-150## ## ## BIOS #### 10 APIC ##### ############## ACPI
##t# ## Pro-150 ##### DUGHHHHHHHHHHHH

2.2.1.4. FreeBSD/sparc64 ##
### FreeBSD/sparcea##intntntns (### # 2.2.2, “#H##AE)#

FreeBSD/Sparce4 ######### #ERIHAHHHRIRIRAR

2.2.2. ######

FreeBSD ## release ###### FreeBSD Hardware Notes ############ #HBHHH##EHH FTP ###
#H######## HARDWARE . TXT  #### #### sysinstall # documentation ######### ## FreeBSD
release #######A#HAS HABAAHHARA#HAE # FreeBSD ### Release Information ########
release ######HHHHRARES
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#2. ## FreeBSD

2.3. ##H#HHHH#
2.3.1. ###H##HH#H

### FreeBSD #####HH#HHHHHHHHAHRIE TTeeBSD #H#HHHHRHH(RIHHHHIRHR) HRHRRRY
FreeBSD ############### IRQ # 10 port #### #### PC #HHRAAFHHHRAFHAHAAHHHRAARE ##H
HARHHARAARHAA R AR

BHEBHABRRAHAHEEHE WINAOWS® # LiNUXHHHHSHHHBHHHEBHAY BHEBHIHHHRRBHBRRE BRERHBHRH

HERHABHHR BUABHRBRAHRBRRBRHHBHRARUABHHRARHARH #4818 RQ ### 3HD ## THE 1O ####HH 16 ##

##E ## 0x330#

###### FreeBSD #########HHHHAHHBRIHH HERHHHHHHEH

## 2.1, ####(##)

#HH# IRQ 10 port(s) | ##

### IDE ## N/A N/A 40 GB#Seagate ######## IDE ### master
CDROM N/A N/A ##### IDE ##4# slave

#HH N/A N/A 20 GB#IBM ######## IDE ### master
### IDE controller |14 0x1fo

### N/A N/A Intel® 10/100

#it# N/A N/A 3Com® 56K faxmodem### COM1

HERAHHARHRAAHR AR FreeBSD #E#HHHAH HHHAHHHHH

2.3.2. #i#t#H##

HARBRAHARARRRHHAAARRRH FreeBSD ## ###BHAHARHBRARHRABRRRAHAHBRAHH##HE FreeBSD ####

HHHHHRHH AR AR F AT AR AR AR AT

2.3.3. #### FreeBSD ##i###

####H FreeBSD #####HARBHHRHARHHH#H

######## T T T T T T R T T T T T T T TR T T T T T T TR T T T T T TR TR T T T T T T T}
Free HHHHHHHHHHAH HHHHHHAAAAAA AR AR AR AR SR B

2.3.3.1. FreeBSD/i386 ##i#i###i###

PC #anntnnnnpnnnns(chunk) #aassss ##(Partitions)# ## FreeBSD #### partition###assssss
##t #ia# FreeBSD #anununusnsnt disk slices ### slices# #####FreeBSD # Tdisk ###### PC
###t slice ## Partition# ## PC #######HIR#IHIRE 4 #utHRRE##IRE #949%(Primary Partitions)#



#### FreeBSD #####

HERHRRRRRRRR Rt st (Extended Partition)# #####FRFHHHHHRER #1E
HERBHHAAABHRRRRRRRRRRRS (L ogil cal Partitions)#

#rpnnnns peppt(Partition ID) ####HHHHHH####H # FreeBSD ###### 165#

HHHH IR # DOS #i##a# st Windows® ################H 1
# #a##(drive letter)## C: ###

FreeBSD ########### FreeBSD ####HHHHHHHHHHHHHHHHRARIY FHATHBRBRBRHBHRAAAH (BHH)H
### FreeBSD #### ## FreeBSD ########## 1 ##### FreeBSD ### #A##HHHHHHHBHBHAHHHHHH
#i# (RAAHHERBRRRRR) B

HARBHHHRBRHHAAREH HARBRHHAARBHHAR R HHH (## DOS or Windows® ## fdisk) B##ARBHHH
FreeBSD ##

L el A A e A A A A A A A A
HHHHHHHHHHFHFHFFFFHT FHHFFHF R HH

####### T T T T T T g R T T T T T T R T R T T T T TR TR TR T TR TR TR TRTY (TR TR TR ######
Free 100 MB ##########H####H HHEHHHARHAHRAHREARE SRR (RRHHH
PP BE(BERRRR)E SRR R R R R

#u#anan##A PartitionMagic® ######### GParted ########### ## FreeBSD #####FreeBSD
#AHFTP ### too\ls #########SIE HAH#H#HHHHHH#H#HTIPS # PResizer# #############H####Y
## FIPS# PResizer # PartitionMagic® ####### MS-DOS® # Windows® ME #### FAT16 #
FAT32 ###### ##n##s NTES ##### PartitionMagic® # GParted ######## GParted### Linux
distributions # Live CD ####### SystemRescueCD#

#### MICrosOft® Vista #####HAHHHHHARY BHHHHHHHHHHERHARE N IStQ #HARBRIHE BHEHHHHRY
HAH#HBRAHAH AR

Bt el A A A A A b el A A A A A A e
HHAHHHH TR FF RS HHERF R R AR R HHFHH

#H D1, #EHHRRRY

#H####H 4 GB #########E Windows® #######HHHH##H##AHHC: # D ###### 2 GB #C:
#### 1 GB #### # D #### 0.5 GB ####

FreeBSD ###

16


http://www.sysresccd.org/

#2. ## FreeBSD

## 2.2, #HHHRARY

wa#anh# 4 GB ##s#a##s# Windows®# ### Windows® ## 4 GB ## C: #########H:
1.5 GB ############ 2 GB # FreeBSD ###

### R FreeBSD####HHHHHHHHH##H
1. ## Windows® ####### Windows®# #### Windows® ## 2 GB ######

2. ########## PartitionMagic®###### Windows® ##### i

2.3.3.2. Alpha ##t###H##H#

# Alpha ############# FreeBSD# ###
# IDE ### #H#HAHIHIERERIRRS

HEHHBHA HHHHAHR Alpha #a##H##### SCSI

## Digital / Compaq ########## ## SRM #HIHHAHAAARS #EHSRM #ARARH

### SRM console ##### SHOW DEVICE ###

>>>SHOW DEVICE

dka0.0.0.4.0 DKAO TOSHIBA CD-ROM XM-57 3476
dkc0.0.0.1009.0 DKCO RZ1BB-BS 0658
dkc100.1.0.1009.0 DKC100 SEAGATE ST34501W 0015
dva0.0.0.0.1 DVAO

ewa0.0.0.3.0 EWAO 00-00-F8-75-6D-01
pkc0.7.0.1009.0 PKCO SCSI Bus ID 7 5.27
pgat.0.0.4.0 PQAOG PCI EIDE
pgb0.0.1.4.0 PQBO PCI EIDE

###### Digital Personal Workstation 433au# #######
#A#HH##HH #H##H DKCO # DKC100 #

##### #### CODROM### DKAO #

#EpEEEE DX #### SCSI ###### DKAL00 ### SCSI #### SCSI ID # 1# ##### SCSI ###(A)# #
DKC300 ### SCSI ### # SCSI ID # 3###### SCSI ###(C)# #### PKx ## SCSI #### ### SHOW
DEVICE ###### SCSI ######## SCS] ######

## IDE ######### DQX ### # PQx ####### |DE ######

2.3.4. #it#HH# I

#r#nan#( FTP ## NES)## FreeBSD# ######HHHHHHHH #1# FreeBSD ####HHHHHHAHHHHHHHHIH
HHHAH
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## FreeBSD ###(Errata)

2.3.4.1. ##i###(Ethernet)# Cable/DSL #####

RAAHARHHHHARH Cable/DSL HARHHH HABHAHRRHHHHH

1. IP ##

2. ## Gateway(##) # IP ##

3. Hostname(####)

4, DNS #### P ##

5. Subnet Mask

BU#AABHHHARBHHAAAR#HAARH (SP ### #R####RB###H DHCP ##### #HA#BHH#HARBHHAHRHHHH

2.3.4.2. #itiH##HE

HHAHAHABHBHARARHRHAY FreeBSD# ##HAHHAH#IH
HH#HHH

1. ### ISP ######

2. ######H##H COM ##

3. #### |SP #AHHRHHHH

2.3.5. #3# FreeBSD #3#4#(Errata)

Free HABHAHARS HABHAHRBHAHARBHAH #AHRBHHHRRHHARRRHHHRBHHHH #HHHH
HHRB B RRR e o Sttt Attt A Attt
Free Errata Free HAHHHAAAAAAAAA AR AR

HARHRRRRRRR(RRRRE) #### FreeBSD ## # ####(release information) ###
2.3.6. #i## FreeBSD #i#i##

FreeBSD #########HHHHHHHIRY

* CDROM #DVD

o ###DOS ###

+ SCSI # QIC ###

o H###
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#2. ## FreeBSD

o FTP #### Passvie ### FTP #(##### NAT #) ### HTTP proxy ####
* NFS ###

« ##(dedicated)# parallel # serial ##

#### FreeBSD # CD # DVD######HHHHHHHHH #HAFHHHRR (# 2.3.7, “HERHHHE)#

### FreeBSD ########HHH# # 213, “HEHHE" #RAHBHAHURHHRARRSY BHBHABARARRARBARE # 2.4, #
#HH#

2.3.7. #H##H##H#

FreeBSD ##########HAR#EH FreeBSD #### —— HBHARBHABHARIHHE HHBHHHBHARHHARHHRBHHAY

H## HARBHAHARHHH HRBHAHARHHHARBHHAAH

##

#### FreeBSD # CDROM # DVD(B######H#HHHHHHH)E #HAHHBHBRERY
##(### BIOS ### “Boot Order” #####)############# ## FreeBSD
CDROM # DVD ########

BERBRERBRBRRIRS
1. ###asssss(images)

#u#ansnn#(images)sansnnsinst  floppies/ ####  #wwswwswss FTP ## floppies
##### ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/<arch>/<version>-
RELEASE/floppies/ ####arch###version##############0S ### ####### FreeBSD/
i386 10.0-RELEASE ###### ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/
1386/10.0-RELEASE/floppies/ ###

###(images)##wsnst  Tlp##  Tlopples/  ##w#w####s#ssns  (images)##tsnis
FreeBSD ###########A#HE #it# 4 ######### bDoot.flp# kernl.flp #kern2.flp #
kern3.flp # #####sssssssts README. TXT ###A##HRERHHHIHY

##

A ### FTP ######## binary ## HHRRHE FHERRRRE text (# ASCIT) ####
HH#H HRAHHRHARAH AR AR AR HA AR
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HHEHH

HHHH#HS

HERRHBRRRRRERRRRRARRAAE ppppnnnnnnnpnspsssst(format) #HARRRBEBHERER
#H#WIndows® ## format #####BEHHHHBRHHEYE BHEBEBHBHEBHBHREBHBRERR FHEBHHHRRY
HEHAHBRBRAHAH

##
A #### FrE@BSD #HHHHHHIH TS #
B
####(images) ######

T p ####EHEH RRAHAHRRRRRAY ###################(image)# HHHAABRBRAAAHBRIHA #
RAHAHBRRRHHAHRRRHHA BRI

### MS-DOS® /Windows® #####s#is#nns Tdimage #HE#EEHEHHERE

##### FreeBSD ####(#######H B #HARHHHHEREREY

E:\> tools\fdimage floppies\boot.flp A:

PTRTRTRTRTRTRTY QTR TR TR T 4 TR L TRTRTRTR TR
#H##HARAAS T ##HH BHAHHHAH(HHARHARR ) HRAHARHARIG BHHARAARAHARAARY FHIH HHH
\
RARHAHARHAHARARRS # T HHHHHRHHHH HFHAAHARHHHA#HH FreeBSD ##### ### FTP ###
tools ## ## fdimage ###

#### UNIX® ##(####% FreeBSD ##) #antsnnssnss Ad(1) #HA#FRERRA##AARE # FreeBSD
BREBRARBRBRRRAS

# dd if=boot.flp of=/dev/fdo

#FreeBSD ##/dev/fd0 #########(### MS-DOS®/Windows® ## A: ###)# # /dev/fd1l
# B HEHHHEHEHIR #HH UNIXQ #HHHHHHH Y

HARBHHBHAR#EH FreeBSD ##

2.4. ###i#
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ftp://ftp.FreeBSD.org/pub/FreeBSD/tools/
http://www.FreeBSD.org/cgi/man.cgi?query=dd&amp;sektion=1

#2. ## FreeBSD

Last Chance: Are you SURE you want continue the
installation?

If you're running this on a disk with data you wish
to save then WE

STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before
proceeding!

We can take no responsibility for lost disk
contents!

HHHAHHHHHHHHTT B FHA AR AR AATE AR AR TFHT AR HH

REHAARBRRHHAHS

2.4.1. ##t#HH#HS
2.4.1.1.i386™ ##t#####

1. ###BRERHHAHRRRAS

2. HERERREBRRRBRERER B BIOS HRBRHHE BHRA Fz F1o Del # Alt+S#(######
HEHHE) #REBRBRIR R0 BIOS #AHEH HEFRIHRHRIRIRRRE SRR ESC HARRIRIRARE #

HEHAHRBRRHHAHY

3. #unanpnan#(Boot Order)###is #HH##HH#IH#H#H###### Floppy , CDROM, First Hard

HEHAARBRRHHH f oppy disk #####psssnt #apapppnst COROM #EHA#HHBHHHE BHAHHRY

HHHH

4, HHRERAREERS 2,37, CHEHERE R DOOt . Tlp #RAHHRRA AR
HAHHBHARHHHRRRRH FreeBSD #########
HARBHARHHARHARAAARRHAR AR
1. HARHHABHARHHARHAREG S HARAHARHARAHARHARY
2. BIOS ################# BIOS ####

3. #### BIOS ######H#H
5. ##HFTeeBSD ######E HHHHHHHHHHHHHRHRHHH(HHHHHE)#

Booting from CD-Rom. ..

21



###HHAH AR

6.

22

HERHRRRRRRRRRRRA (R #

#####E boot . Tlp ##### ### Kernl. flp ##### ### Enter ## #HH#HHARAHHHHAHARAHIH
HARBHARHHBHRH

HERHRRRRRR R FreeBSD boot loader #####



#2. ## FreeBSD

Welcome to FreeBSD?

Boot FreeBSD [default]

Boot FreeBSD with ACPI disabled
Boot FreeBSD in Safe Mode

Boot FreeBSD in single user mode
Boot FreeB3SD with verbose logging
Escape to loader prompt

Reboot

1.
2.
3.
4.
5.
b.
7.

Select option, [Enterl for default
or [3pacel to pause timer 10

## 2.1. FreeBSD Boot Loader ##
##### 10 ##### Enter ##

2.4.1.2. Alpha #######

1.  #RABREHHHAHRRRAH

2. HEAAHBRARAAABRRRHAH

3. HRRRERARRRRE # D37, R #E DOOL . TLD #HHHR AR RRRRR

# (RAAHHHBERERRRRRRIRAR)

>>>B0O0T DVAO -FLAGS '' -FILE ''
###################################(####################)#
>>>B00OT DKAO -FLAGS '' -FILE ''

4,  ## FreeBSD ########H#HHHHFHHHHH HHAFHHFHAH
Insert disk labelled "Kernel floppy 1" and press any key...
#H#E#E# Doot . flp #### kernl. flp ## ### Enter#

5.  HAHRAHAAAHAAAARARARRRREH

Hit [Enter] to boot immediately, or any other key for command ¢
prompt.
Booting [kernel] in 9 seconds... _
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HEHARABRAHHAHARRY

w10 ##### Enter ## ####t###kernel configuration ###
2.4.1.3. Sparc64® ####i##

#H## SPArcOA® #H##H#HH#H#H #### FreeBSD ######## PROM(OpenFirmware) #########
iaad

Sun Blade 100 (UltraSPARC-IIe), Keyboard Present

Copyright 1998-2001 Sun Microsystems, Inc. All rights reserved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.
Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

HERRBHARRBAARARRARH L1+A # Stop+A ##### serial console (##### tip(1) # cu(1) ### ~# ##
#) ## BREAK ##### PROM prompt# #######

ok (1]
ok {0} @

Q  ##ppspass CPU ####
O st SMP #####a###R####E CPU ###

######### PROM prompt # boot cdrom ###
2.4.2. #HHHHHE R

wannnnnnnp st (ouffer) #usnns

#aupnspa# Scroll Lock ## ##4
# Scroll Lock ###########

### PageUp# PageDown ####### ###

HHHHRAHHAARAHRARA TR BRI DD WA R AR
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#2. ## FreeBSD

avail memory = 253050880 (247120K bytes)

Preloaded elf kernel "kernel" at 0xc0817000.

Preloaded mfs root "/mfsroot" at 0xc0817084.

mdO: Preloaded image </mfsroot> 4423680 bytes at Oxc063ddcd4

mdl: Malloc disk

Using $PIR table, 4 entries at Oxc00fde60

npx0: <math processor> on motherboard

npx0: INT 16 interface

pcib@: <Host to PCI bridge> on motherboard

pci@: <PCI bus> on pcib0®

pcibl:<VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> at device o
1.0 on pci®

pcil: <PCI bus> on pcibl

pcil: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 11
isab@: <VIA 82(C586 PCI-ISA bridge> at device 7.0 on pciO

isa0: <iSA bus> on isab0

atapci@: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device o
7.1 on pci0®

atal: at 0x1f@ irq 14 on atapci®

atal: at 0x170 irg 15 on atapci®

uhci@ <VIA 83C572 USB controller> port 0xe400-0xe4lf irq 10 at o
device 7.2 on pci

0

usb@: <VIA 83572 USB controller> on uhci®

usb@: USB revision 1.0

uhub®: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addrl

uhub0: 2 ports with 2 removable, self powered

pci@: <unknown card> (vendor=0x1106, dev=0x3040) at 7.3

dcO: <ADMtek AN985 10/100BaseTX> port 0xe800-0xe8ff mem o
0xdb000000-0xebOOO3Ff ir

g 11 at device 8.0 on pci0

dcO: Ethernet address: 00:04:5a:74:6b:b5

miibus®: <MII bus> on dcO

ukphyO: <Generic IEEE 802.3u media interface> on miibus0

ukphy0: 10baseT, 10@baseT-FDX, 100baseTX, 100baseTX-FDX, auto
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port Oxec00-0xeclf irq 9 o
at device 10.

0 on pci®

edO address 52:54:05:de:73:1b, type NE2000 (16 bit)

isa@: too many dependant configs (8)

isa0: unexpected small tag 14

orm@: <Option ROM> at iomem 0xc0000-0xc7fff on isal

fdcO: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 drg2 on v
isa0

fdcO: FIFO enabled, 8 bytes threshold

fdO: <1440-KB 3.5" drive> on fdcO drive 0

atkbdcO: <Keyboard controller (i8042)> at port 0x60,0x64 on isa0
atkbd0@: <AT Keyboard> flags 0x1 irql on atkbdcO

kbd® at atkbd0®

psmO: <PS/2 Mouse> irq 12 on atkbdc0

psmO: model Generic PS/@ mouse, device ID 0

930 4mbeperic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0xbffff o
on isal

scO: <System console> at flags 0x100 on isa0

scO: VGA <16 virtual consoles, flags=0x300>

sio0@ at port Ox3f8-0x3ff irq 4 flags O0x10 on isab

sio0: type 16550A

siol at port 0x2f8-0x2ff irq 3 on isal

siol: type 16550A

ppcO: <Parallel port> at port 0x378-0x37f irq 7 on isa0

pppcO: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBLE mode



HARRBRAHHAHHBRRHH

BHEBBBBBRBBBBRY TreeBSD #HHAHHRBHEY FHRBERBRBBBBHHHBHIE 18 Korne] BRBBBBBBEHE
GENERIC kernel ################

# FreeBSD 6.2 #H##ABHABIARER # 0.3, “HHHH REBRARHAHABHABRARAR #1H ENter #AARRIHARE
HERHHAY #HHRA sysinstall #estat

Please choose a country, region, or group.
Select an item uwsing [SPACE] or [ENTERI.

nited States|

United States Minor Dutlying Islands
Uruguay

Uzbekistan

Vanuatu

Holy 3See (Vatican City State)
Uenezue la

Viet Nam

Virgin Islands, British
Virgin Islands, U.3.

Wallis and Futuna

Western Sahara

Yemen

Zambia

NNNNNNNNNNNNDN

(NCEE Concel

## 2.3, #HHH

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’'re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to move to Exit.

Juick start - How to use this menu systen|

Begin a standard installation (recommended)
Begin a quick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeB3D
Installation instructions, README, etc.
Select keyboard type

View-Set various installation options
Repair mode with CDROM-DVUD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

o ORZS 0 HWE

Select [X Exit Installl

## 2.4, ## Sysinstall ##

#a##a# Exit Install# #essanssssssst

User Confirmation Requested
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#2. ## FreeBSD

Are you sure you wish to exit? The system will reboot
(be sure to remove any floppies/CDs/DVDs from the drives).

[ Yes -] No

pre Bttt et A bt 1t A A A A 1A A A A
Y €S | #HHHHHFHHHHHHHT FHHHHHFHH A FFHHAFHFFHF

HARHARRRAAAARARRAAARRRRAHE DOOL . Tlp ###

2.5. #3# Sysinstall

sysinstall # FreeBSD ########H## #ARHHHBRARAHHBRARHHAHRRRHHHHBRHH

sysinstall ######### Enter#Tab#Space ############ # sysinstall #### Usage ##########
###

#Hp#papnpaAaAE Usage#ss [Select] ##snnsssnst #4 2.5, “## Sysinstall #####Usage(###
#)#" ##### Enter ##

Ll b A A A A A A A TR
HAHHHHAHAAAAAAHHAHAAA Enter ######4

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]1. To exit, use [TAB] to moue to Exit.

Quick start - How to use this menu system

Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

Views3et various installation options
Repair mode with CDROM/DVD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

[ %]

s OoORE 0

[ Select 1 X Exit Install

## 2.5, ## Sysinstall #####Usage(####)#

2.5.1. ### Documentation(####)###

#i#HAH#A#A DOCH### Enter ##
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### Documentation(####) ###

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’'re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to move to Exit.

Quick start — Houw to use this menu systen
Begin a standard installation (recommended)
Begin a quick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

View-Set various installation options
Repair mode with CDROM-DVUD-floppy or start shell
Upgrade an existing system

Load default install configuration

Glossary of functions

.—cF‘C'ﬂGﬂHO =
]

[ Select 1 ¥ Exit Install

## 2.6. ###Documentation(####)###

HHHAAHBRRHHHHHS

If you are at all unsure about the configuration of your hardware

or are looking to build a system specifically for FreeBSD, read the
Hardware guide! New users should also read the Install document for

a step-by-step tutorial on installing FreeBSD. For general information,
consult the README file.

Exit this menu (returning to previous)
A general description of FreeBSD. Read this?

Late-breaking, post-release neus.

The FreeBSD survival guide for PC hardware.

The FreeBSD Copyright notices.

The release notes for this version of FreeBSD.
Creating shortcuts to sysinstall.

Go to the HTML documentation menu (post-installl.

1
2
3
4
5
[i]
?

ONCEE Cancel

## 2.7. Sysinstall #####(Documentation)##

HABHHAARHARHA

HAHAAABRRRHHAAHBRRHAAHBREH Enter #RHHHH#H##E Enter ###RRRHHHHBRY

HERARAARAHAR#H EXIt ###4 Enter ####
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#2. ## FreeBSD

2.5.2. #H###HHHHHH

##HAHHHAARHAHAAHAHA AR Keymap ### Enter #### #HAAHHHH##H #HHHHAAHHARAFHHHA A

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’'re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to move to Exit.

Quick start — How to use this menu system
Begin a standard installation (recommended)
Begin a quick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Views3et various installation options
Repair mode with CDROM-DUD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

## 2.8. Sysinstall ###

HARHBHRRHRBRRRR R Space #HH##HI#HE Space #insttrnsntttntns [ OK | ###

HHHBRARAABAAAAS BRARRAAR AR Tab ## [ Cancel ] #astnntins

The default system console driver for FreeBSD (syscons) defaults
to a standard "American"” keyboard map. Users in other countries
(or with different keyboard preferences) may wish to choose one of
the other keymaps below.

Note that sysinstall itself only uses the part of the keyboard map
which is required to generate the ANSI character subset, but your
choice of keymap will also be saved for later (fuller) use.

elgian
Brazil CPB50 keymap
Brazil ISD keymap (accent keys)
Brazil ISD keymap
Bulgarian BDS keymap
Bulgarian Phonetic keymap
Central European IS0 keymap
Croatian IS0 keymap
Czech IS0 keymap (accent keys)

MCEE Cancel

## 2.9, Sysinstall ######
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HEHHAHRARRH

2.5.3. #H##H#H#HHHH#

## Options ### Enter ##

Welcome to the FreeB3D installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you're interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to move to Exit.

Quick start — Houw to use this menu systen
Begin a standard installation (recommended)
Begin a quick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

Repair mode with CDROM-DUD-floppy or start shell
Upgrade an existing system

Load default install configuration

Glossary of functions

[ Select 1 ¥ Exit Install

## 2.10. Sysinstall ###

Options Editor

Value Name Value
Browser Exec susrslocal-binslinks
Media Type <not yet setd>
NO Media Timeout 300
YES Package Temp svar/tnp
NOD Newfs Args -b 16384 -f 2048
NO Fixit Console serial
NO Re-scan Devices <{=>
NO Use Defaults [RESET?1]
NOD
fip
susr/binsee
[Extract Detail high
[Release Name 8.1-RELEASE
Install Root e
rouser package links

se SPACE to select- toggle an option, arrow keys to move,
? or F1 for more help. When you’re done, type  to Quit.

FS server talks only on a secure port

## 2.11. Sysinstall ####

HUHYHBHL LGRS H Y UHY YR YHY YRS
7 HHH#

HHHH RS # Release Name ######HH#H# I

HARHRRRRRBRBRRRRRRARE pappppnasit Use Defaults(####H) #AFHHHBRBRERBRERE
#HH#
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#2. ## FreeBSD

HA#HHH T 1 #HABHARRHAHE

## Q #HAABHARBHHHE

2.5.4. #H#H##IH##

Standard(##)######### UNIX® # FreeBSD #######sss# Standard ### Enter ############

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’'re interested in. Inuoke an
option with [SPACE] or [ENTER]1. To exit, use [TAB] to moue to Exit.

Quick start — How to use this menu systen
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type
Views3et various installation options
Repair mode with CDROM/DVD-floppy or start shell
Upgrade an existing system
Load default install configuration
Glossary of functions

=1

oS0

[ Select 1 X Exit Install

## 2,12, #HHHEHAH

2.6. ##t#H#H#H##

#H###RH#ERRHA#HH FreeBSD #######label# ## Sysinstaﬂ HERABHHHBH ##HH##HH FreeBSD ###
HABHHAHH AR

2.6.1. BIOS #####

####H# FreeBSD #####HHABHARIH#HE #HHHHRHARHHHIH

# PC ####### MS-DOS® # Microsoft® Windows® ### BIOS ########## BIOS ##########

HARHHAHARAAAHHAS BIOS #### #HHHHHAHHHAA#### “primary master” ##### #EHHHRAHHHRA S
HEBHHAAAHAHHARRRRRE #HHHH GhoSt # XCOPY ####AHHHHHHHHHHRHHHHIH FHARRRRRRRH (Y
HERBHHHH)E H#RBRHHHRE BIOS #HAAAHE HFHERHRBRIHIE FRAHHRRRRRRRHARA AR (BH jumper)##
HEHAH BEHHHRHRBRRH

#rpnnRaRRE SCSI #Hnnnnis BIOS ##### SCSI ##(#H#H T #)RERHHHHHHHHH

HAHAABRERHHAHBRRHAA###E FreeBSD ###### FreeBSD #### BIOS ########H#H# “logical BIOS
drive mMapping” ### ##H#HHHHHAAAAARRARY FRHRABBHHHHH AR RRRAAAS
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# FDisk #######(Slices)

## FreeBSD ###### BIOS ######HHH#HHHHHHH#H HHRHRRHHHHHBRHHHHHHRHHHHHHRRHHAHBYR HHH
##### jumper #H#HRH

####H##BIll # Fred #####
##(Bill)######(Fred)### Wintel ### FreeBSD# #### SCSI ##(ID # 0)## FreeBSD#
#########AH FreeBSD ##########A#### SCS| ##H#HABHHHAH HHHRARHHHARHHH

HRHRARH R AR BHURHR B #HR R a# surface ####
##t #ARBBHHAABHHRARBHAH D ## AH HEH#HHABHHAHAH BHAHHRRH O #HHBH AH HHARHHHHRH
HEHARBRBRHH BHAHARHBRRRA R RARH ### SCSI BIOS ### SCSI ID 4 ##### ### 4 ####
##FreeBSD ########

HEBRRBRIRBBHRBRIRRBIRBARRY #388 FreeBSD ### #4# 1D O #####(REHHH)HERE B4 #
HHHHHHBHBRS BRHHHHHHRHRASY TTP #HAHHHHRHHHHHH FreeBSD#R##A###HH

HEHHRBRRRRRRBHHHARARAIRRA . BRRRRRRHHAAR A RRRRRRH #H#8# 1D 4 # SCST ## (#
HARBHBHHRRRHHRRE)E MOUNE #HH# #HHHHHE [D & HEHHHHHRBHIHHRRIHS

HAHARBRRRHHAAHBRY

#apnnnns 1D O #apssss 1D 4 #aaaa# 1D 4 ### “#####(new clone)”# #### SCSI BIOS
## 1D 4 #ARHHHHHIR 1D 4 #H# HHERHHHRBIHRIIS HHARHARRIRARIAA BIOS #HABHARIHHS #
# FreeBSD #######HHHHHAHHHE #HARHHH FreeBSD ######## 1D 0 #H##HH #HHBHHHAHRY
HABHHRHHRRIA SRBAARAAHR 1D 4 #H#

BRSBTS BHHBB BB ARR Y (BREHERREE O $11. )#

#HAH#R#R#AH SCS] ### #HHA#H#H#H##H |DE ####

2.6.2. # FDisk ####i##3##(Slices)

##
@ RERBHBRBHHHHHHHHHHAHHH HARBRBRBHBHHHHHHHH HAHARARH
sysinstall# ### U ## Undo(##) HARRH HHHHHHARARAAAAAAAARARARARA
#H#####
# sysinstall HERHHHAHHBRIHA HRAHHHHHRRH
Message

In the next menu, you will need to set up a DOS-style ("fdisk")
partitioning scheme for your hard disk. If you simply wish to devote
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#2. ## FreeBSD

all disk space to FreeBSD (overwriting anything else that might be o
on

the disk(s) selected) then use the (A)1l command to select the v
default

partitioning scheme followed by a (Q)uit. If you wish to allocate o
only

free space to FreeBSD, move to a partition marked "unused" and use ¢
the

(C) reate command.

[ OK -]

[ Press enter or space -]

HERBHAHHRH EOCCT #H HHRHRAHHRARABRARSARRRRAHRRRSAS #4213, “## FDisk ######" #####
###### IDE ##########H##HH#E dO # ad2#

Please select the drive, or drives, on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine, you will have the option to install a boot
manager later. To select a drive, use the arrow keys to nove to it
and press [SPACE] or [ENTER]1. To de-select it, press it again.

Use [TAB] to get to the buttons and leave this menu.

[1a ad2

[0k ] Cancel

## 2,13, ## FDisk ######

HARBHARRH QdL #AHHRH BHAHRHARY

#nnnnnns IDE ###### primary master#### secondary master#####s##### ## FreeBSD ##
HAAHHHHHARAHR #HH adO ### adl AHHHHHHERE

pr1maryslave,,,.”,.,,. ######AAAAAH ad L ###### adl a
TR TR R T TR T TR TR TR TR TR T u/## NHHHH S S BUBHEHEHH LYY S S S SRS LS ####
RERHHAH HHAHBRRHH(AH adLs)a )#ERHHAHBBRY BRHHHAHBRHHAH BB RRHAH BRI Free

#rppppnnant kernel ##### IDE #ERERBHHHHHHHHHHERRRE FHEBBRRRE # secondary master #
IDE ####### ad2 # ######## ad0 # adl ######

#### FreeBSD kernel ######t###nus ad0 # ad2 ### HEHEHHH####] primary ##
secondary #### master######### slave ##
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# FDisk #######(Slices)

#aa## FreeBSD ##ssnn#t [ OK |# ##ps# FDisk#ssssnnt ## 2.14, “(##)##### Fdisk ###
(Partition)” ####

FDisk ############

AARARAABHAAAHRARAARRRAARAAA Y #14H FreeBSD ###### geometry#######

HABRERBARARARAAAA slice ### slice ###### ##A#ATreeBSD ###########(sUb-type)# ###
#EHH D RARREARRES Slicottin DC #HHRERHHERAH #1# ###### FAT slice(### MS-DOS® /
Windows® ## C: )####sssass#t (# MS-DOS® / Windows® ########)#

#a##aat FDisk #o##ss

Disk nane: 3 FDISK Partition Editor|
DISK Geometry: 16383 cyls-16 heads/63 sectors = 16514064 sectors (8063MB)

8ize(3T) End Name PType Desc  Subtype Flags

unused 4]
fat 14
unused Q
extended 15

0] 63 62 -

63 4193217 4193279 adds1
4193280 1008 4194287 -
4194286 12319776 16514063 ad0s2

6
Z
6
4

The following commands are supported (in upper or lower case):

= Use Entire Disk
Delete Slice
= Change Type

set Drive Geometry C = Create Slice F
Toggle Size Units 5 = Set Bootable 1
Undo fill Changes Q = Finish

F1 or ? to get more help, arrow keys to select.

## 2,14, (##)##### Fdisk ###(Partition)

HARHHARAHBRH AR AR
### FreeBSD ######(#HHHHHHHRHRY sysinstall HUHHEH HERRERRR) #aaaaat A #( Use
Entire Disk)#######4# slice# #####stastst unused (Ho##### DC #H####1)# slice#######

FreeBSD slice# ### ########### FreeBSD slice#### S ##### slice #### slice# #H#####H#H# #
#2.15, “Fdisk #####ssna#(Partition)”# #### # Flags ### A #### slice ## active##### slice
####

#appny slice ###### FreeBSD ############## Slice ## D ###EHE C #H HHHHHHHHHHHHBRHH
slice ##########H##E ENCOT #AHY HEBBBHAHHRIHHEYE BHEBHHHBRBAHHRRHAY

######H FreeBSD ###(#### PartitionMagic® #####)##ins C #### SliCORHARIHRIHAHHIH#Y
### slice #####
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#2. ## FreeBSD

Disk name:

Size(ST)

63

0]
63 16514001 16514063 adds1

following commands are

Use Entire Disk
Delete Slice
Change Type

End Name PType

= 6

supported C(in upper o

set Drive Geometry
Toggle Size Units
Undo All Changes

r

C
S
Q

A FDISK Partition Editor|
DISK Geometry: 16383 cyls-/16 heads/63 sectors = 16514064 sectors (8063MB)

Desc  Subtype

unused 4]
freebsd 165

lower case):

= Create Slice
= Set Bootable
= Finish

F1 or ? to get more help, arrow keys to select.

## 2.15, Fdisk ##########(Partition)

HERHH Q ## BEHHHHAHH sysinstall HARAHBRRHHAHHR #

2.6.3. ## Boot Manager

########E DoOt manager# HH#H #HRER I Doot manager#

o H###H#H#AH FreeBSD #####H#####H

o HHE#BHAREHH FreeBSD #H##HHARHARIH BUARHHARHARHHA RIS

Flags

CcA

### FreeBSD############### Standard ### ######### DoOL manager ##### FreeBSD ###

# None ###

HEH#HBRAHAHH#B#RRH Enter ##
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wannnnnnn#(Slices)

FreeBSD comes with a boot selector that allows you to easily

select between FreeB3D and any other operating systems on your machine
at boot time. If you have more than one drive and want to boot

from the second one, the boot selector will also make it possible

to do so (limitations in the PC BIDS usually prevent this otherwise).
If you do not want a boot selector, or wish to replace an existing
one, select “standard”. If you would prefer your Master Boot

Record to remain untouched then select "None.

NOTE: PC-DOS users will almost certainly require "Home"t

B Install the FreeBSD Boot Manager
Install a standard MBR (no boot manager)
N Leave the Master Boot Record untouched

T Cancel

## 2.16. Sysinstall # Boot Manager ##

# F1 #####HHAHARHHH HABHAHARHHHHHA

2.6.4. #it#ittH#######(Slices)

HREBHARERAAHARE DOOL MaANAger #HAAMHRIIHAIER #1# FTeeBSD #A#HHAIE MHIIHIHIIIRY
#### FDisk ### slice #

##

A ######### FreeBSD ############ FreeBSD boot manager ####
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#2. ## FreeBSD

Please select the drive, or drives, on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine, youw will have the option to install a boot
manager later. To select a drive, use the arrow keys to move to it
and press [SPACE] or [ENTER]. To de-select it, press it again.

Use [TAB] to get to the buttons and leave this menu.

I[II]IEEEE

a ad2

MCEE  Cancel

## 217, #HEHHAHRRS

Tab ########n##n# [ OK # [ Cancel ] #######

#### Tab #### [ OK |##### Enter #######

2.6.5. # Disklabel ##3#3###(Partitions)

BERHBRARSH SliCe HABBHHHH HHHH HRBHHHHERS Q # NH ## DRCHA BRABBEBHHHRIRSH

HAAAABRERARARRRHHAAAHRRRY BERHHARRRRHHA BRI BRAAHBRERHH FreeBSD# ######R#BHHH#H
HHHEHH HH#H#ERHE FreeBSD ########## ## FreeBSD #####HAHARHRHHEHE FreeBSD##HARA#H##Y

RERBHIHAAS —— HERHH SWaD #HH #EBBHHHAAS

## 2.2, #apsusss(Partition) ##

#H#H HH#H ## ##

a / 128 MB #npnttt(root filesystem)# #ataithsthnithnh
128 MB ####HBHHHRHRBRIRBS FRRBRRIRBRBHBRRS
FreeBSD ####### 40 MB ####### #ERBARHHIRIHIH
HHAHAHIR IR FreeBSD #snununt | (##) #
##

b N/A RAM # 2~3 | ### swap ##### b #### #H#HHHH SWap #EHAFHHH# IS
# R###AH SWap #EH#AH #HRAM)### 2 # 3 ## ###swap
#### 64 MB#### RAM ## 32 MB ##### swap ####
64 MB#

HEHARHABHRAHAAHHARAAS SWap ### FreeBSD #####
#EH# SWaD HHARHABHRAIHRS SWAD HAH AHHABHRH#S
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# Disklabel ######(Partitions)

### #HHH ## ##
####HH Swap #it# (###128 MB)########HH#H(HHHHE
#H)# FRBRBRABHRBARBERRRAS SWAD #EH #RBHHBHHHE
##### Swap ### 64 MB #

e /var 256 MB /Nar BEEERERERAARY 1og BRAHHRBRARARS BRBHH
#H## FreeBSD BERBHARBRS BUBAHRRRRRARARRR(H
Var) #AAARHERBERERE FEARERRRRRRRRY

f /usr BU#AHAH HAHHHHHHHE JUST #AAHHHY

##t# FreeBSD ######HHHHHHHHHHHAIE SICo HHRHHIH FRIHRIHRHRBHRIHRIRIRAE SWaD #H#H

HERBRARAH

## 2.3, #uspusa#(Partition) ##

##t# #### ## ##

b N/A HERBRARY #EHRBHSWAD HABHRBHHRE BHARHH 2 #H

HAHHHAAARE SWaD #A## D #H#1#
e /diskn HERHAHH BRAHHBRBRARBRRRAAARRRAARAH Q@ #HHH

HEH @ HEHE HHRBHE @ BEAREE $15() )11
HEH BEY BERBHRRBRRH sysmstall #HHH

el odid ol did d g did it d it d

HHH#HHHHHHHAHAAAAAAAAA /diskn ###
### n #H#E BEAREHA RS S AR #
HH#RHHBHA RS

HARHA R Sysinstall #is st

Message

Now, you need to create BSD partitions inside of the fdisk
partition(s) just created. If you have a reasonable amount of disk
space (200MB or more) and don't have any special requirements, o

simply

use the (A)uto command to allocate space automatically. If you have
more specific needs or just don't care for the layout chosen by
(A)uto, press F1 for more information on manual layout.

[ 0K -]

[ Press enter or space -]

## Enter #### FreeBSD ######### Disklabel#

##2.18, “Sysinstall # Disklabel ###” ####### Disklabel #### ############

HHHBHAARRR AR slice #an# #apun(####Disklabel ### Partition name (#####)#
## slice ##)# #i#######E Slice #ERBHEHHHE BHEHHRHHTHHTRARERY

HAARHBRARAHARRRRHAAHBRRHAAHBRH HHBRRRHHAHRY
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#2. ## FreeBSD

#unnnnnn# Disklabel ######

FreeBSD Disklabel Editor|
Disk: ad® Partition name: adds1 Free: 16514001 blocks (8063MB)

Size Newfs Part Mount Size Neuwfs

following commands are valid here (upper or lower case):

= Create D = Delete M = Mount pt.
Newfs Opts ) = Finish 3 Toggle SoftUpdates 2 = Custom Newfs
Toggle Newfs U = Undo A = Auto Defaults R = Delete+Merge

F1 or ? to get more help, arrow keys to select.

## 2.18. Sysinstall # Disklabel ###

Disklabel ######### #r##asntss A #rsssss ##sass ## 2,19, “Sysinstall # Disklabel ### — #

HURAH” HHRH HRY BUARABRBRAAAR AR AAARR BB USRI ARSI

##

HARYE [XID HABHARBHAE HREHY | HHE BRERS HHE | BRERBHHH IS
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# Disklabel ######(Partitions)

FreeBSD Disklabel Editor|
Disk: ad0 Partition name: adds1l Free: O blocks (OMB)

Mount i Neufs  Part Mount Size Newfs

UFS2+5 ¥
UFS2+5 ¥
623ZMB UFSZ+5 ¥

The following commands are valid here (upper or lower case):
= Create D = Delete M = Mount pt.

Newfs Opts ) = Finish 5 = Toggle SoftUpdates 2

T = Toggle Newfs U = Undo A = Auto Defaults R

Custon Newfs
Delete+Merge

se F1 or 7 to get more help, arrow keys to select.

## 2.19. Sysinstall # Disklabel ### — ####t##

RERHHAARBRHHHAHRRRIAS BRAHHARBRRHHAHRRE D HHHH BHAARBRRHHAARRH

HERBRRAH(QUBRY | —— BB BEBRAARRRRRRRRRAA(Slice) iR CH BERHHRBHH BERHHARBRHHR
(# ## 2.20, “#H#####” ##) # #appsnsny block #aas #an# M(MB)#### ## G(GB)#### ### C(#
##cylinders) ####

##

# FreeBSD 5.X ###### Custom Newfs #### UFS2 (# FreeBSD 5.1 ##
#####)# ### Auto Defaults ####usssissss Custom Newfs ###
HHARBHARAAAE -Q 2 ####F ## Custom Newfs ##########HE -U #H#H#
SoftUpdates ###
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#2. ## FreeBSD

FreeBSD Disklabel Editor|

Disk: ad0 Partition name: ad0sl Free: 16514001 blocks (8063MB)

Size Newfs Part Mount Size Neuwfs

Please specify the partition size in blocks or append a trailing G for
gigabytes, M for megabytes, or C for cylinders.
16514001 blocks (B063MB) are free.

116514001

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Newfs Opts = Finish 3 Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custon Newfs
Delete+Merge

%]
1]

F1 or ? to get more help, arrow keys to select.

## 2,20, #AAHHHHH

HERBRBRBARAARH Slice HABIHH HURBIHHRBHBRBAAAHH Backspace #ABBHHHHIRIRHHH 128M ##
## 2,21, “#nnnnnan” #an #in# [ OK J#

[FreeBSD Disklabel Editor|
Disk: ad0 Partition name: ad0sl Free: 16514001 blocks (8063MB)

3ize Neufs Part Mount Jize Neufs

Please specify the partition size in blocks or append a trailing G for
gigabytes, M for megabytes, or C for cylinders.
16514001 blocks (8063MB) are free.

lS 12M

ONCEE  Concel

following commands are valid here (upper or lower casel:

Create D = Delete M = Mount pt.

Newfs Opts ] = Finish 3 = Toggle SoftUpdates Z = Custom Newfs
Toggle Newfs U = Undo A = fiuto Defaults R = Delete+Merge

%]
1]

F1 or ? to get more help, arrow keys to select.

## 221, #EHARHARHH

#nnnnnnnnnnnnnnat(file system)#st swap ### # ## 2,20, “HAREHIHE HIH FHARBRBRHABHH
#FS ###Enter#
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# Disklabel ######(Partitions)

FreeBSD Disklabel Editor|
Disk: ad0 Partition name: ad0sl Free: 16514001 blocks (8063MB)

Size Newfs Part Mount Size Newfs

If you want to use this partition for swap space, select Swap.
If you want to put a filesystem on it, choose FS.

B i file system
5

A swap partition.

ONCEE Concel

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Newfs Opts ) = Finish 3 Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custon Newfs
Delete+Merge

%]
o

F1 or ? to get more help, arrow keys to select.

#H# 2,22, #EHHHHHH

HERBHABRRBRARRR R Disklabel #######1H # #H 2,03, “HEHAHHERE BHE BHBHERH BRERS [ #
HEH#H [ #EHHH Enter#

FreeBSD Disklabel Editor|
Disk: ad® Partition name: adO0sl Free: 16514001 blocks (8063MB)

Size Newfs Part Mount Size Newfs

Please specify a mount point for the partition

|

ONCEE Concel

following commands are valid here (upper or lower case):
= Create D = Delete M = Mount pt.

Newfs Opts = Finish 3 Toggle SoftUpdates 2

Togyle Newfs U = Undo A = Auto Defaults R

Custom Newfs
Delete+Merge

F1 or ? to get more help, arrow keys to select.

#H# 2,23, #EAHBHHHH

HARARHABAR AR AHRARAATAR ARSI FHHHH SWaD #AAHHAHHRAAHHARARAAHRS SWaD #HAHH#Y
BHEH BREBHHBRRR [UST BRERHBHEBEHBHRRRE Slice #EBHAHIH

## FreeBSD ## DiskLabel ######## ## 2,24, “Sysinstall Disklabel ###” ################H#
it Q HABHAHAHIS
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#2. ## FreeBSD

FreeBSD Disklabel Editor|
Disk: ad0 Partition name: ad®s1 Free: O blocks (OMB)
Mount Size Newfs Part Mount Size Neuwfs

51ZMB UFS2 ¥
51ZMB SUnP

Z56MB UFS2+5 ¥
6783MB UFSZ+S Y

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Newfs Opts } = Finish 5 = Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custon Newfs
Delete+Merge

%]
1]

F1 or ? to get more help, arrow keys to select.

## 2.24. Sysinstall Disklabel ###

2.7. ######H#
2.7.1. ##t#Ht##(Distribution Set)

HHUHBHBHBRHRHBRBRHRHBRBRHRAE BRUHRRBRRRH R0 ## UNIX® # FreeBSD ##########
HEH#H BARHHHBRARHHHHRRH

### GUI ######## X ######## ## X server ##############H### FreeBSD ######### X
server ######### # 5, X Window #####

##### X11 ### Xorg#

###H Kernel######## source code #### #####s# kernel ######### # 8, ## FreeBSD Kernel#

HRAHAHABHAHAHHBHRHARS BHARRBRHRAEH #5225, “#rsan#a#(Distrioutions)” ### All ######

Enter ### ####HH###HBHHHHHBRH #HBRAHHHE BHAHHBBRRHHHH R
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## Ports Collection

fis a convenience, we provide several “canned” distribution sets.

These select what we consider to be the most reasonable defaults for the
type of system in guestion. If you would prefer to pick and choose the
list of distributions yourself, simply select "Custom”. You can also
pick a cammed distribution set and then fine-tune it with the Custom item.

Choose an item by pressing [SPACE] or [ENTER]. When finished, choose the
Exit item or mouve to the OK button with [TABI.

All system sources and binaries

Reset selected distribution list to nothing
Full sources, binaries and doc but no games
Full binaries and doc, kernel sources only
Average user — binaries and doc only

The =smallest configuration possible
Specify your own distribution set

A
R
4
5
b
A
B

ONCEE  Cancel

## 2.25, ########(Distributions)

2.7.2. #3# Ports Collection

#ARBHHRRARRHHRRAS FreeBSD Ports ### Ports #####HARHHAHBHARHHHRHARHHHRHARHHHE BHHHH
HAHAHBRBHAHHHS third—party HARBHARH # 4, ########Packages # Ports ## ####### ports#

HEHARHABARAHRAHAAA pOYTS tree# ############ ## FreeBSD 10.0 # FreeBSD Ports Collection
#### 500 MB #### ##t# ######## FreeBSD ########1H#

User Confirmation Requested
Would you like to install the FreeBSD ports collection?

This will give you ready access to over 24,000 ported software o
packages,

at a cost of around 500 MB of disk space when "clean" and possibly o
much

more than that if a lot of the distribution tarballs are loaded
(unless you have the extra CDs from a FreeBSD CD/DVD distribution
available and can mount it on /cdrom, in which case this is far less
of a problem).

The Ports Collection is a very valuable resource and well worth ¢
having

on your /usr partition, so it is advisable to say Yes to this o
option.

For more information on the Ports Collection & the latest ports,
visit:
http://www.FreeBSD.org/ports

[ Yes -] No
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#2. ## FreeBSD

#nn# [ Yes ] ### Ports Collection## s [ NO | #### #### Enter ### #HA-#HAIHAAIHARIHR

fis a convenience, we provide several "camned” distribution sets.

These select what we consider to be the most reasonable defaults for the
type of system in guestion. If you would prefer to pick and choose the
list of distributions yourself, simply select "Custom”. You can also
pick a camed distribution set and then fine—tune it with the Custom item.

Choose an item by pressing [SPACE] or [ENTER]. When finished, choose the
Exit item or move to the OK button with [TABI.

Exit this menu (returning to previous)

All system sources and binaries

Reset selected distribution list to nothing
[X1 Full sources, binaries and doc but no games
[X1 Full binaries and doc, kernel sources only
[X1 fiverage user - binaries and doc only
[1 The =smallest configuration possible
> > Specify your own distribution set

OMCEE  Cencel

#H# 2,26, BEAHBHHHH

HEBBHRARBRBRARBRRRAARH EXIt #8484 [ OK | #####44] Enter ###

2.8. ####HH#

### CDROM # DVD ############ Install from a FreeBSD CD/DVD#### # [ OK ] ### Enter
HHH RS

HUHYHBHEYH YL EYH YRRl Bt b4
HHHHHHHHH R FFHFRTHT FHEFFFFFFFHAH 7

# F1 ####HEHHH(BRER) BREREH #3H Enter #HHHRRRRRRERERIRIR
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HHEHAHH

FreeBSD can be installed from a variety of different installation
media, ranging from floppies to an Internet FTP server. If you're
installing FreeBSD from a supported CD-/DUD drive then this is generally
the best media to use if you have no overriding reason for using other
nedia.

Install from a FreeBSD CD.DUD

Install from an FTP server

Install from an FTP server through a firewall
Install from an FTP server through a http proxy
Install from a DOS partition

Install over NF3

Install from an existing filesystem

Install from a floppy disk set

Install from a USB drive

Go to the Options screen

000 = O LA W L )

ONIEE  Cencel

## 2.27. #EHHHH

46

FTP ####
E ## FTP #nnnnnsnsan#n#(active)FTP# ###(passive)FTP #### HTTP

proxy server#

### FTP## FTP server ##
#H##EH CACtive” ### T TP ###BH #UAHRHHBHHBRAHBHHBRARRHH A
#FTP ## # FTP #####(#######)# BARBARHARHH

### FTP######## FTP server ##

##### sysinstall #### “Passive(###)” ### FTP ### #A########H
# TCP port #######

## HTTP proxy # FTP### http proxy ## FTP ###

##### sysinstall # FTP ### ### HTTP ##(#########)## proxy
server## proxy server #####u########## FTP server# #####i#
# HTTP ###### FTP #EAA#HH #HERAARHRARS PrOXY SETVET #HHH

# proxy FTP server ###########H#H##HH### ## “Q7 #HHHHH#IH
server ### ### proxy server ## “fakes(##)” ### server ### #
#a###a# ftp.FreeBSD.org ### ##### proxy FTP server ###
foo.example.com #### port 1234#




# 2. ## FreeBSD

#HA#HRRRH Options #### FTP username ## ftp@ftp.FreeBSD.org ##
#H###a# email #44 #isss#s TTP (# proxy ######## passive FTP)#
#URL ## ftp://foo.example.com:1234/pub/FreeBSD #

##  ftp.FreeBSD.org #  /pub/FreeBSD ## porxy #
foo.example.com #######  foo.example.com ## o #H(HEEE
ftp.FreeBSD.org ######) ###

2.9. #it#tH#

HABHHARAARHHART BHAHHHAR AR AR

## [ Yes | ### Enter#assntnnis

wrpnnnnnnppppppant(distribution) #REFF##HHHHHHHHHHR FHAFHHRRRRRRRBHRRRHHH

HABHHARAABHAA R AR

## Enter #######HH#HH

###wan [ NO | ### Enter #H######(HERAHARIRIR)E #RARBRIRIRY




HHEHH

Installation complete with some errors. You may wish to scroll
through the debugging messages on VTY1l with the scroll-lock feature.
You can also choose "No" at the next prompt and go back into the
installation menus to retry whichever operations have failed.

[ 0K -1

HAHARBRBRAHAHBRAHAAH Enter ######HE

2.10. ####

HEAHARHRAAHARRRHE FreeBSD ############## sysinstall (FI‘GGBSD 5.2 ###### /stand/
sysinstall ) #### Configure ##########

2.10.1. ####

HABHHHBHH PPP ###4 FTD #AREHHBHHBHHRRH BHABHHHBHHBRHHBHARY
## LAN ## FreeBSD ### gateway # router ########## ###### #i##

User Confirmation Requested
Would you like to configure any Ethernet or SLIP/PPP network o
devices?

[ Yes -] No

#apnnnpnnass | Yes | ### Enter# #### [ No | ####

If you are using PPPF over a serial device, as opposed to a direct
ethernet connection, then you may first need to dial your Internet
Service Provider using the ppp utility we provide for that purpose.
If you're using SLIP over a serial device then the expectation is
that you have a HARDWIRED commectiom.

You can also install over a parallel port using a special "laplink"
cable to another machine running FreeBSD.

-do| ouvell NE1000-2000; 3C503; NE2000-compatible PCMCIA
P

Parallel Port IP (PLIP) peer conmectionm

(MCEE  Cancel

## 2.28. #HHHH

HHAAABRERHHAHBRRHH Enter#
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#2. ## FreeBSD

User Confirmation Requested
Do you want to try IPv6 configuration of the interface?

Yes [ No -]

BHAHRERHRARAAHE Internet ## (IPvA)##### #### [ NO | ### IPV6#### Enter#

#### RA server ##### IPv6 ####### [ Yes | ## Enter##########s## RA server#

User Confirmation Requested
Do you want to try DHCP configuration of the interface?

Yes [ No -]

######## DHCP (Dynamic Host Configuration Protocol)## [ No | ##Enter#

## [ Yes | #r##### AnClient###### [P# #E##HHHBFHIHHHH#A#H## # 27 .5, “ Automatic Network
Configuration (DHCP)”#

s (LAN) # #HEEHE gateway #H#

Network Configuration
Host: Domain:

k6—2 .example.comn ] exanple.com |
IPu4 Gateway: Name seruver:

| 208.163.10.2 |

Configuration for Interface ed0
IPv4 Address: Netmask:

192.168.0.1 | 235.255.255.0 |

Extra options to ifconfig (uswally empty):

CANCEL |

o]

##2.29. ## ed0 #########H

## At Attt At At bttt 4
Tab ########## #ARBRHHHH

Host(####)
REAHARBHAAHARHS K6-2 . example. com #

Domain(##)
HAHBRBHBHHRHRIRH example .com #
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Configure Gateway

IPv4 Gateway
#H##HE Gateway # [P ##HAFHIATHIRIRITIE #IHH GAtOWAY #IHRIIHIIHRIIRIAIR #IRRAEH
#E#HRERH gateway #i# missssEEE #1# ## IPVA Gateway ###### default gateway # default
route#

Name server(Name server # DNS server)
#n#a#a# DNS server # [P# #####i###n#ti# DNS####### ISP #### DNS server
(208.163.10.2 )#

IPv4 address
The IP address to be used for this interface was 192.168.0.1

Netmask
The address block being used for this local area network is a Class C block
(192.168.0.0 - 192.168.0.255 ). The default netmask is for a Class C network
(255.255.255.0 ).

Extra options to ifconfig
Any interface-specific options to ifconfig you would like to add. There were none
in this case.

Use Tab to select [ OK] when finished and press Enter.

User Confirmation Requested
Would you like to Bring Up the ed® interface right now?

[ Yes -] No

Choosing [ Yes ] and pressing Enter will bring the machine up on the network and be ready
for use. However, this does not accomplish much during installation, since the machine
still needs to be rebooted.

2.10.2. Configure Gateway

User Confirmation Requested
Do you want this machine to function as a network gateway?

[ Yes -] No

If the machine will be acting as the gateway for a local area network and forwarding
packets between other machines then select [ Yes ] and press Enter. If the machine is a
node on a network then select [No ] and press Enter to continue.

2.10.3. Configure Internet Services
User Confirmation Requested

Do you want to configure inetd and the network services that it o
provides?
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# 2. ## FreeBSD

If [ No ] is selected, various services such telnetd will not be enabled. This means that
remote users will not be able to telnet into this machine. Local users will still be able to
access remote machines with telnet.

These services can be enabled after installation by editing /etc/inetd.conf with your
favorite text editor. See # 27.2.1, “Overview” for more information.

Select [ Yes ] if you wish to configure these services during install. An additional
confirmation will display:

Select [ Yes ] to continue.

Selecting [ Yes ] will allow adding services by deleting the # at the beginning of a line.



## SSH ##

(escape) menu search prompt delete line p prev li g prev page
o ascii code search undelete line “n next 1i  “u next page

end of file begin of line delete word b back 1 char

top of text end of line restore word “f forward 1 char

conmand delete char j undelete char “z next word

==line 1 col O lines from top 1

FreeBSD: srcsetcsinetd.conf,v 1.73.10.2.4.1 20100614 02:09:06 kensmith Exp

Internet server configuration database

Define =both= IPu4 and IPub entries for dual-stack support.
t To disable a service, comment it out by prefixing the line with "#°.

To enable a seruice, remoue the '#' at the begimning of the line.

stream tcp nowait root susr/libexec/ftpd ftpd -1
stream tcpb nowait root susrslibexec/fipd fipd -1
stream tcp nowait root susrsshinssshd sshd -1 -4
stream tcpb nowait root susr/shinssshd sshd -i -6
stream tcp nowait root susr/libexec/telnetd telnetd
stream tcpb nowait root susrslibexec/telnetd telnetd
stream tcp nowait root susr/libexec/rshd rshd
stream tcpb nowait root susr/libexec/rshd rshd
stream tcp nowait root susr/libexec/rlogind rlogind

u stream tcpb nowait root susrslibexec/rlogind rlogind

file "setcsinetd.conf”, 118 lines

## 2.30. Editing inetd. conf

After adding the desired services, pressing Esc will display a menu which will allow exiting
and saving the changes.

2.10.4. ## SSH ##

User Confirmation Requested
Would you like to enable SSH login?
Yes [ No -]

## [ Yes | #### sshd(8)#### OpenSSH # daemon ### ###############H ## OpenSSH ###
#14.11, “OpenSSH” ######

2.10.5. Anonymous FTP

User Confirmation Requested
Do you want to have anonymous FTP access to this machine?

Yes [ No -]
2.10.5.1. Deny Anonymous FTP

Selecting the default [ No ] and pressing Enter will still allow users who have accounts
with passwords to use FTP to access the machine.

2.10.5.2. Allow Anonymous FTP

Anyone can access your machine if you elect to allow anonymous FTP connections.
The security implications should be considered before enabling this option. For more
information about security see # 14, ####,
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To allow anonymous FTP, use the arrow keys to select [ Yes ] and press Enter. The
following screen (or similar) will display:

Anonynous FTP Configuration
Comment :

] finonymous FTP Admin ]

Path Configuration
FTP Root Directory:

suvar/ftp

Upload Subdirectory:

incoming ]

OK | CANCEL |

## 2.31. Default Anonymous FTP Configuration

Pressing F1 will display the help:
This screen allows you to configure the anonymous FTP user.
The following configuration values are editable:

UID: The user ID you wish to assign to the anonymous FTP user.
All files uploaded will be owned by this ID.

Group: Which group you wish the anonymous FTP user to be in.

Comment: String describing this user in /etc/passwd

FTP Root Directory:
Where files available for anonymous FTP will be kept.
Upload subdirectory:

Where files uploaded by anonymous FTP users will go.

The ftp root directory will be put in /var by default. If you do not have enough room
there for the anticipated FTP needs, the /usr directory could be used by setting the FTP
Root Directory to /usr/ftp.

When you are satisfied with the values, press Enter to continue.
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User Confirmation Requested
Create a welcome message file for anonymous FTP users?

[ Yes -] No

If you select [ Yes ] and press Enter, an editor will automatically start allowing you to edit
the message.

" (escape) menu “y search prompt "k delete line p prev line “g prev page
0 ascii code x search “1 undelete line “n next line “u next page
u end of file a begin of line "w delete word “b back char "z next word
t begin of file end of line “r restore word “f forward char
c command delete char " j undelete char ESC-Enter: exit

s
S
ry

e
“d

Your welcome message here.

file "rvar-fipretcsfipmotd”, 1 lines, read only

## 2.32. Edit the FTP Welcome Message

This is a text editor called ee. Use the instructions to change the message or change the
message later using a text editor of your choice. Note the file name/location at the bottom
of the editor screen.

Press Esc and a pop-up menu will default to a) leave editor. Press Enter to exit and
continue. Press Enter again to save changes if you made any.

2.10.6. Configure Network File System

Network File System (NFS) allows sharing of files across a network. A machine can be
configured as a server, a client, or both. Refer to # 27.3, “Network File System (NFS)” for
a more information.

2.10.6.1. NFS Server

User Confirmation Requested
Do you want to configure this machine as an NFS server?

Yes [ No -]

If there is no need for a Network File System server, select [ No ] and press Enter.
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If [ Yes] is chosen, a message will pop-up indicating that the exports file must be created.

Message
Operating as an NFS server means that you must first configure an
/etc/exports file to indicate which hosts are allowed certain kinds o
of
access to your local filesystems.
Press [Enter] now to invoke an editor on /etc/exports

[ 0K -]

Press Enter to continue. A text editor will start allowing the exports file to be created
and edited.

[ (escape) menu "y search prompt delete line p prev li g prev page
o ascii code “x search undelete line “n next 1i  “u next page
u end of file a begin of line delete word b back 1 char

t begin of file “e end of line restore word “f forward 1 char
c_command “d delete char j undelete char “z next word

~

~

.
.
~

tThe following examples export -susr to 3 machines named after ducks,
it /usrssrc and susrsports read-only to machines wnamed after trouble makers
it home and all directories under it to machines named after dead rock stars
jtand, ~a to a network of privileged machines allowed to write on it as root.
huey louie dewie
it/ usrssrc susrsobj —ro caluin hobbes
tt-home  -alldirs Jjanice jimmy frank
—maproot=0 -network 10.0.1.0 -mask 255.255.248.0

You should replace these lines with your actual exported filesystems.
it Hote that BSD's export syntax is "host—centric’ vs. Sun’s 'FS-centric’ one.

file "/etcsexports”, 12 lines

## 2.33. Editing exports

Use the instructions to add the actual exported filesystems now or later using a text editor
of your choice. Note the file name/location at the bottom of the editor screen.

Press Esc and a pop-up menu will default to a) leave editor. Press Enter to exit and
continue.

2.10.6.2. NFS Client

The NFS client allows your machine to access NFS servers.

User Confirmation Requested
Do you want to configure this machine as an NFS client?

Yes [ No -]

With the arrow keys, select [ Yes ] or [ No ] as appropriate and press Enter.
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2.10.7. System Console Settings

There are several options available to customize the system console.

User Confirmation Requested
Would you like to customize your system console settings?

[ Yes -] No

To view and configure the options, select [ Yes] and press Enter.

The default system console driver for FreeBSD (syscons) has a
number of configuration options which may be set according to
your preference.

When you are dome setting configuration options, select Cancel.

Exit this menu (returning to previous)
Choose an alternate screen font
Choose an alternate keyboard map

Set the rate at which keys repeat
Choose an alternate screenmap

Choose console terminal type

(MCEE  Cencel

## 2.34. System Console Configuration Options

A commonly used option is the screen saver. Use the arrow keys to select Saver and then
press Enter.
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By default, the console driver will not attempt to do anything

special with your screen when it's idle. If you expect to leave your
monitor switched on and idle for lomg periods of time then you should
probably enable one of these screen savers to prevent phosphor burn-in.

Simply blank the screen

"BSD Daemon" animated screen saver (text)
Fade out effect screen saver

"Green" power saving mode (if supported by monitor)
"BSD Daemon" animated screen saver (graphics)
Rain drops screen saver

Draw a FreeBSD "snake" on your screen

A "twinkling stars" effect

A "stars warping” effect

Dragon screensaver (graphics)

Set the screen saver timeout interval

1
2
3
[ Fire|
5
6
7
8
9
u
D
T

ONIEE  Cancel

## 2.35. Screen Saver Options

Select the desired screen saver using the arrow keys and then press Enter. The System
Console Configuration menu will redisplay.

The default time interval is 300 seconds. To change the time interval, select Saver again.
At the Screen Saver Options menu, select Timeout using the arrow keys and press Enter.
A pop-up menu will appear:

By default, the console driver will not attempt to do anything

special with your screen when it’s idle. If you expect to leave your
monitor switched on and idle for long periods of time then you should
probably enable one of these screen savers to prevent phosphor burn-in.

Simply blank the screen
"BSD Daemon" animated screen saver (text)

Enter time—out period in seconds for screen saver

l300
ONCEE Cancel

A "stars warping” effect
Dragon screensaver (graphics)

imeout| et the screen saver timeout interval

EE O] LN e

NCEE  Cancel

## 2.36. Screen Saver Timeout

The value can be changed, then select [ OK ] and press Enter to return to the System
Console Configuration menu.
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The default system console driver for FreeB3SD (syscoms) has a
number of configuration options which may be set according to
your preference.

When you are dome setting configuration options, select Cancel.

Exit this menu (returning to previous)

Choose an alternate screen font
Choose an alternate keyboard map
Set the rate at which keys repeat
Configure the screen saver

Choose an alternate screenmap
Choose console terminal type

e
3
4
5
]
7

(MCEE  Cancel

## 2.37. System Console Configuration Exit
Selecting Exit and pressing Enter will continue with the post-installation configurations.

2.10.8. Setting the Time Zone

Setting the time zone for your machine will allow it to automatically correct for any
regional time changes and perform other time zone related functions properly.

The example shown is for a machine located in the Eastern time zone of the United States.
Your selections will vary according to your geographical location.

User Confirmation Requested
Would you like to set this machine's time zone now?

[ Yes -] No
Select [ Yes ] and press Enter to set the time zone.

User Confirmation Requested
Is this machine's CMOS clock set to UTC? If it is set to local time
or you don't know, please choose NO here!

Yes [ No -]

Select [ Yes] or [No] according to how the machine's clock is configured and press Enter.
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Select a region

fAfrica

Aimerica — North and South)
fintarctica

fAirctic Ocean

fizia

fAtlantic Ocean

fAustralia

Europe

Indian Dcean

Pacific Ocean

S0 00 =] O U Lo

ONCEE Cancel

## 2.38. Select Your Region

The appropriate region is selected using the arrow keys and then pressing Enter.

Select a country

Panama

Paraguay

Peru

Puerto Rico

Jaint Kitts and Nevis
Saint Lucia

Saint Vincent and the Grenadines
St. Pierre and Miguelon
Suriname

Trinidad and Tobago
Turks and Caicos Islands
Uruguay

Uenezuela

Virgin Islands (British)
Virgin Islands (U.5.)

3
3
3
3
3
3
4
4
4
4
4
15
1
4
4
4

[ 0K 1 Cancel

## 2.39. Select Your Country

Select the appropriate country using the arrow keys and press Enter.
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|
Select a zone which observes the same time as your locality.

Eastern Time

Eastern Time - Michigan - most locations

Eastern Time - Kentucky - Louisville area

Eastern Time — Kentucky - Wayne County

Eastern Time - Indiana - most locations

Eastern Time - Indiana - Crawford County

Eastern Time - Indiana - Starke County

Eastern Time — Indiana - Switzerland County

Central Time

Central Time - Indiana - Daviess, Dubois, Knox, Martin, Perry & Pula
Central Time - Indiana - Pike County

Central Time — Michigan — Dickinson, Gogebic, Iron & Menominee Count
Central Time — North Dakota - Oliver County

Central Time - North Dakota - Morton County (except Mandan area)
Mountain Time

Mountain Time — south Idaho & east Oregon

Peb ek b b b b ek OO0 = LA A L0

OMCEE Concel
N

## 2.40. Select Your Time Zone

The appropriate time zone is selected using the arrow keys and pressing Enter.

Confirmation
Does the abbreviation 'EDT' look reasonable?

[ Yes -] No

Confirm the abbreviation for the time zone is correct. If it looks okay, press Enter to
continue with the post-installation configuration.

2.10.9. Linux Compatibility

User Confirmation Requested
Would you like to enable Linux binary compatibility?

[ Yes -] No

Selecting [ Yes ] and pressing Enter will allow running Linux software on FreeBSD. The
install will add the appropriate packages for Linux compatibility.

If installing by FTP, the machine will need to be connected to the Internet. Sometimes a
remote ftp site will not have all the distributions like the Linux binary compatibility. This
can be installed later if necessary.

2.10.10. Mouse Settings

This option will allow you to cut and paste text in the console and user programs with
a 3-button mouse. If using a 2-button mouse, refer to manual page, moused(8), after
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installation for details on emulating the 3-button style. This example depicts a non-USB
mouse configuration (such as a PS/2 or COM port mouse):

User Confirmation Requested
Does this system have a PS/2, serial, or bus mouse?

[ Yes -] No

Select [ Yes] for a PS/2, serial, or bus mouse, or [ No ] for a USB mouse and press Enter.

You can cut and paste text in the text console by rumming the mouse
daemon. Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to diszable
the daemon.

Once you’'ve enabled the mouse daemon, you can specify "sdev/sysmouse”
as your mouse device and “SysMouse"” or '"MouseSystems" as mouse
protocol when running the X configuration utility (see Configuration
menu) .

Exit this memu (returning to previous)
Test and run the mouse daemon

Select mouse port

3et additional flags

Disable the mouse daenon

ONCEE Cancel

## 2.41. Select Mouse Protocol Type

Use the arrow keys to select Type and press Enter.
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If your mouse is attached to the PS-2 mouse port or the bus mouse port,
you should always choose "futo", regardless of the model and the brand

of the mouse. All other protocol types are for serial mice and should
not be used with the PS-Z2 port mouse or the bus mouse. If you have

a serial mouse and are not sure about its protocol, you should also try
"Auto"”. It may not work for the serial mouse if the mouse does not
support the PnP standard. But, it won’t hurt. HMany Z2-button serial mice
are compatible with "Microsoft"” or "MouseMan”. 3-button serial mice

may be compatible with “"MouseSystems” or “MouseMan™. If the serial

mouse has a wheel, it may be compatible with "IntelliMouse™.

Bus mouse, PS/Z2 style mouse or PnP serial mouse

ALPS GlidePoint pad (serial)

Hitachi tablet (serial)

Microsoft IntelliMouse (serial)
Logitech protocol (old models) (serial)
Microsoft protocol (serial)

[=a Sy I TR R A ]

ONIEE  Cencel

## 2.42. Set Mouse Protocol

The mouse used in this example is a PS/2 type, so the default Auto was appropriate.
To change protocol, use the arrow keys to select another option. Ensure that [ 0K] is
highlighted and press Enter to exit this menu.

You can cut and paste text in the text console by running the mouse
daemon. Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to diszable
the daemon.

Once you’ve enabled the mouse daemon, you can specify “/dev/sysmouse"
as your mouse device and “SysMouse"” or "MouseSystems" as mouse
protocol when running the X configuration utility (see Configuration
menu) .

Exit this memu (returning to previous)
Test and run the mouse daemon

Select mouse protocol type

3et additional flags

Disable the mouse daemon

ONCEE Cancel

## 2.43. Configure Mouse Port

Use the arrow keys to select Port and press Enter.

62



#2. ## FreeBSD

The built-in pointing device of laptopsnotebook computers is usually
a P5/2 style device.

PS-2 style mouse (~devspsn@)

Serial mouse on COM1 (/deu-cuadd)
Serial mouse on COMZ (rdevrscuadl)
Serial mouse on COM3 (rdevrcuad2)
Serial mouse on COM4 (rdev-cuad3)
Logitech, ATI or M3 bus mouse (rdeu/msed)

&
3
4
5
b

ONCEE  Concel

## 2.44. Setting the Mouse Port

This system had a PS/2 mouse, so the default PS/2 was appropriate. To change the port,
use the arrow keys and then press Enter.

You can cut and paste text in the text console by rumming the mouse
daemon. Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to diszable
the daemon.

Once you’'ve enabled the mouse daemon, you can specify "sdev/sysmouse”
as your mouse device and “SysMouse"” or '"MouseSystems" as mouse
protocol when running the X configuration utility (see Configuration
menu) .

Exit this memu (returning to previous)

Test and run the mouse daemon|

Select mouse protocol type
Select mouse port

3et additional flags
Disable the mouse daenon

ONCEE Cancel

## 2.45. Enable the Mouse Daemon

Last, use the arrow keys to select Enable, and press Enter to enable and test the mouse
daemon.
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You can cut and paste text in the text console by rumning the mouse
daemon. Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 6 to disable
the daemon.

Once you've enabled the mouse daemon, you can specify "~dev.sysmouse”
as your

protocol HNow move the mouse and see if it works.

menu). (Note that buttons don’t have any effect for now.)

Is the nmouse cursor mouving?

[ Yes No

[ 0K ] Cancel

## 2.46. Test the Mouse Daemon

Move the mouse around the screen and verify the cursor shown responds properly. If it
does, select [ Yes ] and press Enter. If not, the mouse has not been configured correctly
—— select [No] and try using different configuration options.

Select Exit with the arrow keys and press Enter to return to continue with the post-
installation configuration.

2.10.11. Install Packages
Packages are pre-compiled binaries and are a convenient way to install software.

Installation of one package is shown for purposes of illustration. Additional packages can
also be added at this time if desired. After installation sysinstall can be used to add
additional packages.
User Confirmation Requested
The FreeBSD package collection is a collection of hundreds of
ready-to-run applications, from text editors to games to WEB servers
and more. Would you like to browse the collection now?

[ Yes -] No

Selecting [ Yes ] and pressing Enter will be followed by the Package Selection screens:
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To mark a package, mouve to it and press SPACE. If the package is
already marked, it will be unmarked or deleted (if installed).

Items marked with a "D’ are dependencies which will be auto-loaded.
To search for a package by name, press ESC. To select a category,
press RETURN. NOTE: The All category selection creates a very large
submenu? If you select it, please be patient while it comes up.

fill available packages in all categories.

Ports to help disabled users.

Ports to support the AfterStep window manager.
Ported softuware for firab countries.

Itilities for archiving and unarchiving data.
fipplications related to astronomy.

fudio utilities — most require a supported sound card.
Itilities for measuring system performance.
Software related to biology.

Computer Aided Design utilities.

Ported software for the Chinese market.
Communications utilities.

nnnvvnmmnmmg

(LOK 1} Install

## 2.47. Select Package Category

Only packages on the current installation media are available for installation at any given
time.

All packages available will be displayed if All is selected or you can select a particular
category. Highlight your selection with the arrow keys and press Enter.

A menu will display showing all the packages available for the selection made:

fill available packages in all categories.

[-usr/ports/ftp
[-usr/ports/gra
[ usr/ports wwu
[ usr ports/net
[-usr/ports/gra
[ usr/ports/con
[ usr ports,x11
[-usr/ports/mis
[-usr/ports/mai
[-usrsports-net
[ usr ports/sys

ONCEE Cancel

fidded bash-2.05a to selection list

## 2.48. Select Packages
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The bash shell is shown selected. Select as many as desired by highlighting the package
and pressing the Space key. A short description of each package will appear in the lower
left corner of the screen.

Pressing the Tab key will toggle between the last selected package, [ OK], and [ Cancel ].

When you have finished marking the packages for installation, press Tab once to toggle
to the [OK ] and press Enter to return to the Package Selection menu.

The left and right arrow keys will also toggle between [ OK'] and [ Cancel ]. This method
can also be used to select [OK] and press Enter to return to the Package Selection menu.

To mark a package, move to it and press SPACE. If the package is
already marked, it will be unmarked or deleted (if installed).

Items marked with a "D’ are dependencies which will be auto-loaded.
To search for a package by name, press ESC. To select a category,
press RETURN. NOTE: The All category selection creates a very large
submenut If you select it, please be patient while it comes up.

fill available packages in all categories.

Ports to help disabled users.

Ports to support the AfterStep window manager.
Ported software for Arab countries.

Utilities for archiving and unarchiving data.
fipplications related to astromomy.

fudio utilities - most require a supported sound card.
Utilities for measuring system performance.
Software related to biology.

Computer Aided Design utilities.

Ported software for the Chinese market.
Communications utilities.

nnncﬂaﬂmmnmmmg

1] 4 [Installl

## 2.49. Install Packages

Use the Tab and arrow keys to select [ Install ] and press Enter. You will then need to
confirm that you want to install the packages:
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These are the packages you've selected for extractionm.

If you're sure of these choices, select OK.
If not, select Cancel to go back to the package selection menu.

l ash-2.05a[ -usr/ports-shells-bashZ]

[0k ] Cancel

The GNU Bourme Again Shell

## 2.50. Confirm Package Installation

Selecting [ OK] and pressing Enter will start the package installation. Installing messages
will appear until completed. Make note if there are any error messages.

The final configuration continues after packages are installed. If you end up not selecting
any packages, and wish to return to the final configuration, select Install anyways.

2.10.12. Add Users/Groups

You should add at least one user during the installation so that you can use the system
without being logged in as root. The root partition is generally small and running
applications as root can quickly fill it. A bigger danger is noted below:

User Confirmation Requested
Would you like to add any initial user accounts to the system? o
Adding
at least one account for yourself at this stage is suggested since
working as the "root" user is dangerous (it is easy to do things o
which
adversely affect the entire system).

[ Yes -] No

Select [ Yes ] and press Enter to continue with adding a user.
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The submenus here allow to manipulate user groups and
login accounts.

X Exit this menu (returning to previous)
fidd a new user to the system.
G Add a new user group to the system.

L0k ] Cancel

## 2.51. Select User

Select User with the arrow keys and press Enter.

User and Group Management 7
Add a new user 7

Login ID: UID: Group:
rpratt ] 1001 ] ]
Password: Confirm Password:
e B S
Full name: Member groups:
Randy Pratt ] wheel ]
Home directory: Login shell:
shome/rpratt ] ~usr-local-bin-bash ]

[O1F] | CANCEL |

## 2.52. Add User Information

The following descriptions will appear in the lower part of the screen as the items are
selected with Tab to assist with entering the required information:

Login ID
The login name of the new user (mandatory).
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UID
The numerical ID for this user (leave blank for automatic choice).

Group

The login group name for this user (leave blank for automatic choice).

Password
The password for this user (enter this field with care!).

Full name
The user's full name (comment).

Member groups
The groups this user belongs to (i.e. gets access rights for).

Home directory
The user's home directory (leave blank for default).

Login shell
The user's login shell (leave blank for default, e.g. /bin/sh).

The login shell was changed from /bin/sh to /usr/local/bin/bash touse the bash shell
that was previously installed as a package. Do not try to use a shell that does not exist or
you will not be able to login. The most common shell used in the BSD-world is the C shell,

which can be indicated as /bin/tcsh .

The user was also added to the wheel group to be able to become a superuser with root

privileges.

When you are satisfied, press [ OK '] and the User and Group Management menu will

redisplay:
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The submenus here allow to manipulate user groups and
login accounts.

Exit this menu (returning to previous)

Add a new user to the system.
G Add a new user group to the system.

L0k ] Cancel

## 2.53. Exit User and Group Management

Groups can also be added at this time if specific needs are known. Otherwise, this may
be accessed through using sysinstall (/stand/sysinstall in FreeBSD versions older
than 5.2) after installation is completed.

When you are finished adding users, select Exit with the arrow keys and press Enter to
continue the installation.

2.10.13. Set the root Password
Message

Now you must set the system manager's password.
This is the password you'll use to log in as "root".

[ 0K -]
[ Press enter or space -]
Press Enter to set the root password.
The password will need to be typed in twice correctly. Needless to say, make sure you

have a way of finding the password if you forget. Notice that the password you type in is
not echoed, nor are asterisks displayed.

New password :
Retype new password :

The installation will continue after the password is successfully entered.
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2.10.14. Exiting Install

If you need to configure additional network devices or any other configuration, you can
do it at this point or after installation with sysinstall (/stand/sysinstall inFreeBSD
versions older than 5.2).

User Confirmation Requested
Visit the general configuration menu for a chance to set any last
options?

Yes [ No -]

Select [ No ] with the arrow keys and press Enter to return to the Main Installation Menu.

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]1. To exit, use [TAB] to mouve to Exit.

Quick start - How to use this menu system
E Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type
ViewsSet various installation optiomns
Repair mode with CDROM-DUD-floppy or start shell
Upgrade an existing system
Load default install configuration
Glossary of functions

—mEHCSEORZS O

Select [X Exit Installl

## 2,54, Exit Install

Select [X Exit Install] with the arrow keys and press Enter. You will be asked to confirm
exiting the installation:

User Confirmation Requested
Are you sure you wish to exit? The system will reboot (be sure to
remove any floppies/CDs/DVDs from the drives).

[ Yes -] No

Select [ Yes ] and remove the floppy if booting from the floppy. The CDROM drive is locked
until the machine starts to reboot. The CDROM drive is then unlocked and the disk can
be removed from drive (quickly).

The system will reboot so watch for any error messages that may appear, see # 2.10.16,
“FreeBSD ####” details.
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2.10.15. Configure Additional Network Services
Contributed by Tom Rhodes.

Configuring network services can be a daunting task for new users if they lack
previous knowledge in this area. Networking, including the Internet, is critical to all
modern operating systems including FreeBSD; as a result, it is very useful to have
some understanding FreeBSD's extensive networking capabilities. Doing this during the
installation will ensure users have some understanding of the various services available
to them.

Network services are programs that accept input from anywhere on the network.
Every effort is made to make sure these programs will not do anything “harmful”.
Unfortunately, programmers are not perfect and through time there have been cases
where bugs in network services have been exploited by attackers to do bad things. It is
important that you only enable the network services you know that you need. If in doubt
it is best if you do not enable a network service until you find out that you do need it. You
can always enable it later by re-running sysinstall or by using the features provided by
the /etc/rc.conf file.

Selecting the Networking option will display a menu similar to the one below:

You may have already configured one network device (and the other
various hostnamesgatevay-name server parameters) in the process
of installing FreeB3D. This menu allows you to configure other
aspects of your system’s network configuration.

Exit this menu (returning to previous)
[1

Configure additional network interfaces

1 This machine wants to run the auto-mounter seruvice
X1 Set flags to AMD service (if enabled)
1 This machine wishes to allow anonymous FTP.
1 This machine will route packets between interfaces
1 This machine wants to run the inet daemon
1 This machine wants to run a Mail Transfer fAgent
1 This machine will be an NFS client
1 This machine will be an NF3 server
1 Select a clock-synchronization server
1

[
[
[
[
[
[
[
[
[
[ Run authentication server for clients with PC-NFS.

(MCEE Cencel

## 2.55. Network Configuration Upper-level

The first option, Interfaces, was previously covered during the # 2.10.1, “####”, thus this
option can safely be ignored.

Selecting the AMD option adds support for the BSD automatic mount utility. This is
usually used in conjunction with the NFS protocol (see below) for automatically mounting
remote file systems. No special configuration is required here.
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Next in line is the AMD Flags option. When selected, a menu will pop up for you to enter
specific AMD flags. The menu already contains a set of default options:

-a /.amd_mnt -1 syslog /host /etc/amd.map /net /etc/amd.map

The -a option sets the default mount location which is specified here as /.amd_mnt . The -
1 option specifies the default log file; however, when syslogd is used all log activity will
be sent to the system log daemon. The /host directory is used to mount an exported file
system from a remote host, while /net directory is used to mount an exported file system
from an IP address. The /etc/amd.map file defines the default options for AMD exports.

The Anon FTP option permits anonymous FTP connections. Select this option to make
this machine an anonymous FTP server. Be aware of the security risks involved with this
option. Another menu will be displayed to explain the security risks and configuration
in depth.

The Gateway configuration menu will set the machine up to be a gateway as explained
previously. This can be used to unset the Gateway option if you accidentally selected it
during the installation process.

The Inetd option can be used to configure or completely disable the inetd(8) daemon as
discussed above.

The Mail option is used to configure the system's default MTA or Mail Transfer Agent.
Selecting this option will bring up the following menu:

You can choose which Mail Transfer Agent (MTA) you wish to install and run.
Selecting Sendmail local disables sendmail’s network socket for

incoming mail, but still enables sendmail for local and outbound mail.

The Postfix option will install the Postfix MTA from the ports

collection. The Exim option will install the Exim MTA from the ports
collection. To return to the previous menu, select Exit.

Use sendmail, but do not listen on the network
Use the Postfix MTA

Use the Exim MTA

Do not install an MTA

Exit this menu (returning to previous)

XZHWM%

[0k ] Cancel

## 2.56. Select a default MTA

Here you are offered a choice as to which MTA to install and set as the default. An MTA
is nothing more than a mail server which delivers email to users on the system or the
Internet.
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Selecting Sendmail will install the popular sendmail server which is the FreeBSD default.
The Sendmail local option will set sendmail to be the default MTA, but disable its ability
to receive incoming email from the Internet. The other options here, Postfix and Exim
act similar to Sendmail. They both deliver email; however, some users prefer these
alternatives to the sendmail MTA.

After selecting an MTA, or choosing not to select an MTA, the network configuration
menu will appear with the next option being NFS client.

The NFS client option will configure the system to communicate with a server via NFS.
An NFS server makes file systems available to other machines on the network via the NFS
protocol. If this is a stand-alone machine, this option can remain unselected. The system
may require more configuration later; see # 27.3, “Network File System (NFS)” for more
information about client and server configuration.

Below that option is the NFS server option, permitting you to set the system up as an
NFS server. This adds the required information to start up the RPC remote procedure call
services. RPC is used to coordinate connections between hosts and programs.

Next in line is the Ntpdate option, which deals with time synchronization. When selected,
amenu like the one below shows up:

There are a number of time synchronization seruvers available
for public use around the Internet. Please select one reasomably
close to you to have your system time synchronized accordingly.

o NTP server|

Select a site not on this list
pool .ntp.org

asia.pool.ntp.org

europe .pool .ntp.org
oceania.pool.ntp.org
north-america.pool .ntp.org
tick.nap.com.ar
time.sinectis.com.ar
tock.nap.con.ar

au.pool .ntp.org
augean.eleceny.adelaide.edu.au
ntp.adelaide.edu.au

[ ‘one]
0
u
A
E
0
N
A
f
f
A
A
f

(MCEE Cencel

## 2.57. Ntpdate Configuration

From this menu, select the server which is the closest to your location. Selecting a close
one will make the time synchronization more accurate as a server further from your
location may have more connection latency.

The next option is the PCNFSD selection. This option will install the net/pcnfsd package
from the Ports Collection. This is a useful utility which provides NFS authentication
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services for systems which are unable to provide their own, such as Microsoft's MS-DOS®
operating system.

Now you must scroll down a bit to see the other options:

You may have already configured one network device (and the other
various hostnamesgatewaysname server parameters) in the process
of installing FreeBSD. This menu allows you to configure other
aspects of your system’s network configuration.

This machine wants to run a Mail Transfer Agent
This machine will be an NFS client

This machine will be an NF3 server

Select a clock-synchronization server

RPC port mapping daemon (formerly portmapper)
NF3 status monitoring daemon

NFS file locking daemon

Select routing daemon (default: routed)

This machine wants to run the rwho daenon
This machine wants to run the ssh daemon
Allow RFC1323 and RFC1644 TCP extensions?

-
—

i e S S

> x

Ll s R R B}

[0k ] Cancel

## 2.58. Network Configuration Lower-level

The rpcbind(8), rpc.statd(8), and rpc.lockd(8) utilities are all used for Remote Procedure
Calls (RPC). The rpcbind utility manages communication between NFS servers and
clients, and is required for NFS servers to operate correctly. The rpc.statd daemon
interacts with the rpc.statd daemon on other hosts to provide status monitoring. The
reported status is usually held in the /var/db/statd.status file. The next option listed
here is the rpc.lockd option, which, when selected, will provide file locking services.
This is usually used with rpc.statd to monitor what hosts are requesting locks and how
frequently they request them. While these last two options are marvelous for debugging,
they are not required for NFS servers and clients to operate correctly.

As you progress down the list the next item here is Routed, which is the routing daemon.
The routed(8) utility manages network routing tables, discovers multicast routers, and
supplies a copy of the routing tables to any physically connected host on the network
upon request. This is mainly used for machines which act as a gateway for the local
network. When selected, a menu will be presented requesting the default location of the
utility. The default location is already defined for you and can be selected with the Enter
key. You will then be presented with yet another menu, this time asking for the flags you
wish to pass on to routed. The default is -q and it should already appear on the screen.

Next in line is the Rwhod option which, when selected, will start the rwhod(8) daemon
during system initialization. The rwhod utility broadcasts system messages across the
network periodically, or collects them when in “consumer” mode. More information can
be found in the ruptime(1) and rwho(1) manual pages.

75


http://www.FreeBSD.org/cgi/man.cgi?query=rpcbind&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=rpc.statd&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=rpc.lockd&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=routed&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=rwhod&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=ruptime&amp;sektion=1
http://www.FreeBSD.org/cgi/man.cgi?query=rwho&amp;sektion=1

FreeBSD ####

The next to the last option in the list is for the sshd(8) daemon. This is the secure shell
server for OpenSSH and it is highly recommended over the standard telnet and FTP
servers. The sshd server is used to create a secure connection from one host to another
by using encrypted connections.

Finally there is the TCP Extensions option. This enables the TCP Extensions defined in
RFC 1323 and RFC 1644. While on many hosts this can speed up connections, it can also
cause some connections to be dropped. It is not recommended for servers, but may be
beneficial for stand alone machines.

Now that you have configured the network services, you can scroll up to the very top item
which is X Exit and continue on to the next configuration item or simply exit sysinstall
in selecting X Exit twice then [X Exit Install].

2.10.16. FreeBSD ####
2.10.16.1. FreeBSD/i386 ###i##

If everything went well, you will see messages scroll off the screen and you will arrive
at a login prompt. You can view the content of the messages by pressing Scroll-Lock and
using PgUp and PgDn. Pressing Scroll-Lock again will return to the prompt.

The entire message may not display (buffer limitation) but it can be viewed from the
command line after logging in by typing dmesg at the prompt.

Login using the username/password you set during installation (rpratt , in this example).
Avoid logging in as root except when necessary.

Typical boot messages (version information omitted):

Copyright (c) 1992-2002 The FreeBSD Project.
Copyright (c) 1979, 1986, 1983, 1986, 1988, 1989, 1991, 1992, 1993, o
1994

The Regents of the University of California. All rights o
reserved.

Timecounter "i8254" frequency 1193182 Hz

CPU: AMD-K6(tm) 3D processor (300.68-MHz 586-class CPU)
Origin = "AuthenticAMD" 1Id = 0x580 Stepping = 0
Features=0x8001bf<FPU,VME,DE, PSE,TSC,MSR,MCE, CX8 , MMX>
AMD Features=0x80000800<SYSCALL,3DNow!>

real memory = 268435456 (262144K bytes)

config> di sn0O

config> di 1ncO

config> di 1e0

config> di ie0

config> di fe0

config> di csO

config> di bto

config> di aicO®

config> di aha0®
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config> di adv@

config> q

avail memory = 256311296 (250304K bytes)

Preloaded elf kernel "kernel" at 0xc0491000.

Preloaded userconfig script "/boot/kernel.conf" at 0xc049109c.
md0: Malloc disk

Using $PIR table, 4 entries at Oxc00fde60

npx0: <math processor> on motherboard

npx0: INT 16 interface

pcib0: <Host to PCI bridge> on motherboard

pci@: <PCI bus> on pcib0®

pcibl: <VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> at device o
1.0 on pci®

pcil: <PCI bus> on pcibl

pcil: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 11
isab@: <VIA 82(C586 PCI-ISA bridge> at device 7.0 on pci0

isa®: <ISA bus> on isab0

atapci@: <VIA 82(C586 ATA33 controller> port 0xe000-0xe00f at device o
7.1 on pci0®

ata0: at 0x1f0 irg 14 on atapci®

atal: at 0x170 irg 15 on atapci®

uhci@: <VIA 83C572 USB controller> port 0xe400-0xe4lf irq 10 at o
device 7.2 on pci0

usb0: <VIA 83C572 USB controller> on uhci®

usb0: USB revision 1.0

uhub®: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr 1

uhub@: 2 ports with 2 removable, self powered

chipl: <VIA 82(C586B ACPI interface> at device 7.3 on pci0

ed0: <NE2000 PCI Ethernet (RealTek 8029)> port 0xe800-0xe81f irq 9 at
device 10.0 on pci0

ed0: address 52:54:05:de:73:1b, type NE2000 (16 bit)

isa0@: too many dependant configs (8)

isa0: unexpected small tag 14

fdcO: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 drgq 2 o
on isal

fdcO: FIFO enabled, 8 bytes threshold

fd0: <1440-KB 3.5" drive> on fdcO drive 0

atkbdcO: <keyboard controller (i8042)> at port 0x60-0x64 on isa0
atkbd0@: <AT Keyboard> flags 0x1 irq 1 on atkbdc@®

kbd0® at atkbd0®

psmO: <PS/2 Mouse> irq 12 on atkbdcO

psmO: model Generic PS/2 mouse, device ID 0

vgal: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-Oxbffff o
on isal

scO: <System console> at flags 0x1 on isa0®

scO: VGA <16 virtual consoles, flags=0x300>

sio0@ at port Ox3f8-0x3ff irq 4 flags O0x10 on isa0d

sio0: type 16550A

siol at port Ox2f8-0x2ff irq 3 on isal

siol: type 16550A

ppcO: <Parallel port> at port 0x378-0x37f irq 7 on isa0

ppcO: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBLE mode
ppcO: FIFO with 16/16/15 bytes threshold
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ppbus0: IEEE1284 device found /NIBBLE
Probing for PnP devices on ppbus0:
plip@: <PLIP network interface> on ppbus®
1ptO: <Printer> on ppbus®
1pt0: Interrupt-driven port
ppiO: <Parallel I/0> on ppbus®
ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0®-master using o
UDMA33
ad2: 8063MB <IBM-DHEA-38451> [16383/16/63] at atal-master using o
UDMA33
acd0: CDROM <DELTA OTC-H101/ST3 F/W by OIPD> at ata®-slave using PIO4
Mounting root from ufs:/dev/adOsla
swapon: adding /dev/ad0slb as swap device
Automatic boot in progress...
/dev/adOsla: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/adOsla: clean, 48752 free (552 frags, 6025 blocks, 0.9% o
fragmentation)
/dev/adOslf: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0slf: clean, 128997 free (21 frags, 16122 blocks, 0.0% o
fragmentation)
/dev/ad0slg: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0slg: clean, 3036299 free (43175 frags, 374073 blocks, 1.3% o©
fragmentation)
/dev/adOsle: filesystem CLEAN; SKIPPING CHECKS
/dev/adOsle: clean, 128193 free (17 frags, 16022 blocks, 0.0% o
fragmentation)
Doing initial network setup: hostname.
ed0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet 192.168.0.1 netmask Oxffffff0® broadcast 192.168.0.255
inet6 fe80::5054::5ff::fede:731b%ed0® prefixlen 64 tentative o
scopeid 0Ox1
ether 52:54:05:de:73:1b
100: flags=8049<UP,LO0PBACK,RUNNING,MULTICAST> mtu 16384
inet6 fe80::1%l00 prefixlen 64 scopeid 0x8
inet6 ::1 prefixlen 128
inet 127.0.0.1 netmask 0xff0@OOO00O
Additional routing options: IP gateway=YES TCP keepalive=YES
routing daemons:.
additional daemons: syslogd.
Doing additional network setup:.
Starting final network daemons: creating ssh RSA host key
Generating public/private rsal key pair.
Your identification has been saved in /etc/ssh/ssh _host key.
Your public key has been saved in /etc/ssh/ssh host key.pub.
The key fingerprint is:
€cd:76:89:16:69:0e:d0:6e:18:66:d0:07:26:3c:7e:2d root@k6-2.example.com
creating ssh DSA host key
Generating public/private dsa key pair.
Your identification has been saved in /etc/ssh/ssh _host dsa key.
Your public key has been saved in /etc/ssh/ssh host dsa key.pub.
The key fingerprint is:
f9:al:29:47:c4:ad:f9:8d:52:b8:b8:ff:8c:ad:2d:e6 root@k6-2.example.us
com.
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setting ELF ldconfig path: /usr/lib /usr/lib/compat /usr/X11R6/1lib
/usr/local/lib

a.out ldconfig path: /usr/lib/aout /usr/lib/compat/aout /usr/X11R6/
lib/aout

starting standard daemons: inetd cron sshd usbd sendmail.

Initial rc.i386 initialization:.

rc.i386 configuring syscons: blank time screensaver moused.
Additional ABI support: linux.

Local package initialization:.

Additional TCP options:.

FreeBSD/1i386 (k6-2.example.com) (ttyv0)

login: rpratt
Password:

Generating the RSA and DSA keys may take some time on slower machines. This happens
only on the initial boot-up of a new installation. Subsequent boots will be faster.

If the X server has been configured and a Default Desktop chosen, it can be started by
typing startx at the command line.

2.10.16.2. FreeBSD/alpha ####

Once the install procedure has finished, you will be able to start FreeBSD by typing
something like this to the SRM prompt:

>>>B00T DKCO

This instructs the firmware to boot the specified disk. To make FreeBSD boot
automatically in the future, use these commands:

>>> SET BOOT_OSFLAGS A
>>> SET BOOT_FILE ''
>>> SET BOOTDEF_DEV DKCO
>>> SET AUTO_ACTION BOOT

The boot messages will be similar (but not identical) to those produced by FreeBSD
booting on the i386™.

2.10.17. FreeBSD Shutdown

It is important to properly shutdown the operating system. Do not just turn off power.
First, become a superuser by typing su at the command line and entering the root
password. This will work only if the user is a member of the wheel group. Otherwise, login
as root and use shutdown -h now .

The operating system has halted.
Please press any key to reboot.
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It is safe to turn off the power after the shutdown command has been issued and the
message “Please press any key to reboot” appears. If any key is pressed instead of turning
off the power switch, the system will reboot.

You could also use the Ctrl+Alt+Del key combination to reboot the system, however this
is not recommended during normal operation.

2.11. #####H#H#HH#H#

The following section covers basic installation troubleshooting, such as common
problems people have reported. There are also a few questions and answers for people
wishing to dual-boot FreeBSD with MS-DOS® or Windows®.

2.11.1. What to Do If Something Goes Wrong

Due to various limitations of the PC architecture, it is impossible for probing to be 100%
reliable, however, there are a few things you can do if it fails.

Check the Hardware Notes document for your version of FreeBSD to make sure your
hardware is supported.

#anpnanpraasss GENERIC kernel ###assststs ## kernel#s#ssss### The kernel on the
boot disks is configured assuming that most hardware devices are in their factory
default configuration in terms of IRQs, I0 addresses, and DMA channels. If your hardware
has been reconfigured, you will most likely need to edit the kernel configuration and
recompile to tell FreeBSD where to find things.

It is also possible that a probe for a device not present will cause a later probe for another
device that is present to fail. In that case, the probes for the conflicting driver(s) should
be disabled.

##

@ Some installation problems can be avoided or alleviated by
updating the firmware on various hardware components, most
notably the motherboard. The motherboard firmware may also be
referred to as BIOS and most of the motherboard or computer
manufactures have a website where the upgrades and upgrade
information may be located.

Most manufacturers strongly advise against upgrading the
motherboard BIOS unless there is a good reason for doing so, which
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could possibly be a critical update of sorts. The upgrade process can
go wrong, causing permanent damage to the BIOS chip.

2.11.2. Using MS-DOS® and Windows® File Systems

At this time, FreeBSD does not support file systems compressed with the Double Space™
application. Therefore the file system will need to be uncompressed before FreeBSD can
access the data. This can be done by running the Compression Agent located in the Start>
Programs > System Tools menu.

FreeBSD can support MS-DOS® based file systems(FAT16 and FAT32). This requires you
use the mount_msdosfs(8) command with the required parameters. The utility most
common usage is:

# mount -t msdosfs /dev/adO0sl /mnt

In this example, the MS-DOS® file system is located on the first partition of the primary
hard disk. Your situation may be different, check the output from the dmesg, and mount
commands. They should produce enough information to give an idea of the partition
layout.

##

@ Extended MS-DOS® file systems are usually mapped after the
FreeBSD partitions. In other words, the slice number may be higher
than the ones FreeBSD is using. For instance, the first MS-DOS®
partition may be /dev/ad@s1 , the FreeBSD partition may be /dev/
ad0s2, with the extended MS-DOS® partition being located on /
dev/ad0s3 . To some, this can be confusing at first.

NTFS partitions can also be mounted in a similar manner using the mount_ntfs(8)
command.

2.11.3. Troubleshooting Questions and Answers

## My system hangs while probing hardware during boot, or it behaves strangely
during install, or the floppy drive isn't probed.

##  FreeBSD 5.0 and above makes extensive use of the system ACPI service on the
i386, amdé4 and ia64 platforms to aid in system configuration if it's detected
during boot. Unfortunately, some bugs still exist in both the ACPI driver and within
system motherboards and BIOS. The use of ACPI can be disabled by setting the
hint.acpi.0.disabled hint in the third stage boot loader:
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##

##
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set hint.acpi.0.disabled="1"

This is reset each time the system is booted, so it is necessary to add
hint.acpi.0.disabled="1" to the file /boot/loader.conf . More information
about the boot loader can be found in # 12.1, “##”.

I go to boot from the hard disk for the first time after installing FreeBSD, the kernel
loads and probes my hardware, but stops with messages like:

changing root device to adlsla panic: cannot mount root
What is wrong? What can 1 do?

What is this bios_drive:interface(unit,partition)kernel_name  thing that
is displayed with the boot help?

There is a longstanding problem in the case where the boot disk is not the first
disk in the system. The BIOS uses a different numbering scheme to FreeBSD, and
working out which numbers correspond to which is difficult to get right.

In the case where the boot disk is not the first disk in the system, FreeBSD can
need some help finding it. There are two common situations here, and in both of
these cases, you need to tell FreeBSD where the root filesystem is. You do this by
specifying the BIOS disk number, the disk type and the FreeBSD disk number for
that type.

The first situation is where you have two IDE disks, each configured as the master
on their respective IDE busses, and wish to boot FreeBSD from the second disk. The
BIOS sees these as disk 0 and disk 1, while FreeBSD sees them as ad0® and ad2.

FreeBSD is on BIOS disk 1, of type ad and the FreeBSD disk number is 2, so you would
say:

1:ad(2,a)kernel

Note that if you have a slave on the primary bus, the above is not necessary (and
is effectively wrong).

The second situation involves booting from a SCSI disk when you have one or more
IDE disks in the system. In this case, the FreeBSD disk number is lower than the BIOS
disk number. If you have two IDE disks as well as the SCSI disk, the SCSI disk is BIOS
disk 2, type da and FreeBSD disk number 0, so you would say:

2:da(0,a)kernel

To tell FreeBSD that you want to boot from BIOS disk 2, which is the first SCSI disk
in the system. If you only had one IDE disk, you would use '1:' instead.



#2. ## FreeBSD

##

##

##

##

Once you have determined the correct values to use, you can put the command
exactly as you would have typed it in the /boot.config file using a standard text
editor. Unless instructed otherwise, FreeBSD will use the contents of this file as the
default response to the boot: prompt.

I go to boot from the hard disk for the first time after installing FreeBSD, but the
Boot Manager prompt just prints F? at the boot menu each time but the boot won't
go any further.

The hard disk geometry was set incorrectly in the Partition editor when you
installed FreeBSD. Go back into the partition editor and specify the actual geometry
of your hard disk. You must reinstall FreeBSD again from the beginning with the
correct geometry.

If you are failing entirely in figuring out the correct geometry for your machine,
here's a tip: Install a small DOS partition at the beginning of the disk and install
FreeBSD after that. The install program will see the DOS partition and try to infer
the correct geometry from it, which usually works.

The following tip is no longer recommended, but is left here for reference:

If you are setting up a truly dedicated FreeBSD server or
workstation where you don't care for (future) compatibility
with DOS, Linux or another operating system, you've also got
the option to use the entire disk (A" in the partition editor),
selecting the non-standard option where FreeBSD occupies the
entire disk from the very first to the very last sector. This
will leave all geometry considerations aside, but is somewhat
limiting unless you're never going to run anything other than
FreeBSD on a disk.

The system finds my ed(4) network card, but I keep getting device timeout errors.

Your card is probably on a different IRQ from what is specified in the /boot/
device.hints file. The ed driver does not use the “soft' configuration by default
(values entered using EZSETUP in DOS), but it will use the software configuration
if you specify -1 in the hints for the interface.

Either move the jumper on the card to a hard configuration setting (altering
the kernel settings if necessary), or specify the IRQ as -1 by setting the hint
“hint.ed.0.irg="-1"" This will tell the kernel to use the soft configuration.

Another possibility is that your card is at IRQ 9, which is shared by IRQ 2 and

frequently a cause of problems (especially when you have a VGA card using IRQ 2!).
You should not use IRQ 2 or 9 if at all possible.
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HHEHAHH

2.12. ##H#H###

Contributed by Valentino Vaschetto.

This section describes how to install FreeBSD in exceptional cases.

2.12.1. Installing FreeBSD on a System without a Monitor or
Keyboard

This type of installation is called a “headless install”, because the machine that you are
trying to install FreeBSD on either does not have a monitor attached to it, or does not even
have a VGA output. How is this possible you ask? Using a serial console. A serial console is
basically using another machine to act as the main display and keyboard for a system. To
do this, just follow the steps to create installation floppies, explained in # 2.3.7, “#######”.

To modify these floppies to boot into a serial console, follow these steps:
1.  Enabling the Boot Floppies to Boot into a Serial Console

If you were to boot into the floppies that you just made, FreeBSD would boot into its
normal install mode. We want FreeBSD to boot into a serial console for our install.
To do this, you have to mount the boot. flp floppy onto your FreeBSD system using
the mount(8) command.

# mount /dev/fd0 /mnt
Now that you have the floppy mounted, you must change into the /mnt directory:
# cd /mnt

Here is where you must set the floppy to boot into a serial console. You have to make
a file called boot.config containing /boot/loader -h . All this does is pass a flag
to the bootloader to boot into a serial console.

# echo "/boot/loader -h" > bhoot.config

Now that you have your floppy configured correctly, you must unmount the floppy
using the umount(8) command:

# cd /
# umount /mnt

Now you can remove the floppy from the floppy drive.
2. Connecting Your Null-modem Cable

You now need to connect a null-modem cable between the two machines. Just
connect the cable to the serial ports of the 2 machines. A normal serial cable will not
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#2. ## FreeBSD

work here, you need a null-modem cable because it has some of the wires inside
crossed over.

3. Booting Up for the Install
It is now time to go ahead and start the install. Put the boot.flp floppy in the
floppy drive of the machine you are doing the headless install on, and power on the
machine.

4. Connecting to Your Headless Machine
Now you have to connect to that machine with cu(1):
# cu -1 /dev/cuad@

#FreeBSD 5.X#### /dev/cuaa® ## /dev/cuad0 #

That's it! You should now be able to control the headless machine through your cu
session. It will ask you to put in the kernl.flp, and then it will come up with a selection
of what kind of terminal to use. Select the FreeBSD color console and proceed with your
install!

2.13. ###H#H#

##
@ HA#BHARAAARHARAHErCeBSD  #H## #EEARHRARHARA#E FreeBSD
CDROM # DVD#

There may be some situations in which you need to create your own FreeBSD installation
media and/or source. This might be physical media, such as a tape, or a source that
sysinstall can use to retrieve the files, such as a local FTP site, or an MS-DOS® partition.

For example:

* You have many machines connected to your local network, and one FreeBSD disc. You
want to create a local FTP site using the contents of the FreeBSD disc, and then have
your machines use this local FTP site instead of needing to connect to the Internet.

* You have a FreeBSD disc, and FreeBSD does not recognize your CD/DVD drive, but

MS-DOS®/Windows® does. You want to copy the FreeBSD installation files to a DOS
partition on the same computer, and then install FreeBSD using those files.
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Creating an Installation CDOROM

+ The computer you want to install on does not have a CD/DVD drive or a network card,

but you can connect a “Laplink-style” serial or parallel cable to a computer that does.

 You want to create a tape that can be used to install FreeBSD.

2.13.1. Creating an Installation CDOROM

As part of each release, the FreeBSD project makes available at least two CDROM images
(“ISO images”) per supported architecture. These images can be written (“burned”) to
CDs if you have a CD writer, and then used to install FreeBSD. If you have a CD writer, and
bandwidth is cheap, then this is the easiest way to install FreeBSD.

1.

86

Download the Correct ISO Images

The ISO images for each release can be downloaded from ftp://ftp.FreeBSD.org/
pub/FreeBSD/IS0-IMAGES-arch/version or the closest mirror. Substitute arch
and version as appropriate.

That directory will normally contain the following images:

## 2.4, FreeBSD 5.X and 6.X ISO Image Names and Meanings
## ##

##-RELEASE -##-bootonly.iso Everything you need to boot into a
FreeBSD kernel and start the installation
interface. The installable files have to be
pulled over FTP or some other supported
source.

##-RELEASE-##-discl.iso Everything you need to install FreeBSD
and a “live filesystem”, which is used in
conjunction with the “Repair” facility in

sysinstall.

##-RELEASE -##-disc2.1iso FreeBSD ##(FreeBSD 6.2 ###)##### third-
party packages#

##-RELEASE -##-docs . iso FreeBSD ##(FreeBSD 6.2 ###)#

You must download one of either the bootonly ISO image (if available), or the image
of disc one. Do not download both of them, since the disc one image contains
everything that the bootonly ISO image contains.

Use the bootonly ISO if Internet access is cheap for you. It will let you install FreeBSD,
and you can then install third-party packages by downloading them using the ports/
packages system (see # 4, #######Packages # Ports ##) as necessary.



#2. ## FreeBSD

Use the image of disc one if you want to install a FreeBSD release and want a
reasonable selection of third-party packages on the disc as well.

The additional disc images are useful, but not essential, especially if you have high-
speed access to the Internet.

2. Write the CDs

You must then write the CD images to disc. If you will be doing this on another
FreeBSD system then see # 18.6, “Creating and Using Optical Media (CDs)” for more
information (in particular, # 18.6.3, “burncd” and # 18.6.4, “cdrecord”).

If you will be doing this on another platform then you will need to use whatever
utilities exist to control your CD writer on that platform. The images provided are in
the standard ISO format, which many CD writing applications support.

##
@ If you are interested in building a customized release of FreeBSD,
please see the Release Engineering Article.

2.13.2. Creating a Local FTP Site with a FreeBSD Disc

FreeBSD discs are laid out in the same way as the FTP site. This makes it very easy for
you to create a local FTP site that can be used by other machines on your network when
installing FreeBSD.

1. On the FreeBSD computer that will host the FTP site, ensure that the CDROM is in
the drive, and mounted on /cdrom.

# mount /cdrom

2. Create an account for anonymous FTP in /etc/passwd . Do this by editing /etc/
passwd using vipw(8) and adding this line:

ftp:*:99:99::0:0:FTP:/cdrom:/nonexistent
3.  Ensure that the FTP service is enabled in /etc/inetd. conf .
Anyone with network connectivity to your machine can now chose a media type of FTP

and type in ftp://your machine after picking “Other” in the FTP sites menu during the
install.
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HHHAAABRY

##

S If the boot media (floppy disks, usually) for your FTP clients is not
precisely the same version as that provided by the local FTP site,
then sysinstall will not let you complete the installation. If the
versions are not similar and you want to override this, you must go
into the Options menu and change distribution name to any.

##

O This approach is OK for a machine that is on your local network, and
that is protected by your firewall. Offering up FTP services to other
machines over the Internet (and not your local network) exposes
your computer to the attention of crackers and other undesirables.
We strongly recommend that you follow good security practices if
you do this.

2.13.3. #itHHHH##

R

###### 1,44 MB At a minimum, you will need as many 1.44 MB floppies as it takes to hold
all the files in the base (base distribution) directory. If you are preparing the floppies
from DOS, then they must be formatted using the MS-DOS® FORMAT command. If you are
using Windows®, use Explorer to format the disks (right-click on the A: drive, and select
“Format”).

Do not trust factory pre-formatted floppies. Format them again yourself, just to be sure.
Many problems reported by our users in the past have resulted from the use of improperly
formatted media, which is why we are making a point of it now.

If you are creating the floppies on another FreeBSD machine, a format is still not a
bad idea, though you do not need to put a DOS filesystem on each floppy. You can use
the disklabel and newfs commands to put a UFS filesystem on them instead, as the
following sequence of commands (for a 3.5" 1.44 MB floppy) illustrates:

# fdformat -f 1440 fd0.1440

# bsdlabel -w fd0.1440 floppy3

# newfs -t 2 -u 18 -1 1 -i 65536 /dev/fd0

Then you can mount and write to them like any other filesystem.
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#2. ## FreeBSD

After you have formatted the floppies, you will need to copy the files to them. The
distribution files are split into chunks conveniently sized so that five of them will fit on
a conventional 1.44 MB floppy. Go through all your floppies, packing as many files as will
fit on each one, until you have all of the distributions you want packed up in this fashion.
Each distribution should go into a subdirectory on the floppy, e.g.: a: \base\base.aa , a:
\base\base.ab , and so on.

##

A The base. inf file also needs to go on the first floppy of the base
set since it is read by the installation program in order to figure
out how many additional pieces to look for when fetching and
concatenating the distribution.

Once you come to the Media screen during the install process, select Floppy and you will
be prompted for the rest.

2.13.4. # MS-DOS® #i##i##

##### MS-DOS® ##
#### TTP ##

Hi# freebsd ### ###c:\Treebsd # #######
## DOS # xcopy ### ###### FreeBSD ##########

C:\> md c:\freebsd
C:\> xcopy e:\bin c:\freebsd\bin\ /s
C:\> xcopy e:\manpages c:\freebsd\manpages\ /s

## C: #########H FreeBSD #H#AE | #HH#H#H#1H
#psaanan fp FreeBSD.Org ####### HHIHHIHIHHIH##11E base ### 10.0/base/ ####

HEBBHAARH(RRRHAH) #H MS-DOS® #### c:\freebsd # —— #### BIN ###E##HHHAR#HH

2.13.5. ##t#H##H4##

# FTD ###4

#####SH#
# cd /freebsd/distdir
# tar cvf /dev/rwt0 distl ... dist2

HERBHHHAABRRRRRRRRRY BRERRRRRRRR(FHERRRRRRIRIR) B BRI BRRRHRR RS
HHRBHARAHARHARAHAH
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Before Installing over a Network

HUH BB B1Y B HER RSB R B R R SR B H B S R 34
HHHHHHHHT HHHHHHHHH R F R FHHFHH

2.13.6. Before Installing over a Network

######### Ethernet (## Ethernet ##)#Serial port(SLIP # PPP)# Parallel port (PLIP (laplink
cable))#

w s Ethernet #### FreeBSD ##t###ut Ethernet s st (HH###) #H#
#### FreeBSD ## Hardware Note ######## ###nssns POMCIA #### #EREHEEIEHRIRIRIRE
## FreeBSD ############ PCMCIA #####H

HHRBRBRRRRH [P #ERHHHHH Netmask #4# #EBBHIH #RBHH DPP ########H IDRR##H ##H ISP ##
H## [P ##H# HARHARHHARHS BHABRHARHABRHART BRAABHHR R BRHARHA BRI | DRAARH #RHHAH
DNS ## gateway ###(#### PPP ### gateway #### [SP ###### IP ##)# #### HTTP proxy ###
FTP ######### DrOXY #HHH#S HHAFHHHAAHHARAAHHAA LS RS HH##S ISPH

HUUHHHH YL LL L4444 . .
SLIP #####nttnpnnnnnssssnnt(hard-wired) ###########HH11H Serial #4 #HBBBBRBRIHIE

#rppppt(modem) ##### DPP ########E #HHHH [SP #EBHHHHHHHIHHEHHRERRH

### PAP # CHAP ### ISP(####### Windows® ###t## script ###### [SP)####### ppp ###
##H (Ll #HRARER BRAARHRRRRARHRARIAR AT ##47#1% [SPHI# PPP #A#HIARHARHR #HHHH
(terminal emulator)### ### Handbook # user-ppp #### FAQ ####### ###########E SOt
log local ... #######HBRIRARIE

##### hard-wired ####### FreeBSD(2.0-R ###) ### #a##snns “laplink” ##s#ss#s #H######
#snann(#annns 50 kKbytes/sec)# #########H1##

2.13.6.1. Before Installing via NFS

NES ############ FreeBSD ######### NES server ###########H NFS #H#HH#HHH

## server ### “privileged port”(#### Sun #######)#####E#####A# Options ##### NFS
Secure ####

####H AR HA AR AR #ENFS Slow ###

#i#t# NFS ########NE S #sssasasan (mount) ####FreeBSD 10.0 ####### ziggy: /usr/
archive/stuff/FreeBSD ### ziqqy ######### /usr/archive/stuff/FreeBSD #### /
usr ## /usr/archive/stuff #
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#2. ## FreeBSD

#FreeBSD # /etc/exports ######## -alLdirs ###### ### NES server ######HHHH#E ##H
permission denied ##### #########H#RAR#RIHE
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# 3. UNIX ####

Rewritten by Chris Shumway.

3.1. ##

HRBBBBRRRH FreeBSD #HHHHHHHHHHHH #H#HHHH UNIX®-like ####H#HHBEE HHAHHHHHHHRRBHRHY
HE#IH #H#HH FreeBSDA#AR#ARHAHH#IH#S

##t#####H#H#

o #### FreeBSD #“virtual consoles”#
o UNIX® ########### FreeBSD #### flags#
o ### FreeBSD #######

o FreeBSD ######

o ####(mount)###(umount) ####

. ###processes#daemons ## signals #
o ### shell #####HHHHHHHHHRH

o HRBBHRBHARBHS

« ### devices # device nodes #

+ FreeBSD #### binary ###

o #### manual pages #########

3.2. Virtual Consoles ##i##

#i####### FreeBSD ########A##HH##H## #### FreeBSD ######## UNIX® ########HHH #H##
HHERH BT # “console” ######HE FreeBSD ######

3.2.1. The Console

#REHHS FreeBSD #A#HRBHAHHHBHARBRAAHHIH SCUIDE #AFHBBHARHHIRS BHABHRHAAHHRH

Additional ABI support:.
Local package initialization:.
Additional TCP options:.



## FreeBSD

Fri Sep 20 13:01:06 EEST 2002
FreeBSD/1i386 (pc3.example.org) (ttyv0)

login:

bidcdod g did g d g g g gt d g ot e e v ot b bl g g

FreeBSD/i386 (pc3.example.org) (ttyv0)

HHABRERRIHRR AR Tnte] #H##EE X86 ###### “FreeBSD”# console'# ##s#ns(##
UNIX® ########)# pc3.example.org ############# cOnsole—— ttyvo ####

HERBRBRBRBH
login:

HARARARARH SRR HRHH AHAARR R A#HE FreeBSD#

3.2.2. ## FreeBSD

FreeBSD ### multiuser#multiprocessing #### #######HHHHHHHHARIARHHRRHIRE RIS
HHAHBHAH

HIRRHAIA R T #0 # FreeBSD (###t##t UNIX®-like ####) #it###H#HHHHA1E
B pat wpnnpnnnans (“username”) ##(“password”)# FreeBSD ######IH###IAH#1H
#H##

# FreeBSD ######## script BB HRBHRBRR IR IRBHRIRRIRY
login:
HHHARAHHRARARHAR ] ONN# HAAHHHHH JONN ##H Enter # #HHHHAHHHHAHHHHAH T #

login: john
Password:

## john #######E Enter# #EHHH HHIHHIHHH FHBHBHBAHAHHHBARAHHHRS
HERBHRBRBHHHABRBRHYE FreeBSD# #AHARHBHHAHARHHRHS

#E#HHEMOTD (######Messages Of The Day)####sssssts (## #,$, ## % #H)# #ERHERIEHIYE
FreeBSD ##

3.2.3. ## Console

### Console ### UNIX® ########## FreeBSD ######HHHHH## # FreeBSD #AHAHHHHHHHHIIY
HAHHHHRE cOnSOle #A##HHHHHHIHHE ## “virtual consoles” ########

Lann 1386 #### #nnusss Intel # 386 ###### FreeBSD ####1386 # “HH
Zgs#a# script FreeBSD
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# 3. UNIX ####

##### FreeBSD ##### virtual console# ############## virtual console #### virtual
console # ### console ################# virtual console ##########TreeBSD #########
#AH#HH

FreeBSD ############# console *# #### Alt+F1# Alt+F2## Alt+T8 ### FreeBSD ### console#

##### console H#AHHHHHHHHTIECBSD H#HHHHBBHBHBHEYE I B HEH B RUBBHHS BHBBHHHSS
FreeBSD ### #### console ##############H cONSOle #AR#####H### CONSOle ##HAR#AHHHH

3.2.4. /etc/ttys #

FreeBSD ##### console ### 8 ## ####H##HH#HH#H#H##1H## console ###### #### console ####
#HRHE [etc/ttys ######A

### Jetc/ttys ##### FreeBSD ### console# #########H#(HHHHHH # #H) HHHH##### console#
FreeBSD ### O ### console #### 8 #######H TLyV #EHHHRHRY

# name getty type status o
comments

#

ttyvo "/usr/libexec/getty Pc" cons25 on secure

# Virtual terminals

ttyvl "/usr/libexec/getty Pc" cons25 on secure

ttyv2 "/usr/libexec/getty Pc" cons25 on secure

ttyv3 "/usr/libexec/getty Pc" cons25 on secure

ttyvéd "/usr/libexec/getty Pc" cons25 on secure

ttyvs "/usr/libexec/getty Pc" cons25 on secure

ttyvb "/usr/libexec/getty Pc" cons25 on secure

ttyv7 "/usr/libexec/getty Pc" cons25 on secure

ttyv8 "/usr/X11R6/bin/xdm -nodaemon" xterm off secure

HRRRAHRRBRAAAAAAS LEys(5) #1#

3.2.5. Single User ### Console

## “single user ##” #### # 12.6.2, “Single-User Mode” ######## # single user #########
console ######### console ### # single user ########## /etc/ttys ##### ### console
HARRHARHAHE

# name getty type status Y
comments

#

# If console is marked "insecure", then init will ask for the root o
password

# when going to single-user mode.

console none unknown off secure

3# syscons(4)#atkbd(4)#vidcontrol (1)### kbdcontrol(1)# manual page #### FreeBSD # console ##############
## manual pages ########HHHHHHHHHH#H
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## console #####

##

# console #########A#A#H##A Secure ## insecure # ######H
FreeBSD ## single user ### ####### root ####

HAAHAHAAAA INSecure # #####H# root ########H single USer ########H#
###HHAH B RAHAH##E FreeBSD ########HHHAH###H

3.2.6. #i#t console #3##i##

FreeBSD console ########### 1024X768#1280X1024 #H##HHBHHBHBBBHBHIS HHHHHHHHBHHY
##t# kernel ###########

options VESA
options SC PIXEL MODE

ernel ##############AR#H vidcontrol( 1) ###B##HHBR#HAHAY BHARBBHAHARHHH

# vidcontrol -i mode

HARHRRRBRBRBRHRARAR #HA## rOOt console ### vidcontrol(1) ### ########

# vidcontrol MODE_279

Lt e A A A A LA A b e el Al A

#EBHHH RS RRYE Jetc/rC. conT ##BBAAH##ERHRRAHHHY HHHHBRHHHHHY

allscreens flags="MODE 279"

3.3. ##

FreeBSD ### BSD UNIX®@######### UNIX® ### ########### multi-user ##### #H#HHAH#H

HHH HERRHARHBRARARABRBRHA AR RRRHAAHBHE CPU #H###H

HHHHHHHHH RS FHAF AT,

# ## HHEHH

BERE BERE RRRH -

—

BRER BERE HHH -

N

BEBHE BRE BB -w-

w

HERE BEH BHH WX
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# 3. UNIX ####

# ## ###
4 BiH ) BBRE BERE r--
5 BHH BERE BEH r-x
6 BHH B RS rw-
7 BH B B rwx

## |S(1) #atanan - #H# BEREHRBRIRE RERHRIRERRIRIRRRAR AR B 1s -1 #

HHAHABRE,

% ls -1

total 530

-rw-r--r-- 1 root wheel 512 Sep 5 12:31 myfile
-rw-r--r-- 1 root wheel 512 Sep 5 12:31 otherfile

-rw-r--r-- 1 root wheel 7680 Sep 5 12:31 email.txt

-rW-r--r--

HiH (BRE) BRRBHBRERERIRARIH BRERARRA AR #### (Special character device)# Socket #
##nnnnnnn# (Special pseudo-file device)# ###ss - #H#H#HAHABARIS #HABRIHIHARAR W= ##
HUHHHHRIHRIS IR - - BRI I - - R 1 () #4
HUHHHHRIHRIARIRS BIARIH AR R GAL #HH1H #I1H
HEBH RIS

# (Special device file) #### /dev ####

HARHRRRBRBRERHRRRRARIS BRARAHRRRRRRRRRY BRERRRHRRRRR A7 (FHRH) #ERRE #H
HARHARRRRBRERRRRHRY (RRRRRRRRRRRHE)

HEHAABRERHHAHBRRHAAHRRIAA BRRRHHARBRRHA AR RRAAAH RIS BH BHAAHHS

#apnppn st setuid binaries # sticky directories# ###########AIHRIHHAIY
##### chmod(1) #####

3.3.1. ####
Contributed by Tom Rhodes.

HERHHBRBRERY BRERBBRRRRR R SRRt (#0) (#8) (BH) A H 1,

## ## ##
(##) u #it#
(##) g HHHEY
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FreeBSD ####(Flag)

##t #it #it
(##) 0 ##

(##) a ##(“world”)
(##) + HEHH

(#4) - #i#H

(##) = HE#H

(##) r ##

(##) w ##

(#4) X ##

(##) t Sticky bit
(##) s Set UID # GID

#asntnnt CMOA(1) #HARIAAIHAAIRAHIS BRATRASAAAAAAAAARAAASAH FILE

% chmod go= FILE

HRABRABBAAAARAAAS () HHH BRABRRARAAAAAAAAAAAS FILE #ttsesntt sannn(“world”) sassassss

[}

% chmod go-w,a+x FILE

3.3.2. FreeBSD ##i#t#(Flag)
Contributed by Tom Rhodes.

HEBABBABAAAAHTTCCBSD #H## “HIHH # HARBARHARARIHRARBABRA RS

HRAEHARBHAHAHRBHAES rOOT #ERHRBHRHHAHY

##t### tlag #assnia#tss chtlags(l HAHARAAHAAAAAAAAA T1 el #AHAHAH#H

LAt A A At . el Vs
HHHHHHHHHAFHHFHEFFRFHFH SUNLLN no

# chflags nosunlink filel
## 15(1) ### -0 #A#BHAHHEHH

# 1s -lo filel

#ARHARH,
-rw-r--r-- 1 trhodes trhodes sunlnk 0 Mar 1 05:54 filel

HERERERR rOOT #EHBHERERERARARARRAR S papppnanasnt chflags(1) # chflags(2) #####s
#H##
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# 3. UNIX ####

3.4. ####

## FreeBSD ######HHHHHBHHHHHHHH FRRRBRARHHRRRARRR 7 #1H BREREREEAH (mount)#

ool did ot d g g g b o g g gt gt

HHUHRH AT IS, (A IAIAAIAR) B 1 1 35, TR BRI RIS
## Jusr#/var# /tmp#/mnt ## /cdrom# ########## /etc/Tstab ##### /etc/Tstab ####
HHHHIHHR I I [t C/Tstab #HHIHIIIIE 1C(8) SCTipt ######H####### NoaUto #
## pppppppn #3.6.1, ¢ fstab #7#

HEBBRARBRBHAARRH Nier(7)# #HAARBHBHHRBRRAHRRRHAS

## ##

/ RAAHARHHH

/bin/ single-user#multi-user ############H #

/boot/ RERRRBRBRBHBHHHHHHH

/boot/defaults/ #hpppRRREE##E# loader.conf(s) #

/dev/ Device nodes###### intro(4)#

/etc/ HAAAAHRE SCript ##

/etc/defaults/ BEBREBREBRERES 1C(8)#

/etc/mail/ MTA(Mail Transport — Agent)#########
sendmail(8)#

/etc/namedb/ named ######### named(8)#

/etc/periodic/ HEABBEAARE CrON(8); #AAAARE SCTIDtH #H##Y
periodic(8)#

/etc/ppp/ ppp ######### pPP(8)#

/mnt/ HERRRBRBRBRBHBHHHHH

/proc/ Process HERARBABHHS procfs(5) #
mount_procfs(8)#

/rescue/ #papannt  statically  linked  #a##ssss
rescue(8)#

/root/ root #######

/sbin/ #single-user # multi-user ############## #

/tmp/ HARHH HHBBHABHHRY (XD HAHBHAREHS HHBHH
memory-based ####### JIMp ## #EHA#HE
tmpmfs ### rc.conf(5) ########s #(### /
etc/fstab ##### ##### mdmfs(8)#)
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HHEHH

#i#t #i#t

/usr/ T

/usr/bin/ AR

/usr/include/ ## C include ### header ####

/usr/1lib/ HRUHBHE

/usr/libdata/ HHHHHHHHARH

/usr/libexec/ ## daemons #######(FEEHHHRRHE)E

/usr/local/ HEBRBRABHBHARIRARAR #544% FreeBSD ports
#i#######E Jfusr/local ########ERE Jusr
waannnnt hier(7) ### # man #########H
# /usr/local ##### /usr/local/share ##
ports ########## share/doc/port #

/usr/obj/ ### JUST/STC #E#######E ODjeCt ###

/usr/ports FreeBSD Ports Collection (optional)#

/usr/sbin/ ## daemon #####(#H##HIHE)H

/usr/share/ HHBRHHBHAHR

/usr/src/ BSD ######(####HHE)#

/usr/X11R6/ X11R6 #############(optional )#

/var/ #H#H#HE (O #HARHRHRIRIRH##E SPOO] #H##
###memory-based #######A® [var# #i##E
## varmfs ### rc.conf(5) ##########(### /
etc/fstab ###snntsnsst mdmfs(8)#)

/var/log/ #H#### log ###

/var/mail/ ##### mailbox ###

/var/spool/ #E#HRHRERRS SpOO] #HH

/var/tmp/ HERBH  RERBHHHAAAAARARARE /var  ###
memory-based #####

/var/yp ## NIS maps#

FreeBSD #######HH###HHHHHHIE FHHHHHHHE# readme. txt # README . TXT #########
FreeBSD ####### (. tXt) #EHHHHHHRHHHHHHHARBBHHEY

RERHHRHRE HHAHBRRHHRHBBRRHHRARBRIHAS BRHHAHRBRRHHRARYE HHHHBRRHHHRHBRRHHAAHS
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# 3. UNIX ####

HEHHRRRRRARRRRRR AR RRRRRE () RHHRRRREHREAARE  BREREEEE T00  HEHBHHEEEY
bar############# readme. txt #########R# AR ###RRRAA## Too/bar/ readme . txt #

HHRHHBHRBHRRRS FRBRBARIRBARBRRIRRRE (100t directory)# #HRBHAHHBHABHRIHHIH

HHHARAHHAARAHRARAAHAAA Y HHARAARRAA AR MS-DOS® # \ ############### Mac OS®
#EH L HBH

FreeBSD #########HARHHHAHARMH#H ##H###H##H 1 /Too/bar/readme. txt ######H#H#

#H##HE FreeBSD ####HAHAHHHHERIRIIRE FHAAAHHHEY | BEE BHEBBRERERRE (MOUNL) #HEBERHHH
#A##HH FreeBSD ###RHARRHARHARHHARHARHHRIHHHE

HERHRRRBRBRRREE \E B # CH# #HAHHHRRRREREEEE NLAND (#4444 B14B2 # CL#C2)#

# D\ BREERRR B BHHRB B EERRREE N # N2 A1

REHRHRHRBRAHAHRBRBHAHARRBH BHAHAHH B HAH DL #HH#H B #HAHHAHH NLA#HE B #ARHHHAHRBHH AR,
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HHEHH

# B # B2 HEABHEHRIHEEEE [NL/BL # JAL/B2 #H##E BHIHE [N] SEERERIHRIBEIEE B #408
(unmounted)#########+#

#H# B #HH# N2 #EAHBREH
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# 3. UNIX ####

###H#E#H [A2/BL # /A2/B2 #

RERBAHBRBRIAHRRRRIAY BHHRRIHC BRRBHRARRHRH B # Bl #H##HAHHHH
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HHEHH

104



# 3. UNIX ####

## C ###H# A # AL #4844

st MS-DOS® ##### JOLN ##### (HHAAHH)H#

7#

Bt el Al e A A A A A FreeBSD B e e el A A A A e

FHHHHH TR FHEFRFF R HHHHHHHHHHFHFFFHFF A FFF TS

#anpaapaanssnnnnnn (root file system) #H##ssanisns #rtt######

LA bbbl Al Al A A A A bl A A Al e Al A
FH AT W HHHHHHFHHF R R FHF R RS FHEF R R R R R H AT

#i#H (## /home) #HBHHARIRIH noSUTd #HHHHHIRIRBIHHAHARRAAEAH suid/guid bits ######
HUHHRH

FreeBSD ######HHBHHHARHHHRARHHHARHH HBHHHARHHHAH HHARBHHRARHHRARHHHHRHHHHHARH

HHHHT HHHFHFFHFF AR AR HH TS

FreeBSD #######HH#H#H#HBRY HAHHBRRHHHHHRRHHHHHBRHHHHHBE BUHHHHBRHHHHHBRIHHHHBRY
HE##S HHHARHBRAHHHHBRRHA A

HARBHHRARHHH #HH#HH FreeBSD ######AHABHAHABHHHARHHHRARHH HRHHHARBHHRRRHH HRHHH

HHHHHHHHTFH AT H R
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HHEHH

##

A FreeBSD # growfs(8) ###########AIHHH#HAY

HARHARRRRRREE ## FreeBSD ## UNIX® #######HHHHHHHHRARR (## MS-DOS® ###) ### ####
HAHHARH(FH)RAAR @ # N# HHHRRRRRRRRRRRRE BRARRRRRRRR AR RRRRRRRRRS
HHHAH

FreeBSD ######### swap space# Swap space # FreeBSD #######HH #H#HHHAHHRAHHRIHRAHAS #
FreeBSD #####FHAA#ARAAARBHAAAHHHA SWAD SpACCHRAHHAFHHH#HA (#runpnast)#

HHRARBRRHHHRHRBRY

### ##

a ###s#### (root file system)

b ### swap space

¢ ##RRH slice #ERBHBHARARIRHR Slice #HHHH (FAABHBRARE) BERH BHARHHHHHRH
HARABRRHHHH

d ###  #EHARHHARHARAHARAAR HHAH A AR RS

#RHHARRRRRRBRRRAR slice ##% FreeBSD # slice ###########H (partition) HH## BERAHAHRRH
#### FreeBSD # UNIX® ### # slice ####### | ### 4 ##

Slice #####HHHAHAHHHHEYR SHERE | #AA#EEE ## “da0s]” ###### SCSI ###### slice# ######Y
#ra# slice#snuan#t slice #annannnnusnst slice# #### slice ### 5 ##### “ad0s5” #### IDE #
st slice# #unnns# (device) ##u# slice ###

Slices#“dangerously dedicated” #################H(pATtition) #HHHHARHE @ # N BEBHAHH #H
#Hpspspnpanaas “da0a” #### da ##### “dangerously dedicated”####### # “adls3e” ####
# IDE ###### slice ########

HHRHHHHRHRHRRHRHRA BRI BRI R B #1# slice ##

TR TR TR T TR TR T TR TR T TR TR TR TR T TR TR T} ## ll#####"#
HHHHH O SIAAH TR #3.1,

HURHBHAHHHHIHT 10 BSD ####HHHHHHHHRAH slice #HRHHHR#HHERA slice #AHHARHHHERAH slice #
HARBHE BRAHHARBRRHHRARRH S #H SliCe #AHBBHHHHAHHBRIHH HHAAHBH #H 3.1, "HH#Hslice #HAAHHBHE,

## 3.2, “HAHBHHH HHARBHAARABR SRR R SRS
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# 3. UNIX ####

### FreeBSD########## slice#tits slice ##### FreeBSD ###### #H#H#IRIH##H#AY (# SWaD
Space) ####HRBHRBHHBHARHE

## 3.1, #####

## ##

ad ATAPI(IDE) ###
da SCSI #######
acd ATAPI(IDE) ###
cd SCSI ###

fd #H##

## 3.1, ###slice ########

## ##
adosla ### IDE ## (ad0) #### slice (s1)#######(a) #
dals2e ### SCSI ## (dal) #### slice (s2) ####### (e) #

#H 3.2, #HHHHHY

#### FreeBSD ######### |DE #H####HHH FERHHHEERE 4 GB######## 2 GB #slice (MS-
DOS® ####)# ### slice # DOS # C: ########### FreeBSD# #### FreeBSD ########
## swap ####

HERRHBRRRRRRRREEE Q ## (LOOL) #RHH#HH e # [var## T ### [Usr #E#EE
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HEHHAHRARRH

o || DOS or |
First slice, ) |
1 Windows |
called ad0s1 1 |

(C: in DOS})

Partition a,
mounted as /,
called ad0s2a

Partition b,
used as swap,
called ad0s2b

Partition c,
Partition e, not mounted,
mounted as /var, called ad0s2c
called ad0s2e

Second slice, A
called ad0s2

Partition f,
mounted as fusr,
called ad0s2f

{not to scale)

3.6. H###HHHHH#

HA#HHARAAR ) HARHHAE [deVH#IUS T #ARBHABHARHHARHARAAARHARAARRHARAH /Uusr/local ##

1 14 At A 1t At A 1A At At bt Attt A A At
HARHHARIARARRARARIARIARHRARRH [var #REARHRHER 09/ #SPOOL/ #AAHHARIARBHHAH HIHHH
1 4ttt 1A At A 1A At A 1A

HERAHHHHBRRAHHHBRRHAHHBRAAA [Vvar # [ #HHHS

BEBRHBRIBRIRAARIRRIRRARAA BRARRRRAARAR A onaasnt (Network File System) ####
##

3.6.1. fstab #

# [etc/Tstab #AHAHAAHHHHREY FHARHHHERE (FREREER#### nOAUTO #H)#
/etc/fstab ##########
device /mount-point fstype options dumpfreq passno

device
HE#H (RRAHERBRE)E BRERE #18.2, “H#HHH.
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# 3. UNIX ####

mount-point
HERHRRRRREY (R #

fstype
HHHAAREEEE mount(8) #### FreeBSD ######## ufs#

options
HAHHHBRIHRS (WHHBBHHHHHBRE rORHHAHBRIHHAHAHBRIH #H#BHHH NOQUT O HHAHBRBHHHAHBHHHH
HERBH #EAEREE mount(8) ###

dumpfreq

Bttt Bttt gt
dump(8)

FHHHFHF T FHFTFRET FHFFFFF R HH

passno
HARBRARARBRAARAH BREAARARBRARARRS DASSNO AHHAHH HHAA#H paSSNO #H##H (RHRBHEH
HUH IR SRR DASSNO AHH N BB Dassno ### fsck(8) ##uusst
(H####H) HEAHHARRY

### Jetc/Tstab ##sasnspussss fstab(s) #auss
3.6.2. mount ##
mount(8) ######HERER#RH

HABHHAHAARE,

# mount device mountpoint

# mount(8) HEHABARBAR AR HHBHRR AR HH
-a
# Jetc/Tstab ####BABHAHHRHBHAE “N0AULO” #H#EH -t HEHBHBHHHHIH
-d
HAHARHABHAR ARG HAH system call# ##### -v ###### mount(S) HARBABHARHHH
-f

BERBHBRBHHHE (FH) HAHHHRRRRRRY (FRAHRRRRRRRRRR) #

HARHRRRRRBREY BREREH -0 ##88H ro (# FreeBSD 5.2####### rdonly) HEHAHAHS

-t fstype
#rpnnnanit (fstype) #E#RIRIHIBHHHER - Q@ #RHBHERIRIRIRARS

#rppppsy “ufs”#

HHHAHBRBHAHH
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umount ##

HAHHHBRY

HABHHAARHABHARY

-0 #HHHHFHFHFHHHHFH AT

noexec
HHARHBRARHHRAHBRHHAAS BHARABRBRHH AR

nosuid
#anapaaE setuid # setgid ### HRIIIIAIHIINY

3.6.3. umount ##

umount(8) ########### (mountpoint) ######## -a ## - A ####

HHHAH

-a # - A BEHHARHBRRHAAABRRHHAARE - BREHHAARRRRHAAHRRH HHBRE - N BHHHABRRRHAAH

3.7. ##

FreeBSD ###########H#RHHARAARHHHRHARIHH HHHARHHHRHARAAH #H (process)# HEHHARABRRHHH
HARHHHBH BRHARHARRHARHARRHARHARY

HERBRBRBARARBHRRH Process ID #### PID #HHHHRIRBRHHHHHIRIRBIAAE FHRUABARARBRBRBRR A
HAHHRHHHR I (AR B sty shell #asusshell #auns
HARHBRRRRBRERERY BRRRRRRRRRRAARRE shell# #aaassst init(8) #HAA#1INLL #EHH#EHAS
#### PID ##### 1# # FreeBSD ##### init ##### kernel ###

HAHAHBRAHAHHBRBHAHHHRRHA ps(l) ## top(l)#ps HARHABHARRHARHARRH RS S PDIDA#AARHARHARH
HERHBRBRBHARABRBRS COD #HHHHBHBHBHHBRRY BHBRBHBRABRBHB IR RH R RHBRRISY

HRAHARRADS #HABHHHAHABHARS HHH
% ps
PID TT STAT TIME COMMAND
298 pO Ss 0:01.10 tcsh
7078 pO S 2:40.88 xemacs mdoc.xsl (xemacs-21.1.14)
37393 pO I 0:03.11 xemacs freebsd.dsl (xemacs-21.1.14)
48630 pO S 2:50.89 /usr/local/lib/netscape-linux/navigator-

linux-4.77.bi
48730 pO IW 0:00.00 (dns helper) (navigator-linux-)
72210 pO R+ 0:00.00 ps

390 pl 1Is 0:01.14 tcsh
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# 3. UNIX ####

7059 p2 Is+
6688 p3 IWs
10735 p4 1IWs

:36.18 /usr/local/bin/mutt -y
:00.00 tcsh
:00.00 tcsh

1
0
0
20256 p5 IWs 0:00.00 tcsh
262 vO IWs 0:00.00 -tcsh (tcsh)
270 vO IW+ 0:00.00 /bin/sh /usr/X11R6/bin/startx -- -bpp 16
280 vO Iw+ 0:00.00 xinit /home/nik/.xinitrc -- -bpp 16
284 vO IW 0:00.00 /bin/sh /home/nik/.xinitrc
285 vO S 0:38.45 /usr/X11R6/bin/sawfish
## ps(1) #4 # process ID# PID
HEHHRARRHARY (## PID )# TT 4 4

HETIME ###### CPU ### HHHHHHHIH
RERBARBHBAHAH # #HHCOMMAND #ARHAHAHAHIH

#HHH HAHRH#H#H #auxww# a #
HERBH X HHH daemon #EHHHHHE H W #H S(1) BABHARHRBHRE BRRRRHRRHRS

ps(1) #
HHHH I

top(1) ##s###### #hH#HHARH#Y

% top

last pid: 72257; 1load averages: ©0.13, ©0.09, 0.03 up 0+13:38:33
22:39:10

47 processes: 1 running, 46 sleeping

CPU states: 12.6% user, 0.0% nice, 7.8% system, 0.0% interrupt, o

79.7% idle

Mem: 36M Active, 5256K Inact, 13M Wired, 6312K Cache, 15M Buf, 408K o

Free

Swap: 256M Total, 38M Used, 217M Free, 15% Inuse

PID USERNAME PRI NICE SIZE RES STATE TIME  WCPU CPU o
COMMAND

72257 nik 28 0 1960K 1044K RUN 0:00 14.86% 1.42% top
7078 nik 2 0 15280K 10960K select 2:54 0.88% 0.88% o
xemacs-21.1.14

281 nik 2 0 18636K 7112K select 5:36 0.73% 0.73% o
XF86 SVGA

296 nik 2 0 3240K 1644K select 0:12 0.05% 0.05% o
xterm
48630 nik 2 0 29816K 9148K select 3:18 0.00% 0.00% o
navigator-linu

175 root 2 0 924K 252K select 1:41 0.00% 0.00% o
syslogd

7059 nik 2 0 7260K 4644K poll 1:38 0.00% 0.00% mutt

HHBH AR (###) #ERHHRARH DID#ERHHRHA (#########)######## (#######) HUBHHHRY #
it (HAHHRAT)REARHARE SWAD SpACe #HARHARHHHHIH#HH##H##H# CPU

HARBHBHAR AR H A

HHHH

HHBHHRAAR s ps(1) HRAHIEE BRI DIDRMHIHICPU I
tOp(1) #ERHRERABHBHERIRIRARARAARY FRERARARERRARSR (tota] size)#psssss# (resident
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Daemont########

SIZe)——HAHHHHHHHHHHHHIIHIR BHERHHRR AR RS Netscape® ####
#30 MB # RAM####### 9 MB#

TOP(1) ## 2 HERHIHBIHIRIRE S HIRIHIHAIIS

3.8. Daemon######4##

HARBHARAHBRAARAABHHARAABRA AR AR HARHHARBHARHARAHARHH HARHHARAHRHHARS
(Terminal) ### #HH#HHBHHHHHHTHIHHHHIIE BHIHHTHHHRBHBBBHE 1 B

HHHHHH AR RARTT FHAF AR AR AR AR AR AT

#H#HARARE daemon# Daemon (FHAHHH) #HFHHHHARHRBRHHHHRHTHFFARRRRRRY BRARHRRAAS
HARBHARHARH BHHABHABRHARHARRHAE HRHHHH BSD #ARHHARHA R R AR ARHAR IR

#### deamon #####n######## “d"# BIND # Berkeley Internet Name Domain ### (####
######## named )#Apache HARBAAAHRAE WO HARRHAAER DA R#FHARS HHARHARARRRIARRRHR
Sendmail ##### daemon ### sendmail ### maild ##########

#apnanass daemon #H##E I (signal) #ass daemon #H(HHHHIIHRE)E #HRIHEIE
#aat daemon (HE#HHIHIHHE) 1 B —— T
wannnnnnnny puppnpnpnpnrnnt Kill(1) # Kill(2) ##A######REHAFAR #1100t #HRHHBBBHIS
HEHHHHS

FreeBSD BEAABBHHAAABBHAARRY BEHHARRRHAAR R HHAR R AR R A AR R ##H#FreeBSD #H#t##
Segmentation Violation ## (SIGSEGV ) ###### ############ alarm(3) # system call ########
HABARHABHHR ARG AR R AR HH (SIGALRM) HARRRBHARARHHHH

SIGTERM and SIGKILL ############## # SIGTERM #H###H#HHHHHHHH###HY (Catch) #H##HH
HHARHHARAAS HRAHARHARAHARHARAAAE FRAARRHARAHBRAARAA AH R AR AA A ##HA# STGTERM ##

HHHHHFHF AT

STIGKTLL H##HH#HHIREIE BIRE BRI IRIRB BRI BRIH 008 STOKILL ########FreeBSD #
#rppH

HERHHAHHBRRHHAH#H#H STGHUP #SIGUSRL ### SIGUSR2 # #HHHAAHHBHHHAHHBRAHHAHHBHAHHHH

e HHB IR S DO DO #HH
#aay prpppnass #ant daemon ######E SIGHUP # HE#HHABBHHHHHHERIHHHHIIS HEHIH
## STGHUP ##HA#HRHHE HHAHRHHHARBHAAARRRRE daemon #HHHHBRIHHHFRIHHHRRBH
deamon ######

#aan Kill(1) #esnpsnnssss

s B AHH BHARH ¢ ¢ (### #)# # ¢ R
#HH
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# 3. UNIX ####

## 3.1, #HH#HHE

#u#apsapEaEaaA#H inetd(8)# inetd ##### /etc/inetd.conf ## inetd #### SIGHUP ####
HHHHB IR

1. #unnnnnnnnnnnn ID# s ps(1) ## grep(1) ##asis grep(1) ######1E IR #tH
#nnaaAAEE inetd(8) ## root ######E# pS(1) #A##H ax ###

% ps -ax | grep inetd
198 7?? 1IWs 0:00.00 inetd -wW

#### inetd(8) # PID # 198# ###### grep inetd ##sssssnntsnsss #1n# ps(1) ####t#
BEBRARRIRRS

2. #kill(1) ##### ### inetd(8) ## root ######## su(1) ### root ##

% su
Password:
# /bin/kill -s HUP 198

#anppnnt UNIX® ##ant Kill(1) #H#####a# #1111 BHERRERREREHRARRRES BRI
#u#u## kill: PID: Operation not permitted# ###### PID #########HHHIHIHH #HHHIHIH
HAHHARH AR PID######## Kill: PID: No such process ###

##H#H# /bin/kill #
@ ## shell #asass KiLL ### #asnss shell s#espsssssssst /bin/

KilLU# ###nnnnntapnnnns shell ####HHREBHBHIRIE BHEBBRHRH
AERRHAHAHARRH [DIn/KILL ... ##

##

### #ERBHARRRAH #1H INiL(8)# process ID 1##########H
## /bin/Kill -s KILL 1 ####nssnssss #raas# Return ### kill(1)#
Ht AR

3.9. Shells
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Shells

# FreeBSD ########nnannis shell #aunannsint Shell #uananninpnnnppsnint ## shell ###
HHEBBBRRRRBRRS BRURHHAR AR RRRRRRRRRARHE18H FreeBSD ###### shell### sh# Bourne
Shell### tcsh##### C-shell# ####### shell ### FreeBSD Ports Collection ###### zsh ##
bash ##

#H## shell ## #H####HHHIHAH #HEHHE C #AHHRERAHHH#E Tesh ## C-like # shell ########## #
#### Linux #asssaanns UNIXQ ########## Dash sttt ### shell #Ha#########HH##

HERHBHAHERY R shell ####4

#aannanany shell ### #H#HHHAHFAHRARRAERRARRARRE Tab ###8# shell #H##EHIRHHHRAHRHY
#i## #HRHH## R foobar # foo.bar # ##### foo.bar ######## rm fo[Tab].[Tab]

Shell ###### rm foo[#].bar #

[#] # console ########## shell #H##RBHHRERERBRERBRIBHHRAR#RB###H Toobar # foo.bar #
# To #r##tshnnnnint Too# sttt | #aws Tab ### shell sttty

Shell ##########H t##variable/key###nnnnns shell #uunnsnis shell ####

HAHHHHFHAFHT HARRARARAHAATATATIT FHAH AHAAAHTATAAAAAAH

## HHA#H

USER HERBRBRBRBH

PATH HERE HBRBRBHBHHHH AR RS

DISPLAY HRAHAHARHRHRYE X 1] #HAHAHHRRRH

SHELL ##### shell#

TERM HERRRRRRRBRBHARAHHHHHHHAH

TERMCAP Database entry of the terminal escape codes
to perform various terminal functions.

OSTYPE #H#####H##FreeBSD#

MACHTYPE ####### CPU ###

EDITOR HERRRBHBHBHH

PAGER HERBHRIHAAA# XL pagertt

MANPATH HHnp A manual pages ##H

#an# shell #rassnnpnnnsnnns #utant C-Style # shell ##### tesh # csh####is setenv ###
##### ## Bourne shells ##### sh # bash ####### export #HHHERIAHIHRE BARHIHAIRARIAY
# EDITOR ######## csh # tcsh ### EDITOR ####### /usr/local/bin/emacs #####

% setenv EDITOR /usr/local/bin/emacs

# Bourne shells ####
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# 3. UNIX ####

% export EDITOR="/usr/local/bin/emacs"

###H shell #H##HHEHHIRE § BERHHRBHABBRBRARERE #H###echo $TERM # ### STERM #######
## shell ### $TERM ##### ##### echo #####

Shell ##############HHHHHHFFHHH meta-characters# ##EHHEE X BRERBRHHHHHHIIRYE BHERY
#rppppppp#filename globbing########## echo * #### s #HEREREBRH###S shell #o##sE *
HAHHBHARAAHAHRS eCho #H#H##

#ank shell ##spnpnnpnpnpnpprppnpnpsnsss (\) ##sssts(escape) shell #######s# echo
STERM ############### echo \$TERM ###### STERM #####

3.9.1. ###i#ti# Shell

## shell ########## chsh ### ## chsh ######### EDITOR ######### #HEHHIHHHHH Vit ##
###s “Shell:” ###

HHHEEE ChSh ### - s# #i##Haas# shell #inssssnsiiny st pansnss shell ## bash# #####
####H

% chsh -s /usr/local/bin/bash

##
@ ##### shell ## ## /etc/shells ### #### Ports Collection ## shell# #
#Huppppann #appppppny shell# #eppppnnss shell #a#s#

#ARHRFHRARHS Dash ##### /usr/local/bin #######
# echo "/usr/local/bin/bash” >> /etc/shells

#H###H# Chsh#

3.10. #####

# FreeBSD #####HIHHHHIHHIRAE SRR FreeBSD #### base system#####is
###nh pannssts Ports Collection ##########i#

HHBHBRARBRARS coft #iH#AH casy editor# ##### co# #ER##I### ee Tilename # ### filename
HEHHHRHH R Jetc/re. conT ##### ee Jetc/rc.conT # ## ee ####### #H####
HEHHHRRRRRRRRRS SRR (V) B CL] #8484 "o #### Ctrlve # #### cottfit ESC #H#HHE

# HELBB BB BLBRB BB B BB B BB 1
# #HH FHHHH T

leave editor ### #########H#####HH
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HARABRH

###FreeBSD ################# base system # vi # FreeBSD Ports Collection ######## ##
Emacs # vim (editors/emacs # editors/Vim)# ############HHBIAHIHARE BIHBHRHIARYE
Bl HHBHARAR I AR

3.1, #HHHHHEE

##(device) #####HHHHHHHHHH] HHRHHBHBBHEHIIES LB SD #A##HHE HERHHHHHIHAHBHBHHEIEY
## /var/run/dmesg.boot ##########

#####acdO ##### IDE ####### # KbAO ######

# UNIX® ##### #nnnssanit device nodes(#s#)########Y #HHHHHHH [dev #1#

3.11.1. ###HHt#
HARHARHRBHRYRAHRRRRRHRBRRHRRY HRBRYRRH AR A
3.11.1.1. pevrs (DEVice File System)

#u##n#(### DEVFS) ######### namespace ## kernel ### namespace# DEVFS ###########
HHHB RS

#aan#t devfs(s) ###

3.12. Binary ###

#us#ns FreeBSD ### elf(5) #sstusist UNIX® #### HHAHE 1R
+ a.out(5)

#aan##” # UNIX® object #### It uses a short and compact header with a magic number
at the beginning that is often used to characterize the format (see a.out(5) for more
details). It contains three loaded segments: .text, .data, and .bss plus a symbol table and
a string table.

+ COFF

The SVR3 object format. The header now comprises a section table, so you can have
more than just .text, .data, and .bss sections.

. elf(5)

The successor to COFF, featuring multiple sections and 32-bit or 64-bit possible values.
One major drawback: ELF was also designed with the assumption that there would be
only one ABI per system architecture. That assumption is actually quite incorrect, and

116


http://www.freebsd.org/cgi/url.cgi?ports/editors/emacs/pkg-descr
http://www.freebsd.org/cgi/url.cgi?ports/editors/vim/pkg-descr
http://www.FreeBSD.org/cgi/man.cgi?query=devfs&amp;sektion=5
http://www.FreeBSD.org/cgi/man.cgi?query=elf&amp;sektion=5
http://www.FreeBSD.org/cgi/man.cgi?query=a.out&amp;sektion=5
http://www.FreeBSD.org/cgi/man.cgi?query=a.out&amp;sektion=5
http://www.FreeBSD.org/cgi/man.cgi?query=elf&amp;sektion=5

# 3. UNIX ####

not even in the commercial SYSV world (which has at least three ABIs: SVR4, Solaris,
SCO) does it hold true.

FreeBSD tries to work around this problem somewhat by providing a utility for branding
a known ELF executable with information about the ABI it is compliant with. See the
manual page for brandelf(1) for more information.

FreeBSD comes from the “classic” camp and used the a.out(5) format, a technology tried
and proven through many generations of BSD releases, until the beginning of the 3.X
branch. Though it was possible to build and run native ELF binaries (and kernels) on
a FreeBSD system for some time before that, FreeBSD initially resisted the “push” to
switch to ELF as the default format. Why? Well, when the Linux camp made their painful
transition to ELF, it was not so much to flee the a.out executable format as it was
their inflexible jump-table based shared library mechanism, which made the construction
of shared libraries very difficult for vendors and developers alike. Since the ELF tools
available offered a solution to the shared library problem and were generally seen as “the
way forward” anyway, the migration cost was accepted as necessary and the transition
made. FreeBSD's shared library mechanism is based more closely on Sun's SunOS™ style
shared library mechanism and, as such, is very easy to use.

So, why are there so many different formats?

Back in the dim, dark past, there was simple hardware. This simple hardware supported a
simple, small system. a.out was completely adequate for the job of representing binaries
on this simple system (a PDP-11). As people ported UNIX® from this simple system,
they retained the a.out format because it was sufficient for the early ports of UNIX® to
architectures like the Motorola 68k, VAXen, etc.

Then some bright hardware engineer decided that if he could force software to do some
sleazy tricks, then he would be able to shave a few gates off the design and allow his CPU
core to run faster. While it was made to work with this new kind of hardware (known these
days as RISC), a.out was ill-suited for this hardware, so many formats were developed to
get to a better performance from this hardware than the limited, simple a.out format
could offer. Things like COFF, ECOFF, and a few obscure others were invented and their
limitations explored before things seemed to settle on ELF.

In addition, program sizes were getting huge and disks (and physical memory) were still
relatively small so the concept of a shared library was born. The VM system also became
more sophisticated. While each one of these advancements was done using the a.out
format, its usefulness was stretched more and more with each new feature. In addition,
people wanted to dynamically load things at run time, or to junk parts of their program
after the init code had run to save in core memory and swap space. Languages became
more sophisticated and people wanted code called before main automatically. Lots of
hacks were done to the a.out format to allow all of these things to happen, and they
basically worked for a time. In time, a.out was not up to handling all these problems
without an ever increasing overhead in code and complexity. While ELF solved many of
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HHEHH

these problems, it would be painful to switch from the system that basically worked. So
ELF had to wait until it was more painful to remain with a.out than it was to migrate
to ELF.

However, as time passed, the build tools that FreeBSD derived their build tools from
(the assembler and loader especially) evolved in two parallel trees. The FreeBSD tree
added shared libraries and fixed some bugs. The GNU folks that originally wrote these
programs rewrote them and added simpler support for building cross compilers, plugging
in different formats at will, and so on. Since many people wanted to build cross compilers
targeting FreeBSD, they were out of luck since the older sources that FreeBSD had for
as and ld were not up to the task. The new GNU tools chain (binutils) does support
cross compiling, ELF, shared libraries, C++ extensions, etc. In addition, many vendors are
releasing ELF binaries, and it is a good thing for FreeBSD to run them.

ELF is more expressive than a.out and allows more extensibility in the base system. The
ELF tools are better maintained, and offer cross compilation support, which is important
to many people. ELF may be a little slower than a.out, but trying to measure it can
be difficult. There are also numerous details that are different between the two in how
they map pages, handle init code, etc. None of these are very important, but they are
differences. In time support for a.out will be moved out of the GENERIC kernel, and
eventually removed from the kernel once the need to run legacy a.out programs is past.

3.13. ####
3.13.1. Manual ###i#

### ##HH man

### FreeBSD ###
FHARARBAR#A Man #

% man command

command #####ARH#H#HE #H#HH H#HH S #EHHHRHBHHY

% man s

HHHHHHHFHF AT EH T

1. ####HH

N

. ####(System call) #####
3. C ######
4, #HERHHHAHBYE

5. #####
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# 3. UNIX ####

6. HE##ARBHHHAARY
7. HEHHHARHHH
8. #H#HHHHHAHHAH
9. Kernel #####

HABHHARAARHH RIS HHARAABHHS chmod ###### chmod () ##### ###H##HMQN HHARHARIHHHH?

% man 1 chmod

HAHHHAE CAMOU HAHIH HEMAIHAA AR an #aastssnsns ## chmod(1) ### chmod #
### chmod(2) #####a#nss

HHHARHBRBRHAH AR RRRHHAHBRRHA AR BRI HRBRRHAARBRHHAAHRIH HHAHFRRHHA Man #HBERRHAHH #
HARBHARAHRRHARAABRHARS - KH#

% man -k mail

#R#HARARRE Mail” B B apropos #R#RRRHE

HA#HHA#RAH JUST/DIN HHABHARHHARHABHHARH #AHHHHH

% cd /usr/bin
% man -f *

#H#

% cd /usr/bin
% whatis *

HHHAAABBRHHHAHS

3.13.2. GNU Info ##

FreeBSD ##################(FSE)# ## man #HARBHHHHRBEHIHRERIIARY hypertext #HRHH
## info# ### info ########### emacs #### emacs # info #####

## info(1) #######

% info
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# 4. ########Packages #
Ports ##

4.1. ##

## FreeBSD # base SyStem ########## #ERIREIHRIIHEBHRITHARIRS FreeBSD #44 2 ###11E
########Ports Collection (# soucre ######) # package(###### binary #)# #########A##H
#a#### CDROM H##H#HHHHH Y

HEHAHB BB

### packages ######

### ports ######

#### packages # ports ######
####(override) ports collection ########
HE#HARBHHHARBH RS H

HA#RABRRHAHH

4.2, R

#### UNIXQ #####H#ARHARAR AR

1.

#unpnnsas(tarball) #essssssss binary ###4

#anpnas(#### compress(1) , gzip(1) # bzip2(1) ###)
#H#HHHR A (# INSTALL # README ### doc/ ########)
HERBRAARARARAAEAH MakeT1le #### . /configure ### script ########HH

HEHAHRABRHHH

HEBHBRRHRBRARS BRABHRARHH () E FreeBSD #AR#HARE #ERBRERBHRBRHRAR AR

HARRHHEE  TreeBSD  ##ARHARBHARHARERS  HARBHHBHAREHAE  FreeBSD  ####HHAHABHAREHAAY
packages # ports# ########### ##### 24,000 # pOTt ######H
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HEHAHHBRIHH

###FreeBSD package HAHRRBRBHHHAHBRIHAS # package HAHHHBRAHHHHHRRHHAHHBRH BHAHHBRH

package #### FreeBSD ############### pkg_add(1)#pkg_delete(1)#pkg_info(1) #### ###
HARHBARHHBHRYRBHARHHRR A

# FreeBSD port ######RHAHHHAHHARARHH#S]

RAHHRHARRHARHARRHARHAR RS (######patch######)# # port ##RHHARHARHRAHAAHAARAS #H
HARBHARRHARBHRRBHARRAARRARRH DatChA#HARBHARHH

HE#APOIES #A#HHHHHH packages######## pkg_add #### #HEAHBHBHBHHBHBREH

# packages ## ports #H####H#H dependencies( e ,‘,‘(library)#
## FreeBSD # port ## package HAARHRARARHHH HHARHH DRO_add #### port #######S #itH
(package #port) HERHARHABHHART #AHARHARHH AR

HARBRAHHAHARRRHHAHRE FreeBSD ####BHHH#AHHE ###packages # ports ####H#AHIH HAAHHAHHH
HAHAARRY

o ##n##a# package #### tarball ### s
o package ######### #u##nns Mozilla# KDE# GNOME ###HHHHHHHE #HHHHHIHHHRIH

o H#H#EHHH FreeBSD #AHARHAHARARE H#HHH package#

o ### package HAHHHHHIHEERE BRI B B DOT R (A
Pentium 4 # Athlon CPU) ############

o HHBRHHARHBRAHHAHHRRRH #####Apache HEHARHRABHRAAAR HHH DOYT #HHRIH AHARABHR AR AHHAS
HARABRRHAHH

HE#HARBHHHARBHHRRRHHAHRHHH package# #H## GhOStSCI‘ipt #H####E X11 server# ####
ghostscript ## ghostscript-nox1l ### package# ###### package ####### #H####H
HHHEEERRR S 14 package #EBEEE

o HEREEEEE DINATY #EEE B

o HEBERIE DINATY R () AR
o HEREEEIE DAtCh# BRI Datch ###

O iiaaaasaa e G

#### POTE ########## FreeBSD ports ###4# ## FreeBSD ports bugs #####

##
O BREBRARHARS NCED: //vuxmL. Treebsd.org/  #####ARBRERIARE
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# 4. #unnn##Packages # Ports ##

######A# ports-mgmt / portaudit############ R BRRHAH AR RHHAH
HHRHBRBRBHABRBRHY BRARHRRRRARAE# portaudit -F -a #######8H

#unpan#t### FreeBSD ## package # port ###### third-party ###

4.3. ###HHHH

L e el A A A A A A b e A A A A A A A A
HHHHHHHHH R FHATHT FHFFFFHFHFHHH

Free HABHHHRRHHARAR S HARBHHARRBHHHRRHHHRRRHHH

o FreeBSD ############### http://www.FreeBSD.org/ports/ # # ports ##############

HUB BB S (RRLLREEE) Y BREERE LRSS RS
FHHHF T \ BT H HHHHHHHHHHHH T

#Dan Langille ### FreshPorts ###### http://www.FreshPorts.org/ #FreshPorts ###
## pOTt tree ####### #H####H pOTt #4# “#r##(wWatch)” ## #s#ists#### email #4#

wH#HHHARB AR AR FreshMeat (http://www. freshmeat.net/ ) ######## #i###s#
## FreeBSD ########HHH#A#HRYE pOTt #HHH

RAHH pOTT #ARHRARHHAAAHHHRAHHHHA whereis(1) ####### ### whereis file #### file

# whereis lsof
lsof: /usr/ports/sysutils/lsof

#apnana 1 sof (######) ##%# /usr/ports/sysutils/lsof ###

o #E###E#E echo(1) ##### port ### porte tree #### #####

# echo /usr/ports/*/*Lsof*
/usr/ports/sysutils/1lsof

#E##RAAAE Jusr/ports/distfiles ###########H#

#apppaast Ports Collection #########E HHHHA###### [/usr/ports ### #### make
search name=#EHE ### HHHE #HHABHA#IRS BR#HHARIRE LsOT ####HARY

# cd /usr/ports

# make search name=lsof

Port: lsof-4.56.4

Path: /usr/ports/sysutils/lsof

Info: Lists information about open files (similar to fstat(1))
Maint: obrien@FreeBSD.org
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## Packages ####

Index: sysutils
B-deps:
R-deps:

HERBRRBRBREER Pathy” ### #HERRRRRRBRHHHH pOrt# #ARA#AHHARAANY POTL #AHHAHHHHH
HE###HS

HERHBHAHHAAAARH make search Key=string ### string #####HAHARE HHHHHA port ###
####(comments)######(descriptions) ########(dependencies)########### #HHHHHH#H
HRHHHHH ## port#

HERBRBRBRBRHRAE Case-insensitive(#R####H)# ##### “LSOF” # “Isof”’ ########H#H##

4.4. ## Packages ###i#

Contributed by Chern Lee.

4.4.1. Package ###i##

### pkg_add(1) ###sssssnsssss FreeBSD package#

## 4.1, ####### Package

# ftp -a ftp2.FreeBSD.org

Connected to ftp2.FreeBSD.org.

220 ftp2.FreeBSD.org FTP server (Version 6.00LS) ready.
331 Guest login ok, send your email address as password.
230-

230- This machine is in Vienna, VA, USA, hosted by Verio.
230- Questions? E-mail freebsd@vienna.verio.net.

230-

230-

230 Guest login ok, access restrictions apply.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd /pub/FreeBSD/ports/packages/sysutils/

250 CWD command successful.

ftp> get lsof-4.56.4.tgz

local: lsof-4.56.4.tgz remote: lsof-4.56.4.tgz

200 PORT command successful.

150 Opening BINARY mode data connection for 'lsof-4.56.4.tgz' o

(92375 bytes).

10095 |**************************************************| 92375
00:00 ETA

226 Transfer complete.

92375 bytes received in 5.60 seconds (16.11 KB/s)

124


http://www.FreeBSD.org/cgi/man.cgi?query=pkg_add&amp;sektion=1

# 4. #unnn##Packages # Ports ##

ftp> exit
# pkg_add lsof-4.56.4.tgz

##### package ##(## FreeBSD ##)### ###### pkg_add(l) #### - T #EERERAH package##H
#H##H#HRE package ### #EHEHER#HE Telease #H # # FTP #### ## package#

# pkg_add -r lsof

#nnnnnnntanan package ###n #u#uni# FreeBSD Packages Mirror ######## PACKAGESITE

#u#n wannnppantanst pkg add(1) ## fetch(3) ##nsnnt fetch(3) ##ssnrsthstaasss #iy
FTP_PASSIVE MODE #FTP_PROXY ## FTP_PASSWORD # ######### firewall ######## FTP/
HTTP proxy ########### ####### fetch(3)# #sansnnnsns Lsof ## 150T-4.56.4 # #####
#nnn package #asnnnnint pkg add(1) ####HHHIHEH 1Y

##

@ #### FreeBSD-CURRENT # FreeBSD-STABLE ###pkg add(1) ######
HERBHARYE #R###E RELEASE #####8####8# release ##### package#
##### PACKAGESITE  ############# #H####### FreeBSD 5.4-
RELEASE ##### pkg add(1) #### ftp://ftp.freebsd.org/
pub/FreeBSD/ports/i386/packages-5.4-release/Latest/ ##
package##### pkg add(1) ## FreeBSD 5-STABLE ### package##
### PACKAGESITE ### ftp://ftp.freebsd.org/pub/FreeBSD/
ports/i386/packages-5-stable/Latest/  ###

Package ## .tQz ## .thz ##### ###### Ttp://Ttp.FreeBSD.org/pub/FreeBSD/ports/
packages/ ### FreeBSD ###### ## 4 ### FreeBSD ##(## PowerPak ###)#### /packages #
### package# HARHHHBHRE JUST/POTtS HHAHAHR HHAHABHAHAHHRHRY package #### AL ####

package ##### port # H### package/port ###it#
4.4.2. ## Packages

pkg_info(1) ####tntntninsnntsss

# pkg_info

cvsup-16.1 A general network file distribution system o
optimized for CV

docbook-1.2 Meta-port for the different versions of the o

DocBook DTD

. Gttt ot bt 0ttt Gttt
DKE_Version(1) ########H#RIHIH FERBIBHBRIRIRIR DOTE tree #HA#HH
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###### Package

# pkg_version
cvsup =
docbook =

HERAHHARHRAHRAAHAARHAAAHS pOLT tree #A#AH#H

## HHHH

= AARHHAAHHAHR pOTE tree #EH#AFHHY

< HEHAHH pOTt tree #RAHHHARHAHH#IH

> #E###H pOrt tree #####HHH ########(#######
# port tree #####)

? HEHARH pOTES HAHHAHH#IH (f’fﬁ'###ﬁ#é####n#r’r
# port ## Ports Collection ########)

* L

4.4.3. ##i#i### Package

wannnnnnnnnnnsnt pkg delete(1) #usnnst

# pkg_delete xchat-1.7.1

### pkg delete(1) ######hnnhnnish #### xXChat #HR#FEHE XChat-1.7.1 ### #RERRERY
pkg_version(1) #####sunsnsnssst wildcard (####) ####

# pkg_delete xchat\*

HHEBHHHRARAAE XChat ##HHEH
4.4.4. #iH###HH

HH#HH package #E#H#E [var/db/pKg #EREREAHBRBRBARARBRBRRARBRBHIARARS

4.5, #i# Ports #i#ti##

#HE##EARAAE POrts ColleCtion #A##A######H#HH HERAAAA Make #EEHHHHHHIA#A pOIts(7)#

4.5.1. #4### Ports Collection

##### ports ######## Ports Collection —— ##### /usr/ports ### Makefiles , patches #
HIHHHA RS

## FreeBSD ###### sysinstall ##### Ports Collection ### #########n#### ports collection#
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# 4. #unnn##Packages # Ports ##

##4.1. CVSup ##

## CVSup ###### Ports Collection ######ss ##### CVSUD ####### ## CVSup#

##
S csup ## C ### CVSup ####### FreeBSD 6.2 ###H#HHARHARHHR #AHHAHHH
HE CSUD HAARHAAHAIH #AHAHHHH CYSUD #H# ### CSup ### ### FreeBSD

6.2 ######### net/csup ## package ### csup#

#H#H CVSup #ERRERE [US r/po rts #ans #at#at Ports Collection #####s#s# patch ####
CVSup # ## patCh #H#RERIBHBRERIRIRS #4 patch #######H

1. ## net/cvsup-without-gui package#
# pkg_add -r cvsup-without-gui
####### ## CVSup(# A.5.2, “Installation”)#
2. ##cvsup#

# cvsup -L 2 -h cvsup.tw.FreeBSD.org /usr/share/examples/cvsup/
ports-supfile

## cvsup. tw. FreeBSD.org ######## (#)# CVSUp ### ########## CVSUD mirror ##
#(# A.5.7, “CVSup Sites”)#

##
@ HHAHHAEE DOTTS-SUDTLle #HHHE #RIIHIIHIIRINE CVSUp ##

1.  ##BER#EE root  #E#H /usr/share/examples/cvsup/
ports-supfile ## ## /root #

2. ####ports-supfile ##

3. #CHANGE THIS.FreeBSD.org #######(#)# CVSup ### ##
######## CVSup Mirrors (# A.5.7, “CVSup Sites”) ###

4, HEEBEABHBEARH CYSUD#

# cvsup -L 2 /root/ports-supfile
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#### Ports Collection

3. ## cvsup(l) #rappprat Ports Collection# #####BHAHBHHHHHHHHHHHHHHAHHHIHHHHRH

## 4.2, Portsnap ##

portsnap(8) #### Ports Collection ###### FreeBSD 6.0 ##### Portsnap ##############
ports-mgmt/portsnap port ####

# pkg_add -r portsnap
Portsnap ######## Portsnap ####
1. #/usr/ports ######## #H####H#
# mkdir /usr/ports
2. ###w##### Ports Collection ###### /var/db/portsnap ### #E#####A###HHHY
# portsnap fetch
3. #E#E##S Portsnap ### ####### /usr/ports #
# portsnap extract
#HE Jusr/ports HAREBHARAE HEARABHE

# portsnap update

## 4.3, Sysinstall ##

##### sysinstall ######## Ports Collection# ######## Ports Collection ##### release ####
HARBHBHARH HHHH (Internet) HARBHHAAR R H AR R HH

1. #root #### sysinstall (#FreeBSD 5.2 ###### /stand/sysinstall ) ######

# sysinstall
2. HAHHHAHAHARARA Configure#### Enter ##
3.  ##Distributions#### Enter ##
4.  ## ports#### Space ##
5.  #Exit#### Enter ##
6.  H###aR#####HCDROM(#%)#T TP ####
7.  #Exit#### Enter ##

8.  ## X ##### sysinstall ###
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# 4. #unnn##Packages # Ports ##

4.5.2. Ports #####

## Ports Collection#########u#n# “skeleton”# #####port skeleton ######## FreeBSD ###
Hia R # port skeleton ######

Makefile ## ## Makefile ########H #IHHHHAARRBRBRBH#H#H#H

distinfo ## ###sssasssssschecksum(## mds(1) # sha256(1) #####)#a###### #HRERHH
HIHHHAHAA

Tiles ### #####hn###n#st ### patch ## PatChes ####HHHRIHHRIHHAHIHRIE BHERHHRH
## #annp#n#s “Remove line 10(### 10 #)” # “Change line 26 to this ...(## 26 ###...)” ##
## ## Patches ##### “diffs” ###aa# diff(1) ##sass

HEHABHRARAARAARARS pOTE #H#H

pKg-descr #####AR#ARBRAREN FHHAARHREY

Ll A b TR

pkg-plist port ######H##HHR HAHHHAHHAY pOIT HAHHHHHHAHY

## port HER#HABH#H DKg-meSsage ## port HHRBHAHHRHRBHREH BRBRBHRBRRHRRHRRHAY port #
####### FreeBSD Porter's Handbook#

port ############ sOUrCe code ###### #u##### source code# # source code ########
(Internet)#### ########## SOUrce code #ARRHARAR #HAH Lar ## GZID #RARHHRARARRS HHAHH
HRHHHRRRR R #18 source code ########tanaant “distfile”# ######### FreeBSD
port ####

##
@ #H# POTE #E##RARE rOOT #it#

##
o ##### port #aas#ns##st Ports Collection ##### ##### http://
vuxml.freebsd.org/ ####### port #####ARHHHAFHHH#HS

portaudit HERHHE  pOrt  H#HE  RAHHARHARHAARAARAARAAAE Ports
Collection ## (ports-mgmt/portaudit)# ### port #######
portaudit -F ### ##HABHBHAHABRBHARHRRRY BRAHBRBHBHHRHBHRISY

#h#ans #### portaudit(1) ## periodic(8) ######
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Ports #####

Ports Collection ####s#usnunssust #upnspnsssssssnst  distfile #### /Jusr/ports/
distfiles ###

AARHHAARHHAAHHRHA pOTT HHHH

s LsOT #ussnssssss port # skeleton ### st “build” ## port# ###### make #
AR SRR

#################(prompt)######### port #####HH#HH#HH#HH Make HERBRBRBHBHHE #HHBH
install #

#######(prompt)############# #H#HH L SOT HERARHRARAHRHE HRHRAHHHAAARRARS DOTT #AHH
HARRHHBHARY
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# 4. #unnn##Packages # Ports ##

HEHHRBRRRRARHRH (B WO LK) # #EHHHBHBRRBBHHRRRR RS BB RS port ####
## #HRHHAHHS

# make clean
===> C(leaning for lsof-4.57
#

##
@ #make install clean ########### make#make install # make
clean #######

##

@ ## shell ### PATH ######## #H######4 cache #HALBHHRAIHE BHAHHY
### shell###### port #### rehash ############### rehash #####
tesh ### shell ###### sh ##### hash - r# ####ssssss shell ####s

##### third-party #### DVD-ROM ##### FreeBSD Mall #### FreeBSD Toolkit ### distfiles #
## #anpass## Ports Collection# # DVD-ROM ### /cdrom # ################ CD_MOUNTPTS
BRBHBRERRAARS pRppnnnaaant distliles #A##BHRRRRY

##
@ HERTHHS pOYT HRHARHABHRIHRNT HABHRABHRAHRARAARHAAHAARAARAA S HH
HERBHHARHRY DOTCHARAAHHAAHAAHHAHY

ports  #### fetch(1) #####s  #eepssppsssssss#  FTP_PASSIVE MODE #FTP_PROXY #
FTP_PASSWORD # ############# ###### FTP /HTTP DYOXY#ARHAAHHH#ANY HHHHHIH fetch(3)
###

BRI Make  Tetch # ### port ######(/UST/POTS ) HIH#HIHHHIHHIHHIIIY
il AR [UST/DOTTS/NeT # ##t###s port #### llorary #### port ### ###stnt
HHEHHHIHHIIRS R DOTT #AHHRIHI###A## Tetch-recursive ## fetch#
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Ports #####

##

@ HEAEHERAAAAIE MaKe RIS DOrt##sasts make Tetch #usssnsst
HHt HHRRRHARRAAIN DOTT #HHIH IHIRHIIIIE DOTT HERIIIIIE HHRAHH
HHBRAAHA

HARBHARHARIHH? MASTER SITES (HAHHHHHE) HB AR HARBHARHABHHAH
MASTER SITES ####

# cd /usr/ports/directory

# make MASTER SITE_OVERRIDE= \
ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ fetch

#H####A## MASTER SITES ## ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ — #####

##

@ ## port ##(###)######### HARBRRRHHAHBRRHAAHRRRHAAHHRRHAAH #HH
###### www/mozilla#security /gpgme#mail /sylpheed-claws# ####
HARBRARAAARRRRHAAARRY

4.5.2.1. ##(0verride)##i# Ports ##

#usansanpnntny porthdistliles #sstnns(###n#)##### PORTSDIR # PREFIX ##########
port ######

# make PORTSDIR=/usr/home/example/ports install

#### Jusr/home/example/ports  ###### ######### [usr/local ##
# make PREFIX=/usr/home/example/local install

### Jusr/ports #E#ERE #HE#EEAES /usr/home/example/local ##
#H###

# make PORTSDIR=../ports PREFIX=../local install

TR R R T R R T T R I T R R T R T T R TR T TR R T TR TR T T TR T} #
(AN e g g g g e

HHBBBBRRRBRBRRRAASS BRRRHH shell #RHHHAHHAHHBRRRY
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# 4. #unnn##Packages # Ports ##

4.5.2.2, #3# imake

## port ### imake (X Window ######) ###### PREFIX ### ############ /UST/XIIRG ###
#aaaas Perl port ### PREFIX ##t##### Per] ###### ### ports respect PREFIX ########
HRAERHAH

4.5.2.3. #iti## Ports ##

#### port #rsssrtt(ncurses-based)# #HH##HHH#HIH #ERIR DOTE #EHHERIRIIHE FRHHHRIHRY
HHRHH BARARRARAY RARRRARAHRARARY ARERAARRRAA pOTE ### ## make conTig ####REHAHHHH
### ##### make showconTig #### port ######### ###% make rmconTiq ###AFREHAAHEH #
#H##HERRRRRE pOrts(7) #HH##HH

4.5.3. ###### Ports

Lt e Ll A IR L b e A A A A

HEBRBRBARIR DOUTHIHHIHIHHHHA HIHHE DOTL #RAHRE DOTT ## #HARFRIRHHHAHH##H port (#
#E#RRRARARARAARH LSOT )# ### package #####(# Packages section ###)##### pkg_delete(1)
###

# pkg_delete lsof-4.57

4.5.4. #it#it## Ports

#### pkg_version(1) ####### Ports Collection ######ssss port ###
# pkg_version -v
4.5.41. /usr/ports/UPDATING

##### Ports Collection ########### port ## ### /Usr/ports/UPDATING # ########HH##IH

# UPDATING #########H##H#H# ##H#H## #### UPDATING ###

4.5.4.2. # Portupgrade ####### Ports

portupgrade HARBARHABHAY HRHAH ports—mgmt/ portupgrade port ##tH HABARHARH port ###
#make install clean #######

# cd /usr/ports/ports-mgmt/portupgrade
# make install clean

###### 444 N R T T T T T T TR T T TR T T T T T T TR T T TR TR T T #####
pkg -F #####E pOYLs #HHAHHRHHHAHHAFAAS HHAHHARHAFHA#H#S DKQ -F

# portupgrade -a ### portupgrade HERBHABRRARAH DOTLSH #H - 1 H#HAHHHE pOTt #HEHH #HH
HARBHARAHBHHH
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Ports #####

# portupgrade -ai

HARHHRARAA A portupgrade pkgname  ##### ### portupgrade ##### port #####
HARHHHYE -R #HHHH

# portupgrade -R firefox

### package ## port #H####EH -P ###H #HERE##E portupgrade ### PKG_PATH #########
it HERHABRARRAARRS, BRRARRARBRAH package #### portupgrade ### pOTt ####H HIH#HAHHHH

HHRHERY - PP ##HHH1# prpTpTRTm
- HHH

port ####### #i### port #####

# portupgrade -PP gnome2
#ann# distfiles(##### -P ##### package) #H####HHHHIHIRY -F# ##### portupgrade(1) ####

4.5.4.3. # Portmanager #iti##i#i## Ports

T T T TR TR TR R TR T

Portmanager ############### ##### ports-mgmt/portmanager port ###

# cd /usr/ports/ports-mgmt/portmanager
# make install clean

HARRBHARARHHHARHHHRRRHHH
# portmanager -u

AARHHAARRRS - ULAHHRE POrtmanager #####HHHH#AHHH #RH###H###E Portmanager #######
port####### make install clean ######H##H FHHHHHHHHE pOTE #HHHH DOTTSHABHIHAAS #
#### port#

# portmanager x11/gnome2

#EH## pOTt H#ARHRHHHARHANH#S Portmanager HE##AHRHS # Portmanager HERBHHARHARH pOIT #
#ARBRRBRBRBRERE R

# portmanager graphics/gimp -f

######E###E portmanager(1) ###

4.5.5. Ports #####

#### Ports Collection #######HHHAE HAARRHHHHHH#H Make Clean AHBE#EAF WOTK #E# #
#rppppaaaaaE## Ports Collection #######

# portsclean -C

ports ######### distTiles HAARBRARARHHAANY HHAFHHHRAHH HAAHRARAHHRE DOTT #AFHHHHH

# portsclean -D
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# 4. #unnn##Packages # Ports ##

HERARHABHR DOYT #EHAHHHHY

# portsclean -DD

##

portsclean ##### portupgrade #######

HERRBHRBRBRABARBARARE DOTLSH ## ports-mgmt/pkg cutleaves port################

4.6. HH#HHHIHHS R R

HARHRRRRRRRRRRRRRR AR BRRRRRERRAR A aaaas(### daemon ##) ###

HAHHBHARHHHRHARHHARHABHARRAS HARRHARHARRHARH BHAARHARHAHS

o ## pkg info(1)  ###sansannnnnsssy  (Packages/Ports)########HIHHIHHHHIHHIHH
FooPackage (## 1.0.0)#########

# pkg_info -L foopackage-1.0.0 | less

HEABHAARHABHAARH #HARHH MAN/ #REA#HHH et/ #H###H#E dOC/ HARBHABHA

# pkg_info | grep -i foopackage
HERBRARRERAHARRERAS TOOPACkage HEHHHR #REBHAHAHE ToOpackage HAABHHHH

o H###HHHHBSHAAA###AH man(1

o BERBBRBBBRIHAARRRRRRRRRAAH(FAQ) #E HHRHHHHHHHHHHH
# pkg_info foopackage-1.0.0

bt 1t A  HHHEHLEE YRR R e et #

o DPort #######s##(## Internet ##)####### script # /usr/local/etc/rc.d ### ######
Script HHARHHAR AR R ## Services#

4.7. ######(Broken)# Ports#

##t### S pOTt HAAHUANARY #HHAHHRAHHHH
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######(Broken)# Ports#

1. #Droblem Report ### ##############1E patCh #H## HIHEHHI Y

2. ## port # maintainer ####### make maintainer ###Makefile ### maintainer # email
address###### maintainer ###### port ######(### Makefile ## $FreeBSD: ######) #
HAHHHHRH

##

@ ## port ######## maintainer ####### mailing list ###sss#(#1#
#)### email ##### <freebsd- List##QFreeBSD.org > #########
#freebsd-list########## mailing list ###

### port # maintainer ### <freebsd-ports@FreeBSD.org > ###
#EREAAAH port maintainer ## #### port #AARHHHAHHHHHARHHARIH
freebsd—ports HARHARHH BERBHABHRHRRHRB RS port maintainer #
HARARARRRRRBRIH

# port maintainer ######### #### send-pr(1) ####### PR#(### Writing FreeBSD
Problem Reports)#

3. #a#####) Porter's Handbook ### “Ports” ######EHHHHHHHHHHHHHARY port ####### port#

4. #### FTP ######## package# package collection ####### ftp.FreeBSD.org ##
packages ############### local mirror ## ###### package #H#HH#IH #ERHBHIBHIHAS
#pkg_add(1) ###### package #
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# 5. X Window ####

Updated for X.0rg's X11 server by Ken Tom # Marc Fonvieille.

5.1. ##

FreeBSD ## X11 ########### GUI ### X11 # X Window ##### Xorg ## XFree86™ #######
## (#h###########H)# TreeBSD ### FreeBSD 5.2.1-RELEASE ############## XFree86™ (#
The XFree86™ Project, Inc ### X11 server)# # FreeBSD 5.3-RELEASE ##### X11 ## Xorg(#
X.Org ####### X11 server##### FreeBSD ##### license)# ######### X servers # FreeBSD ##

wrppast X11 (###st Xorg 7.7 #H#)######s #4## XFree86™ #####(### FreeBSD ##
XFree86™ ##### X11 ##)####### FreeBSD Handbook#### http://docs.FreeBSD.org/
doc/ #

## X11 ########sna#tss Xorg ###
HAHH#HBRAHH

o X WINdOw #######IRBFRBFREFHIRY
o H##A##H# X11#

o #n##an### window managers#

o ### X11 ### TrueType® ###

o BESBBERERERRARARE (XDM)

BERRBHRBREARES
o ###### ports#packages #H#### (# 4, #HHHERE Packages # Ports ##)
#i# X #unhnannnnnnapnasns GUI ##(## Microsoft® Windows® # Mac OS®)####+#
B X BERBRB R BB BRR R EIRBIRY BRER R R
5.2.1. #### X#
X ## UNIX® #EHHH AR S X S X S et W (#

“Window” #####)# # X ## W ####HRB#HHH

X ##### “X#X Window System”# “X11"#####sstnst #4 “X Windows” ####ss X11######
s s X(7) ##


http://docs.FreeBSD.org/doc/
http://docs.FreeBSD.org/doc/
http://www.x.org/
http://www.FreeBSD.org/cgi/man.cgi?query=X&amp;sektion=7

X # Client/Server ##

5.2.2. X # Client/Server ##

X ##annpnppappassat “client-server” ###

# X #### X server” #HBHHAHHHBHHHIHHIE # SerVer #HHHHBHHH IR ##############(##
HEHRBHARR HRARRARE) R 11 X ##(## XTerm## Netscape®)## “client”# client #####
server ##### Please draw a window at these coordinates”### server ######### “The user
just clicked on the OK button”#

#HBREREERARRE X SeTver # X Client #HA####ARRERE BREHIERARRAIIEE X SeTVErH #HARHARHE
wannin X #n(Client)#asst #rtss#X Client # server #######HI#IHIH

HERBHBRRBRBRARAS X AHBHRRRRRRRRARS HHAASH X server” #epaa##nnss#sss “X client” ##
HAHAAABRRH HABRRHHHH

HRBHRERRRE X STVETr #ERHHHHHHHHHHHEE # X Client #H#####HEERY

##(protocol)####sst  client ## server HEARBHHBRBAABARBARERBIRBIE  BHABHABIRY
Microsoft® Windows® #####(Apple)# Mac OS® ## X server######################A#IH

5.2.3. The Window Manager

X ##### UNIX® ########### “tools, not pOliCy"# HARBEX HARHBRRHAAHBRRRHAAHBRRRHAARH

HHHARH RAHAHRBRRHARRBRARAAARY

X HHHBHARRR AR IR R (##8% Microsoft® Windows® #
Alt+Tab#) ########HHHERRRRRIHIHRR

#u#X  #appaptn# “Window Manager”  #### ### window manager #####:
AfterStep #Blackbox#ctwm #Enlightenment# fvwm#Sawfish# twm# Window Maker ###
### window manager ###sssntns #unnnt “virtual desktops(####) "HI-#EIHIIIIIHIIRE
## “Start(##) VHARBRBHBRRRRS B # BB R window manager #
Ports Collection ## x11-wm ######

###KDE # GNOME ############### window manager#

## window manager ###########EEERERRERE 00008 GUI #iptsssssnsssssst Sawfish #
A LIS #ARHHHIY

Focus Policy

! window manager ############## “focus pOLiCy”# ##H###IA##HH#1H

Lt 1l A A A A A A e e A A
HHHHH FHHFFHFHFFHFH TR HAFHHF AT

#unpnps#  focus  policy  ##  “click-to-focus™#  ##
Microsoft® Windows® ############RARHH#AE I BRRHHHHY
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#5. X Window ####

X ######### focus policy# #####window manager HHRBRAH AR HHRHAY
### window manager ######### ###na# click-to-focus# #a##snsss
#ARHH

######## focus policy#

focus-follows-mouse

bbbl Al A A At el A A A A A A A
HHHHHHHHHHHHFHTT B FFAFHHAHFHT FHHFFRF AR AT HH

## HAARHHHRHA

sloppy-focus
# policy ### focus-follows-mouse ###### ## focus-follows-
mouse ##############(###)# HAARRBRAHARARRRHAHHRRRHAAHHS
## ###H sloppy—focus############## REHHHARBRHAAH BERHHAHHE
REHARABBRHAAAHS

click-to-focus

bttt ot bt th At Al tfth Cgmm s BH) BREBREERRE BREER R
HHHAAFHHFHAAFFHHAFF FHRFFHHFF rAlSE HHHHFHFHIEH FHFHHAFFHH

HHHHHHHHHHHHFH T

##window manager ##### policy############## ####### window
manager ######

5.2.4. Widgets

The X approach of providing tools and not policy extends to the widgets seen on screen
in each application.

“Widget” is a term for all the items in the user interface that can be clicked or
manipulated in some way; buttons, check boxes, radio buttons, icons, lists, and so on.
Microsoft® Windows® calls these “controls”.

Microsoft® Windows® and Apple's Mac OS® both have a very rigid widget policy.
Application developers are supposed to ensure that their applications share a common
look and feel. With X, it was not considered sensible to mandate a particular graphical
style, or set of widgets to adhere to.

As aresult, do not expect X applications to have acommon look and feel. There are several
popular widget sets and variations, including the original Athena widget set from MIT,
Motif® (on which the widget set in Microsoft® Windows® was modeled, all bevelled
edges and three shades of grey), OpenLook, and others.

Most newer X applications today will use a modern-looking widget set, either Qt, used by
KDE, or GTK+, used by the GNOME project. In this respect, there is some convergence in
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## X11

look-and-feel of the UNIX® desktop, which certainly makes things easier for the novice
user.

5.3. ## X1

Xorg #FreeBSD ### X11 ### Xorg ## X.0rg ##########i#nt X Window ##### X server# Xorg
### XFree86™ 4.4RC2 ## X11R6.6 ######## ## FreeBSD Ports Collection ## Xorg ### 7.7#

# Ports Collection ### Xorg ######

# cd /usr/ports/x11/xorg
# make install clean

##
S HHRAHAE XOTGH #RHHIR & GB #A##HH

## X11 ###u#st package #uwantant pkg add(1) #assast X1 ####HEHIHEIIHIIHIIE
pkg_add(1) ###sssstnsnssnis

#annnt package #H## XOrg #IRIIIIIIRS

# pkg_add -r xorg

##
@ HERARAERARE K11 ##88F server#client#s#ss #Hs####E X11 #H#AHE
package # port ########

HERHBRBRBHAEH X1 1# #EHBRBRHRRBRRRHY

5.4. ## X1

Contributed by Christopher Shumway.

5.4.1. #i#t###

#A##H X1 1 #ARHAARHARHAARHA RS
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#5. X Window ####

o H###

o HHBEHHHH

o HHBBHHHHH

X111 ##BHHHAAHRRHHAAHBRY HHBRARHHABRRRHAARRRRAAAS BHARABRRHH AR BRI AAH

HA#HHARAS X1 #RAHARHARHARE HHBHABRHA R R AR RHARH BHHHRHARIHH

Video memory on the graphic adapter determines the resolution and color depth which
the system can run at. This is important to know so the user knows the limitations of the
system.

5.4.2. ## X11

Xorg # 7.3 #A#BH#AAHHHAAHHH# ;S
% startx

#ERBRBRBHBRA#H#HH#HHHAHAH XV1# ## XD ] #AAAAHARARARRBRBRBRBHBHHHHH

# Xorg -configure

### /root ##### xorg.conf.new ###(#### su(1) ###### root##### root ### SHOME ####)#
K11 #AHHHBRARERRRRRRRR BRI RRRRRY BB

RARHRAARHHRAAHAAS XOYG ARHRARAHRARAAHRHRS

# Xorg -config xorg.conf.new

HHRIHBHRHRRR X R SRR #aintinsis Cirl+Alt+Backspace ###

##
@ HARARBARAABAR SRR ARAS  ##H FreeBSD ###### # 2.10.10, “Mouse
Settings” ###

Next, tune the xorg.conf.new configuration file to taste. Open the file in a text editor
such as emacs(1) or ee(1). First, add the frequencies for the target system's monitor. These
are usually expressed as a horizontal and vertical synchronization rate. These values are
added to the xorg.conf.new file under the "Monitor" section:

Section "Monitor"
Identifier "Monitor0"
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## X11

VendorName "Monitor Vendor"

ModelName "Monitor Model"

HorizSync 30-107

VertRefresh 48-120
EndSection

The HorizSync and VertRefresh keywords may be missing in the configuration file.
If they are, they need to be added, with the correct horizontal synchronization rate
placed after the HorizSync keyword and the vertical synchronization rate after the
VertRefresh keyword. In the example above the target monitor's rates were entered.

X allows DPMS (Energy Star) features to be used with capable monitors. The xset(1)
program controls the time-outs and can force standby, suspend, or off modes. If you wish
to enable DPMS features for your monitor, you must add the following line to the monitor
section:

Option "DPMS*"

While the xorg.conf.new configuration file is still open in an editor, select the default
resolution and color depth desired. This is defined in the "Screen" section:

Section "Screen"
Identifier "Screen@"
Device "Cardo"
Monitor "Monitor@"
DefaultDepth 24
SubSection "Display"
Viewport 0 0

Depth 24
Modes "1024x768"
EndSubSection

EndSection

The DefaultDepth keyword describes the color depth to run at by default. This can
be overridden with the -depth command line switch to Xorg(1). The Modes keyword
describes the resolution to run at for the given color depth. Note that only VESA standard
modes are supported as defined by the target system's graphics hardware. In the example
above, the default color depth is twenty-four bits per pixel. At this color depth, the
accepted resolution is 1024 by 768 pixels.

Finally, write the configuration file and test it using the test mode given above.

##
@ One of the tools available to assist you during troubleshooting

process are the X11 log files, which contain information on each
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device that the X11 server attaches to. Xorg log file names are in the
format of /var/log/Xorg.8.log . The exact name of the log can
vary from Xorg.0.log to Xorg.8.log and so forth.

If all is well, the configuration file needs to be installed in a common location where
Xorg(1) can find it. This is typically /etc/X11/xorg.conf or /usr/local/etc/X11/
xorg.conf .

# cp xorg.conf.new /etc/X11/xorg.conf

The X11 configuration process is now complete. Xorg ##### startx(1) ##### The X11 server
may also be started with the use of xdm(1).

##

S There is also a graphical configuration tool, xorgcfg(1), which
comes with the X11 distribution. It allows you to interactively
define your configuration by choosing the appropriate drivers and
settings. This program can be invoked from the console, by typing
the command xorgcfg -textmode . For more details, refer to the
xorgcfg(1) manual pages.

Alternatively, there is also a tool called xorgconfig(1). This program
is a console utility that is less user friendly, but it may work in
situations where the other tools do not.

5.4.3. #i#t####

5.4.3.1. ## Intel® i810 ####i#

Configuration with Intel® i810 integrated chipsets requires the agpgart AGP
programming interface for X11 to drive the card. ##### agp(4) ###

This will allow configuration of the hardware as any other graphics board. Note on
systems without the agp(4) driver compiled in the kernel, trying to load the module with
kldload(8) will not work. This driver has to be in the kernel at boot time through being
compiled in or using /boot/loader.conf .

5.4.3.2. #it#HHtH#EEE

HAHAHBRBHHHARBRRAAS HHAHBRRRAHR AR RRRHHHHRRHH A log # (RHAHHHR) BRASHRR BREBBBHBRRY
HEHAHBRERAH AR
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HH#H#HH

###### (WSXGA, WSXGA+, WUXGA, WXGA, WXGA+ #) #### 16:10 # 10:9 #########H#H#Y
#E RERARAAE 16:10 ###REH

2560x1600

1920x1200

1680x1050

1440x900

HARHHARAARAHARAARAH#HHAR ### Section "Screen" ## Mode #########

1280x800

Xorg #### 12C [DDC ##HBEHAHARBRRIRRRES BHHRBRRIRRRRIHRRRHIARY

#AAAARAE ModeLine ##### #iitih Xorg #E##### ###### /var/log/Xorg.0.log ####
Modeline #####H#HAH#FAHAARS HURHHAHARBHIAH

#######E EDID ### ######### #H##H#H####E ModeLine ###

###### Section "Monitor" #ModelLine #########
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Option "DPMS"
EndSection

HRHHX HABARBARHARHHRHHH

5.5. # X11 #####

Contributed by Murray Stokely.

5.5.1. Typel #####

The default fonts that ship with X11 are less than ideal for typical desktop publishing
applications. Large presentation fonts show up jagged and unprofessional looking, and
small fonts in Netscape® are almost completely unintelligible. However, there are several
free, high quality Typel (PostScript®) fonts available which can be readily used with
X11. For instance, the URW font collection (x11-fonts/urwfonts) includes high quality
versions of standard typel fonts (Times Roman®, Helvetica®, Palatino® and others). The
Freefonts collection (x11-fonts/freefonts) includes many more fonts, but most of them
are intended for use in graphics software such as the Gimp, and are not complete enough
to serve as screen fonts. In addition, X11 can be configured to use TrueType® fonts with
a minimum of effort. For more details on this, see the X(7) manual page or the section
on TrueType® fonts.

To install the above Typel font collections from the ports collection, run the following
commands:

# cd /usr/ports/x11-fonts/urwfonts
# make install clean

And likewise with the freefont or other collections. To have the X server detect these
fonts, add an appropriate line to the X server configuration file (/etc/X11/xorg.conf ),
which reads:

FontPath "/usr/local/lib/X11/fonts/URW/"

Alternatively, at the command line in the X session run:

% xset fp+ /usr/local/lib/X11/fonts/URW
% xset fp rehash

This will work but will be lost when the X session is closed, unless it is added to the startup
file (~/.xinitrc for a normal startx session, or ~/.xsession when logging in through
a graphical login manager like XDM). A third way is to use the new /usr/local/etc/
fonts/local.conf file: see the section on anti-aliasing.

5.5.2. TrueType® ##i###
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Xorg has built in support for rendering TrueType® fonts. There are two different modules
that can enable this functionality. The freetype module is used in this example because
it is more consistent with the other font rendering back-ends. To enable the freetype
module just add the following line to the "Module" section of the /etc/X11/xorg. conf
file.

Load "freetype"

Now make a directory for the TrueType® fonts (for example, /usr/local/lib/X11/
fonts/TrueType ) and copy all of the TrueType® fonts into this directory. Keep in mind
that TrueType® fonts cannot be directly taken from a Macintosh®; they must be in
UNIX®/MS-DOS®/Windows® format for use by X11. Once the files have been copied into
this directory, use ttmkfdir to create a fonts.dir file, so that the X font renderer knows
that these new files have been installed. ttmkfdir is available from the FreeBSD Ports
Collection as x11-fonts/ttmkfdir.

# cd /usr/local/lib/X11/fonts/TrueType
# ttmkfdir -o fonts.dir

Now add the TrueType® directory to the font path. This is just the same as described
above for Typel fonts, that is, use

% xset fp+ /usr/local/lib/X11/fonts/TrueType
% xset fp rehash

or add a FontPath line to the xorg.conf file.

That's it. Now Netscape®, Gimp, StarOffice™, and all of the other X applications should
now recognize the installed TrueType® fonts. Extremely small fonts (as with text in a
high resolution display on a web page) and extremely large fonts (within StarOffice™)
will look much better now.

5.5.3. Anti-Aliased #####

Updated by Joe Marcus Clarke.

Anti-aliasing has been available in X11 since XFree86™ 4.0.2. However, font configuration
was cumbersome before the introduction of XFree86™ 4.3.0. Beginning with XFreeg6™
4.3.0, all fonts in X11 that are found in /usr/local/lib/X11/fonts/ and ~/.fonts/
are automatically made available for anti-aliasing to Xft-aware applications. Not all
applications are Xft-aware, but many have received Xft support. Examples of Xft-aware
applications include Qt 2.3 and higher (the toolkit for the KDE desktop), GTK+ 2.0 and
higher (the toolkit for the GNOME desktop), and Mozilla 1.2 and higher.

In order to control which fonts are anti-aliased, or to configure anti-aliasing properties,
create (or edit, if it already exists) the file /usr/local/etc/fonts/local.conf . Several
advanced features of the Xft font system can be tuned using this file; this section describes
only some simple possibilities. For more details, please see fonts-conf(5).
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This file must be in XML format. Pay careful attention to case, and make sure all tags
are properly closed. The file begins with the usual XML header followed by a DOCTYPE
definition, and then the <fontconfig> tag:

As previously stated, all fonts in /usr/local/lib/X11/fonts/ aswell as~/.fonts/ are
already made available to Xft-aware applications. If you wish to add another directory
outside of these two directory trees, add a line similar to the following to /usr/local/
etc/fonts/local.conf :

After adding new fonts, and especially new font directories, you should run the following
command to rebuild the font caches:

Anti-aliasing makes borders slightly fuzzy, which makes very small text more readable
and removes “staircases” from large text, but can cause eyestrain if applied to normal
text. To exclude font sizes smaller than 14 point from anti-aliasing, include these lines:

Spacing for some monospaced fonts may also be inappropriate with anti-aliasing. This
seems to be an issue with KDE, in particular. One possible fix for this is to force the spacing
for such fonts to be 100. Add the following lines:
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(this aliases the other common names for fixed fonts as "mono" ), and then add:

Certain fonts, such as Helvetica, may have a problem when anti-aliased. Usually this
manifests itself as a font that seems cut in half vertically. At worst, it may cause
applications such as Mozilla to crash. To avoid this, consider adding the following to
local.conf:

Once you have finished editing local.conf make sure you end the file with the </
fontconfig> tag. Not doing this will cause your changes to be ignored.

The default font set that comes with X11 is not very desirable when it comes to anti-
aliasing. A much better set of default fonts can be found in the x11-fonts/bitstream-
vera port. This port will install a /usr/local/etc/fonts/local.conf file if one does
not exist already. If the file does exist, the port will create a /usr/local/etc/fonts/
local.conf-vera file. Merge the contents of this file into /usr/local/etc/fonts/
local. conf ,and the Bitstream fonts will automatically replace the default X11 Serif, Sans
Serif, and Monospaced fonts.
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Finally, users can add their own settings via their personal . fonts.conf files. To do this,
each user should simply create a~/. fonts. conf . This file must also be in XML format.

One last point: with an LCD screen, sub-pixel sampling may be desired. This basically
treats the (horizontally separated) red, green and blue components separately to improve
the horizontal resolution; the results can be dramatic. To enable this, add the line
somewhere in the local.conf file:

<match target="font">
<test qual="all" name="rgba">
<const>unknown</const>

</test>
<edit name="rgba" mode="assign">
<const>rgb</const>
</edit>
</match>

##
@ Depending on the sort of display, rgb may need to be changed to

bgr, vrgb or vbgr: experiment and see which works best.

Anti-aliasing should be enabled the next time the X server is started. However, programs
must know how to take advantage of it. At present, the Qt toolkit does, so the entire KDE
environment can use anti-aliased fonts. GTK+ and GNOME can also be made to use anti-
aliasing via the “Font” capplet (see #5.7.1.3, “Anti-aliased Fonts with GNOME” for details).
By default, Mozilla 1.2 and greater will automatically use anti-aliasing. To disable this,
rebuild Mozilla with the -DWITHOUT_XFT flag.

5.6. The X Display Manager

Contributed by Seth Kingsley.

5.6.1. Overview

The X Display Manager (XDM) is an optional part of the X Window System that is used for
login session management. This is useful for several types of situations, including minimal
“X Terminals”, desktops, and large network display servers. Since the X Window System
is network and protocol independent, there are a wide variety of possible configurations
for running X clients and servers on different machines connected by a network. XDM
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provides a graphical interface for choosing which display server to connect to, and
entering authorization information such as a login and password combination.

Think of XDM as providing the same functionality to the user as the getty(8) utility (see
#24.3.2,“Configuration” for details). That is, it performs system logins to the display being
connected to and then runs a session manager on behalf of the user (usually an X window
manager). XDM then waits for this program to exit, signaling that the user is done and
should be logged out of the display. At this point, XDM can display the login and display
chooser screens for the next user to login.

5.6.2. Using XDM

The XDM daemon program is located in /usr/local/bin/xdm . This program can be run
at any time as root and it will start managing the X display on the local machine. If XDM
is to be run every time the machine boots up, a convenient way to do this is by adding
an entry to /etc/ttys . For more information about the format and usage of this file, see
#24.3.2.1,“Adding an Entry to /etc/ttys”. There is aline in the default /etc/ttys file
for running the XDM daemon on a virtual terminal:

ttyv8 "/usr/local/bin/xdm -nodaemon" xterm off secure

By default this entry is disabled; in order to enable it change field 5 from off to on and
restart init(8) using the directions in # 24.3.2.2, “Force init to Reread /etc/ttys”. The
first field, the name of the terminal this program will manage, is ttyv8. This means that
XDM will start running on the 9th virtual terminal.

5.6.3. Configuring XDM

The XDM configuration directory is located in /usr/local/lib/X11/xdm . In this
directory there are several files used to change the behavior and appearance of XDM.
Typically these files will be found:

File Description

Xaccess Client authorization ruleset.

Xresources Default X resource values.

Xservers List of remote and local displays to manage.
Xsession Default session script for logins.

Xsetup_* Script to launch applications before the

login interface.

xdm-config Global configuration for all displays
running on this machine.

xdm-errors Errors generated by the server program.
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File ’ Description

The process ID of the currently running
XDM.

xdm-pid

Also in this directory are a few scripts and programs used to set up the desktop when XDM
is running. The purpose of each of these files will be briefly described. The exact syntax
and usage of all of these files is described in xdm(1).

The default configuration is a simple rectangular login window with the hostname of the
machine displayed at the top in a large font and “Login:” and “Password:” prompts below.
This is a good starting point for changing the look and feel of XDM screens.

5.6.3.1. Xaccess

The protocol for connecting to XDM-controlled displays is called the X Display Manager
Connection Protocol (XDMCP). This file is a ruleset for controlling XDMCP connections
from remote machines. It is ignored unless the xdm-config is changed to listen for remote
connections. By default, it does not allow any clients to connect.

5.6.3.2. Xresources

This is an application-defaults file for the display chooser and login screens. In it, the
appearance of the login program can be modified. The format is identical to the app-
defaults file described in the X11 documentation.

5.6.3.3. Xservers

This is a list of the remote displays the chooser should provide as choices.

5.6.3.4. Xsession

This is the default session script for XDM to run after a user has logged in. Normally each
user will have a customized session script in ~/.xsession that overrides this script.

5.6.3.5. Xsetup_*

These will be run automatically before displaying the chooser or login interfaces. There
is a script for each display being used, named Xsetup_ followed by the local display
number (for instance Xsetup_0 ). Typically these scripts will run one or two programs in
the background such as xconsole.

5.6.3.6. xdm-config

This contains settings in the form of app-defaults that are applicable to every display that
this installation manages.
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5.6.3.7. xdm-errors

This contains the output of the X servers that XDM is trying to run. If a display that XDM is
trying to start hangs for some reason, this is a good place to look for error messages. These
messages are also written to the user's ~/.xsession-errors file on a per-session basis.

5.6.4. Running a Network Display Server

In order for other clients to connect to the display server, you must edit the access control
rules, and enable the connection listener. By default these are set to conservative values.
To make XDM listen for connections, first comment out a line in the xdm-config file:

! SECURITY: do not listen for XDMCP or Chooser requests

! Comment out this line if you want to manage X terminals with xdm
DisplayManager.requestPort: 0
and then restart XDM. Remember that comments in app-defaults files begin with a “!”
character, not the usual “#”. More strict access controls may be desired — look at the
example entries in Xaccess , and refer to the xdm(1) manual page for further infomation.

5.6.5. Replacements for XDM

Several replacements for the default XDM program exist. One of them, kdm (bundled
with KDE) is described later in this chapter. The kdm display manager offers many visual
improvements and cosmetic frills, as well as the functionality to allow users to choose
their window manager of choice at login time.

5.7. #i###

Contributed by Valentino Vaschetto.

###### FreeBSD ## X #EHHHAHHEHHHHRHE “HEHE #H#R####E Wwindow manager # ########H#}
# KDE # GNOME#

5.7.1. GNOME

5.7.1.1. ## GNOME

GNOME is a user-friendly desktop environment that enables users to easily use and
configure their computers. GNOME includes a panel (for starting applications and
displaying status), a desktop (where data and applications can be placed), a set of standard
desktop tools and applications, and a set of conventions that make it easy for applications
to cooperate and be consistent with each other. Users of other operating systems or
environments should feel right at home using the powerful graphics-driven environment
that GNOME provides. More information regarding GNOME on FreeBSD can be found on
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the FreeBSD GNOME Project's web site. The web site also contains fairly comprehensive
FAQs about installing, configuring, and managing GNOME.

5.7.1.2. Installing GNOME

### package # Ports Collection #########
###### package ## GNOME#

# pkg_add -r gnome2

# ports tree ######### GNOME#

# cd /usr/ports/x11/gnome2
# make install clean

# GNOME ###### #### X server ## GNOME ##### window manager#

## GNOME ######## # GDM(GNOME Display Manager)# GDM, which is installed as a
part of the GNOME desktop (but is disabled by default), can be enabled by adding
gdm_enable="YES" to /etc/rc.conf. Once you have rebooted, GNOME will start
automatically once you log in —— no further configuration is necessary.

GNOME may also be started from the command-line by properly configuring a file named
.xinitrc.Ifacustom .xinitrc isalready in place, simply replace the line that starts the
current window manager with one that starts /usr/local/bin/gnome-session instead. If
nothing special has been done to the configuration file, then it is enough simply to type:

% echo "/usr/local/bin/gnome-session" > ~/.xinitrc

Next, type startx, and the GNOME desktop environment will be started.

##

S If an older display manager, like XDM, is being used, this will not
work. Instead, create an executable .xsession file with the same
command in it. To do this, edit the file and replace the existing
window manager command with /usr/local/bin/gnome-session:

% echo "#!/bin/sh" > ~/.xsession
% echo "/usr/local/bin/gnome-session" >> ~/.xsession
% chmod +x ~/.xsession

Yet another option is to configure the display manager to allow choosing the window
manager at login time; the section on KDE details explains how to do this for kdm, the
display manager of KDE.
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5.7.1.3. Anti-aliased Fonts with GNOME

X11 supports anti-aliasing via its “RENDER” extension. GTK+ 2.0 and greater (the toolkit
used by GNOME) can make use of this functionality. Configuring anti-aliasing is described
in # 5.5.3, “Anti-Aliased #####”. So, with up-to-date software, anti-aliasing is possible

within the GNOME desktop. Just go to Applications — Desktop Preferences — Font,
and select either Best shapes, Best contrast, or Subpixel smoothing (LCDs). For a GTK
+ application that is not part of the GNOME desktop, set the environment variable
GDK_USE_XFT to 1 before launching the program.

5.7.2. KDE

5.7.2.1. About KDE

KDE is an easy to use contemporary desktop environment. Some of the things that KDE
brings to the user are:

* A beautiful contemporary desktop
+ A desktop exhibiting complete network transparency

¢ An integrated help system allowing for convenient, consistent access to help on the
use of the KDE desktop and its applications

« Consistent look and feel of all KDE applications

« Standardized menu and toolbars, keybindings, color-schemes, etc.
« Internationalization: KDE is available in more than 40 languages

« Centralized, consistent, dialog-driven desktop configuration

+ A great number of useful KDE applications

KDE comes with a web browser called Konqueror, which is a solid competitor to other
existing web browsers on UNIX® systems. More information on KDE can be found on the
KDE website. For FreeBSD specific information and resources on KDE, consult the KDE on
FreeBSD team's website.

5.7.2.2. ## KDE
## GNOME ##t####uii#n# ####### package # Ports Collection ####

To install the KDE package from the network, simply type:

# pkg_add -r kde

pkg_add(1) will automatically fetch the latest version of the application.
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To build KDE from source, use the ports tree:

# cd /usr/ports/x11/kde3
# make install clean

After KDE has been installed, the X server must be told to launch this application instead
of the default window manager. This is accomplished by editing the .xinitrc file:

% echo "exec startkde" > ~/.xinitrc
Now, whenever the X Window System is invoked with startx, KDE will be the desktop.

If a display manager such as XDM is being used, the configuration is slightly different.
Edit the .xsession file instead. Instructions for kdm are described later in this chapter.

5.7.3. More Details on KDE

Now that KDE is installed on the system, most things can be discovered through the help
pages, or just by pointing and clicking at various menus. Windows® or Mac® users will
feel quite at home.

The best reference for KDE is the on-line documentation. KDE comes with its own web
browser, Konqueror, dozens of useful applications, and extensive documentation. The
remainder of this section discusses the technical items that are difficult to learn by
random exploration.

5.7.3.1. The KDE Display Manager

An administrator of a multi-user system may wish to have a graphical login screen
to welcome users. XDM can be used, as described earlier. However, KDE includes an
alternative, kdm, which is designed to look more attractive and include more login-time
options. In particular, users can easily choose (via a menu) which desktop environment
(KDE, GNOME, or something else) to run after logging on.

To enable kdm, the ttyv8 entry in /etc/ttys has to be adapted. The line should look
as follows:

ttyv8 "/usr/local/bin/kdm -nodaemon" xterm on secure
5.7.4. XFce
5.7.4.1. About XFce

XFce is a desktop environment based on the GTK+ toolkit used by GNOME, but is much
more lightweight and meant for those who want a simple, efficient desktop which is
nevertheless easy to use and configure. Visually, it looks very much like CDE, found on
commercial UNIX® systems. Some of XFce's features are:
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* A simple, easy-to-handle desktop
« Fully configurable via mouse, with drag and drop, etc.
+ Main panel similar to CDE, with menus, applets and applications launchers

+ Integrated window manager, file manager, sound manager, GNOME compliance
module, and more

« Themeable (since it uses GTK+)

* Fast, light and efficient: ideal for older/slower machines or machines with memory
limitations

More information on XFce can be found on the XFce website.

5.7.4.2. Installing XFce

A binary package for XFce exists (at the time of writing). To install, simply type:
# pkg_add -r xfced4

Alternatively, to build from source, use the ports collection:

# cd /usr/ports/x11-wm/xfced
# make install clean

Now, tell the X server to launch XFce the next time X is started. Simply type this:
% echo "/usr/local/bin/startxfce4" > ~/.xinitrc

The next time X is started, XFce will be the desktop. As before, if a display manager like
XDM is being used, create an .xsession, as described in the section on GNOME, but with
the /usr/local/bin/startxfce4 command; or, configure the display manager to allow
choosing a desktop at login time, as explained in the section on kdm.
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# 6. #HHFHHFH#

Contributed by Christophe Juniet.

6.1. ##

# FreeBSD #####HRRHHIHARHHIIR BEHHHRREHHRREEH FRRRHRRREHIA#### Ports Collection
HRERBRRR FRBRRRRRRRRARRR R IRRRERIIRE BRER AR AR R R RRRE BHRRRH
# Ports Collection ####

TRTRTR TR TR TR TN TR TR T T TR TR T T TR T T TR T T TR T T T TR TR TR T TR TR T TRTRTRTINTY & TR TR T T TR TR TR TR T T TR T TR T T}
HERH#HARBHH DOYES #HAHHARHHH HHARARHHHARHHHARBHHH DOTES #HHRH(HHHH)# #HHRARHHAARHHHHH
\

HAHRAHAAHAA AR RIS RAHH DOYTS HAAHHAAHHAHHA AR}

## FreeBSD #### LinUX ####### ##### LiINUX #EABHR#HH##E FreeBSD ####### ##### Linux
HERBRBARARAAAAR # 10, # Linux Binary ####% LiNUX #####ERFREE #0H LiNUX #HERERBIH
ports ######E “lINUX-" ### #ERBIRIRERBRBERIRIRARERE Whereis(1) ##H #ERHRIRE FERRERY
## LINUX #HA#IE B LINUX AR

o ### (## Mozilla, Opera, Firefox, Konqueror)

o #### (## KOffice, AbiWord, The GIMP, OpenOffice.org)

o ###### (## Acrobat Reader®, gv, Xpdf, GQview)

o ###### (## GnuCash, Gnumeric, Abacus)

B##ARBRHHHH

o #n#annppaaA(third-party software) (# 4, ########Packages # Ports ##).
o ###### Linux ## (# 10, # Linux Binary ####%).

HERRHRAR R # 7 sttt Multimedia) #R##E BRI # 26, #IHHHE
###

6.2. #i##

# FreeBSD ################ ## POrts Collection #####AHHHHRIHHIHH HRHHARHHAHHARIHH
Y

KDE # GNOME ######## HTML #### ### # 5.7, “####" #HAHHARAAHARARRAREARAAFHAH


http://www.FreeBSD.org/cgi/man.cgi?query=whereis&amp;sektion=1

Mozilla

phEBHRBBRERRAB##H Ports Collection ######### www/dillo, www/links, # www/w3m#

HARHH AR

HHH#HH H#EHEH AR # ports #### HH#HHAHE

Mozilla # # Gtk+

Opera # # FreeBSD # Linux #
#E##E Linux  #E##
# Linux ######E#E
linux-openmotif.

Firefox ## # Gtk+

Konqueror ## # KDE ###

6.2.1. Mozilla

Mozilla ######ss####### FreeBSD #### ######aa# HIML #HERBRER BERHHHHHHIHEERRRRY
HERRRAAAA AR HTML ##### ### Netscape® ##### ######## Communicator #

Bt BRERBLE B RS E SRR
HHHHHHFHFHHHFHHHH T HH

#runpant CPU #### 233MHz #### 6AMB ##t####### #### Mozilla ######HHHRRHE FHERBRERY

HH#AHHARE Opera #HAHHAHHRAHHRAHHAHHAA

#runpppppppnnsss Mozilla ###FreeBSD GNOME #######HHHHHEHE HERBHBRBRBRHHHAHHHH

# pkg_add -r mozilla

HRARHRR BB RS MozZilla #EABH IR HRHHRHHRH TR

# cd /usr/ports/www/mozilla
# make install clean

Movzilla #### root ###### Chrome #######AHHHE FHBHHHHHBHAHHEF###EE MOUSE gestures#
HARBHHE rOOT HAHBHHE HHHHHBHARRH#HE

#Haans Mozilla #######1##E TOOT #EHAH HEHRHARH##AE MOozilla#

% mozilla
BU#AABHHARBRHHAR R AR R H

% mozilla -mail
6.2.2. Firefox

Firefox ## Mozilla ############sE Mozilla #HHBBBBHHHHRE  HHABHHBBBRRBBRBRHAAAS
Firefox ######## #E#HHBHERERBRH
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# 6. #EHABHHH

HREBBRABREY
#pkg_add -r firefox
##### Ports Collection##############

#cd /usr/ports/www/firefox
# make install clean

6.2.3. Firefox, Mozilla # Java™ plugin ##

##
@ HHRBHARRRRAA#R# Firefox # Mozilla#

FreeBSD #### Sun Microsystems ######## #### Java Runtime Environment(JRE™) # Java
Developement Kit(J]DK™) # FreeBSD # binary(###)# FreeBSD ## binary ### FreeBSD ###
#H#t##H

## Firefox # Mozilla ## Java™ ######## java/javavmwrapper ## port# #### http://
www. freebsdfoundation.org/downloads/java.shtml  ## Diablo JRE™### pkg_add(1)
##HAHRH

#EHHHHARHAAEAS about i plugins ### Enter ########H#H plugins #it# #HH#AHHAH Java™ #
REHHH BEHHHH H## root #EH #EREHH

# ln -s /usr/local/diablo-jrel.5.0/plugin/i386/ns7/libjavaplugin_oji.s
so \
/usr/local/lib/browser_plugins/

HAHHHBRBHHH

6.2.4. Firefox, Mozilla # Macromedia® Flash™ plugin ##

Macromedia® Flash™ plugin ##### FreeBSD ## #########(wrapper)### Linux ## plugin
### ## wrapper ##### Adobe® Acrobat® ## RealPlayer® plugin ##

##### www/linuxpluginwrapper#  linuxpluginwrapper — #########  emulators/
linux_baseport# AARE port HEHAAHHE #EH#AFHE [etc/libmap.conf # ########E /usr/
local/share/examples/linuxpluginwrapper/  ######

#rannnt www/linux-flashplugin7# ####sssssssssss# about :plugins # ### Enter #####
##### plugin ###

# Flash™ plugin #####s#snnssstnt symlink ####s ### root #H####1#E
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Opera

# 1n -s /usr/local/lib/npapi/linux-flashplugin/libflashplayer.so \
/usr/local/lib/browser_plugins/

# 1n -s /usr/local/lib/npapi/linux-flashplugin/flashplayer.xpt \
/usr/local/lib/browser_plugins/

HAHAHBREHAHAHBRH

##
S linuxpluginwrapper ### i386™ #########

6.2.5. Opera

000 A0 01000000 B0 A8 0 A 000 04000 10
Opera #H###AHHHBHIRBHRHH FHARBRBARARARAAAAHHIRCHARSS [ Atom feeds ##### ## Opera ##
S ottt At PP 4t 0004000100
RE#SH RARHHAAAHRHE #H DOYLS #R##AHHH##HH FreeBSD ##### Linux #########

## # A A A
pera # Free HARBHBHBHE BHHAHBHIS

# pkg_add -r opera
## FTP ########### ########### Ports Collection ####

# cd /usr/ports/www/opera
# make install clean

### Opera # Linux ##### ######## opera ### Linux-opera # ##### Linux ########H# ###
# LINUX ####ARBHAHE #HA#H##HH FreeBSD # Linux ###########

6.2.6. Konqueror

Konqueror # KDE ##############u#### x11/kdebase3 # KDE ####### Konqueror ######
HHHH BHRRRRIRRRRIRRRAS

Konqueror ########## ######### misc/kong-plugins ####

Konqueror ### Flash™ ###### ###########nttp: //freebsd.kde.org/howto.php #

6.3. #i##i#t#

HAHH#HBRY HAHHHBRRRAHH BB RRRAHHBRRHAAHHEH #H HH##8H #1 KODE##### 1 #####H FreeBSD
HHARABRARAHARRRHHHARRY

HHAAABRBHHHAHS
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# 6. #EHABHHH

#H## HH#HHH # Ports ##### HH##HH

KOffice # # KDE

AbiWord # Gtk+ ## GNOME

#
The Gimp # # Gtk+
#

OpenOffice.org ## JDK™ 1.4, Mozilla

6.3.1. KOffice

KDE ################## KDE #####-1#1H#H 3 KW ord ####### KSpread #ARHHBH
KPresenter ######## ## Karbon14 ###sssssssss |

#aanaat KOffice ### #uuususist KDE#
##n#nnns KOffice# #unntis
# pkg_add -r koffice
#annnnaaaaE ports collection. ##### KDE3 ## KOffice######tnii

# cd /usr/ports/editors/koffice-kde3
# make install clean

6.3.2. AbiWord

AbIWoOrd ########EHEHHHHHHHHHEE MICTOSOTt® WOrd# #A#A###HHHHHHRHHHIHAS HHHHHHHIH
Lz didadddic

AbiWord #####n#nsnnnns #unnsnnsatnt(Microsoft) ### . doc ###
AbIWord ######as #H#########S
# pkg_add -r abiword

#runnrpanasa# Ports Collection ###### # Ports Collection ############ AbiWord ###
HRRRARARRS

# cd /usr/ports/editors/abiword
# make install clean

6.3.3. The GIMP

SRR
. e P S
script-fu IMP ########7HH #HBRHH © #HRHH

Lg##Karbon14 Kontour## Killustrator#
2 gannnn# sane-frontends # xsane ###
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OpenOffice.org

#HHGIMP #### 2.X #####1A# 1.X ###### Ports Collection ## graphics/gimpl# #####sssss
# Adobe Photoshop###### GIMP ############# graphics/gimpshop# ########## Adobe
Photoshop#

HARRHABHAARHAHS

# pkg_add -r gimp

#i##n FTP #unnusnnsn#s Ports Collection# # Ports Collection # graphics ####### The
Gimp Manual(GIMP ####)# ############H#

# cd /usr/ports/graphics/gimp

# make install clean

# cd /usr/ports/graphics/gimp-manual-pdf
# make install clean

##### Ports Collection #######HEHHHHYE HEHBHHAHIRE AW #HHEH gimp—ufraw#

##
@ GIMP ###### HTML ######## graphics/gimp-manual-html ####

6.3.4. OpenOffice.org

ot 1 A A bbbl A A A A e

! i " gy
penOffice.org ######HHHHHHHHH HABRIRIRBHAHHIRIRBRAS HERBARARARAR RIS

4 1L 0 L L L A A bl A
HHAHHHHHHHFHF T B FHHFFA AR

OpenOfﬁce.org #######F XML #HA#ARRBHARARHH #########(macro),’,‘,‘,’,’,‘,‘, H#ARHARHHBHAH
OpenOffice.org ####### ##### Windows®, Solaris™, Linux, FreeBSD # Mac OS® X #######
#it# wunn#a# OpenOffice.org ###### OpenOffice.org ## ######### FreeBSD OpenOffice.org
#### #t###### FreeBSD # OpenOffice HBHABHHB AR B AR HHBH

### OpenOffice.org# ##########

# pkg_add -r openoffice.org

##

@ ##### FreeBSD -RELEASE  #######HEHIHEIIHE  HHIIHEHHIIARY
FreeBSD Openofﬁce,org HARRHABHARH pkg_add(l) HARHABHH HARHARY
#unnpnannt(release) HHas####
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# 6. #EHABHHH

HAHAHBRARHH AR RRHHHHH RIS OpenOffice,org#

% openoffice.org

rrnpnpnEREEAEARE openoffice.org-2.0.1 ######u###### shell ## alias ### symbolic link

HHHH

##
@ #annnn##OpenOffice

.openoffice.org2 #####

HEHAHAHRY

HARRBBRHHAHHBRY

HHHAHHS OpenOffice.org HERAHHARHRIH DOYT #IH HARHHAAHAARHABHR AR AR RARHA AR AH

# cd /usr/ports/editors/openoffice.org-2
# make install clean

St bl A A A A A A A A A A
HHHHHHHHHH TR FF R FHHTH

# make LOCALIZED LANG=#### install clean

wannn ennann 1S0-code ° #pansspastst port #### files/
Makefile.localized ######

HAH#HBRAHH OpenOffice_org HAHHHHBRY

% openoffice.org

HUHBBRBRHHRHRBRIY BHRBRBRBRAHRRBRBRBRAHRHRY BRBHHR BB BB BB BB R R BH
HAHBHRHRH Y

#### HH####H # Ports #### #ARHAH
Acrobat Reader® # # Linux #######

Sup#pRHERHERRES ZD-TWH
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Acrobat Reader®

#H##HH# #EH#HHH # Ports #### #AH##H#

av # # Xaw3d

Xpdf # # FreeType
GQview # # Gtk+ ## GNOME

6.4.1. Acrobat Reader®

#epppapaaEH PDE #8448 #saass “saspps#(Portable Document Format)”# ########4#
###Acrobat Reader®# ### Adobe ##### Linux ###### ## FreeBSD ##### Linux ###### ##
#### FreeBSD #####

## Ports Collection ### Acrobat Reader® 7 ###

# cd /usr/ports/print/acroread7
# make install clean

Lt e A A A A A A
HHHHHHHHHHF A

6.4.2. gv

gv# PostScript® # PDF ##### #### ghostview##### #i#ahn Xaw3d #### #H##HHHI#IH# Qv

UUHYHHY L L L LLLEHEY HHHH y 4 g4 4444 f . . ##UHHHUAUA y L4
RERHHRARBRAHHARE HHAH BB #### (antialias

HARRHHE QUHHBHIRHH
# pkg_add -r gv
##apRRRR R Ports Collection#

# cd /usr/ports/print/gv
# make install clean

6.4.3. Xpdf

HHHHHHHAIE FreeBSD PDF ##### XAttt IS I X A
### Motif® ##### X ###(toolkit)#

#atann Xpdf#ssasss
# pkg_add -r xpdf
#uunnppppppss# Ports Collection# #######

# cd /usr/ports/graphics/xpdf
# make install clean

168



# 6. #EHABHHH

HAHAHBRBHAHAHS Xpdf HAHHHBRARAH AR

6.4.4. GQview

GQView #E######H #HHRRBRERHHHRARRHHAARRRRRRY # (Slideshow ) B ###AHHHARIH #
## GQiew #########HHAH#H#HE GQVieW #HHH#HHHHHH#H#HH

#a#aant GQUIeWHARHE #HHHAH#Y
# pkg_add -r gqview
HHHHR R Ports Collection####

# cd /usr/ports/graphics/gqview
# make install clean

6.5. ##

HAH#RARABAHRH#HE FreeBSD ####BARABHABHHH H#HHBHABHBHHRHRABRBHBHHRHHR HRARRBRBHHRHRARAY
## Quicken # Excel ###

B##ARBRHAHRY

#### #H#t###H # Ports ##### ####HEH#
GnuCash # # GNOME
Gnumeric # # GNOME
Abacus # # Tcl/Tk

6.5.1. GnuCash

GnuCash # GNOME ############ # GNOME ##########(end-users) #######RE#HRY ##

B BERBRBLR BB BRBLR BB BB R BRBRBLRHRY BERBRBRBL R BB BB
nucas FHAHH TR T T HHTHTTF TR FA TR TFAET FHAFA TR

GnuCash ###########E #H##RIRIR#RH##FF(QUEO-cOMPpletion) ### #AHEHIHIHIHIHIH#HHH
GnuCash ######## Quicken QIF ### #####HHHHRHAHHHHHIHIRY

### GnuCash ####### #H####H#H
# pkg_add -r gnucash
#r#ppppppass## Ports Collection:

# cd /usr/ports/finance/gnucash
# make install clean
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Gnumeric

6.5.2. Gnumeric

Gnumeric # GNOME ########## #rnnnnnnppssst(cell format) ######### #ERBRBHHHHHHHH
#HH BEBRABREEARRAE Excel, Lotus 1-2-3, ## Quattro Pro# Gnumeric #### math/ guppi

HHHHHRHT HHAHFHFF AR AR T HHTATT, B F TR

###### GnumericH###H###HH#
# pkg_add -r gnumeric
HAHHHRRRRRR R Ports Collection #####

# cd /usr/ports/math/gnumeric
# make install clean

6.5.3. Abacus

PP PP PPN HEERE B
QACUS #AHHHBRARHHHRY BHHHHH BB UHAHH BB RRAH SRR AH AR BRI, Exce

##### Abacus ####
# pkg_add -r abacus
#HppspppaaaaE Ports Collection# #######

# cd /usr/ports/deskutils/abacus
# make install clean

6.6. ##

## HHHH e H o HHHHHH HHHHHELEHHHHH4 ####uluuulnunululuunulu
Free HAHHHAHHAHH |SP #H#HHH# H##HH#AH#ARH##H#(desktop HEHARAHHBHARAHHRHAH
HHHHAHH ##(packages) # ports, #H##H##HHAHHAFHRHHRAHHAHHAS

HARAHBRAHAH AR RRHAHHH RIS

HHHH HHBH Ports ##

Mozilla mozilla www/mozilla

Opera opera www/opera

Firefox firefox www/firefox

KOffice koffice-kde3 editors/koffice-kde3

AbiWord abiword editors/abiword

The GIMP gimp graphics/gimp
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# 6. #EHABHHH

### #HHH# Ports ##
OpenOffice.org openoffice editors/openoffice-1.1
Acrobat Reader® acroread print/acroread?

gv o\ print/gv

Xpdf xpdf graphics/xpdf
GQview gqview graphics / gqview
GnuCash gnucash finance/gnucash
Gnumeric gnumeric math/gnumeric
Abacus abacus deskutils/abacus
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# 7. #######(Multimedia)

Edited by Ross Lippert.

7.1. #4#

FreeBSD ########### #anshnnnnnnnsntant(Hi-Fi)# #asasapsss# MPEG Audio Layer 3
(MP3)# WAV# ## Ogg Vorbis ############## FreeBSD Ports Collection ############ #4#
s a RS MID] #4#

#H##H##RA R FreeBSD ##########E DVD# ####HH#RHARIH#H HEBHHHHHHBRY BHHHHHH
FreeBSD Ports Collection ###### audio/SOX #######HHHHHHHBHBHAHEY FHAHHHHHHRRRRHRY
HHHAH

HERHHBRBRBRBBRRRARARE X11 (# 5, X Window ##44) #E#FHBREFHHHTRBRERYE FREFHTTRBRE #
HARBHARAH

HARBHARRAS
o HEABHBHEARRBRAS

o HEHERBHHRR R

o HEARHBHEARERE

o HEHHHRE MP3 #HHERHHRS

o X server ###HA###HH

+ Ports Collections ################H
o ####DVD # .mpg # .avi #

o ### CD # DVD ###(rip)###

o HHRHRHY

o HERHRHY

HARBHHARBH AR

o #apnsppssss kernel (# 8, ## FreeBSD Kernel)#


http://www.freebsd.org/cgi/url.cgi?ports/audio/sox/pkg-descr

HHA#AH

##
O #### mount(8) ### mount ##########EA##H #HHH kernel panic# ####
HHRBHHARRRI RN [SO #AHAHHY

7.2, ####H#

Contributed by Moses Moore.
## FreeBSD 5.X ####Marc Fonvieille.

7.2.1. #i#i#t#

HH#HHARAHBHH AR AA AR AR #E PCL # [SA ##%# FreeBSD ####### PCI#ISA ###H##AA#HARHH#H
# Hardware NoOtes######AHHHHBHH HHHHHRBHBHAHAHHHH

HRAHAH R st aanwsnst Kldload(8) ##### kernel ####
(module)# #######

# kldload snd_emulOkl

#i######### /boot/loader.conf #####

snd_emul®kl load="YES"

###### Creative SoundBlaster® Livel ####### #####HHHHHR####### /Doot/defaults/
loader.conf ### #H#HHAHBHAHBHHAHAHAAHARS snd_driver ####H#

# kldload snd_driver

This is a metadriver loading the most common device drivers at once. This speeds up the
search for the correct driver. It is also possible to load all sound drivers via the /boot/
loader.conf facility.

If you wish to find out the driver selected for your soundcard after loading the

snd_driver metadriver, you may check the /dev/sndstat file with the cat /dev/
sndstat command.
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##
@ Under FreeBSD 4.X, to load all sound drivers, you have to load the
snd module instead of snd_driver .

A second method is to statically compile in support for your sound card in your kernel.
The section below provides the information you need to add support for your hardware
in this manner. For more information about recompiling your kernel, please see # 8, ##
FreeBSD Kernel.

7.2.1.1. Configuring a Custom Kernel with Sound Support

The first thing to do is adding the generic audio driver sound(4) to the kernel, for that
you will need to add the following line to the kernel configuration file:

device sound

Under FreeBSD 4.X, you would use the following line:

device pcm

Then we have to add the support for our sound card. Therefore, we need to know which
driver supports the card. Check the supported audio devices list of the Hardware Notes, to
determine the correct driver for your sound card. For example, a Creative SoundBlaster®
Live! sound card is supported by the snd_emu10k1(4) driver. To add the support for this
card, use the following:

device snd emulOkl

Be sure to read the manual page of the driver for the syntax to use. Information regarding
the syntax of sound drivers in the kernel configuration can also be found in the /usr/
src/sys/conf/NOTES file (/usr/src/sys/i386/conf/LINT for FreeBSD 4.X).

Non-PnP ISA cards may require you to provide the kernel with information on the sound
card settings (IRQ, I/0 port, etc). This is done via the /boot/device.hints file. At system
boot, the loader(8) will read this file and pass the settings to the kernel. For example,
an old Creative SoundBlaster® 16 ISA non-PnP card will use the snd_sbc(4) driver in
conjunction with snd_sb16(4). For this card the following lines have to be added to the
kernel configuration file:

device snd sbc
device snd sbl6

as well as the following in /boot/device.hints :
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hint.sbc.0.at="isa"
hint.sbc.0.port="0x220"
hint.sbc.0.irg="5"
hint.sbc.0.drg="1"
hint.sbc.0.flags="0x15"

In this case, the card uses the 8x220 1/0 port and the IRQ 5.

The syntax used in the /boot/device.hints file is covered in the sound driver manual
page. On FreeBSD 4.X, these settings are directly written in the kernel configuration file.
In the case of our ISA card, we would only use this line:

device sbcO at isa? port 0x220 irq 5 drq 1 flags 0x15

The settings shown above are the defaults. In some cases, you may need to change the
IRQ or the other settings to match your card. See the snd_sbc(4) manual page for more
information.

##

@ Under FreeBSD 4.X, some systems with built-in motherboard
sound devices may require the following option in the kernel
configuration:

options PNPBIOS

7.2.2. Testing the Sound Card

After rebooting with the modified kernel, or after loading the required module, the sound
card should appear in your system message buffer (dmesg(8)) as something like:

pcm@: <Intel ICH3 (82801CA)> port 0xdc80-0xdcbf,0xd800-0xd8ff irq 5 v
at device 31.5 on pci0®

pcmO: [GIANT-LOCKED]

pcm@: <Cirrus Logic CS4205 AC97 Codec>

The status of the sound card may be checked via the /dev/sndstat file:

# cat /dev/sndstat

FreeBSD Audio Driver (newpcm)

Installed devices:

pcm@: <Intel ICH3 (82801CA)> at io Oxd800, 0xdc80 irq 5 bufsz 16384
kld snd ich (1p/2r/@v channels duplex default)

The output from your system may vary. If no pcm devices show up, go back and review
what was done earlier. Go through your kernel configuration file again and make sure the
correct device is chosen. Common problems are listed in # 7.2.2.1, “Common Problems”.
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If all goes well, you should now have a functioning sound card. If your CD-ROM or DVD-
ROM drive is properly coupled to your sound card, you can put a CD in the drive and play
it with cdcontrol(1):

% cdcontrol -f /dev/acdd play 1

Various applications, such as audio/workman can provide a friendlier interface. You may
want to install an application such as audio/mpg123 to listen to MP3 audio files. A quick
way to test the card is sending data to the /dev/dsp, like this:

% cat filename > /dev/dsp

where filename can be any file. This command line should produce some noise,
confirming the sound card is actually working.

##

@ FreeBSD 4.X users need to create the sound card device nodes
before being able to use it. If the card showed up in message buffer
as pcm0, you will have to run the following as root:

# cd /dev
# sh MAKEDEV snd0

If the card detection returned pcml, follow the same steps as shown
above, replacing snd@ with snd1.

MAKEDEV will create a group of device nodes that will be used by the
different sound related applications.

Sound card mixer levels can be changed via the mixer(8) command. More details can be
found in the mixer(8) manual page.

7.2.2.1. Common Problems

Error Solution

unsupported subdevice XX One or more of the device nodes was not
created correctly. Repeat the steps above.

sb_dspwr(XX) timed out The 1/0 port is not set correctly.

bad irq XX The IRQ is set incorrectly. Make sure that

the set IRQ and the sound IRQ are the same.

XXX: gus pcm not attached, out of memory |There is not enough available memory to
use the device.
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Error Solution

xxx: can't open /dev/dsp! Check with fstat | grep dsp if another
application is holding the device open.
Noteworthy troublemakers are esound and
KDE's sound support.

7.2.3. Utilizing Multiple Sound Sources

Contributed by Munish Chopra.

It is often desirable to have multiple sources of sound that are able to play simultaneously,
such as when esound or artsd do not support sharing of the sound device with a certain
application.

FreeBSD lets you do this through Virtual Sound Channels, which can be set with the sysctl(8)
facility. Virtual channels allow you to multiplex your sound card's playback channels by
mixing sound in the kernel.

To set the number of virtual channels, there are two sysctl knobs which, if you are the
root user, can be set like this:

# sysctl hw.snd.pcm0.vchans=4
# sysctl hw.snd.maxautovchans=4

The above example allocates four virtual channels, which is a practical number for
everyday use. hw.snd.pcm@.vchans is the number of virtual channels pcm@ has,
and is configurable once a device has been attached. hw.snd.maxautovchans is the
number of virtual channels a new audio device is given when it is attached using
kldload(8). Since the pcm module can be loaded independently of the hardware drivers,
hw.snd.maxautovchans can store how many virtual channels any devices which are
attached later will be given.

##

S You cannot change the number of virtual channels for a device
while it is in use. First close any programs using the device, such as
music players or sound daemons.

If you are not using devfs(5), you will have to point your applications at /dev/dsp0 .x,
where x is 0 to 3 if hw.snd.pcm.0.vchans is set to 4 as in the above example. On a system
using devfs(5), the above will automatically be allocated transparently to the user.
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7.2.4. ####(Mixer Channel)#####
Contributed by Josef El-Rayes.

##
@ ###### FreeBSD 5.3-RELEASE ##########

The default values for the different mixer channels are hardcoded in the sourcecode of
the pcm(4) driver. There are a lot of different applications and daemons that allow you to
set values for the mixer they remember and set each time they are started, but this is not
a clean solution, we want to have default values at the driver level. This is accomplished
by defining the appropriate values in /boot/device.hints . E.g.:

hint.pcm.0.vol="100"

This will set the volume channel to a default value of 100, when the pcm(4) module is
loaded.

7.3. MP3 ##

Contributed by Chern Lee.

MP3 (MPEG Layer 3 Audio) accomplishes near CD-quality sound, leaving no reason to let
your FreeBSD workstation fall short of its offerings.

7.3.1. MP3 Players

By far, the most popular X11 MP3 player is XMMS (X Multimedia System). Winamp skins
can be used with XMMS since the GUI is almost identical to that of Nullsoft's Winamp.
XMMS also has native plug-in support.

XMMS can be installed from the multimedia/xmms port or package.

XMMS' interface is intuitive, with a playlist, graphic equalizer, and more. Those familiar
with Winamp will find XMMS simple to use.

The audio/mpg123 port is an alternative, command-line MP3 player.

mpg123 can be run by specifying the sound device and the MP3 file on the command line,
as shown below:

# mpgl23 -a /dev/dspl.® Foobar-GreatestHits.mp3
High Performance MPEG 1.0/2.0/2.5 Audio Player for Layer 1, 2 and 3.
Version 0.59r (1999/Jun/15). Written and copyrights by Michael Hipp.
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Uses code from various people. See 'README' for more!
THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY! USE AT YOUR OWN o
RISK!

Playing MPEG stream from Foobar-GreatestHits.mp3 ...
MPEG 1.0 layer III, 128 kbit/s, 44100 Hz joint-stereo

/dev/dspl.0 should be replaced with the dsp device entry on your system.

7.3.2. Ripping CD Audio Tracks

Before encoding a CD or CD track to MP3, the audio data on the CD must be ripped onto
the hard drive. This is done by copying the raw CDDA (CD Digital Audio) data to WAV files.

The cdda2wav tool, which is a part of the sysutils/cdrtools suite, is used for ripping audio
information from CDs and the information associated with them.

With the audio CD in the drive, the following command can be issued (as root) to rip an
entire CD into individual (per track) WAV files:

# cdda2wav -D 0,1,0 -B

cdda2wav will support ATAPI (IDE) CDROM drives. To rip from an IDE drive, specify the
device name in place of the SCSI unit numbers. For example, to rip track 7 from an IDE
drive:

# cdda2wav -D /dev/acdba -t 7

The -D 0,1,0 indicates the SCSI device 0,1,0, which corresponds to the output of
cdrecord -scanbus .

To rip individual tracks, make use of the -t option as shown:

# cdda2wav -D 0,1,0 -t 7

This example rips track seven of the audio CDROM. To rip a range of tracks, for example,
track one to seven, specify a range:

# cdda2wav -D 0,1,0 -t 1+7

The utility dd(1) can also be used to extract audio tracks on ATAPI drives, read # 18.6.5,
“Duplicating Audio CDs” for more information on that possibility.

7.3.3. Encoding MP3s

Nowadays, the mp3 encoder of choice is lame. Lame can be found at audio/lame in the
ports tree.
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Using the ripped WAV files, the following command will convert audio®l.wav to
audio0l.mp3 :

# lame -h -b 128 \

--tt "Foo Song Title" \

--ta "FooBar Artist" \

--tl "FooBar Album" \

--ty "2001" \

--tc "Ripped and encoded by Foo" \
--tg "Genre" \

audio0l.wav audio0l.mp3

128 kbits seems to be the standard MP3 bitrate in use. Many enjoy the higher quality
160, or 192. The higher the bitrate, the more disk space the resulting MP3 will consume--
but the quality will be higher. The -h option turns on the “higher quality but a little
slower” mode. The options beginning with - -t indicate ID3 tags, which usually contain

song information, to be embedded within the MP3 file. Additional encoding options can
be found by consulting the lame man page.

7.3.4. Decoding MP3s

In order to burn an audio CD from MP3s, they must be converted to a non-compressed
WAV format. Both XMMS and mpg123 support the output of MP3 to an uncompressed
file format.

Writing to Disk in XMMS:

1. Launch XMMS.

2. Right-click on the window to bring up the XMMS menu.

3. Select Preference under Options.

4.  Change the Output Plugin to “Disk Writer Plugin”.

5. Press Configure.

6. Enter (or choose browse) a directory to write the uncompressed files to.

7. Load the MP3 file into XMMS as usual, with volume at 100% and EQ settings turned
off.

8. Press Play —— XMMS will appear as if it is playing the MP3, but no music will be
heard. It is actually playing the MP3 to a file.

9.  Be sure to set the default Output Plugin back to what it was before in order to listen
to MP3s again.
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Writing to stdout in mpg123:
. Run mpgl23 -s audio@l.mp3 > audioOl.pcm

XMMS writes a file in the WAV format, while mpg123 converts the MP3 into raw PCM
audio data. Both of these formats can be used with cdrecord to create audio CDs. You have
to use raw PCM with burncd(8). If you use WAV files, you will notice a small tick sound
at the beginning of each track, this sound is the header of the WAV file. You can simply
remove the header of a WAV file with the utility SoX (it can be installed from the audio/
sox port or package):

% sox -t wav -r 44100 -s -w -c 2 track.wav track.raw

Read # 18.6, “Creating and Using Optical Media (CDs)” for more information on using a
CD burner in FreeBSD.

7.4. ####

Contributed by Ross Lippert.

Video playback is a very new and rapidly developing application area. Be patient. Not
everything is going to work as smoothly as it did with sound.

Before you begin, you should know the model of the video card you have and the chip it
uses. While Xorg and XFree86™ support a wide variety of video cards, fewer give good
playback performance. To obtain a list of extensions supported by the X server using your
card use the command xdpyinfo(1) while X11 is running.

It is a good idea to have a short MPEG file which can be treated as a test file for evaluating
various players and options. Since some DVD players will look for DVD media in /dev/
dvd by default, or have this device name hardcoded in them, you might find it useful to
make symbolic links to the proper devices:

# ln -sf /dev/acd0c /dev/dvd
# 1n -sf /dev/racdOc /dev/rdvd

On FreeBSD 5.X, which uses devfs(5) there is a slightly different set of recommended links:

# 1n -sf /dev/acd0® /dev/dvd
# ln -sf /dev/acd® /dev/rdvd

Note that due to the nature of devfs(5), manually created links like these will not persist
if you reboot your system. In order to create the symbolic links automatically whenever
you boot your system, add the following lines to /etc/devfs.conf :

link acd@ dvd
link acd® rdvd
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Additionally, DVD decryption, which requires invoking special DVD-ROM functions,
requires write permission on the DVD devices.

Some of the ports discussed rely on the following kernel options to build correctly. Before
attempting to build, add this option to the kernel configuration file, build a new kernel,
and reboot:

options CPU ENABLE SSE

##

@ On FreeBSD 4.X options USER LDT should be added to the kernel
configuration file. This option is not available on FreeBSD 5.X and
later version.

To enhance the shared memory X11 interface, it is recommended that the values of some
sysctl(8) variables should be increased:

kern.ipc.shmmax=67108864
kern.ipc.shmall=32768

7.4.1. Determining Video Capabilities

There are several possible ways to display video under X11. What will really work is
largely hardware dependent. Each method described below will have varying quality
across different hardware. Secondly, the rendering of video in X11 is a topic receiving
a lot of attention lately, and with each version of Xorg, or of XFree86™, there may be
significant improvement.

A list of common video interfaces:

1. X11: normal X11 output using shared memory.

2. XVideo: an extension to the X11 interface which supports video in any X11 drawable.
3. SDL: the Simple Directmedia Layer.

4. DGA: the Direct Graphics Access.

5. SVGALib: low level console graphics layer.

7.4.1.1. XVideo

Xorg and XFree86™ 4.X have an extension called XVideo (aka Xvideo, aka Xv, aka
xv) which allows video to be directly displayed in drawable objects through a special
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acceleration. This extension provides very good quality playback even on low-end
machines.

To check whether the extension is running, use xvinfo:

XVideo is supported for your card if the result looks like:
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bits per pixel: 16

number of planes: 1

type: RGB (packed)

depth: 0

red, green, blue masks: Ox1f, 0x3e®, 0x7c00
id: 0x35315652 (RV15)

guid: 52563136-0000-0000-0000-000000000000

bits per pixel: 16

number of planes: 1

type: RGB (packed)

depth: 0

red, green, blue masks: Ox1f, Ox7e0, 0xf800
id: 06x31313259 (Y211)

guid: 59323131-0000-0010-8000-00aa00389b71

bits per pixel: 6

number of planes: 3

type: YUV (packed)
id: 0x0

guid: 00000000-0000-0000-0000-000000000000

bits per pixel: 0

number of planes: 0

type: RGB (packed)

depth: 1

red, green, blue masks: 0x0, 0x0, 0x0

Also note that the formats listed (YUV2, YUV12, etc) are not present with every
implementation of XVideo and their absence may hinder some players.

If the result looks like:

X-Video Extension version 2.2
screen #0
no adaptors present

Then XVideo is probably not supported for your card.

If XVideo is not supported for your card, this only means that it will be more difficult for
your display to meet the computational demands of rendering video. Depending on your
video card and processor, though, you might still be able to have a satisfying experience.
You should probably read about ways of improving performance in the advanced reading
#7.4.3, “Further Reading”.

7.4.1.2. Simple Directmedia Layer

The Simple Directmedia Layer, SDL, was intended to be a porting layer between
Microsoft® Windows®, BeOS, and UNIX®, allowing cross-platform applications to be
developed which made efficient use of sound and graphics. The SDL layer provides a low-
level abstraction to the hardware which can sometimes be more efficient than the X11
interface.

The SDL can be found at devel/sdl12.
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7.4.1.3. Direct Graphics Access

Direct Graphics Access is an X11 extension which allows a program to bypass the X server
and directly alter the framebuffer. Because it relies on a low level memory mapping to
effect this sharing, programs using it must be run as root.

The DGA extension can be tested and benchmarked by dga(1). When dga is running, it
changes the colors of the display whenever a key is pressed. To quit, use q.

7.4.2. Ports and Packages Dealing with Video

This section discusses the software available from the FreeBSD Ports Collection which can
be used for video playback. Video playback is a very active area of software development,
and the capabilities of various applications are bound to diverge somewhat from the
descriptions given here.

Firstly, it is important to know that many of the video applications which run on FreeBSD
were developed as Linux applications. Many of these applications are still beta-quality.
Some of the problems that you may encounter with video packages on FreeBSD include:

1. An application cannot playback a file which another application produced.
2. An application cannot playback a file which the application itself produced.

3. The same application on two different machines, rebuilt on each machine for that
machine, plays back the same file differently.

4. A seemingly trivial filter like rescaling of the image size results in very bad artifacts
from a buggy rescaling routine.

5. An application frequently dumps core.

6. Documentation is not installed with the port and can be found either on the web or
under the port's work directory.

Many of these applications may also exhibit “Linux-isms”. That is, there may be
issues resulting from the way some standard libraries are implemented in the Linux
distributions, or some features of the Linux kernel which have been assumed by the
authors of the applications. These issues are not always noticed and worked around by
the port maintainers, which can lead to problems like these:

1. The use of /proc/cpuinfo to detect processor characteristics.

2. A misuse of threads which causes a program to hang upon completion instead of truly
terminating.

3. Software not yet in the FreeBSD Ports Collection which is commonly used in
conjunction with the application.
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So far, these application developers have been cooperative with port maintainers to
minimize the work-arounds needed for port-ing.

7.4.2.1. MPlayer

MPlayer is a recently developed and rapidly developing video player. The goals of the
MPlayer team are speed and flexibility on Linux and other Unices. The project was started
when the team founder got fed up with bad playback performance on then available
players. Some would say that the graphical interface has been sacrificed for a streamlined
design. However, once you get used to the command line options and the key-stroke
controls, it works very well.

7.4.2.1.1. Building MPlayer

MPlayer resides in multimedia/mplayer. MPlayer performs a variety of hardware checks
during the build process, resulting in a binary which will not be portable from one system
to another. Therefore, it is important to build it from ports and not to use a binary
package. Additionally, a number of options can be specified in the make command line, as
described in the Makefile and at the start of the build:

# cd /usr/ports/multimedia/mplayer
# make
N-0-T-E

Take a careful look into the Makefile in order

to learn how to tune mplayer towards you personal preferences!
For example,

make WITH GTK1

builds MPlayer with GTK1-GUI support.

If you want to use the GUI, you can either install
/usr/ports/multimedia/mplayer-skins

or download official skin collections from
http://www.mplayerhq.hu/homepage/dload.html

The default port options should be sufficient for most users. However, if you need the
XviD codec, you have to specify the WITH_XVID option in the command line. The default
DVD device can also be defined with the WITH DVD DEVICE option, by default /dev/acd®
will be used.

As of this writing, the MPlayer port will build its HTML documentation and two
executables, mplayer, and mencoder , which is a tool for re-encoding video.

The HTML documentation for MPlayer is very informative. If the reader finds the
information on video hardware and interfaces in this chapter lacking, the MPlayer
documentation is a very thorough supplement. You should definitely take the time to
read the MPlayer documentation if you are looking for information about video support
in UNIX®.

7.4.2.1.2. Using MPlayer

187


http://www.freebsd.org/cgi/url.cgi?ports/multimedia/mplayer/pkg-descr

Ports and Packages Dealing with Video

Any user of MPlayer must setup a .mplayer subdirectory of her home directory. To create
this necessary subdirectory, you can type the following:

% cd /usr/ports/multimedia/mplayer
% make install-user

The command options for mplayer are listed in the manual page. For even more detail
there is HTML documentation. In this section, we will describe only a few common uses.

To play a file, such as testfile.avi , through one of the various video interfaces set the
-vo option:

% mplayer -vo xv testfile.avi
% mplayer -vo sdl testfile.avi
% mplayer -vo x11 testfile.avi
# mplayer -vo dga testfile.avi

# mplayer -vo 'sdl:dga' testfile.avi

It is worth trying all of these options, as their relative performance depends on many
factors and will vary significantly with hardware.

To play from a DVD, replace the testfile.avi with dvd://N -dvd-device DEVICE
where N is the title number to play and DEVICE is the device node for the DVD-ROM. For
example, to play title 3 from /dev/dvd :

# mplayer -vo xv dvd://3 -dvd-device /dev/dvd

##

@ The default DVD device can be defined during the build of the
MPlayer port via the WITH DVD_DEVICE option. By default, this
device is /dev/acd®. More details can be found in the port
Makefile.

To stop, pause, advance and so on, consult the keybindings, which are output by running
mplayer -h or read the manual page.

Additional important options for playback are: -fs -zoom which engages the fullscreen
mode and -framedrop which helps performance.

In order for the mplayer command line to not become too large, the user can create a file
.mplayer/config and set default options there:
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VO=XV
fs=yes
zoom=yes

Finally, mplayer can be used to rip a DVD title into a .vob file. To dump out the second
title from a DVD, type this:

# mplayer -dumpstream -dumpfile out.vob dvd://2 -dvd-device /dev/dvd

The output file, out.vob, will be MPEG and can be manipulated by the other packages
described in this section.

7.4.2.1.3. mencoder

Before using mencoder it is a good idea to familiarize yourself with the options from
the HTML documentation. There is a manual page, but it is not very useful without the
HTML documentation. There are innumerable ways to improve quality, lower bitrate, and
change formats, and some of these tricks may make the difference between good or bad
performance. Here are a couple of examples to get you going. First a simple copy:

% mencoder input.avi -oac copy -ovc copy -o output.avi

Improper combinations of command line options can yield output files that are
unplayable even by mplayer. Thus, if you just want to rip to a file, stick to the -dumpfile
in mplayer.

To convert input.avi to the MPEG4 codec with MPEG3 audio encoding (audio/lame is
required):

% mencoder input.avi -oac mp3lame -lameopts br=192 \
-ovc lavc -lavcopts vcodec=mpeg4:vhq -o output.avi

This has produced output playable by mplayer and xine.

input.avi can be replaced with dvd://1 -dvd-device /dev/dvd and run as root to
re-encode a DVD title directly. Since you are likely to be dissatisfied with your results the
first time around, it is recommended you dump the title to a file and work on the file.

7.4.2.2. The xine Video Player

The xine video player is a project of wide scope aiming not only at being an all in one video
solution, but also in producing a reusable base library and a modular executable which
can be extended with plugins. It comes both as a package and as a port, multimedia/xine.

The xine player is still very rough around the edges, but it is clearly off to a good start. In

practice, xine requires either a fast CPU with a fast video card, or support for the XVideo
extension. The GUI is usable, but a bit clumsy.
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Further Reading

As of this writing, there is no input module shipped with xine which will play CSS encoded
DVD's. There are third party builds which do have modules for this built in them, but none
of these are in the FreeBSD Ports Collection.

Compared to MPlayer, xine does more for the user, but at the same time, takes some of
the more fine-grained control away from the user. The xine video player performs best
on XVideo interfaces.

By default, xine player will start up in a graphical user interface. The menus can then be
used to open a specific file:

% xine

Alternatively, it may be invoked to play a file immediately without the GUI with the
command:

% xine -g -p mymovie.avi
7.4.2.3. The transcode Utilities

The software transcode is not a player, but a suite of tools for re-encoding video and audio
files. With transcode, one has the ability to merge video files, repair broken files, using
command line tools with stdin/stdout stream interfaces.

A great number of options can be specified during the build from the multimedia/
transcode port, we recommend the following command line to build transcode:

# make WITH_OPTIMIZED_ CFLAGS=yes WITH LIBA52=yes WITH LAME=yes <

WITH_0GG=yes \
WITH_MIPEG=yes -DWITH XVID=yes

The proposed settings should be sufficient for most users.

To illustrate transcode capacities, one example to show how to convert a DivX file into
a PAL MPEG-1 file (PAL VCD):

% transcode -i input.avi -V --export_prof vcd-pal -o output_vcd
% mplex -f 1 -o output_vcd.mpg output_vcd.mlv output_vcd.mpa

The resulting MPEG file, output vcd.mpg , is ready to be played with MPlayer. You could
even burn the file on a CD-R media to create a Video CD, in this case you will need to install
and use both multimedia/vcdimager and sysutils/cdrdao programs.

There is a manual page for transcode , but you should also consult the transcode wiki for
further information and examples.

7.4.3. Further Reading

The various video software packages for FreeBSD are developing rapidly. It is quite
possible that in the near future many of the problems discussed here will have been
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resolved. In the mean time, those who want to get the very most out of FreeBSD's A/V
capabilities will have to cobble together knowledge from several FAQs and tutorials and
use a few different applications. This section exists to give the reader pointers to such
additional information.

The MPlayer documentation is very technically informative. These documents should
probably be consulted by anyone wishing to obtain a high level of expertise with UNIX®
video. The MPlayer mailing list is hostile to anyone who has not bothered to read the
documentation, so if you plan on making bug reports to them, RTFM.

The xine HOWTO contains a chapter on performance improvement which is general to
all players.

Finally, there are some other promising applications which the reader may try:
+ Avifile which is also a port multimedia/avifile.

+ Ogle which is also a port multimedia/ogle.

¢ Xtheater

+ multimedia/dvdauthor, an open source package for authoring DVD content.

7.5. #####(TV Cards)

Original contribution by Josef El-Rayes.
Enhanced and adapted by Marc Fonvieille.

7.5.1. ##

###(TV card) ####RBHHRHRBRBRIHRBRAAARRE RCA # S-Video ###HHRBHAAHRBHHAHHR FM #H##
##

FreeBSD ### bktr(4) ######ss PCl #HHHABHBBHBHHY
Conexant CN-878/Fusion 878a ######
####A#RH#

## Brooktree Bt848/849/878/879 #
pHRRRARARARRRRE DKUr(4) #o##RRH

7.5.2. #######H

#appnaaaas bktr(4) saapsssssssst /boot/loader., conf ####HERBHAHEY
bktr load="YES"

#a###nih kernel module ### kernel ############# kernel #########H#HH
device bktr

device iicbus
device iicbb
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HHA#AH

device smbus

LiaH | 2C #ARHHHBRHBHHERHRRARAH## Kernel #
#H##HE Kerne| ####HHHRHHHAHIHERHIRRARARARE TV card ###
bktr@: <BrookTree 848A> mem 0xd7000000-0xd7000fff irq 10 at device o
10.0 on pci®
iicbb0®: <I2C bit-banging driver> on bti2cO
iicbus@: <Philips I2C bus> on iicbhb® master-only
iicbusl: <Philips I2C bus> on iicbb® master-only
smbus@: <System Management Bus> on bti2c0
bktr@: Pinnacle/Miro TV, Philips SECAM tuner.

#nnnnnnnptpatanetat##However you should check if the tuner is correctly detected; it is
still possible to override some of the detected parameters with sysctl(8) MIBs and kernel
configuration file options. For example, if you want to force the tuner to a Philips SECAM
tuner, you should add the following line to your kernel configuration file:

options OVERRIDE TUNER=6

or you can directly use sysctl(8):

# sysctl hw.bt848.tuner=6

See the bktr(4) manual page and the /usr/src/sys/conf/NOTES file for more details
on the available options. (If you are under FreeBSD 4.X, /usr/src/sys/conf/NOTES is
replaced with /usr/src/sys/i386/conf/LINT .)

7.5.3. #####
e

« multimedia/fxtv provides TV-in-a-window and image/audio/video capture
capabilities.

+ multimedia/xawtv is also a TV application, with the same features as fxtv.

+ misc/alevt decodes and displays Videotext/Teletext.

+ audio/xmradio, an application to use the FM radio tuner coming with some TV cards.
+ audio/wmtune, a handy desktop application for radio tuners.

More applications are available in the FreeBSD Ports Collection.

7.5.4. Troubleshooting

If you encounter any problem with your TV card, you should check at first if the video
capture chip and the tuner are really supported by the bktr(4) driver and if you used the
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right configuration options. For more support and various questions about your TV card
you may want to contact and use the archives of the freebsd-multimedia mailing list.

Written by Marc Fonvieille.

7.6.1. ##

FreeBSD ######H#H##AAHHHHHHHHS # # TreeBSD ### Ports Collection ## SANE(Scanner
Access Now Easy) #### AP ####### SANE ###### FreeBSD ##############

FreeBSD #### SCSI # USB ################1#IRE SANE ######### SANE ## ###H #HRH#H
HERBRARBRARARE # Uscanner(4) #######E USB #########

7.6.2. Kernel #i##

#anintt SCSI # USB #H####HHHHHHRIRIRE AR ARIRERAHRNY
7.6.2.1. USB ##

The GENERIC kernel by default includes the device drivers needed to support USB
scanners. Should you decide to use a custom kernel, be sure that the following lines are
present in your kernel configuration file:

device usb

device uhci

device ohci
device uscanner

Depending upon the USB chipset on your motherboard, you will only need either device
uhci or device ohci, however having both in the kernel configuration file is harmless.

If you do not want to rebuild your kernel and your kernel is not the GENERIC one, you can
directly load the uscanner(4) device driver module with the kldload(8) command:

# kldload uscanner
To load this module at each system startup, add the following line to /boot/loader. conf :
uscanner_load="YES"

After rebooting with the correct kernel, or after loading the required module, plug in
your USB scanner. The scanner should appear in your system message buffer (dmesg(8))
as something like:

uscanner@: EPSON EPSON Scanner, rev 1.10/3.02, addr 2
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Kernel ###

This shows that our scanner is using the /dev/uscanner® device node.

#i#

@ On FreeBSD 4.X, the USB daemon (usbd(8)) must be running
to be able to see some USB devices. To enable this, add
usbd_enable="YES" to your /etc/rc.conf file and reboot the
machine.

7.6.2.2. SCSI ##

If your scanner comes with a SCSI interface, it is important to know which SCSI controller
board you will use. According to the SCSI chipset used, you will have to tune your kernel
configuration file. The GENERIC kernel supports the most common SCSI controllers. Be
sure to read the NOTES file (LINT under FreeBSD 4.X) and add the correct line to your
kernel configuration file. In addition to the SCSI adapter driver, you need to have the
following lines in your kernel configuration file:

device scbus
device pass

Once your kernel has been properly compiled, you should be able to see the devices in
your system message buffer, when booting:

pass2 at aicO® bus 0 target 2 lun 0
pass2: <AGFA SNAPSCAN 600 1.10> Fixed Scanner SCSI-2 device
pass2: 3.300MB/s transfers

If your scanner was not powered-on at system boot, it is still possible to manually force
the detection by performing a SCSI bus scan with the camcontrol(8) command:

# camcontrol rescan all

Re-scan of bus 0 was successful
Re-scan of bus 1 was successful
Re-scan of bus 2 was successful
Re-scan of bus 3 was successful

Then the scanner will appear in the SCSI devices list:

# camcontrol devlist

<IBM DDRS-34560 S97B> at scbusO target 5 lun 0 ¢
(pass0,dan)

<IBM DDRS-34560 S97B> at scbusO target 6 lun 0 ¢
(passl,dal)

<AGFA SNAPSCAN 600 1.10> at scbusl target 2 lun 0 (pass3)
<PHILIPS CDD3610 CD-R/RW 1.00> at scbus2 target 0 lun 0 ¢

(pass2,cdo)
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More details about SCSI devices, are available in the scsi(4) and camcontrol(8) manual
pages.

7.6.3. ## SANE

The SANE system has been splitted in two parts: the backends (graphics/sane-backends)
and the frontends (graphics/sane-frontends). The backends part provides access to the
scanner itself. The SANE's supported devices list specifies which backend will support
your image scanner. It is mandatory to determine the correct backend for your scanner if
youwant to be able to use your device. The frontends part provides the graphical scanning
interface (xscanimage).

The first thing to do is install the graphics/sane-backends port or package. Then, use the
sane-find-scanner command to check the scanner detection by the SANE system:

# sane-find-scanner -q
found SCSI scanner "AGFA SNAPSCAN 600 1.10" at /dev/pass3

The output will show the interface type of the scanner and the device node used to attach
the scanner to the system. The vendor and the product model may not appear, it is not
important.

##

@ Some USB scanners require you to load a firmware, this is explained
in the backend manual page. You should also read sane-find-
scanner(1) and sane(7) manual pages.

Now we have to check if the scanner will be identified by a scanning frontend. By default,
the SANE backends comes with a command line tool called scanimage(1). This command
allows you to list the devices and to perform an image acquisition from the command line.
The -L option is used to list the scanner device:

# scanimage -L
device “snapscan:/dev/pass3' is a AGFA SNAPSCAN 600 flatbed scanner

No output or a message saying that no scanners were identified indicates that
scanimage(1) is unable to identify the scanner. If this happens, you will need to edit the
backend configuration file and define the scanner device used. The /usr/local/etc/
sane.d/ directory contains all backends configuration files. This identification problem
does appear with certain USB scanners.

For example, with the USB scanner used in the # 7.6.2.1, “USB ##”, sane-find-scanner
gives us the following information:
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## SANE

# sane-find-scanner -q
found USB scanner (UNKNOWN vendor and product) at device /dev/
uscanner0

The scanner is correctly detected, it uses the USB interface and is attached to the /dev/
uscanner@ device node. We can now check if the scanner is correctly identified:

# scanimage -L

No scanners were identified. If you were expecting something o
different,

check that the scanner is plugged in, turned on and detected by the
sane-find-scanner tool (if appropriate). Please read the o
documentation

which came with this software (README, FAQ, manpages).

Since the scanner is not identified, we will need to edit the /usr/local/etc/sane.d/
epson.conf file. The scanner model used was the EPSON Perfection® 1650, so we know
the scanner will use the epson backend. Be sure to read the help comments in the
backends configuration files. Line changes are quite simple: comment out all lines that
have the wrong interface for your scanner (in our case, we will comment out all lines
starting with the word scsi as our scanner uses the USB interface), then add at the end
of the file a line specifying the interface and the device node used. In this case, we add
the following line:

usb /dev/uscanner0

Please be sure to read the comments provided in the backend configuration file as well as
the backend manual page for more details and correct syntax to use. We can now verify
if the scanner is identified:

# scanimage -L
device ‘epson:/dev/uscanner®' is a Epson GT-8200 flatbed scanner

Our USB scanner has been identified. It is not important if the brand and the model do not
match. The key item to be concerned with is the *epson:/dev/uscanner9' field, which
give us the right backend name and the right device node.

Once the scanimage -L command is able to see the scanner, the configuration is
complete. The device is now ready to scan.

While scanimage(1) does allow us to perform an image acquisition from the command
line, it is preferable to use a graphical user interface to perform image scanning. SANE
offers a simple but efficient graphical interface: xscanimage (graphics/sane-frontends).

Xsane (graphics/xsane) is another popular graphical scanning frontend. This frontend
offers advanced features such as various scanning mode (photocopy, fax, etc.), color
correction, batch scans, etc. Both of these applications are useable as a GIMP plugin.
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7.6.4. Allowing Scanner Access to Other Users

All previous operations have been done with root privileges. You may however, need
other users to have access to the scanner. The user will need read and write permissions
to the device node used by the scanner. As an example, our USB scanner uses the device
node /dev/uscanner® which is owned by the operator group. Adding the user joe to
the operator group will allow him to use the scanner:

# pw groupmod operator -m joe

For more details read the pw(8) manual page. You also have to set the correct write
permissions (0660 or 0664) on the /dev/uscanner® device node, by default the operator
group can only read the device node. This is done by adding the following lines to the /
etc/devfs.rules file:

[system=5]
add path uscanner® mode 660

Then add the following to /etc/rc.conf and reboot the machine:
devfs system ruleset="system"

More information regarding these lines can be found in the devfs(8) manual page. Under
FreeBSD 4.X, the operator group has, by default, read and write permissions to /dev/
uscannero0 .

##
@ Of course, for security reasons, you should think twice before

adding a user to any group, especially the operator group.
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# 8. #i# FreeBSD Kernel

######]im Mock.
#i###)ake Hamby.

8.1. ##

kernel ### FreeBSD ######## HAHHHHHHIHAHHHHRHIHHHHHRHHHRHHAHHE ##3H# FreeBSD ##
####t module ##E#HHHRHHH HERHIHHHE#HRAH Kernel#

HARBHAAARS
o HHHHHHHHEAS Kernel#

o ##### kernel ####

o ### kernel ########### kernel ##
o #H###H kernel#

o #### Kernel #######HHY

HARHHHBHARIHRY rOOT #HAHEH

8.2. #it##t#t#####H# kernel#

### FreeBSD # kernel #### “monolithic” kernel# ######## kernel ##########HRAHHERHRH

##### Kernel #H#REHHHHHRAHHHBRHRBRHHHH

### TFreeBSD #A##HAHHHABBHAHHHHAAAN  Kernel ########a#s  #hpp#psss#s#t kernel
module# ### kernel ####nsnsssnsntt (Hssstsnssst PCMCIA ##HHHHE) HEHHHHHHBHIS
kernel(GENERIC )####### ######## modular kernel (####)#

HEH BRI kernel  #HHHHAHHRHHHAHE  Kernel  #EHHHHHHHHHR
module ###########ERER###HE Kernel module ####

#rpnss Kernel ##### BSD #H##BEBHAREE BHEBHBHHHIHHREE FreeBSD #A####HHEHE BHAHHHY
###### GENERIC kernel ##### #### Kernel #####RBBHHHHHHHHHHHHHRBBBHURS BHARBHHH

o HERHBABHBRRREE Kerne] #EAHHHIRHHRRHE HHEBHHHRBRBHHHHH

o #unnsnaaanaag kernel #### GENERLC ############# Kerne| #H##HHHHHHHAHHHHAHA I
HH HHHRRRA R #H Rernel #### BRI



HHEHAHH

o HEEBHBEBEFEAEERH Kernel ###88# GENERIC ###H#HAHBHHAHHHIHAREY

8.3. #HiHHH#H#H#

Written by Tom Rhodes.

### Kernel #H######H #ERBHBBRRBBBHAAAAARARH # TLOCBSD #ARHHHRHHHHHRARHHHHHHRRRRH
HERY BERERRRRRAR #HEEEMicrosoft® # #####(Device Manager) HARRBRAHHHAHBRY # HHHHHH
HHHAH

##
@ Microsoft® Windows® ######### ##(System) ### ######

H#HHHHHHHHAHAAAAAAAA AR AR AR AR HHARAAAAA A ## man(1)# #A#RHBHBHBH
esg(8 an(1)# Free

AN HHARBHARERE FREFRRRHARRARRARRAARH 1 HIHHARRH AR DS

psmO: <PS/2 Mouse> irq 12 on atkbdcO

psmO: [GIANT-LOCKED]

psm@: [ITHREAD]

psmO: model Generic PS/2 mouse, device ID 0

#rupnnpnany kernel #aaassssss# loader.conf(s)#

dmesq ##AHHAHARAHHHAHARRS #HAHH#H#Y /var/run/dmesg . boot  ##
#AR#HBH pciconf(s) HAHARHHBHARH HBHHH
athO@pcif:3:0:0: class=0x020000 card=0x058al014 o

chip=0x1014168c rev=0x01 hdr=0x00

vendor = 'Atheros Communications Inc.'

device = 'AR5212 Atheros AR5212 802.1labg wireless'
class = network

subclass = ethernet

#pspps# pcicont - v #### ath #e#ssssss ##4 man ath ### ath(4) ######
#at Man (1) #### - K HEEREERERBIHIRIE BRI
# man -k Atheros

HAARHBRAHARARE man #HH

ath(4) - Atheros IEEE 802.11 wireless network o
driver
ath hal(4) - Atheros Hardware Access Layer (HAL)
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# 8. ## FreeBSD Kernel

HHRHRAHBRBREBRARALBRARAS Kerne] #HR###1HY

8.4. #i#+#i#### kernel

### Kernel #HH#HHHHI] #HHHIHH JuST/Src/sys ## #### /sys ## symbolic link #
#### wpataas Kernel ##annnnnn kernel #####s#n# arch/cont # ##############
kernel ##### ######## kKernel ######### compile ### #i## arch HARARARAAH i386 #alpha #
amd64 #1a64# powe rpc #spa rc64 # pc98(########## PC ####)# HARHHAHBHAHARA R RS

HEH#H BRHAHBHHBHHRHRIHBRAARHHE TreeBSD #RA#BHARYE BHARBHHBHARRHHBHHBRAHBHHBRAH RS

HHHHHHHH T FHF A

HAAAAHBHAHARAHE 1386 HARHRH #HARHAHARARHAHARARH

##

#E##HR #7 JusT/src/sys ### ###### kernel source code ##########
##### root ##### sysinstall # #### Configure#### Distributions #
## src ## base ### sys# ##### sysinstall ##### “###” FreeBSD ##t###
HEH HERBRHHAHBRIHH

# mount /cdrom

# mkdir -p /usr/src/sys

# ln -s /usr/src/sys /sys

# cat /cdrom/src/ssys.[a-d]* | tar -xzvf -
# cat /cdrom/src/sbase.[a-d]* | tar -xzvf -

####### arch/cont ### ## GENERIC ########## kernel ### ###

# cd /usr/src/sys/i386/conf
# cp GENERIC MYKERNEL

HERHHBRBRBRRRRRRRR R0 FreeBSD ##asnssssnnnt(hostname) #HA####HH# #HBEEEY
#### MYKERNEL ########

##

#H#HERE Kernel ####### [UST/ STC # BRBBHHHARA#H ##1# /UST/STC
BHEH BHEBHBBRRRRAHY BHRBRRRRARRRRB R SRR Kernel
#H#H B GENERIC ###### ## source tree## ###HARHHHBHARY
HEHHAHH

###### kernel ###nsshnsnnsss 1386 ##a#s#n#s symbolic link#
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####### kernel

#H#

# cd /usr/src/sys/i386/conf

# mkdir /root/kernels

# cp GENERIC /root/kernels/MYKERNEL
# ln -s /root/kernels/MYKERNEL

HEHARAARHHARAARHAH MYKERNEL # ##### FreeBSD ###R#ARBHHHHARHE VI #HEAHIHHHHHHHARIRS
HARBH HBH HHRH HRRHARRH #HHELCBSD #HAHHHARHARHHARHH CCHIRHHBHARHHHRAARYE HHRHHHY
HAHAHBRARAHAHBRHAH #HHHH## GENERTC #####

#### SUNOST™ ##t#t#t BSD #######itst Kernel #it## #H#HHHHHHHHHHHHHHRRR HHHRRRTH
DOS ######### GENERIC #A#H#LHRERBABHHIHRY #HH#1HH Kernel ## #ERBABH#Y

K

##
### FreeBSD ### #### source tree ### HARHAHAHABHAHARARE [
usr/src/UPDATING # ###########HHIHBH#HHHH#H## ## /usr/src/

UPDATING ########### FreeBSD source code #######HHBHBHHHH#H

####### kernel ##

## 8.1, ## Kernel

1. #### Jusr/src ###

# cd /usr/src

2. ##kernel#

# make buildkernel KERNCONF=MYKERNEL

3. ###kernel#

# make installkernel KERNCONF=MYKERNEL

K

##

##### FreeBSD source tree #### kernel#
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##

#auna#nsit kernel ##### kernel modules ####### ###### kernel#
#aanpnsn#t kernel module###### kernel ###### /etc/make.conf ##
##

MODULES OVERRIDE = linux acpi sound/sound sound/
driver/dsl ntfs

#uunnnnaanss# kernel module ###

WITHOUT MODULES = linux acpi sound/sound sound/
driver/dsl ntfs

#rpppppppsstt kernel module ### ####### Kernel ###########
make.conf(5) ###

## kernel #### /boot/kernel #### /boot/kernel/kernel ####### /boot/kernel.old/
kernel # ############## kernel ### ####B#H#H#HH#H#HH#HHBH#I#EE #1# Kernel ####H###1H #

# #HHARHAS

K

##

#annnnapannanasst loader(8) ######## /boot # Third party ###
# kernel modules #### /boot/kernel #### ###### kernel module #
kernel ##### #H#H##AHHAHIAR I

8.5. kernel ##i#t##

Updated for FreeBSD 6.X by Joel Dahl.

Kernel #########H##H1H HHAHHRRRRHHHHHHHHHHSH R SR
#it# AR GENERTIC AAA#HHHHHHIE HHHHHRARAHAHHHE #H GENERIC ##### NOTES ##
HEHARARHRARARRAAARHRE /UST/SrC/sys/conf/NOTES #
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##
@ HIRBRABARIARAAAAARAAAAIARS POOT HAHH

# cd /usr/src/sys/i386/conf && make LINT

### GENERLC ###H#RH HAHABHAHARS HHHHBHAH### /UuST/STC/SYS/1386/conf/GENERIC  ##
#H#

machine 1386

#uia######## alpha#amdod # 1386 #1a64# pc98#powerpc # sparced #####

cpu I486 CPU
cpu I586 CPU
cpu 1686 CPU

prpsppEE CPU 44 #i#kaseeE CPU ## (############ 1586 CPU # 1686 CPU)# ##
## kernel # ### CPU #4 t# #ann CPU ###ssssst #### /var/run/
dmesg.boot HERBHAAAHS

ident GENERIC

#H## Kernel #HEHHHHHHBHAHHRHRE MYKERNEL ##E#A#HRBHAHHHIHAHEE 1dent #H#REBHBHEY
#apa#RH kernel ### kernel #####stsn#nat(#hnsass kernel)#

#To statically compile in device wiring instead of /boot/device.hints
#hints "GENERIC.hints" # Default places to look o

for devices.

device.hints(5) ####a#snsnssssst ### loader(8) ###### /boot/device.hints #### ##
hints #######4## hints ###4# kernel ## ######4## /boot ### device.hints ##

makeoptions DEBUG=-g # Build kernel with gdb(1l) debug o
symbols

## -g #####EreeBSD ######## debug ##rsnasssnss goc(1) ## debug #essstnsss

options SCHED 4BSD # 4BSD scheduler
FreeBSD. ####(#####)### CPU scheduler# ########## #H###HHY

options PREEMPTION # Enable kernel thread preemption
Allows threads that are in the kernel to be preempted by higher priority threads. It helps

with interactivity and allows interrupt threads to run sooner rather than waiting.
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options INET # InterNETworking

Networking support. Leave this in, even if you do not plan to be connected to a network.
Most programs require at least loopback networking (i.e., making network connections
within your PC), so this is essentially mandatory.

options INET6 # IPv6 communications protocols

This enables the IPv6 communication protocols.

options FFS # Berkeley Fast Filesystem

This is the basic hard drive file system. Leave it in if you boot from the hard disk.

options SOFTUPDATES # Enable FFS Soft Updates support

This option enables Soft Updates in the kernel, this will help speed up write access on the
disks. Even when this functionality is provided by the kernel, it must be turned on for
specific disks. Review the output from mount(8) to see if Soft Updates is enabled for your
system disks. If you do not see the soft-updates option then you will need to activate it
using the tunefs(8) (for existing file systems) or newfs(8) (for new file systems) commands.

options UFS_ACL # Support for access control lists

This option enables kernel support for access control lists. This relies on the use of
extended attributes and UFS2, and the feature is described in detail in # 14.12, “File System
Access Control Lists”. ACLs are enabled by default and should not be disabled in the kernel
if they have been used previously on a file system, as this will remove the access control
lists, changing the way files are protected in unpredictable ways.

options UFS DIRHASH # Improve performance on big o
directories

This option includes functionality to speed up disk operations on large directories, at the
expense of using additional memory. You would normally keep this for a large server,
or interactive workstation, and remove it if you are using FreeBSD on a smaller system
where memory is at a premium and disk access speed is less important, such as a firewall.

options MD_ROOT # MD is a potential root device

This option enables support for a memory backed virtual disk used as a root device.

options NFSCLIENT # Network Filesystem Client
options NFSSERVER # Network Filesystem Server
options NFS_ROOT # NFS usable as /, requires o
NFSCLIENT

The network file system. Unless you plan to mount partitions from a UNIX® file server
over TCP/IP, you can comment these out.
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options MSDOSFS # MSDOS Filesystem

The MS-DOS® file system. Unless you plan to mount a DOS formatted hard drive partition
at boot time, you can safely comment this out. It will be automatically loaded the first
time you mount a DOS partition, as described above. Also, the excellent emulators/mtools
software allows you to access DOS floppies without having to mount and unmount them
(and does not require MSDOSFS at all).

options CD9660 # IS0 9660 Filesystem

The IS0 9660 file system for COROMs. Comment it out if you do not have a CDOROM drive or
only mount data CDs occasionally (since it will be dynamically loaded the first time you
mount a data CD). Audio CDs do not need this file system.

options PROCFS # Process filesystem(requires o
PSEUDOFS)

The process file system. This is a “pretend” file system mounted on /proc which allows
programs like ps(1) to give you more information on what processes are running. Use
of PROCFS is not required under most circumstances, as most debugging and monitoring
tools have been adapted to run without PROCFS: installs will not mount this file system
by default.

options PSEUDOFS # Pseudo-filesystem framework

6.X kernels making use of PROCFS must also include support for PSEUDOFS .

options GEOM_GPT # GUID Partition Tables.

This option brings the ability to have a large number of partitions on a single disk.

options COMPAT_43 # Compatible with BSD 4.3 [KEEP o©
THIS!]

Compatibility with 4.3BSD. Leave this in; some programs will act strangely if you comment
this out.

options COMPAT _FREEBSD4  # Compatible with FreeBSD4

This option is required on FreeBSD 5.X i386™ and Alpha systems to support applications
compiled on older versions of FreeBSD that use older system call interfaces. It is
recommended that this option be used on all i386 ™ and Alpha systems that may run older
applications; platforms that gained support only in 5.X, such as ia64 and Sparc64®, do
not require this option.

options COMPAT FREEBSD5  # # FreeBSD5 ##

### FreeBSD 6.X ########## FreeBSD 5.X ##########
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options SCSI DELAY=5000 # Delay (in ms) before probing SCSI

This causes the kernel to pause for 5 seconds before probing each SCSI device in your
system. If you only have IDE hard drives, you can ignore this, otherwise you can try to
lower this number, to speed up booting. Of course, if you do this and FreeBSD has trouble
recognizing your SCSI devices, you will have to raise it again.

options KTRACE # ktrace(l) support

This enables kernel process tracing, which is useful in debugging.

options SYSVSHM # SYSV-style shared memory

This option provides for System V shared memory. The most common use of this is the
XSHM extension in X, which many graphics-intensive programs will automatically take
advantage of for extra speed. If you use X, you will definitely want to include this.

options SYSVMSG # SYSV-style message queues
Support for System V messages. This option only adds a few hundred bytes to the kernel.

options SYSVSEM # SYSV-style semaphores

Support for System V semaphores. Less commonly used but only adds a few hundred bytes
to the kernel.

##
S The -p option of the ipcs(1) command will list any processes using
each of these System V facilities.

options _KPOSIX PRIORITY SCHEDULING # POSIX P1003 1B real-
time extensions

Real-time extensions added in the 1993 POSIX®. Certain applications in the Ports
Collection use these (such as StarOffice™).

options KBD_INSTALL CDEV # install a CDEV entry in /dev
This option is required to allow the creation of keyboard device nodes in /dev.

options ADAPTIVE GIANT # Giant mutex is adaptive.

Giant is the name of a mutual exclusion mechanism (a sleep mutex) that protects a
large set of kernel resources. Today, this is an unacceptable performance bottleneck
which is actively being replaced with locks that protect individual resources. The
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kernel #####

ADAPTIVE GIANT option causes Giant to be included in the set of mutexes adaptively spun
on. That is, when a thread wants to lock the Giant mutex, but it is already locked by a
thread on another CPU, the first thread will keep running and wait for the lock to be
released. Normally, the thread would instead go back to sleep and wait for its next chance
to run. If you are not sure, leave this in.

##

@ Note that on FreeBSD 8.0-CURRENT and later versions, all mutexes
are adaptive by default, unless explicitly set to non-adaptive by
compiling with the NO ADAPTIVE MUTEXES option. As a result,
Giant is adaptive by default now, and the ADAPTIVE GIANT option
has been removed from the kernel configuration.

device apic # I/0 APIC

The apic device enables the use of the 1/0 APIC for interrupt delivery. The apic device can
be used in both UP and SMP kernels, but is required for SMP kernels. Add options SMP
to include support for multiple processors.

P
apic ## 1386 #H##HHAHHAHHHA

device eisa

Include this if you have an EISA motherboard. This enables auto-detection and
configuration support for all devices on the EISA bus.

device pci

Include this if you have a PCI motherboard. This enables auto-detection of PCI cards and
gatewaying from the PCI to ISA bus.

# Floppy drives
device fdc

This is the floppy drive controller.

# ATA and ATAPI devices
device ata

208



# 8. ## FreeBSD Kernel

This driver supports all ATA and ATAPI devices. You only need one device ata line for
the kernel to detect all PCI ATA/ATAPI devices on modern machines.

This is needed along with device ata for ATA disk drives.

This is needed along with device ata for ATA RAID drives.

This is needed along with device ata for ATAPI CDROM drives.

This is needed along with device ata for ATAPI floppy drives.

This is needed along with device ata for ATAPI tape drives.

This makes the controller number static; without this, the device numbers are
dynamically allocated.
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device
device
AIC-6[23]60.
device

device
device
device

aha
aic

bt
ncv

nsp
stg

#
#

#
#

#
#

Adaptec 154x SCSI adapters

Adaptec 15[012]x SCSI adapters, o
Buslogic/Mylex MultiMaster SCSI adapters
NCR 53C500

Workbit Ninja SCSI-3

TMC 18C30/18C50

SCSI controllers. Comment out any you do not have in your system. If you have an IDE only
system, you can remove these altogether. The * REG_PRETTY_PRINT lines are debugging
options for their respective drivers.

# SCSI peripherals

device
device
device
device
device
device
device

schus
ch

da

sa

cd
pass
ses

H o oH R HHH

SCSI bus (required for SCSI)

SCSI media changers

Direct Access (disks)

Sequential Access (tape etc)

CD

Passthrough device (direct SCSI access)
SCSI Environmental Services (and SAF-TE)

SCSI peripherals. Again, comment out any you do not have, or if you have only IDE
hardware, you can remove them completely.

K

##

The USB umass(4) driver and a few other drivers use the SCSI
subsystem even though they are not real SCSI devices. Therefore
make sure not to remove SCSI support, if any such drivers are
included in the kernel configuration.

# RAID controllers interfaced to the SCSI subsystem

device
device
device
RAID
device
device
options
device
device
device
device
device
device

amr
arcmsr
asr

ciss
dpt

hptmv
rr232x
iir
ips
mly
twa

# RAID controllers
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#
#
#

H#HoHoH R HH

AMI MegaRAID
Areca SATA II RAID
DPT SmartRAID V, VI and Adaptec SCSI o

Compag Smart RAID 5%
DPT Smartcache III, IV - See NOTES for o

Highpoint RocketRAID 182x
Highpoint RocketRAID 232x

Intel Integrated RAID

IBM (Adaptec) ServeRAID

Mylex AcceleRAID/eXtremeRAID
3ware 9000 series PATA/SATA RAID
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device aac # Adaptec FSA RAID

device aacp # SCSI passthrough for aac (requires CAM)
device ida # Compaqg Smart RAID

device mfi # LSI MegaRAID SAS

device mlx # Mylex DAC960 family

device pst # Promise Supertrak SX6000

device twe # 3ware ATA RAID

Supported RAID controllers. If you do not have any of these, you can comment them out
or remove them.

# atkbdcO controls both the keyboard and the PS/2 mouse
device atkbdc # AT keyboard controller

The keyboard controller (atkbdc) provides 1/0 services for the AT keyboard and PS/2
style pointing devices. This controller is required by the keyboard driver (atkbd) and the
PS/2 pointing device driver (psm).

device atkbd # AT keyboard

The atkbd driver, together with atkbdc controller, provides access to the AT 84 keyboard
or the AT enhanced keyboard which is connected to the AT keyboard controller.

device psm # PS/2 mouse

Use this device if your mouse plugs into the PS/2 mouse port.

device kbdmux # keyboard multiplexer
BU#AABR# HARBHAAAB YA BEHHARRHHAH R H#
device vga # VGA video card driver

The video card driver.

device splash # Splash screen and screen saver support

Splash screen at start up! Screen savers require this too.

# syscons is the default console driver, resembling an SCO console
device sC

sc is the default console driver and resembles a SCO console. Since most full-screen
programs access the console through a terminal database library like termcap), it should
not matter whether you use this or vt, the VT220 compatible console driver. When you
log in, set your TERM variable to scoansi if full-screen programs have trouble running
under this console.

# Enable this for the pcvt (VT220 compatible) console driver
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#device vt

#options XSERVER # support for X server on a vt ¢
console

#options FAT_CURSOR # start with block cursor

This is a VT220-compatible console driver, backward compatible to VT100/102. It works
well on some laptops which have hardware incompatibilities with sc. Also set your TERM
variable to vt100 or vt220 when you log in. This driver might also prove useful when
connecting to a large number of different machines over the network, where termcap or
terminfo entries for the sc device are often not available —— vt100 should be available
on virtually any platform.

device agp

Include this if you have an AGP card in the system. This will enable support for AGP, and
AGP GART for boards which have these features.

# Power management support (see NOTES for more options)
#device apm

Advanced Power Management support. Useful for laptops, although in FreeBSD 5.X and
above this is disabled in GENERIC by default.

# Add suspend/resume support for the i18254.
device pmtimer

Timer device driver for power management events, such as APM and ACPI.

# PCCARD (PCMCIA) support
# PCMCIA and cardbus bridge support

device cbb # cardbus (yenta) bridge
device pccard # PC Card (16-bit) bus
device cardbus # CardBus (32-bit) bus

PCMCIA support. You want this if you are using a laptop.

# Serial (COM) ports
device sio # 8250, 16[45]150 based serial ports

These are the serial ports referred to as COM ports in the MS-DOS®/Windows® world.

##

@ If you have an internal modem on COM4 and a serial port at COM2,
you will have to change the IRQ of the modem to 2 (for obscure
technical reasons, IRQ2 = IRQ 9) in order to access it from FreeBSD.
If you have a multiport serial card, check the manual page for sio(4)
for more information on the proper values to add to your /boot/
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device.hints . Some video cards (notably those based on S3 chips)
use 10 addresses in the form of 0x*2e8, and since many cheap serial
cards do not fully decode the 16-bit 10 address space, they clash
with these cards making the COM4 port practically unavailable.

Each serial port is required to have a unique IRQ (unless you
are using one of the multiport cards where shared interrupts are
supported), so the default IRQs for COM3 and COM4 cannot be used.

# Parallel port
device ppc

This is the ISA-bus parallel port interface.

device ppbus # Parallel port bus (required)

Provides support for the parallel port bus.

device lpt # Printer

Support for parallel port printers.

##
@ All three of the above are required to enable parallel printer
support.

device plip # TCP/IP over parallel
This is the driver for the parallel network interface.
device ppi # Parallel port interface device

The general-purpose 1/0 (“geek port”) + IEEE1284 1/0.

#device vVpo # Requires scbus and da

This is for an Iomega Zip drive. It requires scbus and da support. Best performance is
achieved with ports in EPP 1.9 mode.

#device puc

Uncomment this device if you have a “dumb” serial or parallel PCI card that is supported
by the puc(4) glue driver.
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# PCI Ethernet NICs.

device de # DEC/Intel DC21x4x (“Tulip”)
device em # Intel PRO/1000 adapter Gigabit o
Ethernet Card

device ixgb # Intel PRO/10GbE Ethernet Card
device txp # 3Com 3cR990 (“Typhoon”)

device VX # 3Com 3c590, 3c595 (“Vortex”)

Various PCI network card drivers. Comment out or remove any of these not present in
your system.

# PCI Ethernet NICs that use the common MII bus controller code.

# NOTE: Be sure to keep the 'device miibus' line in order to use o
these NICs!

device miibus # MII bus support

MII bus support is required for some PCI 10/100 Ethernet NICs, namely those which use
MII-compliant transceivers or implement transceiver control interfaces that operate like
an MIL. Adding device miibus to the kernel config pulls in support for the generic miibus
API and all of the PHY drivers, including a generic one for PHYs that are not specifically
handled by an individual driver.

device bce # Broadcom BCM5706/BCM5708 Gigabit o

Ethernet

device bfe # Broadcom BCM440x 10/100 Ethernet

device bge # Broadcom BCM570xx Gigabit Ethernet

device dc # DEC/Intel 21143 and various workalikes

device fxp # Intel EtherExpress PR0O/100B (82557, ©

82558)

device lge # Level 1 LXT1001 gigabit ethernet

device msk # Marvell/SysKonnect Yukon II Gigabit o

Ethernet

device nge # NatSemi DP83820 gigabit ethernet

device nve # nVidia nForce MCP on-board Ethernet o

Networking

device pcn # AMD Am79C97x PCI 10/100 (precedence over
'Inc')

device re # RealTek 8139C+/8169/8169S/8110S

device ri # RealTek 8129/8139

device sf # Adaptec AIC-6915 (“Starfire”)

device sis # Silicon Integrated Systems SiS 900/SiS o

7016

device sk # SysKonnect SK-984x & SK-982x gigabit o

Ethernet

device ste # Sundance ST201 (D-Link DFE-550TX)

device stge # Sundance/Tamarack TC9021 gigabit o

Ethernet

device ti # Alteon Networks Tigon I/II gigabit o

Ethernet

device tl # Texas Instruments ThunderLAN

device tx # SMC EtherPower II (83cl70 “EPIC”)

device vge # VIA VT612x gigabit ethernet
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Drivers that use the MII bus controller code.

ISA Ethernet drivers. See /usr/src/sys/i386/conf/NOTES  for details of which cards are
supported by which driver.

# 802.11 ###H### #HAHARHHHAHARH

# 802.11 ######## ######## 802,111 ##### #Ht####H

Support for various wireless cards.
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This is the generic loopback device for TCP/IP. If you telnet or FTP to localhost (ak.a.
127.0.0.1) it will come back at you through this device. This is mandatory.

device random # Entropy device

Cryptographically secure random number generator.

device ether # Ethernet support

ether is only needed if you have an Ethernet card. It includes generic Ethernet protocol
code.

device sl # Kernel SLIP

sl is for SLIP support. This has been almost entirely supplanted by PPP, which is easier
to set up, better suited for modem-to-modem connection, and more powerful.

device ppp # Kernel PPP

This is for kernel PPP support for dial-up connections. There is also a version of PPP
implemented as a userland application that uses tun and offers more flexibility and
features such as demand dialing.

device tun # Packet tunnel.

This is used by the userland PPP software. See the PPP section of this book for more
information.

device pty # Pseudo-ttys (telnet etc)

This is a “pseudo-terminal” or simulated login port. It is used by incoming telnet and
rlogin sessions, xterm, and some other applications such as Emacs.

device md # Memory “disks”

Memory disk pseudo-devices.

device gif # IPv6 and IPv4 tunneling

This implements IPv6 over IPv4 tunneling, IPv4 over IPv6 tunneling, IPv4 over IPv4
tunneling, and IPv6 over IPv6 tunneling. The gif device is “auto-cloning”, and will create
device nodes as needed.

device faith # IPv6-to-IPv4 relaying (translation)

This pseudo-device captures packets that are sent to it and diverts them to the IPv4/IPv6
translation daemon.

# The "bpf' device enables the Berkeley Packet Filter.
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This is the Berkeley Packet Filter. This pseudo-device allows network interfaces to be
placed in promiscuous mode, capturing every packet on a broadcast network (e.g., an
Ethernet). These packets can be captured to disk and or examined with the tcpdump(1)
program.

##

@ The bpf(4) device is also used by dhclient(8) to obtain the IP address
of the default router (gateway) and so on. If you use DHCP, leave
this uncommented.

Support for various USB devices.
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Large Memory Configurations (PAE)

Support for various Firewire devices.

For more information and additional devices supported by FreeBSD, see /usr/src/sys/
1386/conf/NOTES .

8.5.1. Large Memory Configurations (PAE)

Large memory configuration machines require access to more than the 4 gigabyte limit
on User+Kernel Virtual Address (KVA) space. Due to this limitation, Intel added support
for 36-bit physical address space access in the Pentium® Pro and later line of CPUs.

The Physical Address Extension (PAE) capability of the Intel® Pentium® Pro and later
CPUs allows memory configurations of up to 64 gigabytes. FreeBSD provides support
for this capability via the PAE kernel configuration option, available in all current
release versions of FreeBSD. Due to the limitations of the Intel memory architecture, no
distinction is made for memory above or below 4 gigabytes. Memory allocated above 4
gigabytes is simply added to the pool of available memory.

To enable PAE support in the kernel, simply add the following line to your kernel
configuration file:

options PAE

##

S The PAE support in FreeBSD is only available for Intel® 1A-32
processors. It should also be noted, that the PAE support in FreeBSD
has not received wide testing, and should be considered beta quality
compared to other stable features of FreeBSD.

PAE support in FreeBSD has a few limitations:
* A process is not able to access more than 4 gigabytes of VM space.

+ KLD modules cannot be loaded into a PAE enabled kernel, due to the differences in the
build framework of a module and the kernel.

+ Device drivers that do not use the bus_dma(9) interface will cause data corruption in
a PAE enabled kernel and are not recommended for use. For this reason, a PAE kernel
configuration file is provided in FreeBSD which excludes all drivers not known to work
in a PAE enabled kernel.

+ Some system tunables determine memory resource usage by the amount of available
physical memory. Such tunables can unnecessarily over-allocate due to the large
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memory nature of a PAE system. One such example is the kern.maxvnodes sysctl,
which controls the maximum number of vnodes allowed in the kernel. It is advised to
adjust this and other such tunables to a reasonable value.

+ It mightbe necessary to increase the kernel virtual address (KVA) space or to reduce the
amount of specific kernel resource that is heavily used (see above) in order to avoid KVA
exhaustion. The KVA_PAGES kernel option can be used for increasing the KVA space.

For performance and stability concerns, it is advised to consult the tuning(7) manual page.
The pae(4) manual page contains up-to-date information on FreeBSD's PAE support.

8.6. If Something Goes Wrong

There are five categories of trouble that can occur when building a custom kernel. They
are:

config fails:
If the config(8) command fails when you give it your kernel description, you have
probably made a simple error somewhere. Fortunately, config(8) will print the line
number that it had trouble with, so that you can quickly locate the line containing
the error. For example, if you see:

config: line 17: syntax error

Make sure the keyword is typed correctly by comparing it to the GENERIC kernel or
another reference.

make fails:
If the make command fails, it usually signals an error in your kernel description which
is not severe enough for config(8) to catch. Again, look over your configuration, and
if you still cannot resolve the problem, send mail to the FreeBSD general questions #
### with your kernel configuration, and it should be diagnosed quickly.

The kernel does not boot:

If your new kernel does not boot, or fails to recognize your devices, do not panic!
Fortunately, FreeBSD has an excellent mechanism for recovering from incompatible
kernels. Simply choose the kernel you want to boot from at the FreeBSD boot loader.
You can access this when the system boot menu appears. Select the “Escape to a
loader prompt” option, number six. At the prompt, type unload kernel and then
type boot /boot/kernel.old/kernel ,or the filename of any other kernel that will
boot properly. When reconfiguring a kernel, it is always a good idea to keep a kernel
that is known to work on hand.

After booting with a good kernel you can check over your configuration file and try
to build it again. One helpful resource is the /var/log/messages file which records,
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If Something Goes Wrong

among other things, all of the kernel messages from every successful boot. Also, the
dmesg(8) command will print the kernel messages from the current boot.

##

@ If you are having trouble building a kernel, make sure to keep
a GENERIC, or some other kernel that is known to work on
hand as a different name that will not get erased on the next
build. You cannot rely on kernel.old because when installing
anew kernel, kernel.old isoverwritten with the last installed
kernel which may be non-functional. Also, as soon as possible,
move the working kernel to the proper /boot/kernel location
or commands such as ps(1) may not work properly. To do this,
simply rename the directory containing the good kernel:

# mv /boot/kernel /boot/kernel.bad
# mv /boot/kernel.good /boot/kernel

The kernel works, but ps(1) does not work any more:
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If you have installed a different version of the kernel from the one that the system
utilities have been built with, for example, a -CURRENT kernel on a -RELEASE, many
system-status commands like ps(1) and vmstat(8) will not work any more. You should
recompile and install a world built with the same version of the source tree as your
kernel. This is one reason it is not normally a good idea to use a different version of
the kernel from the rest of the operating system.
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Contributed by Sean Kelly.
Restructured and updated by Jim Mock.
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PostScript® jobs are actually programs sent to the printer; they need not produce
paper at all and may return results directly to the computer. PostScript® also uses
two-way communication to tell the computer about problems, such as errors in the
PostScript® program or paper jams. Your users may be appreciative of such information.
Furthermore, the best way to do effective accounting with a PostScript® printer requires
two-way communication: you ask the printer for its page count (how many pages it has
printed in its lifetime), then send the user's job, then ask again for its page count. Subtract
the two values and you know how much paper to charge to the user.

9.3.1.1.2. Parallel Ports

To hook up a printer using a parallel interface, connect the Centronics cable between the
printer and the computer. The instructions that came with the printer, the computer, or
both should give you complete guidance.

Remember which parallel port you used on the computer. The first parallel port is ppc@®
to FreeBSD; the second is ppcl, and so on. The printer device name uses the same scheme:
/dev/1pt0 for the printer on the first parallel ports etc.

9.3.1.1.3. Serial Ports

To hook up a printer using a serial interface, connect the proper serial cable between the
printer and the computer. The instructions that came with the printer, the computer, or
both should give you complete guidance.
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If you are unsure what the “proper serial cable” is, you may wish to try one of the
following alternatives:

* A modem cable connects each pin of the connector on one end of the cable straight
through to its corresponding pin of the connector on the other end. This type of cable
is also known as a “DTE-to-DCE” cable.

* A null-modem cable connects some pins straight through, swaps others (send data to
receive data, for example), and shorts some internally in each connector hood. This
type of cable is also known as a “DTE-to-DTE” cable.

* A serial printer cable, required for some unusual printers, is like the null-modem cable,
but sends some signals to their counterparts instead of being internally shorted.

You should also set up the communications parameters for the printer, usually through
front-panel controls or DIP switches on the printer. Choose the highest bps (bits per
second, sometimes baud rate) that both your computer and the printer can support.
Choose 7 or 8 data bits; none, even, or odd parity; and 1 or 2 stop bits. Also choose a flow
control protocol: either none, or XON/XOFF (also known as “in-band” or “software”) flow
control. Remember these settings for the software configuration that follows.

9.3.1.2. Software Setup

This section describes the software setup necessary to print with the LPD spooling system
in FreeBSD.

Here is an outline of the steps involved:

1. Configure your kernel, if necessary, for the port you are using for the printer; section
Kernel Configuration tells you what you need to do.

2. Set the communications mode for the parallel port, if you are using a parallel port;
section Setting the Communication Mode for the Parallel Port gives details.

3. Test if the operating system can send data to the printer. Section Checking Printer
Communications gives some suggestions on how to do this.

4.  Set up LPD for the printer by modifying the file /etc/printcap . You will find out
how to do this later in this chapter.

9.3.1.2.1. Kernel Configuration

The operating system kernel is compiled to work with a specific set of devices. The
serial or parallel interface for your printer is a part of that set. Therefore, it might be
necessary to add support for an additional serial or parallel port if your kernel is not
already configured for one.

To find out if the kernel you are currently using supports a serial interface, type:
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# grep sioN /var/run/dmesg.boot

Where N is the number of the serial port, starting from zero. If you see output similar to
the following:

sio2 at port 0x3e8-0x3ef irq 5 on isa
sio2: type 16550A

then the kernel supports the port.

To find out if the kernel supports a parallel interface, type:

# grep ppcN /var/run/dmesg.boot

Where N is the number of the parallel port, starting from zero. If you see output similar
to the following:

ppcO: <Parallel port> at port 0x378-0x37f irq 7 on isa0
ppcO: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBLE mode
ppcO: FIFO with 16/16/8 bytes threshold

then the kernel supports the port.

You might have to reconfigure your kernel in order for the operating system to recognize
and use the parallel or serial port you are using for the printer.

To add support for a serial port, see the section on kernel configuration. To add support
for a parallel port, see that section and the section that follows.

9.3.1.3. Setting the Communication Mode for the Parallel Port

When you are using the parallel interface, you can choose whether FreeBSD should use
interrupt-driven or polled communication with the printer. The generic printer device
driver (Ipt(4)) on FreeBSD uses the ppbus(4) system, which controls the port chipset with
the ppc(4) driver.

« The interrupt-driven method is the default with the GENERIC kernel. With this method,
the operating system uses an IRQ line to determine when the printer is ready for data.

+ The polled method directs the operating system to repeatedly ask the printer if it is
ready for more data. When it responds ready, the kernel sends more data.

The interrupt-driven method is usually somewhat faster but uses up a precious IRQ line.
Some newer HP printers are claimed not to work correctly in interrupt mode, apparently
due to some (not yet exactly understood) timing problem. These printers need polled
mode. You should use whichever one works. Some printers will work in both modes, but
are painfully slow in interrupt mode.

You can set the communications mode in two ways: by configuring the kernel or by using
the Iptcontrol(8) program.
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To set the communications mode by configuring the kernel:

1.  Edit your kernel configuration file. Look for an ppc@ entry. If you are setting up the
second parallel port, use ppcl instead. Use ppc2 for the third port, and so on.

« If you want interrupt-driven mode, edit the following line:
hint.ppc.0.irg="N"

in the /boot/device.hints file and replace N with the right IRQ number. The
kernel configuration file must also contain the ppc(4) driver:

device ppc

+ If youwant polled mode, remove in your /boot/device.hints file, the following
line:

hint.ppc.0.irg="N"

In some cases, this is not enough to put the port in polled mode under FreeBSD.
Most of time it comes from acpi(4) driver, this latter is able to probe and attach
devices, and therefore, control the access mode to the printer port. You should
check your acpi(4) configuration to correct this problem.

2. Save the file. Then configure, build, and install the kernel, then reboot. See kernel
configuration for more details.

To set the communications mode with Iptcontrol(8):
1. Type:

# lptcontrol -i -d /dev/1ptN

to set interrupt-driven mode for 1ptN.
2. Type:

# lptcontrol -p -d /dev/1lptN

to set polled-mode for 1ptN.

You could put these commands in your /etc/rc.local file to set the mode each time
your system boots. See Iptcontrol(8) for more information.

9.3.1.4. Checking Printer Communications

Before proceeding to configure the spooling system, you should make sure the operating
system can successfully send data to your printer. It is a lot easier to debug printer
communication and the spooling system separately.
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To test the printer, we will send some text to it. For printers that can immediately print
characters sent to them, the program Iptest(1) is perfect: it generates all 96 printable ASCII
characters in 96 lines.

For a PostScript® (or other language-based) printer, we will need a more sophisticated
test. A small PostScript® program, such as the following, will suffice:

%!PS

100 100 moveto 300 300 lineto stroke

310 310 moveto /Helvetica findfont 12 scalefont setfont
(Is this thing working?) show

showpage

The above PostScript® code can be placed into a file and used as shown in the examples
appearing in the following sections.

##

@ When this document refers to a printer language, it is assuming a
language like PostScript®, and not Hewlett Packard's PCL. Although
PCL has great functionality, you can intermingle plain text with its
escape sequences. PostScript® cannot directly print plain text, and
that is the kind of printer language for which we must make special
accommodations.

9.3.1.4.1. Checking a Parallel Printer

This section tells you how to check if FreeBSD can communicate with a printer connected
to a parallel port.

To test a printer on a parallel port:
1. Become root with su(1).
2. Send data to the printer.
« If the printer can print plain text, then use lptest(1). Type:
# 1lptest > /dev/1ptN
Where N is the number of the parallel port, starting from zero.

« If the printer understands PostScript® or other printer language, then send a
small program to the printer. Type:

# cat > /dev/1ptN
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Then, line by line, type the program carefully as you cannot edit a line once you
have pressed RETURN or ENTER. When you have finished entering the program,
press CONTROL+D , or whatever your end of file key is.

Alternatively, you can put the program in a file and type:

# cat file > /dev/1ptN

Where file is the name of the file containing the program you want to send to
the printer.

You should see something print. Do not worry if the text does not look right; we will fix
such things later.

9.3.1.4.2. Checking a Serial Printer

This section tells you how to check if FreeBSD can communicate with a printer on a serial

port.

To test a printer on a serial port:

1.

2.
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Become root with su(1).
Edit the file /etc/remote . Add the following entry:
printer:dv=/dev/port :br#bps-rate :pa=parity
Where port is the device entry for the serial port (ttydo, ttydl, etc.), bps-rate

is the bits-per-second rate at which the printer communicates, and parity is the
parity required by the printer (either even, odd, none, or zero).

Here is a sample entry for a printer connected via a serial line to the third serial port
at 19200 bps with no parity:

printer:dv=/dev/ttyd2:br#19200:pa=none
Connect to the printer with tip(1). Type:
# tip printer

If this step does not work, edit the file /etc/remote again and try using /dev/cuaaN
instead of /dev/ttydN .

Send data to the printer.

« If the printer can print plain text, then use Iptest(1). Type:

% $lptest
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« If the printer understands PostScript® or other printer language, then send a
small program to the printer. Type the program, line by line, very carefully as
backspacing or other editing keys may be significant to the printer. You may also
need to type a special end-of-file key for the printer so it knows it received the
whole program. For PostScript® printers, press CONTROL+D .

Alternatively, you can put the program in a file and type:

% >file

Where file is the name of the file containing the program. After tip(1) sends the
file, press any required end-of-file key.

You should see something print. Do not worry if the text does not look right; we will fix
that later.

9.3.1.5. Enabling the Spooler: the /etc/printcap File

At this point, your printer should be hooked up, your kernel configured to communicate
with it (if necessary), and you have been able to send some simple data to the printer.
Now, we are ready to configure LPD to control access to your printer.

You configure LPD by editing the file /etc/printcap . The LPD spooling system reads this
file each time the spooler is used, so updates to the file take immediate effect.

The format of the printcap(5) file is straightforward. Use your favorite text editor to make
changes to /etc/printcap . The format is identical to other capability files like /usr/
share/misc/termcap and /etc/remote .For complete information about the format, see
the cgetent(3).

The simple spooler configuration consists of the following steps:

1. Pickaname (and a few convenient aliases) for the printer, and put them in the /etc/
printcap file; see the Naming the Printer section for more information on naming.

2. Turn off header pages (which are on by default) by inserting the sh capability; see
the Suppressing Header Pages section for more information.

3. Make a spooling directory, and specify its location with the sd capability; see the
Making the Spooling Directory section for more information.

4. Set the /dev entry to use for the printer, and note it in /etc/printcap with
the 1p capability; see the Identifying the Printer Device for more information.
Also, if the printer is on a serial port, set up the communication parameters with
the ms# capability which is discussed in the Configuring Spooler Communications
Parameters section.
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5. Install a plain text input filter; see the Installing the Text Filter section for details.

6. Test the setup by printing something with the lpr(1) command. More details are
available in the Trying It Out and Troubleshooting sections.

##
3 Language-based printers, such as PostScript® printers, cannot
directly print plain text. The simple setup outlined above and
described in the following sections assumes that if you are installing
such a printer you will print only files that the printer can
understand.

Users often expect that they can print plain text to any of the printers installed on
your system. Programs that interface to LPD to do their printing usually make the same
assumption. If you are installing such a printer and want to be able to print jobs in the
printer language and print plain text jobs, you are strongly urged to add an additional
step to the simple setup outlined above: install an automatic plain-text-to-PostScript®
(or other printer language) conversion program. The section entitled Accommodating
Plain Text Jobs on PostScript® Printers tells how to do this.

9.3.1.5.1. Naming the Printer

The first (easy) step is to pick a name for your printer. It really does not matter whether
you choose functional or whimsical names since you can also provide a number of aliases
for the printer.

At least one of the printers specified in the /etc/printcap should have the alias 1p. This
is the default printer's name. If users do not have the PRINTER environment variable nor
specify a printer name on the command line of any of the LPD commands, then 1p will
be the default printer they get to use.

Also, it is common practice to make the last alias for a printer be a full description of the
printer, including make and model.

Once you have picked a name and some common aliases, put them in the /etc/printcap
file. The name of the printer should start in the leftmost column. Separate each alias with
a vertical bar and put a colon after the last alias.

In the following example, we start with a skeletal /etc/printcap that defines two
printers (a Diablo 630 line printer and a Panasonic KX-P4455 PostScript® laser printer):

#
# /Jetc/printcap for host rose
#
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rattan|line|diablo|lp|Diablo 630 Line Printer:
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:

In this example, the first printer is named rattan and has as aliases line, diablo, 1p,
and Diablo 630 Line Printer . Since it has the alias lp, it is also the default printer.
The second is named bamboo , and has as aliases ps, PS, S, panasonic , and Panasonic KX-
P4455 PostScript v51.4 .

9.3.1.5.2. Suppressing Header Pages

The LPD spooling system will by default print a header page for each job. The header page
contains the user name who requested the job, the host from which the job came, and the
name of the job, in nice large letters. Unfortunately, all this extra text gets in the way of
debugging the simple printer setup, so we will suppress header pages.

To suppress header pages, add the sh capability to the entry for the printer in /etc/
printcap . Here is an example /etc/printcap with sh added:

#
# /etc/printcap for host rose - no header pages anywhere
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:

bamboo |ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:

Note how we used the correct format: the first line starts in the leftmost column, and
subsequent lines are indented. Every line in an entry except the last ends in a backslash
character.

9.3.1.5.3. Making the Spooling Directory

The next step in the simple spooler setup is to make a spooling directory, a directory where
print jobs reside until they are printed, and where a number of other spooler support
files live.

Because of the variable nature of spooling directories, it is customary to put these
directories under /var/spool . It is not necessary to backup the contents of spooling
directories, either. Recreating them is as simple as running mkdir(1).

It is also customary to make the directory with a name that is identical to the name of
the printer, as shown below:

# mkdir /var/spool/printer-name

However, if you have a lot of printers on your network, you might want to put the spooling
directories under a single directory that you reserve just for printing with LPD. We will
do this for our two example printers rattan and bamboo:
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# mkdir /var/spool/1lpd
# mkdir /var/spool/lpd/rattan
# mkdir /var/spool/lpd/bamboo

##

@ If you are concerned about the privacy of jobs that users print, you
might want to protect the spooling directory so it is not publicly
accessible. Spooling directories should be owned and be readable,
writable, and searchable by user daemon and group daemon, and
no one else. We will do this for our example printers:

# chown daemon:daemon /var/spool/lpd/rattan
# chown daemon:daemon /var/spool/lpd/bamboo
# chmod 770 /var/spool/lpd/rattan
# chmod 770 /var/spool/lpd/bamboo

Finally, you need to tell LPD about these directories using the /etc/printcap file. You
specify the pathname of the spooling directory with the sd capability:

#

# /etc/printcap for host rose - added spooling directories

#

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/1lpd/rattan:

bamboo |ps |PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/1pd/bamboo:

Note that the name of the printer starts in the first column but all other entries describing
the printer should be indented and each line end escaped with a backslash.

If you do not specify a spooling directory with sd, the spooling system will use /var/
spool/lpd as a default.

9.3.1.5.4. Identifying the Printer Device

In the Entries for the Ports section, we identified which entry in the /dev directory
FreeBSD will use to communicate with the printer. Now, we tell LPD that information.
When the spooling system has a job to print, it will open the specified device on behalf of
the filter program (which is responsible for passing data to the printer).

List the /dev entry pathname in the /etc/printcap file using the 1p capability.

In our running example, let us assume that rattan is on the first parallel port, and bamboo
is on a sixth serial port; here are the additions to /etc/printcap :
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#
# /etc/printcap for host rose - identified what devices to use
#
rattan|line|diablo|1lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/1pto:

bamboo |ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/1lpd/bamboo:\
:lp=/dev/ttyd5:

If you do not specify the 1p capability for a printer in your /etc/printcap file, LPD uses
/dev/1p as a default. /dev/1p currently does not exist in FreeBSD.

If the printer you are installing is connected to a parallel port, skip to the section entitled,
Installing the Text Filter. Otherwise, be sure to follow the instructions in the next section.

9.3.1.5.5. Configuring Spooler Communication Parameters

For printers on serial ports, LPD can set up the bps rate, parity, and other serial
communication parameters on behalf of the filter program that sends data to the printer.
This is advantageous since:

« It lets you try different communication parameters by simply editing the /etc/
printcap file; you do not have to recompile the filter program.

« It enables the spooling system to use the same filter program for multiple printers
which may have different serial communication settings.

The following /etc/printcap capabilities control serial communication parameters of
the device listed in the 1p capability:

br#bps-rate
Sets the communications speed of the device to bps-rate, where bps-rate can be
50, 75, 110, 134, 150, 200, 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600,
or 115200 bits-per-second.

ms#stty-mode
Sets the options for the terminal device after opening the device. stty(1) explains the
available options.

When LPD opens the device specified by the 1p capability, it sets the characteristics of the
device to those specified with the ms# capability. Of particular interest will be the parenb,
parodd, cs5, cs6, cs7, ¢s8, cstopb, crtscts, and ixon modes, which are explained in the
stty(1) manual page.

Let us add to our example printer on the sixth serial port. We will set the bps rate to 38400.
For the mode, we will set no parity with -parenb, 8-bit characters with cs8, no modem
control with clocal and hardware flow control with crtscts:
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bamboo |ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/1lpd/bamboo:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:

9.3.1.5.6. Installing the Text Filter

We are now ready to tell LPD what text filter to use to send jobs to the printer. A text filter,
also known as an input filter, is a program that LPD runs when it has a job to print. When
LPD runs the text filter for a printer, it sets the filter's standard input to the job to print,
and its standard output to the printer device specified with the 1p capability. The filter
is expected to read the job from standard input, perform any necessary translation for
the printer, and write the results to standard output, which will get printed. For more
information on the text filter, see the Filters section.

For our simple printer setup, the text filter can be a small shell script that just executes /
bin/cat to send the job to the printer. FreeBSD comes with another filter called 1pf that
handles backspacing and underlining for printers that might not deal with such character
streams well. And, of course, you can use any other filter program you want. The filter
1pf is described in detail in section entitled lIpf: a Text Filter.

First, let us make the shell script /usr/local/libexec/if-simple beasimple text filter.
Put the following text into that file with your favorite text editor:

#!1/bin/sh

#

# if-simple - Simple text input filter for 1lpd
# Installed in /usr/local/libexec/if-simple

#

# Simply copies stdin to stdout. Ignores all filter arguments.

/bin/cat && exit 0
exit 2

Make the file executable:

# chmod 555 /usr/local/libexec/if-simple

And then tell LPD to use it by specifying it with the if capability in /etc/printcap . We
will add it to the two printers we have so far in the example /etc/printcap :

#
# /etc/printcap for host rose - added text filter
#

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\ :1lp=/dev/1lpt0O:\
:if=/usr/local/libexec/if-simple:

bamboo |ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
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:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:\
:if=/usr/local/libexec/if-simple:

##

S A copy of the if-simple script can be found in the /usr/share/
examples/printing directory.

9.3.1.5.7. Turn on LPD

lpd(8) is run from /etc/rc, controlled by the 1pd_enable variable. This variable defaults
to NO. If you have not done so already, add the line:

lpd _enable="YES"

to /etc/rc.conf , and then either restart your machine, or just run lpd(s).
# lpd

9.3.1.5.8. Trying It Out

You have reached the end of the simple LPD setup. Unfortunately, congratulations are not
quite yet in order, since we still have to test the setup and correct any problems. To test
the setup, try printing something. To print with the LPD system, you use the command
lpr(1), which submits a job for printing.

You can combine lpr(1) with the Iptest(1) program, introduced in section Checking
Printer Communications to generate some test text.

To test the simple LPD setup:

Type:

# lptest 20 5 | lpr -Pprinter-name

Where printer-name is a the name of a printer (or an alias) specified in /etc/printcap .
To test the default printer, type lpr(1) without any -P argument. Again, if you are testing
a printer that expects PostScript®, send a PostScript® program in that language instead
of using Iptest(1). You can do so by putting the program in a file and typing lpr file.

For a PostScript® printer, you should get the results of the program. If you are using
Iptest(1), then your results should look like the following:

V'#$%&" () *+,-./01234
"#$%&"' () *+,-./012345
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#$%8&" ()*+,-./0123456
$%&" () *+,-./01234567
%&' () *+,-./012345678

To further test the printer, try downloading larger programs (for language-based
printers) or running Iptest(1) with different arguments. For example, lptest 80 60 will
produce 60 lines of 80 characters each.

If the printer did not work, see the Troubleshooting section.

9.4. Advanced Printer Setup

This section describes filters for printing specially formatted files, header pages, printing
across networks, and restricting and accounting for printer usage.

9.4.1. Filters

Although LPD handles network protocols, queuing, access control, and other aspects
of printing, most of the real work happens in the filters. Filters are programs
that communicate with the printer and handle its device dependencies and special
requirements. In the simple printer setup, we installed a plain text filter——an extremely
simple one that should work with most printers (section Installing the Text Filter).

However, in order to take advantage of format conversion, printer accounting, specific
printer quirks, and so on, you should understand how filters work. It will ultimately be the
filter's responsibility to handle these aspects. And the bad news is that most of the time
you have to provide filters yourself. The good news is that many are generally available;
when they are not, they are usually easy to write.

Also, FreeBSD comes with one, /usr/libexec/lpr/1pf , that works with many printers
that can print plain text. (It handles backspacing and tabs in the file, and does accounting,
but that is about all it does.) There are also several filters and filter components in the
FreeBSD Ports Collection.

Here is what you will find in this section:

+ Section How Filters Work, tries to give an overview of a filter's role in the printing
process. You should read this section to get an understanding of what is happening
“under the hood” when LPD uses filters. This knowledge could help you anticipate and
debug problems you might encounter as you install more and more filters on each of
your printers.

 LPD expects every printer to be able to print plain text by default. This presents a
problem for PostScript® (or other language-based printers) which cannot directly
print plain text. Section Accommodating Plain Text Jobs on PostScript® Printers tells
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you what you should do to overcome this problem. You should read this section if you
have a PostScript® printer.

* PostScript® is a popular output format for many programs. Some people even write
PostScript® code directly. Unfortunately, PostScript® printers are expensive. Section
Simulating PostScript® on Non PostScript® Printers tells how you can further modify
a printer's text filter to accept and print PostScript® data on a non PostScript® printer.
You should read this section if you do not have a PostScript® printer.

+ Section Conversion Filters tells about a way you can automate the conversion of
specific file formats, such as graphic or typesetting data, into formats your printer can
understand. After reading this section, you should be able to set up your printers such
that users can type lpr -t to print troff data, or lpr -d to print TeX DVI data, or 1pr
-v to print raster image data, and so forth. I recommend reading this section.

* Section Output Filters tells all about a not often used feature of LPD: output filters.
Unless you are printing header pages (see Header Pages), you can probably skip that
section altogether.

« Section lpf: a Text Filter describes 1pf, a fairly complete if simple text filter for line
printers (and laser printers that act like line printers) that comes with FreeBSD. If you
need a quick way to get printer accounting working for plain text, or if you have a
printer which emits smoke when it sees backspace characters, you should definitely
consider 1pf.

##
@ A copy of the various scripts described below can be found in the /

usr/share/examples/printing directory.

9.4.1.1. How Filters Work

As mentioned before, a filter is an executable program started by LPD to handle the
device-dependent part of communicating with the printer.

When LPD wants to print a file in a job, it starts a filter program. It sets the filter's standard
input to the file to print, its standard output to the printer, and its standard error to the
error logging file (specified in the 1f capability in /etc/printcap , or /dev/console by
default).

Which filter LPD starts and the filter's arguments depend on what is listed in the /etc/

printcap file and what arguments the user specified for the job on the Ipr(1) command
line. For example, if the user typed lpr -t, LPD would start the troff filter, listed in the
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tf capability for the destination printer. If the user wanted to print plain text, it would
start the if filter (this is mostly true: see Output Filters for details).

There are three kinds of filters you can specify in /etc/printcap :

» The text filter, confusingly called the input filter in LPD documentation, handles regular
text printing. Think of it as the default filter. LPD expects every printer to be able to
print plain text by default, and it is the text filter's job to make sure backspaces, tabs,
or other special characters do not confuse the printer. If you are in an environment
where you have to account for printer usage, the text filter must also account for
pages printed, usually by counting the number of lines printed and comparing that to
the number of lines per page the printer supports. The text filter is started with the
following argument list:

filter-name [-c]-wwidth -llength -iindent -n login -h host acct-file
where

-C
appears if the job is submitted with 1pr -1

width
is the value from the pw (page width) capability specified in /etc/printcap ,
default 132

length
is the value from the pl (page length) capability, default 66

indent
is the amount of the indentation from 1pr -i, default 0

login
is the account name of the user printing the file

host
is the host name from which the job was submitted

acct-file
is the name of the accounting file from the af capability.

* A conversion filter converts a specific file format into one the printer can render onto
paper. For example, ditroff typesetting data cannot be directly printed, but you can
install a conversion filter for ditroff files to convert the ditroff data into a form the
printer can digest and print. Section Conversion Filters tells all about them. Conversion
filters also need to do accounting, if you need printer accounting. Conversion filters
are started with the following arguments:

filter-name -xpixel-width -ypixel-height -n login -h host acct-file
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where pixel-width is the value from the px capability (default 0) and pixel-height
is the value from the py capability (default 0).

« The output filter is used only if there is no text filter, or if header pages are enabled.
In my experience, output filters are rarely used. Section Output Filters describe them.
There are only two arguments to an output filter:

filter-name -wwidth -llength
which are identical to the text filters -w and -1 arguments.

Filters should also exit with the following exit status:

exit 0
If the filter printed the file successfully.

exit 1
If the filter failed to print the file but wants LPD to try to print the file again. LPD will
restart a filter if it exits with this status.

exit 2
If the filter failed to print the file and does not want LPD to try again. LPD will throw
out the file.

The text filter that comes with the FreeBSD release, /usr/libexec/1pr/1pf , takes
advantage of the page width and length arguments to determine when to send a form
feed and how to account for printer usage. It uses the login, host, and accounting file
arguments to make the accounting entries.

If you are shopping for filters, see if they are LPD-compatible. If they are, they must
support the argument lists described above. If you plan on writing filters for general use,
then have them support the same argument lists and exit codes.

9.4.1.2. Accommodating Plain Text Jobs on PostScript® Printers

If you are the only user of your computer and PostScript® (or other language-based)
printer, and you promise to never send plain text to your printer and to never use features
of various programs that will want to send plain text to your printer, then you do not
need to worry about this section at all.

But, if you would like to send both PostScript® and plain text jobs to the printer, then you
are urged to augment your printer setup. To do so, we have the text filter detect if the
arriving job is plain text or PostScript®. All PostScript® jobs must start with %! (for other
printer languages, see your printer documentation). If those are the first two characters
in the job, we have PostScript®, and can pass the rest of the job directly. If those are not
the first two characters in the file, then the filter will convert the text into PostScript®
and print the result.

How do we do this?
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If you have got a serial printer, a great way to do it is to install lprps. lprps is a
PostScript® printer filter which performs two-way communication with the printer. It
updates the printer's status file with verbose information from the printer, so users and
administrators can see exactly what the state of the printer is (such as toner low or paper
jam). But more importantly, it includes a program called psif which detects whether the
incoming job is plain text and calls textps (another program that comes with 1prps) to
convert it to PostScript®. It then uses 1prps to send the job to the printer.

1prps is part of the FreeBSD Ports Collection (see The Ports Collection). You can fetch,
build and install it yourself, of course. After installing 1prps, just specify the pathname to
the psif program that is part of 1prps. If you installed lprps from the Ports Collection,
use the following in the serial PostScript® printer's entry in /etc/printcap :

:if=/usr/local/libexec/psif:

You should also specify the rw capability; that tells LPD to open the printer in read-write
mode.

If you have a parallel PostScript® printer (and therefore cannot use two-way
communication with the printer, which 1prps needs), you can use the following shell
script as the text filter:

#!/bin/sh
#
# psif - Print PostScript or plain text on a PostScript printer
# Script version; NOT the version that comes with lprps
# 1Installed in /usr/local/libexec/psif
#
IFS="" read -r first line
first two chars="expr "$first line" : '\(..\)'"
if [ "$first two chars" = "%!" -1; then
#
# PostScript job, print it.
#
echo "$first line" && cat && printf "\004" && exit 0
exit 2
else
#
# Plain text, convert it, then print it.
#

( echo "$first line"; cat ) | /usr/local/bin/textps && printf
"\004" && exit 0
exit 2
fi

In the above script, textps is a program we installed separately to convert plain text to
PostScript®. You can use any text-to-PostScript® program you wish. The FreeBSD Ports
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Collection (see The Ports Collection) includes a full featured text-to-PostScript® program
called a2ps that you might want to investigate.

9.4.1.3. Simulating PostScript® on Non PostScript® Printers

PostScript® is the de facto standard for high quality typesetting and printing. PostScript®
is, however, an expensive standard. Thankfully, Aladdin Enterprises has a free PostScript®
work-alike called Ghostscript that runs with FreeBSD. Ghostscript can read most
PostScript® files and can render their pages onto a variety of devices, including many
brands of non-PostScript printers. By installing Ghostscript and using a special text filter
for your printer, you can make your non PostScript® printer act like a real PostScript®
printer.

Ghostscript is in the FreeBSD Ports Collection, if you would like to install it from there.
You can fetch, build, and install it quite easily yourself, as well.

To simulate PostScript®, we have the text filter detect if it is printing a PostScript® file.
If it is not, then the filter will pass the file directly to the printer; otherwise, it will use
Ghostscript to first convert the file into a format the printer will understand.

Here is an example: the following script is a text filter for Hewlett Packard DeskJet 500
printers. For other printers, substitute the -sDEVICE argument to the gs (Ghostscript)
command. (Type gs -h to get a list of devices the current installation of Ghostscript
supports.)

#!/bin/sh

#

# 1ifhp - Print Ghostscript-simulated PostScript on a DeskJet 500
# Installed in /usr/local/libexec/ifhp

#

# Treat LF as CR+LF (to avoid the "staircase effect" on HP/PCL
# printers):
#
p

rintf "\0336k2G" || exit 2

#
# Read first two characters of the file
#
IFS="" read -r first line
first two chars="expr "$first line" : '\(..\)'"
if [ "$first two chars" = "%!" -1; then
#
# It is PostScript; use Ghostscript to scan-convert and print o
it.
#
/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \

-sQutputFile=- - && exit 0
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else
#
# Plain text or HP/PCL, so just print it directly; print a v
form feed
# at the end to eject the last page.
#
echo "$first line" && cat && printf "\033&LOH" &&
exit 0
fi

exit 2
Finally, you need to notify LPD of the filter via the if capability:

:if=/usr/local/libexec/ifhp:

That is it. You can type lpr plain.text and lpr whatever.ps and both should print
successfully.

9.4.1.4. Conversion Filters

After completing the simple setup described in Simple Printer Setup, the first thing you
will probably want to do is install conversion filters for your favorite file formats (besides
plain ASCII text).

9.4.1.4.1. Why Install Conversion Filters?

Conversion filters make printing various kinds of files easy. As an example, suppose we do
a lot of work with the TeX typesetting system, and we have a PostScript® printer. Every
time we generate a DVI file from TeX, we cannot print it directly until we convert the DVI
file into PostScript®. The command sequence goes like this:

% dvips seaweed-analysis.dvi
% lpr seaweed-analysis.ps

By installing a conversion filter for DVI files, we can skip the hand conversion step each
time by having LPD do it for us. Now, each time we get a DVI file, we are just one step
away from printing it:

% lpr -d seaweed-analysis.dvi

We got LPD to do the DVI file conversion for us by specifying the -d option. Section
Formatting and Conversion Options lists the conversion options.

For each of the conversion options you want a printer to support, install a conversion filter
and specify its pathname in /etc/printcap . A conversion filter is like the text filter for
the simple printer setup (see section Installing the Text Filter) except that instead of
printing plain text, the filter converts the file into a format the printer can understand.
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9.4.1.4.2. Which Conversion Filters Should I Install?

You should install the conversion filters you expect to use. If you print a lot of DVI data,
then a DVI conversion filter is in order. If you have got plenty of troff to print out, then
you probably want a troff filter.

The following table summarizes the filters that LPD works with, their capability entries
for the /etc/printcap file, and how to invoke them with the 1pr command:

File type /etc/printcap capability |lpr option
cifplot cf -C

DVI df -d

plot gf -g

ditroff nf -n

FORTRAN text rf -f

troff tf -f

raster v -v

plain text if none, -p, or -1

In our example, using lpr -d means the printer needs a df capability in its entry in /
etc/printcap .

Despite what others might contend, formats like FORTRAN text and plot are probably
obsolete. At your site, you can give new meanings to these or any of the formatting options
just by installing custom filters. For example, suppose you would like to directly print
Printerleaf files (files from the Interleaf desktop publishing program), but will never print
plot files. You could install a Printerleaf conversion filter under the gf capability and then
educate your users that lpr -g mean “print Printerleaf files.”

9.4.1.4.3. Installing Conversion Filters

Since conversion filters are programs you install outside of the base FreeBSD installation,
they should probably go under /usr/local . The directory /usr/local/libexec is a
popular location, since they are specialized programs that only LPD will run; regular users
should not ever need to run them.

To enable a conversion filter, specify its pathname under the appropriate capability for
the destination printer in /etc/printcap .

In our example, we will add the DVI conversion filter to the entry for the printer named
bamboo . Here is the example /etc/printcap file again, with the new df capability for
the printer bamboo .

#
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# /etc/printcap for host rose - added df filter for bamboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/1pt0:\
:if=/usr/local/libexec/if-simple:

bamboo |ps |PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/1lpd/bamboo:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

The DVI filter is a shell script named /usr/local/libexec/psdf .Here is that script:

#!/bin/sh

#

# psdf - DVI to PostScript printer filter

# Installed in /usr/local/libexec/psdf

#

# Invoked by lpd when user runs 1lpr -d

#

exec /usr/local/bin/dvips -f | /usr/local/libexec/1lprps "$@"

This script runs dvips in filter mode (the - f argument) on standard input, which is the job
to print. It then starts the PostScript® printer filter 1prps (see section Accommodating
Plain Text Jobs on PostScript® Printers) with the arguments LPD passed to this script.
lprps will use those arguments to account for the pages printed.

9.4.1.4.4. More Conversion Filter Examples

Since there is no fixed set of steps to install conversion filters, let me instead provide
more examples. Use these as guidance to making your own filters. Use them directly, if
appropriate.

This example script is a raster (well, GIF file, actually) conversion filter for a Hewlett
Packard LaserJet III-Si printer:

#!/bin/sh

#

# hpvf - Convert GIF files into HP/PCL, then print
# 1Installed in /usr/local/libexec/hpvf

PATH=/usr/X11R6/bin:$PATH; export PATH

giftopnm | ppmtopgm | pgmtopbm | pbmtolj -resolution 300 \
&& exit 0 \
|| exit 2

It works by converting the GIF file into a portable anymap, converting that into a portable
graymap, converting that into a portable bitmap, and converting that into Laserjet/PCL-
compatible data.
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Here is the /etc/printcap file with an entry for a printer using the above filter:

The following script is a conversion filter for troff data from the groff typesetting system
for the PostScript® printer named bamboo :

The above script makes use of 1prps again to handle the communication with the printer.
If the printer were on a parallel port, we would use this script instead:

That is it. Here is the entry we need to add to /etc/printcap to enable the filter:

Here is an example that might make old hands at FORTRAN blush. It is a FORTRAN-text
filter for any printer that can directly print plain text. We will install it for the printer
teak:

And we will add this line to the /etc/printcap for the printer teak to enable this filter:
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Here is one final, somewhat complex example. We will add a DVI filter to the LaserJet
printer teak introduced earlier. First, the easy part: updating /etc/printcap with the
location of the DVI filter:

:df=/usr/local/libexec/hpdf:

Now, for the hard part: making the filter. For that, we need a DVI-to-LaserJet/PCL
conversion program. The FreeBSD Ports Collection (see The Ports Collection) has one:
dvi2xx is the name of the package. Installing this package gives us the program we need,
dvilj2p, which converts DVI into LaserJet IIp, Laser]et III, and LaserJet 2000 compatible
codes.

dvilj2p makes the filter hpdf quite complex since dvilj2p cannot read from standard
input. It wants to work with a filename. What is worse, the filename has to end in .dvi
so using /dev/fd/0 for standard input is problematic. We can get around that problem
by linking (symbolically) a temporary file name (one that ends in .dvi) to /dev/fd/0,
thereby forcing dvilj2p to read from standard input.

The only other fly in the ointment is the fact that we cannot use /tmp for the temporary
link. Symbolic links are owned by user and group bin. The filter runs as user daemon . And
the /tmp directory has the sticky bit set. The filter can create the link, but it will not be
able clean up when done and remove it since the link will belong to a different user.

Instead, the filter will make the symbolic link in the current working directory, which is
the spooling directory (specified by the sd capability in /etc/printcap ). This is a perfect
place for filters to do their work, especially since there is (sometimes) more free disk space
in the spooling directory than under /tmp.

Here, finally, is the filter:

#1/bin/sh

#

# hpdf - Print DVI data on HP/PCL printer
# 1Installed in /usr/local/libexec/hpdf

PATH=/usr/local/bin:$PATH; export PATH
Define a function to clean up our temporary files. These exist

in the current directory, which will be the spooling directory
for the printer.

H o W H R

cleanup() {
rm -f hpdf$$.dvi

}

#

# Define a function to handle fatal errors: print the given message
# and exit 2. Exiting with 2 tells LPD to do not try to reprint the
# job.
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9.4.1.4.5. Automated Conversion: an Alternative to Conversion
Filters

All these conversion filters accomplish a lot for your printing environment, but at the cost
forcing the user to specify (on the lpr(1) command line) which one to use. If your users are
not particularly computer literate, having to specify a filter option will become annoying.
What is worse, though, is that an incorrectly specified filter option may run a filter on the
wrong type of file and cause your printer to spew out hundreds of sheets of paper.

Rather than install conversion filters at all, you might want to try having the text filter
(since it is the default filter) detect the type of file it has been asked to print and then
automatically run the right conversion filter. Tools such as file can be of help here. Of
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course, it will be hard to determine the differences between some file types——and, of
course, you can still provide conversion filters just for them.

The FreeBSD Ports Collection has a text filter that performs automatic conversion
called apsfilter. It can detect plain text, PostScript®, and DVI files, run the proper
conversions, and print.

9.4.1.5. Output Filters

The LPD spooling system supports one other type of filter that we have not yet explored:
an output filter. An output filter is intended for printing plain text only, like the text filter,
but with many simplifications. If you are using an output filter but no text filter, then:

« LPD starts an output filter once for the entire job instead of once for each file in the job.

« LPD does not make any provision to identify the start or the end of files within the job
for the output filter.

+ LPD does not pass the user's login or host to the filter, so it is not intended to do
accounting. In fact, it gets only two arguments:

filter-name -wwidth -llength

Where width is from the pw capability and length is from the pl capability for the
printer in question.

Do not be seduced by an output filter's simplicity. If you would like each file in a job to
start on a different page an output filter will not work. Use a text filter (also known as an
input filter); see section Installing the Text Filter. Furthermore, an output filter is actually
more complex in that it has to examine the byte stream being sent to it for special flag
characters and must send signals to itself on behalf of LPD.

However, an output filter is necessary if you want header pages and need to send escape
sequences or other initialization strings to be able to print the header page. (But it is also
futile if you want to charge header pages to the requesting user's account, since LPD does
not give any user or host information to the output filter.)

On a single printer, LPD allows both an output filter and text or other filters. In such cases,
LPD will start the output filter to print the header page (see section Header Pages) only.
LPD then expects the output filter to stop itself by sending two bytes to the filter: ASCII
031 followed by ASCII 001. When an output filter sees these two bytes (031, 001), it should
stop by sending SIGSTOP to itself. When LPD's done running other filters, it will restart
the output filter by sending SIGCONT to it.

If there is an output filter but no text filter and LPD is working on a plain text job, LPD
uses the output filter to do the job. As stated before, the output filter will print each file
of the job in sequence with no intervening form feeds or other paper advancement, and
this is probably not what you want. In almost all cases, you need a text filter.
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The program 1pf, which we introduced earlier as a text filter, can also run as an output
filter. If you need a quick-and-dirty output filter but do not want to write the byte
detection and signal sending code, try 1pf. You can also wrap 1pf in a shell script to
handle any initialization codes the printer might require.

9.4.1.6. pf: a Text Filter

The program /usr/libexec/lpr/1pf that comes with FreeBSD binary distribution is a
text filter (input filter) that can indent output (job submitted with 1pr -1i), allow literal
characters to pass (job submitted with 1pr -1),adjust the printing position for backspaces
and tabs in the job, and account for pages printed. It can also act like an output filter.

1pf is suitable for many printing environments. And although it has no capability to send
initialization sequences to a printer, it is easy to write a shell script to do the needed
initialization and then execute 1pf.

In order for 1pf to do page accounting correctly, it needs correct values filled in for the pw
and pl capabilities in the /etc/printcap file. It uses these values to determine how much
text can fit on a page and how many pages were in a user's job. For more information on
printer accounting, see Accounting for Printer Usage.

9.4.2. Header Pages

If you have lots of users, all of them using various printers, then you probably want to
consider header pages as a necessary evil.

Header pages, also known as banner or burst pages identify to whom jobs belong after
they are printed. They are usually printed in large, bold letters, perhaps with decorative
borders, so that in a stack of printouts they stand out from the real documents that
comprise users' jobs. They enable users to locate their jobs quickly. The obvious drawback
to a header page is that it is yet one more sheet that has to be printed for every job, their
ephemeral usefulness lasting not more than a few minutes, ultimately finding themselves
in a recycling bin or rubbish heap. (Note that header pages go with each job, not each file
in a job, so the paper waste might not be that bad.)

The LPD system can provide header pages automatically for your printouts if your printer
can directly print plain text. If you have a PostScript® printer, you will need an external
program to generate the header page; see Header Pages on PostScript® Printers.

9.4.2.1. Enabling Header Pages

In the Simple Printer Setup section, we turned off header pages by specifying sh (meaning
“suppress header”) in the /etc/printcap file. To enable header pages for a printer, just
remove the sh capability.

Sounds too easy, right?
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You are right. You might have to provide an output filter to send initialization strings to
the printer. Here is an example output filter for Hewlett Packard PCL-compatible printers:

#1/bin/sh

#

# hpof - Output filter for Hewlett Packard PCL-compatible printers
# Installed in /usr/local/libexec/hpof

printf "\033&k2G" || exit 2
exec /usr/libexec/1lpr/1pf

Specify the path to the output filter in the of capability. See the Output Filters section
for more information.

Here is an example /etc/printcap file for the printer teak that we introduced earlier;
we enabled header pages and added the above output filter:

#

# /etc/printcap for host orchid

#

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:lp=/dev/1pt0:sd=/var/spool/lpd/teak: mx#0:\
:if=/usr/local/libexec/hpif:\
:vf=/usr/local/libexec/hpvf:\
:of=/usr/local/libexec/hpof:

Now, when users print jobs to teak, they get a header page with each job. If users want to
spend time searching for their printouts, they can suppress header pages by submitting
the job with 1pr -h; see the Header Page Options section for more lpr(1) options.

##

E LPD prints a form feed character after the header page. If your
printer uses a different character or sequence of characters to eject
a page, specify them with the ff capability in /etc/printcap .

9.4.2.2. Controlling Header Pages

By enabling header pages, LPD will produce a long header, a full page of large letters
identifying the user, host, and job. Here is an example (kelly printed the job named outline
from host rose):

k 1 11
k 1 1
k 1 1
k k eeee 1 1 y y
k k e e 1 1 y y
k k eeeeee 1 1 y y
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LPD appends a form feed after this text so the job starts on a new page (unless you have
sf (suppress form feeds) in the destination printer's entry in /etc/printcap ).

If you prefer, LPD can make a short header; specify sb (short banner) in the /etc/printcap
file. The header page will look like this:

Also by default, LPD prints the header page first, then the job. To reverse that, specify hl
(header last) in /etc/printcap .
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9.4.2.3. Accounting for Header Pages

Using LPD's built-in header pages enforces a particular paradigm when it comes to printer
accounting: header pages must be free of charge.

Why?

Because the output filter is the only external program that will have control when the
header page is printed that could do accounting, and it is not provided with any user or
host information or an accounting file, so it has no idea whom to charge for printer use. It
is also not enough to just “add one page” to the text filter or any of the conversion filters
(which do have user and host information) since users can suppress header pages with
1pr -h.They could still be charged for header pages they did not print. Basically, lpr -h
will be the preferred option of environmentally-minded users, but you cannot offer any
incentive to use it.

It is still not enough to have each of the filters generate their own header pages (thereby
being able to charge for them). If users wanted the option of suppressing the header pages
with 1pr -h, they will still get them and be charged for them since LPD does not pass any
knowledge of the -h option to any of the filters.

So, what are your options?
You can:
* Accept LPD's paradigm and make header pages free.

+ Install an alternative to LPD, such as LPRng. Section Alternatives to the Standard
Spooler tells more about other spooling software you can substitute for LPD.

* Write a smart output filter. Normally, an output filter is not meant to do anything more
than initialize a printer or do some simple character conversion. It is suited for header
pages and plain text jobs (when there is no text (input) filter). But, if there is a text filter
for the plain text jobs, then LPD will start the output filter only for the header pages.
And the output filter can parse the header page text that LPD generates to determine
what user and host to charge for the header page. The only other problem with this
method is that the output filter still does not know what accounting file to use (it is
not passed the name of the file from the af capability), but if you have a well-known
accounting file, you can hard-code that into the output filter. To facilitate the parsing
step, use the sh (short header) capability in /etc/printcap . Then again, all that might
be too much trouble, and users will certainly appreciate the more generous system
administrator who makes header pages free.

9.4.2.4. Header Pages on PostScript® Printers

As described above, LPD can generate a plain text header page suitable for many printers.
Of course, PostScript® cannot directly print plain text, so the header page feature of LPD
is useless—or mostly so.
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One obvious way to get header pages is to have every conversion filter and the text filter
generate the header page. The filters should use the user and host arguments to generate
a suitable header page. The drawback of this method is that users will always get a header
page, even if they submit jobs with lpr -h.

Let us explore this method. The following script takes three arguments (user login name,
host name, and job name) and makes a simple PostScript® header page:
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Now, each of the conversion filters and the text filter can call this script to first generate
the header page, and then print the user's job. Here is the DVI conversion filter from
earlier in this document, modified to make a header page:




#9. ##

exit 2

}

while getopts "x:y:n:h:" option; do
case $option in
x|y) -;; # Ignore
n) 1ogin=$0PTARG -;;
h) host=$0PTARG -;;

*) echo "LPD started "basename $0° wrong." 1>&2
exit 2
esac
done
[ "$login" -1 || fail "No login name"

[ "$host" -1 || fail "No host name"

( /usr/local/libexec/make-ps-header $login $host "DVI File"
/usr/local/bin/dvips -f ) | eval /usr/local/libexec/lprps o
$orig args

Notice how the filter has to parse the argument list in order to determine the user and
host name. The parsing for the other conversion filters is identical. The text filter takes a
slightly different set of arguments, though (see section How Filters Work).

As we have mentioned before, the above scheme, though fairly simple, disables the
“suppress header page” option (the -h option) to pr. If users wanted to save a tree (or a
few pennies, if you charge for header pages), they would not be able to do so, since every
filter's going to print a header page with every job.

To allow users to shut off header pages on a per-job basis, you will need to use the trick
introduced in section Accounting for Header Pages: write an output filter that parses the
LPD-generated header page and produces a PostScript® version. If the user submits the
job with lpr -h, then LPD will not generate a header page, and neither will your output
filter. Otherwise, your output filter will read the text from LPD and send the appropriate
header page PostScript® code to the printer.

If you have a PostScript® printer on a serial line, you can make use of 1prps, which comes
with an output filter, psof, which does the above. Note that psof does not charge for
header pages.

9.4.3. Networked Printing

FreeBSD supports networked printing: sending jobs to remote printers. Networked
printing generally refers to two different things:

+ Accessing a printer attached to a remote host. You install a printer that has a
conventional serial or parallel interface on one host. Then, you set up LPD to enable
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access to the printer from other hosts on the network. Section Printers Installed on
Remote Hosts tells how to do this.

* Accessing a printer attached directly to a network. The printer has a network interface
in addition (or in place of) a more conventional serial or parallel interface. Such a
printer might work as follows:

+ It might understand the LPD protocol and can even queue jobs from remote hosts.
In this case, it acts just like a regular host running LPD. Follow the same procedure
in section Printers Installed on Remote Hosts to set up such a printer.

« It might support a data stream network connection. In this case, you “attach” the
printer to one host on the network by making that host responsible for spooling
jobs and sending them to the printer. Section Printers with Networked Data Stream
Interfaces gives some suggestions on installing such printers.

9.4.3.1. Printers Installed on Remote Hosts

The LPD spooling system has built-in support for sending jobs to other hosts also running
LPD (or are compatible with LPD). This feature enables you to install a printer on one host
and make it accessible from other hosts. It also works with printers that have network
interfaces that understand the LPD protocol.

To enable this kind of remote printing, first install a printer on one host, the printer host,
using the simple printer setup described in the Simple Printer Setup section. Do any
advanced setup in Advanced Printer Setup that you need. Make sure to test the printer
and see if it works with the features of LPD you have enabled. Also ensure that the local
host has authorization to use the LPD service in the remote host (see Restricting Jobs from
Remote Printers).

If you are using a printer with a network interface that is compatible with LPD, then the
printer host in the discussion below is the printer itself, and the printer name is the name
you configured for the printer. See the documentation that accompanied your printer
and/or printer-network interface.

##

; If you are using a Hewlett Packard Laserjet then the printer name
text will automatically perform the LF to CRLF conversion for you,
so you will not require the hpif script.

Then, on the other hosts you want to have access to the printer, make an entry in their
/etc/printcap files with the following:
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1. Name the entry anything you want. For simplicity, though, you probably want to use
the same name and aliases as on the printer host.

2. Leave the 1p capability blank, explicitly (: 1p=:).

3. Make a spooling directory and specify its location in the sd capability. LPD will store
jobs here before they get sent to the printer host.

4. Place the name of the printer host in the rm capability.
5. Place the printer name on the printer host in the rp capability.

That is it. You do not need to list conversion filters, page dimensions, or anything else in
the /etc/printcap file.

Here is an example. The host rose has two printers, bamboo and rattan. We will enable
users on the host orchid to print to those printers. Here is the /etc/printcap file for
orchid (back from section Enabling Header Pages). It already had the entry for the printer
teak; we have added entries for the two printers on the host rose:

#

# /Jetc/printcap for host orchid - added (remote) printers on rose
#

#

# teak is local; it is connected directly to orchid:

#

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/1pt0:sd=/var/spool/lpd/teak: mx#0:\
:if=/usr/local/libexec/ifhp:\
:vf=/usr/local/libexec/vfhp:\
:of=/usr/local/libexec/ofhp:

#

# rattan is connected to rose; send jobs for rattan to rose:

#

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:lp=:rm=rose:rp=rattan:sd=/var/spool/lpd/rattan:

#

# bamboo is connected to rose as well:

#

bamboo |ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:lp=:rm=rose: rp=bamboo:sd=/var/spool/1lpd/bamboo:

Then, we just need to make spooling directories on orchid:
# mkdir -p /var/spool/lpd/rattan /var/spool/lpd/bamboo

# chmod 770 /var/spool/lpd/rattan /var/spool/1lpd/bamboo
# chown daemon:daemon /var/spool/lpd/rattan /var/spool/lpd/bamboo
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Now, users on orchid can print to rattan and bamboo. If, for example, a user on orchid
typed

% 1lpr -P bamboo -d sushi-review.dvi

the LPD system on orchid would copy the job to the spooling directory /var/spool/

lpd/bamboo and note that it was aDVIjob. As soon as the host rose has room in its bamboo
spooling directory, the two LPDs would transfer the file to rose. The file would wait in
rose's queue until it was finally printed. It would be converted from DVI to PostScript®
(since bamboo is a PostScript® printer) on rose.

9.4.3.2. Printers with Networked Data Stream Interfaces

Often, when you buy a network interface card for a printer, you can get two versions: one
which emulates a spooler (the more expensive version), or one which just lets you send
data to it as if you were using a serial or parallel port (the cheaper version). This section
tells how to use the cheaper version. For the more expensive one, see the previous section
Printers Installed on Remote Hosts.

The format of the /etc/printcap file lets you specify what serial or parallel interface
to use, and (if you are using a serial interface), what baud rate, whether to use flow
control, delays for tabs, conversion of newlines, and more. But there is no way to specify
a connection to a printer that is listening on a TCP/IP or other network port.

To send data to a networked printer, you need to develop a communications program
that can be called by the text and conversion filters. Here is one such example: the script
netprint takes all data on standard input and sends it to a network-attached printer.
We specify the hostname of the printer as the first argument and the port number to
which to connect as the second argument to netprint. Note that this supports one-
way communication only (FreeBSD to printer); many network printers support two-way
communication, and you might want to take advantage of that (to get printer status,
perform accounting, etc.).

#!/usr/bin/perl

#

# netprint - Text filter for printer attached to network

# Installed in /usr/local/libexec/netprint

#

$#ARGV eq 1 || die "Usage: $0 <printer-hostname> <port-number>";

$printer host
$printer port

$ARGV[O];
$ARGV[1];

require 'sys/socket.ph';
($ignore, $ignore, $protocol) = getprotobyname('tcp');

($ignore, $ignore, $ignore, $ignore, $address)
= gethostbyname($printer host);
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$sockaddr = pack('S n a4 x8', &AF _INET, $printer port, $address);

socket (PRINTER, &PF INET, &SOCK STREAM, $protocol)
|| die "Can't create TCP/IP stream socket: $!";
connect (PRINTER, $sockaddr) || die "Can't contact $printer host: $!";
while (<STDIN>) { print PRINTER; }
exit 0;

We can then use this script in various filters. Suppose we had a Diablo 750-N line printer
connected to the network. The printer accepts data to print on port number 5100. The
host name of the printer is scrivener. Here is the text filter for the printer:

#1/bin/sh

#

# diablo-if-net - Text filter for Diablo printer ‘scrivener' o
listening

# on port 5100. Installed in /usr/local/libexec/diablo-if-net
#

exec /usr/libexec/lpr/1pf "$@" | /usr/local/libexec/netprint o
scrivener 5100

9.4.4. Restricting Printer Usage

This section gives information on restricting printer usage. The LPD system lets you
control who can access a printer, both locally or remotely, whether they can print
multiple copies, how large their jobs can be, and how large the printer queues can get.

9.4.4.1. Restricting Multiple Copies

The LPD system makes it easy for users to print multiple copies of a file. Users can print
jobs with 1pr -#5 (for example) and get five copies of each file in the job. Whether this
is a good thing is up to you.

If you feel multiple copies cause unnecessary wear and tear on your printers, you can
disable the -# option to lpr(1) by adding the sc capability to the /etc/printcap file.
When users submit jobs with the -# option, they will see:

lpr: multiple copies are not allowed

Note that if you have set up access to a printer remotely (see section Printers Installed on
Remote Hosts), you need the sc capability on the remote /etc/printcap files as well, or
else users will still be able to submit multiple-copy jobs by using another host.

Here is an example. This is the /etc/printcap file for the host rose. The printer rattan
is quite hearty, so we will allow multiple copies, but the laser printer bamboo is a bit more
delicate, so we will disable multiple copies by adding the sc capability:

#
# /etc/printcap for host rose - restrict multiple copies on bamboo
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#

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/1pt0O:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/1lpd/bamboo:sc:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

Now, we also need to add the sc capability on the host orchid's /etc/printcap (and
while we are at it, let us disable multiple copies for the printer teak):

#

# /Jetc/printcap for host orchid - no multiple copies for local

# printer teak or remote printer bamboo

teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:lp=/dev/1pt0O:sd=/var/spool/lpd/teak:mx#0:sc:\
:if=/usr/local/libexec/ifhp:\
:vf=/usr/local/libexec/vfhp:\
:of=/usr/local/libexec/ofhp:

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:lp=:rm=rose:rp=rattan:sd=/var/spool/lpd/rattan:

bamboo |ps |PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:lp=:rm=rose: rp=bamboo: sd=/var/spool/1lpd/bamboo:sc:

By using the sc capability, we prevent the use of lpr -#, but that still does not prevent
users from running lpr(1) multiple times, or from submitting the same file multiple times
in one job like this:

% lpr forsale.sign forsale.sign forsale.sign forsale.sign forsale.sign

There are many ways to prevent this abuse (including ignoring it) which you are free to
explore.

9.4.4.2. Restricting Access to Printers

You can control who can print to what printers by using the UNIX® group mechanism
and the rg capability in /etc/printcap . Just place the users you want to have access to
a printer in a certain group, and then name that group in the rg capability.

Users outside the group (including root) will be greeted with lpr: Not a member of the
restricted group if they try to print to the controlled printer.

As with the sc (suppress multiple copies) capability, you need to specify rg on remote
hosts that also have access to your printers, if you feel it is appropriate (see section
Printers Installed on Remote Hosts).
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For example, we will let anyone access the printer rattan, but only those in group
artists can use bamboo. Here is the familiar /etc/printcap for host rose:

#
# /etc/printcap for host rose - restricted group for bamboo
#
rattan|line|diablo|1lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/1lpd/rattan:\
:lp=/dev/1pt0:\
:if=/usr/local/libexec/if-simple:

bamboo |ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

Let us leave the other example /etc/printcap file (for the host orchid) alone. Of course,
anyorne on orchid can print to bamboo. It might be the case that we only allow certain
logins on orchid anyway, and want them to have access to the printer. Or not.

##
@ There can be only one restricted group per printer.

9.4.4.3. Controlling Sizes of Jobs Submitted

If you have many users accessing the printers, you probably need to put an upper limit on
the sizes of the files users can submit to print. After all, there is only so much free space
on the filesystem that houses the spooling directories, and you also need to make sure
there is room for the jobs of other users.

LPD enables you to limit the maximum byte size a file in a job can be with the mx capability.
The units are in BUFSIZ blocks, which are 1024 bytes. If you put a zero for this capability,
there will be no limit on file size; however, if no mx capability is specified, then a default
limit of 1000 blocks will be used.

##
@ The limit applies to files in a job, and not the total job size.
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LPD will not refuse a file that is larger than the limit you place on a printer. Instead, it
will queue as much of the file up to the limit, which will then get printed. The rest will be
discarded. Whether this is correct behavior is up for debate.

Let us add limits to our example printers rattan and bamboo. Since those artists'
PostScript® files tend to be large, we will limit them to five megabytes. We will put no
limit on the plain text line printer:

#

# /etc/printcap for host rose
#

#

# No limit on job size:

#

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:mx#0:sd=/var/spool/lpd/rattan:\
:lp=/dev/1pt0:\
:if=/usr/local/libexec/if-simple:

#

# Limit of five megabytes:

#

bamboo |ps |PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists: mx#5000:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

Again, the limits apply to the local users only. If you have set up access to your printers
remotely, remote users will not get those limits. You will need to specify the mx capability
in the remote /etc/printcap files as well. See section Printers Installed on Remote Hosts
for more information on remote printing.

There is another specialized way to limit job sizes from remote printers; see section
Restricting Jobs from Remote Printers.

9.4.4.4. Restricting Jobs from Remote Printers

The LPD spooling system provides several ways to restrict print jobs submitted from
remote hosts:

Host restrictions
You can control from which remote hosts a local LPD accepts requests with the files
/etc/hosts.equiv and /etc/hosts.lpd . LPD checks to see if an incoming request
is from a host listed in either one of these files. If not, LPD refuses the request.

The format of these files is simple: one host name per line. Note that the file /etc/
hosts.equiv isalso used by the ruserok(3) protocol, and affects programs like rsh(1)
and rcp(1), so be careful.
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For example, here is the /etc/hosts.lpd file on the host rose:

orchid
violet
madrigal.fishbaum.de

This means rose will accept requests from the hosts orchid, violet, and
madrigal.fishbaum.de .If any other host tries to access rose's LPD, the job will be
refused.

Size restrictions
You can control how much free space there needs to remain on the filesystem where
a spooling directory resides. Make a file called minfree in the spooling directory for
the local printer. Insert in that file a number representing how many disk blocks (512
bytes) of free space there has to be for a remote job to be accepted.

This lets you insure that remote users will not fill your filesystem. You can also use
it to give a certain priority to local users: they will be able to queue jobs long after
the free disk space has fallen below the amount specified in the minfree file.

For example, let us add a minfree file for the printer bamboo. We examine /etc/
printcap to find the spooling directory for this printer; here is bamboo 's entry:

bamboo |ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:mx#5000:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:mx#5000:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

The spooling directory is given in the sd capability. We will make three megabytes
(which is 6144 disk blocks) the amount of free disk space that must exist on the
filesystem for LPD to accept remote jobs:

# echo 6144 > /var/spool/lpd/bamboo/minfree

User restrictions
You can control which remote users can print to local printers by specifying the rs
capability in /etc/printcap . When rs appears in the entry for a locally-attached
printer, LPD will accept jobs from remote hosts if the user submitting the job also has
an account of the same login name on the local host. Otherwise, LPD refuses the job.

This capability is particularly useful in an environment where there are (for example)
different departments sharing a network, and some users transcend departmental
boundaries. By giving them accounts on your systems, they can use your printers
from their own departmental systems. If you would rather allow them to use only
your printers and not your computer resources, you can give them “token” accounts,
with no home directory and a useless shell like /usr/bin/false .
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9.4.5. Accounting for Printer Usage

So, you need to charge for printouts. And why not? Paper and ink cost money. And then
there are maintenance costs——printers are loaded with moving parts and tend to break
down. You have examined your printers, usage patterns, and maintenance fees and have
come up with a per-page (or per-foot, per-meter, or per-whatever) cost. Now, how do you
actually start accounting for printouts?

Well, the bad news is the LPD spooling system does not provide much help in this
department. Accounting is highly dependent on the kind of printer in use, the formats
being printed, and your requirements in charging for printer usage.

To implement accounting, you have to modify a printer's text filter (to charge for plain
text jobs) and the conversion filters (to charge for other file formats), to count pages or
query the printer for pages printed. You cannot get away with using the simple output
filter, since it cannot do accounting. See section Filters.

Generally, there are two ways to do accounting:

* Periodic accounting is the more common way, possibly because it is easier. Whenever
someone prints a job, the filter logs the user, host, and number of pages to an
accounting file. Every month, semester, year, or whatever time period you prefer, you
collect the accounting files for the various printers, tally up the pages printed by users,
and charge for usage. Then you truncate all the logging files, starting with a clean slate
for the next period.

« Timely accounting is less common, probably because it is more difficult. This method has
the filters charge users for printouts as soon as they use the printers. Like disk quotas,
the accounting is immediate. You can prevent users from printing when their account
goes in the red, and might provide a way for users to check and adjust their “print
quotas.” But this method requires some database code to track users and their quotas.

The LPD spooling system supports both methods easily: since you have to provide the
filters (well, most of the time), you also have to provide the accounting code. But there
is a bright side: you have enormous flexibility in your accounting methods. For example,
you choose whether to use periodic or timely accounting. You choose what information
to log: user names, host names, job types, pages printed, square footage of paper used,
how long the job took to print, and so forth. And you do so by modifying the filters to
save this information.

9.4.5.1. Quick and Dirty Printer Accounting
FreeBSD comes with two programs that can get you set up with simple periodic

accounting right away. They are the text filter 1pf, described in section Ipf: a Text Filter,
and pac(8), a program to gather and total entries from printer accounting files.
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As mentioned in the section on filters (Filters), LPD starts the text and the conversion
filters with the name of the accounting file to use on the filter command line. The filters
can use this argument to know where to write an accounting file entry. The name of this
file comes from the af capability in /etc/printcap , and if not specified as an absolute
path, is relative to the spooling directory.

LPD starts 1pf with page width and length arguments (from the pw and pl capabilities).
1pf uses these arguments to determine how much paper will be used. After sending the
file to the printer, it then writes an accounting entry in the accounting file. The entries
look like this:

2.00 rose:andy
3.00 rose:kelly
3.00 orchid:mary
5.00 orchid:mary
2.00 orchid:zhang

You should use a separate accounting file for each printer, as 1pf has no file locking logic
built into it, and two 1pfs might corrupt each other's entries if they were to write to
the same file at the same time. An easy way to insure a separate accounting file for each
printer is to use af=acct in /etc/printcap . Then, each accounting file will be in the
spooling directory for a printer, in a file named acct.

When you are ready to charge users for printouts, run the pac(8) program. Just change to
the spooling directory for the printer you want to collect on and type pac. You will get a
dollar-centric summary like the following:

Login pages/feet runs price
orchid:kelly 5.00 1 $ 0.10
orchid:mary 31.00 3 $ 0.62
orchid:zhang 9.00 1 $ 0.18
rose:andy 2.00 1 $ 0.04
rose:kelly 177.00 104 $ 3.54
rose:mary 87.00 32 $ 1.74
rose:root 26.00 12 $ 0.52
total 337.00 154 $ 6.74

These are the arguments pac(8) expects:

-Pprinter
Which printer to summarize. This option works only if there is an absolute path in
the af capability in /etc/printcap .

Sort the output by cost instead of alphabetically by user name.

Ignore host name in the accounting files. With this option, user smith on host alpha
is the same user smith on host gamma. Without, they are different users.
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-pprice
Compute charges with price dollars per page or per foot instead of the price from
the pc capability in /etc/printcap , or two cents (the default). You can specify price
as a floating point number.

Reverse the sort order.

-s
Make an accounting summary file and truncate the accounting file.

name ...
Print accounting information for the given user names only.

In the default summary that pac(8) produces, you see the number of pages printed by
each user from various hosts. If, at your site, host does not matter (because users can use
any host), run pac -m, to produce the following summary:

Login pages/feet runs price
andy 2.00 1 $ 0.04
kelly 182.00 105 $ 3.64
mary 118.00 35 $ 2.36
root 26.00 12 $ 0.52
zhang 9.00 1 $ 0.18
total 337.00 154 $ 6.74

To compute the dollar amount due, pac(8) uses the pc capability in the /etc/printcap
file (default of 200, or 2 cents per page). Specify, in hundredths of cents, the price per
page or per foot you want to charge for printouts in this capability. You can override this
value when you run pac(8) with the -p option. The units for the -p option are in dollars,
though, not hundredths of cents. For example,

# pac -pl.50

makes each page cost one dollar and fifty cents. You can really rake in the profits by using
this option.

Finally, running pac -s will save the summary information in a summary accounting
file, which is named the same as the printer's accounting file, but with _sum appended to
the name. It then truncates the accounting file. When you run pac(8) again, it rereads the
summary file to get starting totals, then adds information from the regular accounting

file.
9.4.5.2. How Can You Count Pages Printed?

In order to perform even remotely accurate accounting, you need to be able to determine
how much paper a job uses. This is the essential problem of printer accounting.
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For plain text jobs, the problem is not that hard to solve: you count how many lines are
in a job and compare it to how many lines per page your printer supports. Do not forget
to take into account backspaces in the file which overprint lines, or long logical lines that
wrap onto one or more additional physical lines.

The text filter 1pf (introduced in Ipf: a Text Filter) takes into account these things when it
does accounting. If you are writing a text filter which needs to do accounting, you might
want to examine 1pf's source code.

How do you handle other file formats, though?

Well, for DVI-to-Laser]Jet or DVI-to-PostScript® conversion, you can have your filter parse
the diagnostic output of dvilj or dvips and look to see how many pages were converted.
You might be able to do similar things with other file formats and conversion programs.

But these methods suffer from the fact that the printer may not actually print all those
pages. For example, it could jam, run out of toner, or explode——and the user would still
get charged.

So, what can you do?

There is only one sure way to do accurate accounting. Get a printer that can tell you how
much paper it uses, and attach it via a serial line or a network connection. Nearly all
PostScript® printers support this notion. Other makes and models do as well (networked
Imagen laser printers, for example). Modify the filters for these printers to get the page
usage after they print each job and have them log accounting information based on that
value only. There is no line counting nor error-prone file examination required.

Of course, you can always be generous and make all printouts free.

9.5. Using Printers

This section tells you how to use printers you have set up with FreeBSD. Here is an
overview of the user-level commands:

lpr(1)
Print jobs

Ipg(1)
Check printer queues

lprm(1)
Remove jobs from a printer's queue

There is also an administrative command, Ipc(8), described in the section Administering
Printers, used to control printers and their queues.
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All three of the commands lpr(1), [prm(1), and Ipq(1) accept an option -P printer-name
to specify on which printer/queue to operate, as listed in the /etc/printcap file. This
enables you to submit, remove, and check on jobs for various printers. If you do not use the
-P option, then these commands use the printer specified in the PRINTER environment
variable. Finally, if you do not have a PRINTER environment variable, these commands
default to the printer named 1p.

Hereafter, the terminology default printer means the printer named in the PRINTER
environment variable, or the printer named 1p when there is no PRINTER environment
variable.

9.5.1. Printing Jobs
To print files, type:

% lpr filename ...

This prints each of the listed files to the default printer. If you list no files, lpr(1) reads
data to print from standard input. For example, this command prints some important
system files:

% lpr /etc/host.conf /etc/hosts.equiv

To select a specific printer, type:

% 1lpr -P printer-name filename ...

This example prints a long listing of the current directory to the printer named rattan:
% ls -1 | lpr -P rattan

Because no files were listed for the Ipr(1) command, 1pr read the data to print from
standard input, which was the output of the 1s -1 command.

The Ipr(1) command can also accept a wide variety of options to control formatting, apply
file conversions, generate multiple copies, and so forth. For more information, see the
section Printing Options.

9.5.2. Checking Jobs

When you print with Ipr(1), the data you wish to print is put together in a package called
a “print job”, which is sent to the LPD spooling system. Each printer has a queue of jobs,
and your job waits in that queue along with other jobs from yourself and from other users.
The printer prints those jobs in a first-come, first-served order.

To display the queue for the default printer, type Ipq(1). For a specific printer, use the -
P option. For example, the command
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% lpq -P bamboo

shows the queue for the printer named bamboo. Here is an example of the output of the
1pg command:

bamboo is ready and printing

Rank Owner Job Files Total Size
active kelly 9 /etc/host.conf, /etc/hosts.equiv 88 bytes

2nd kelly 10 (standard input) 1635 bytes
3rd mary 11 e 78519 bytes

This shows three jobs in the queue for bamboo . The first job, submitted by user kelly, got
assigned “job number” 9. Every job for a printer gets a unique job number. Most of the
time you can ignore the job number, but you will need it if you want to cancel the job; see
section Removing Jobs for details.

Job number nine consists of two files; multiple files given on the lpr(1) command line are
treated as part of a single job. It is the currently active job (note the word active under
the “Rank” column), which means the printer should be currently printing that job. The
second job consists of data passed as the standard input to the lpr(1) command. The third
job came from user mary; it is a much larger job. The pathname of the file she is trying to
print is too long to fit, so the Ipq(1) command just shows three dots.

The very first line of the output from Ipq(1) is also useful: it tells what the printer is
currently doing (or at least what LPD thinks the printer is doing).

The Ipq(1) command also support a -1 option to generate a detailed long listing. Here is
an example of 1pq -1:

waiting for bamboo to become ready (offline ?)

kelly: 1st [job 009rose]

/etc/host.conf 73 bytes

/etc/hosts.equiv 15 bytes
kelly: 2nd [job 010rose]

(standard input) 1635 bytes
mary: 3rd [job 01llrose]

/home/orchid/mary/research/venus/alpha-regio/mapping 78519 o
bytes

9.5.3. Removing Jobs

If you change your mind about printing a job, you can remove the job from the queue
with the Iprm(1) command. Often, you can even use lprm(1) to remove an active job, but
some or all of the job might still get printed.

To remove a job from the default printer, first use Ipq(1) to find the job number. Then
type:
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% lprm job-number

To remove the job from a specific printer, add the -P option. The following command
removes job number 10 from the queue for the printer bamboo :

% lprm -P bamboo 10
The lprm(1) command has a few shortcuts:

lprm -
Removes all jobs (for the default printer) belonging to you.

lprm user
Removes all jobs (for the default printer) belonging to user. The superuser can
remove other users' jobs; you can remove only your own jobs.

lprm
With no job number, user name, or - appearing on the command line, lprm(1)
removes the currently active job on the default printer, if it belongs to you. The
superuser can remove any active job.

Just use the -P option with the above shortcuts to operate on a specific printer instead of
the default. For example, the following command removes all jobs for the current user in
the queue for the printer named rattan:

% lprm -P rattan -

##

@ If you are working in a networked environment, lprm(1) will let
you remove jobs only from the host from which the jobs were
submitted, even if the same printer is available from other hosts.
The following command sequence demonstrates this:

% lpr -P rattan myfile
% rlogin orchid
% lpg -P rattan
Rank Owner Job Files S
Total Size
active seeyan 12 ... U
49123 bytes
2nd kelly 13 myfile
12 bytes
% lprm -P rattan 13
rose: Permission denied
% logout
% lprm -P rattan 13
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dfAO013rose dequeued
cfA@13rose dequeued

9.5.4. Beyond Plain Text: Printing Options

The lpr(1) command supports a number of options that control formatting text,
converting graphic and other file formats, producing multiple copies, handling of the job,
and more. This section describes the options.

9.5.4.1. Formatting and Conversion Options

The following lpr(1) options control formatting of the files in the job. Use these options if
the job does not contain plain text or if you want plain text formatted through the pr(1)
utility.

For example, the following command prints a DVI file (from the TeX typesetting system)
named fish-report.dvi to the printer named bamboo:

% 1lpr -P bamboo -d fish-report.dvi

These options apply to every file in the job, so you cannot mix (say) DVI and ditroff files
together in a job. Instead, submit the files as separate jobs, using a different conversion
option for each job.

##
3 All of these options except -p and -T require conversion filters
installed for the destination printer. For example, the -d option
requires the DVI conversion filter. Section Conversion Filters gives
details.

Print cifplot files.

Print DVI files.

Print FORTRAN text files.

Print plot data.
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-1 number
Indent the output by number columns; if you omit number , indent by 8 columns. This
option works only with certain conversion filters.

##
@ Do not put any space between the -i and the number.

Print literal text data, including control characters.

Print ditroff (device independent troff) data.

P
Format plain text with pr(1) before printing. See pr(1) for more information.

-T title
Use title on the pr(1) header instead of the file name. This option has effect only
when used with the -p option.

Print troff data.

Print raster data.

Here is an example: this command prints a nicely formatted version of the Is(1) manual
page on the default printer:

% zcat /usr/share/man/manl/ls.1l.gz | troff -t -man | lpr -t

The zcat(1) command uncompresses the source of the 1s(1) manual page and passes it to
the troff(1) command, which formats that source and makes GNU troff output and passes
it to lpr(1), which submits the job to the LPD spooler. Because we used the -t option to
lpr(1), the spooler will convert the GNU troff output into a format the default printer can
understand when it prints the job.

9.5.4.2. Job Handling Options

The following options to lpr(1) tell LPD to handle the job specially:
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-# copies

-m

-r

Produce a number of copies of each file in the job instead of just one copy.
An administrator may disable this option to reduce printer wear-and-tear and
encourage photocopier usage. See section Restricting Multiple Copies.

This example prints three copies of parser.c followed by three copies of parser.h
to the default printer:

% lpr -#3 parser.c parser.h

Send mail after completing the print job. With this option, the LPD system will send
mail to your account when it finishes handling your job. In its message, it will tell
you if the job completed successfully or if there was an error, and (often) what the
error was.

Do not copy the files to the spooling directory, but make symbolic links to them
instead.

If you are printing a large job, you probably want to use this option. It saves space
in the spooling directory (your job might overflow the free space on the filesystem
where the spooling directory resides). It saves time as well since LPD will not have to
copy each and every byte of your job to the spooling directory.

There is a drawback, though: since LPD will refer to the original files directly, you
cannot modify or remove them until they have been printed.

##

S If you are printing to a remote printer, LPD will eventually have
to copy files from the local host to the remote host, so the -s
option will save space only on the local spooling directory, not
the remote. 1t is still useful, though.

Remove the files in the job after copying them to the spooling directory, or after
printing them with the -s option. Be careful with this option!

9.5.4.3. Header Page Options

These options to lpr(1) adjust the text that normally appears on a job's header page. If
header pages are suppressed for the destination printer, these options have no effect. See
section Header Pages for information about setting up header pages.
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-C text
Replace the hostname on the header page with text. The hostname is normally the
name of the host from which the job was submitted.

-] text
Replace the job name on the header page with text. The job name is normally the
name of the first file of the job, or stdin if you are printing standard input.

-h
Do not print any header page.

##
@ At some sites, this option may have no effect due to the way

header pages are generated. See Header Pages for details.

9.5.5. Administering Printers

As an administrator for your printers, you have had to install, set up, and test them. Using
the lpc(8) command, you can interact with your printers in yet more ways. With lpc(8),
you can

« Start and stop the printers
+ Enable and disable their queues
+ Rearrange the order of the jobs in each queue.

First, a note about terminology: if a printer is stopped, it will not print anything in its
queue. Users can still submit jobs, which will wait in the queue until the printer is started
or the queue is cleared.

If a queue is disabled, no user (except root) can submit jobs for the printer. An enabled
queue allows jobs to be submitted. A printer can be started for a disabled queue, in which
case it will continue to print jobs in the queue until the queue is empty.

In general, you have to have root privileges to use the Ipc(8) command. Ordinary users
can use the lpc(8) command to get printer status and to restart a hung printer only.

Here is a summary of the lpc(8) commands. Most of the commands take a printer-name
argument to tell on which printer to operate. You can use all for the printer-name to
mean all printers listed in /etc/printcap .

abort printer-name
Carncel the current job and stop the printer. Users can still submit jobs if the queue
is enabled.
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clean printer-name
Remove old files from the printer's spooling directory. Occasionally, the files that
make up ajob are not properly removed by LPD, particularly if there have been errors
during printing or a lot of administrative activity. This command finds files that do
not belong in the spooling directory and removes them.

disable printer-name
Disable queuing of new jobs. If the printer is running, it will continue to print any
jobs remaining in the queue. The superuser (root) can always submit jobs, even to
a disabled queue.

This command is useful while you are testing a new printer or filter installation:
disable the queue and submit jobs as root. Other users will not be able to submit jobs
until you complete your testing and re-enable the queue with the enable command.

down printer-name message
Take a printer down. Equivalent to disable followed by stop. The message appears
as the printer's status whenever a user checks the printer's queue with lpq(1) or
status with 1pc status.

enable printer-name
Enable the queue for a printer. Users can submit jobs but the printer will not print
anything until it is started.

help command-name
Print help on the command command-name . With no command- name , print a summary
of the commands available.

restart printer-name
Start the printer. Ordinary users can use this command if some extraordinary
circumstance hangs LPD, but they cannot start a printer stopped with either the
stop or down commands. The restart command is equivalent to abort followed by
start.

start printer-name
Start the printer. The printer will print jobs in its queue.

stop printer-name
Stop the printer. The printer will finish the current job and will not print anything
else in its queue. Even though the printer is stopped, users can still submit jobs to
an enabled queue.

topq printer-name job-or-username
Rearrange the queue for printer-name by placing the jobs with the listed job
numbers or the jobs belonging to username at the top of the queue. For this
command, you cannot use all as the printer-name .
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up printer-name
Bring a printer up; the opposite of the down command. Equivalent to start followed
by enable.

lpc(8) accepts the above commands on the command line. If you do not enter any
commands, Ipc(8) enters an interactive mode, where you can enter commands until you
type exit, quit, or end-of-file.

9.6. Alternatives to the Standard Spooler

If you have been reading straight through this manual, by now you have learned just about
everything there is to know about the LPD spooling system that comes with FreeBSD. You
can probably appreciate many of its shortcomings, which naturally leads to the question:
“What other spooling systems are out there (and work with FreeBSD)?”

LPRng

LPRng, which purportedly means “LPR: the Next Generation” is a complete rewrite of
PLP. Patrick Powell and Justin Mason (the principal maintainer of PLP) collaborated
to make LPRng. The main site for LPRng is http://www.lprng.org/ .

CUPS

CUPS, the Common UNIX Printing System, provides a portable printing layer for
UNIX®-based operating systems. It has been developed by Easy Software Products
to promote a standard printing solution for all UNIX® vendors and users.

CUPS uses the Internet Printing Protocol (IPP) as the basis for managing print
jobs and queues. The Line Printer Daemon (LPD), Server Message Block (SMB), and
AppSocket (a.k.a. JetDirect) protocols are also supported with reduced functionality.
CUPS adds network printer browsing and PostScript Printer Description (PPD) based
printing options to support real-world printing under UNIX®.

The main site for CUPS is http://www.cups.org/ .

9.7. Troubleshooting

After performing the simple test with Iptest(1), you might have gotten one of the
following results instead of the correct printout:

It worked, after awhile; or, it did not eject a full sheet.
The printer printed the above, but it sat for awhile and did nothing. In fact, you might
have needed to press a PRINT REMAINING or FORM FEED button on the printer to
get any results to appear.
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If this is the case, the printer was probably waiting to see if there was any more data
for your job before it printed anything. To fix this problem, you can have the text
filter send a FORM FEED character (or whatever is necessary) to the printer. This
is usually sufficient to have the printer immediately print any text remaining in its
internal buffer. It is also useful to make sure each print job ends on a full sheet, so the
next job does not start somewhere on the middle of the last page of the previous job.

The following replacement for the shell script /usr/local/libexec/if-simple
prints a form feed after it sends the job to the printer:

#!/bin/sh

if-simple - Simple text input filter for 1lpd
Installed in /usr/local/libexec/if-simple

Simply copies stdin to stdout. Ignores all filter arguments.
Writes a form feed character (\f) after printing job.

H o R OH R R

/bin/cat && printf "\f" && exit 0O
exit 2

It produced the “staircase effect.”
You got the following on paper:

T'#$%8" () *+,-./01234
"#$%&"' () *+,-./012345
#$%&' () *+,-./0123456

You have become another victim of the staircase effect, caused by conflicting
interpretations of what characters should indicate a new line. UNIX® style operating
systems use a single character: ASCII code 10, the line feed (LF). MS-DOS®, 0S/2®,
and others uses a pair of characters, ASCII code 10 and ASCII code 13 (the carriage
return or CR). Many printers use the MS-DOS® convention for representing new-
lines.

When you print with FreeBSD, your text used just the line feed character. The printer,
upon seeing a line feed character, advanced the paper one line, but maintained the
same horizontal position on the page for the next character to print. That is what
the carriage return is for: to move the location of the next character to print to the
left edge of the paper.

Here is what FreeBSD wants your printer to do:

Printer received CR ‘Printer prints CR

Printer received LF ‘Printer prints CR + LF

Here are some ways to achieve this:
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« Use the printer's configuration switches or control panel to alter its interpretation
of these characters. Check your printer's manual to find out how to do this.

##

@ If youboot your system into other operating systems besides
FreeBSD, you may have to reconfigure the printer to use a
an interpretation for CR and LF characters that those other
operating systems use. You might prefer one of the other
solutions, below.

* Have FreeBSD's serial line driver automatically convert LF to CR+LF. Of course,
this works with printers on serial ports only. To enable this feature, use the ms#
capability and set the onlcr mode in the /etc/printcap file for the printer.

+ Send an escape code to the printer to have it temporarily treat LF characters

differently. Consult your printer's manual for escape codes that your printer might
support. When you find the proper escape code, modify the text filter to send the
code first, then send the print job.

Here is an example text filter for printers that understand the Hewlett-Packard
PCL escape codes. This filter makes the printer treat LF characters as a LF and CR;
then it sends the job; then it sends a form feed to eject the last page of the job. It
should work with nearly all Hewlett Packard printers.

#!1/bin/sh
#

# hpif - Simple text input filter for lpd for HP-PCL based v
printers

# Installed in /usr/local/libexec/hpif
#

# Simply copies stdin to stdout. Ignores all filter arguments.
# Tells printer to treat LF as CR+LF. Ejects the page when ¢
done.

printf "\033&k2G" && cat && printf "\033&LOH" && exit 0O
exit 2

Here is an example /etc/printcap from a host called orchid. It has a single
printer attached to its first parallel port, a Hewlett Packard LaserJet 3Si named
teak. It is using the above script as its text filter:

#

# /etc/printcap for host orchid
#
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teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
:lp=/dev/1pt0:sh:sd=/var/spool/lpd/teak: mx#0:\
:if=/usr/local/libexec/hpif:

It overprinted each line.

The printer never advanced a line. All of the lines of text were printed on top of each
other on one line.

This problem is the “opposite” of the staircase effect, described above, and is much
rarer. Somewhere, the LF characters that FreeBSD uses to end a line are being treated
as CR characters to return the print location to the left edge of the paper, but not
also down a line.

Use the printer's configuration switches or control panel to enforce the following
interpretation of LF and CR characters:

Printer receives Printer prints
CR CR
LF CR+LF

The printer lost characters.

While printing, the printer did not print a few characters in each line. The problem
might have gotten worse as the printer ran, losing more and more characters.

The problem is that the printer cannot keep up with the speed at which the computer
sends data over a serial line (this problem should not occur with printers on parallel
ports). There are two ways to overcome the problem:

+ If the printer supports XON/XOFF flow control, have FreeBSD use it by specifying
the ixon mode in the ms# capability.

« If the printer supports carrier flow control, specify the crtscts mode in the ms#
capability. Make sure the cable connecting the printer to the computer is correctly
wired for carrier flow control.

It printed garbage.

The printer printed what appeared to be random garbage, but not the desired text.

This is usually another symptom of incorrect communications parameters with a
serial printer. Double-check the bps rate in the br capability, and the parity setting
in the ms# capability; make sure the printer is using the same settings as specified
in the /etc/printcap file.

Nothing happened.

If nothing happened, the problem is probably within FreeBSD and not the hardware.
Add the log file (1) capability to the entry for the printer you are debugging in the /
etc/printcap file. For example, here is the entry for rattan, with the 1f capability:
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rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/1pt0:\
:if=/usr/local/libexec/if-simple:\
:1f=/var/log/rattan.log

Then, try printing again. Check the log file (in our example, /var/log/rattan.log )
to see any error messages that might appear. Based on the messages you see, try to
correct the problem.

If you do not specify a 1f capability, LPD uses /dev/console as a default.



# 10. # Linux Binary #####

Restructured and parts updated by Jim Mock.
Originally contributed by Brian N. Handy # Rich Murphey.

10.1. ##

FreeBSD ####### UNIX® like ##### binary ######### Linux# ########## FreeBSD ###
### Linux #####(binary)######## HAHHHAHHAE LINUX #ERAHHARARRRR R R R
FreeBSD ######HAHHBHAHAHHEHRS FreeBSD ###HARY BHRHHHHBHBHAHAHHRR#HH FreeBSD ###4#
###### Linux ## ## FreeBSD ############## FreeBSD #### Linux binary ###

#HRHARRRRRRE FreeBSD ######## 90% # Linux #######sssss ###ss# StarOffice™#
Netscape® # Linux ## Adobe® Acrobat®# RealPlayer# VMware# Oracle®#
WordPerfect#Doom# Quake ####HEHAHHEBHARHRRS 1 FreeBSD #### Linux #######HHE

Linux ######

##H#AH SRR LINUX ##### 133 FreeBSD ###### ## Linux ######## 1386 ™ ########1####H
## 8086 ### ###### FreeBSD #####

HHHAARBRHH

o #### Linux #####

o ####### Linux share libraries#

o ### FreeBSD ### Linux ###

o FreeBSD ## Linux ##########

HARHH RIS
o #H#RHH pOTL HA#HHHH(# 4, #r#####FPackages # Ports ##)#
#it#HAH LINUX #ssaassasssss# Linux KLD object (“Kernel LoaDable object”)# #####

### root ###ABHAREHAY

# kldload linux

HHEABHARAAAAHRRAAARH [T/ rc.conf ##
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linux_enable="YES"

#aank Kldstat(8) #ussussss KLD ####

% kldstat
Id Refs Address Size Name
1 2 0xc0100000 16bdb8 kernel
7 1 0xc24db000O dOOO linux.ko

If for some reason you do not want to or cannot load the KLD, then you may statically
link Linux binary compatibility into the kernel by adding options COMPAT LINUX to
your kernel configuration file. Then install your new kernel as described in # 8, ## FreeBSD
Kernel.

10.2.1. Installing Linux Runtime Libraries

This can be done one of two ways, either by using the linux_base port, or by installing
them manually.

10.2.1.1. Installing Using the linux_base Port

This is by far the easiest method to use when installing the runtime libraries. It is just like
installing any other port from the Ports Collection. Simply do the following:

# cd /usr/ports/emulators/linux_base-fc4
# make install distclean

You should now have working Linux binary compatibility. Some programs may complain
about incorrect minor versions of the system libraries. In general, however, this does not
seem to be a problem.

##

S There may be multiple versions of the emulators/linux_base port
available, corresponding to different versions of various Linux
distributions. You should install the port most closely resembling
the requirements of the Linux applications you would like to install.

10.2.1.2. Installing Libraries Manually
If you do not have the “ports” collection installed, you can install the libraries by hand

instead. You will need the Linux shared libraries that the program depends on and
the runtime linker. Also, you will need to create a “shadow root” directory, /compat/
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linux, for Linux libraries on your FreeBSD system. Any shared libraries opened by Linux
programs run under FreeBSD will look in this tree first. So, if a Linux program loads, for
example, /lib/libc.so , FreeBSD will first try to open /compat/linux/lib/libc.so
and if that does not exist, it will then try /lib/libc.so . Shared libraries should be
installed in the shadow tree /compat/linux/lib rather than the paths that the Linux
1d.so reports.

Generally, you will need to look for the shared libraries that Linux binaries depend on
only the first few times that you install a Linux program on your FreeBSD system. After a
while, you will have a sufficient set of Linux shared libraries on your system to be able to
run newly imported Linux binaries without any extra work.

10.2.1.3. How to Install Additional Shared Libraries

What if you install the linux base port and your application still complains about
missing shared libraries? How do you know which shared libraries Linux binaries
need, and where to get them? Basically, there are 2 possibilities (when following these
instructions you will need to be root on your FreeBSD system).

If you have access to a Linux system, see what shared libraries the application needs, and
copy them to your FreeBSD system. Look at the following example:

Let us assume you used FTP to get the Linux binary of Doom, and put it on a Linux system
you have access to. You then can check which shared libraries it needs by running ldd
linuxdoom, like so:

% ldd linuxdoom

1ibXt.so0.3 (DLL Jump 3.1) => /usr/X11/lib/libXt.s0.3.1.0
1ibX11l.s0.3 (DLL Jump 3.1) => /usr/X11/lib/1ibX11.s0.3.1.0
libc.so.4 (DLL Jump 4.5p126) => /lib/libc.s0.4.6.29

You would need to get all the files from the last column, and put them under /compat/
linux, with the names in the first column as symbolic links pointing to them. This means
you eventually have these files on your FreeBSD system:

/compat/linux/usr/X11/1lib/1ibXt.s0.3.1.0
/compat/linux/usr/X11/1ib/1ibXt.s0.3 -> libXt.so0.3.1.0
/compat/linux/usr/X11/1ib/1ibX11.s0.3.1.0
/compat/linux/usr/X11/1lib/1ibX11.s0.3 -> libX11.s50.3.1.0
/compat/linux/lib/libc.s0.4.6.29
/compat/linux/lib/libc.s0.4 -> 1libc.s0.4.6.29

##
S Note that if you already have a Linux shared

library with a matching major revision number
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to the first column of the 1dd output, you will not
need to copy the file named in the last column
to your system, the one you already have should
work. It is advisable to copy the shared library
anyway if it is a newer version, though. You can
remove the old one, as long as you make the
symbolic link point to the new one. So, if you
have these libraries on your system:

/compat/linux/lib/libc.s0.4.6.27
/compat/linux/lib/libc.so0.4 -> libc.o
s0.4.6.27

and you find a new binary that claims to require
a later version according to the output of 1dd:

libc.so.4 (DLL Jump 4.5pl26) -> ©
libc.s0.4.6.29

If it is only one or two versions out of date in
the in the trailing digit then do not worry about
copying /lib/libc.s0.4.6.29 too, because
the program should work fine with the slightly
older version. However, if you like, you can
decide to replace the libc.so anyway, and that
should leave you with:

/compat/linux/lib/libc.s0.4.6.29
/compat/linux/lib/libc.so0.4 -> libc.ov
s0.4.6.29

##

@ The symbolic link mechanism is only needed for
Linux binaries. The FreeBSD runtime linker takes
care of looking for matching major revision
numbers itself and you do not need to worry
about it.

10.2.2. Installing Linux ELF Binaries

ELF binaries sometimes require an extra step of “branding”. If you attempt to run an
unbranded ELF binary, you will get an error message like the following:
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% ./my-linux-elf-binary
ELF binary type not known
Abort

To help the FreeBSD kernel distinguish between a FreeBSD ELF binary from a Linux binary,
use the brandelf(1) utility.

% brandelf -t Linux my-linux-elf-binary

The GNU toolchain now places the appropriate branding information into ELF binaries
automatically, so this step should become increasingly unnecessary in the future.

10.2.3. Configuring the Hostname Resolver

If DNS does not work or you get this message:

resolv+: "bind" is an invalid keyword resolv+:
"hosts" is an invalid keyword

You will need to configure a /compat/linux/etc/host.conf file containing:

order hosts, bind
multi on

The order here specifies that /etc/hosts is searched first and DNS is searched
second. When /compat/linux/etc/host.conf is not installed, Linux applications find
FreeBSD's /etc/host.conf and complain about the incompatible FreeBSD syntax.
You should remove bind if you have not configured a name server using the /etc/
resolv.conf file.

10.3. Installing Mathematica®

Updated for Mathematica 5.X by Boris Hollas.

This document describes the process of installing the Linux version of Mathematica® 5.X
onto a FreeBSD system.

The Linux version of Mathematica® or Mathematica® for Students can be ordered
directly from Wolfram at http://www.wolfram.com/ .

10.3.1. Running the Mathematica® Installer

First, you have to tell FreeBSD that Mathematica®'s Linux binaries use the Linux ABL The
easiest way to do so is to set the default ELF brand to Linux for all unbranded binaries
with the command:

# sysctl kern.fallback_elf_brand=3
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This will make FreeBSD assume that unbranded ELF binaries use the Linux ABI and so you
should be able to run the installer straight from the COROM.

Now, copy the file MathInstaller to your hard drive:

# mount /cdrom
# cp /cdrom/Unix/Installers/Linux/MathInstaller /localdir/

and in this file, replace /bin/sh in the first line by /compat/linux/bin/sh . This
makes sure that the installer is executed by the Linux version of sh(1). Next, replace
all occurrences of Linux) by FreeBSD) with a text editor or the script below in the
next section. This tells the Mathematica® installer, who calls uname -s to determine
the operating system, to treat FreeBSD as a Linux-like operating system. Invoking
MathInstaller will now install Mathematica®.

10.3.2. Modifying the Mathematica® Executables

The shell scripts that Mathematica® created during installation have to be modified
before you can use them. If you chose /usr/local/bin as the directory to place the
Mathematica® executables in, you will find symlinks in this directory to files called
math, mathematica , Mathematica , and MathKernel . In each of these, replace Linux) by
FreeBSD) with a text editor or the following shell script:

#!/bin/sh
cd /usr/local/bin
for i in math mathematica Mathematica MathKernel
do sed 's/Linux)/FreeBSD)/g' $i > $i.tmp
sed 's/\/bin\/sh/\/compat\/linux\/bin\/sh/g' $i.tmp > $i
rm $i.tmp
chmod a+x $i
done

10.3.3. Obtaining Your Mathematica® Password

When you start Mathematica® for the first time, you will be asked for a password. If
you have not yet obtained a password from Wolfram, run the program mathinfo in the
installation directory to obtain your “machine ID”. This machine ID is based solely on the
MAC address of your first Ethernet card, so you cannot run your copy of Mathematica®
on different machines.

When you register with Wolfram, either by email, phone or fax, you will give them the
“machine ID” and they will respond with a corresponding password consisting of groups
of numbers.

10.3.4. Running the Mathematica® Frontend over a Network

Mathematica® uses some special fonts to display characters not present in any of the
standard font sets (integrals, sums, Greek letters, etc.). The X protocol requires these
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fonts to be install locally. This means you will have to copy these fonts from the CDROM
or from a host with Mathematica® installed to your local machine. These fonts are
normally stored in /cdrom/Unix/Files/SystemFiles/Fonts  on the CDROM, or /usr/
local/mathematica/SystemFiles/Fonts on your hard drive. The actual fonts are in
the subdirectories Typel and X. There are several ways to use them, as described below.

The first way is to copy them into one of the existing font directories in /usr/X11R6/
lib/X11/fonts . This will require editing the fonts.dir file, adding the font names to it,
and changing the number of fonts on the first line. Alternatively, you should also just be
able to run mkfontdir(1) in the directory you have copied them to.

The second way to do this is to copy the directories to /usr/X11R6/1ib/X11/fonts

cd /usr/X11R6/1ib/X11/fonts

mkdir X

mkdir MathTypel

cd /cdrom/Unix/Files/SystemFiles/Fonts

cp X/* /usr/X11R6/1ib/X11/fonts/X

cp Typel/* /usr/X11R6/1ib/X11/fonts/MathTypel
cd /usr/X11R6/1ib/X11/fonts/X

mkfontdir

cd ../MathTypel

mkfontdir

HHoH H OH R HH KRR

Now add the new font directories to your font path:

# xset fp+ /usr/X11R6/lib/X11/fonts/X
# xset fp+ /usr/X11R6/lib/X11/fonts/MathTypel
# xset fp rehash

If you are using the Xorg server, you can have these font directories loaded automatically
by adding them to your xorg. conf file.

##
@ For XFree86™ servers, the configuration file is XF86Config .

If you do not already have a directory called /usr/X11R6/1ib/X11/fonts/Typel ,youcan
change the name of the MathTypel directory in the example above to Typel.

10.4. Installing Maple™

Contributed by Aaron Kaplan.
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Thanks to Robert Getschmann.

Maple™ is a commercial mathematics program similar to Mathematica®. You must
purchase this software from http://www.maplesoft.com/ and then register there for a
license file. To install this software on FreeBSD, please follow these simple steps.

1.
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Execute the INSTALL shell script from the product distribution. Choose the “RedHat”
option when prompted by the installation program. A typical installation directory
might be /usr/local/maple .

If you have not done so, order a license for Maple™ from Maple Waterloo
Software (http://register.maplesoft.com/ )and copyitto /usr/local/maple/
license/license.dat .

Install the FLEXIm license manager by running the INSTALL LIC install shell script
that comes with Maple™. Specify the primary hostname for your machine for the
license server.

Patch the /usr/local/maple/bin/maple.system.type file with the following:

----- SNip -------aa -
*** maple.system.type.orig Sun Jul 8 16:35:33 2001
--- maple.system.type Sun Jul 8 16:35:51 2001
>k 3k >k >k 3k >k kK 3k 5k Kk koK >k >k
--- 72,78 ----

# the IBM RS/6000 AIX case
MAPLE BIN="bin.IBM RISC UNIX"

+ "FreeBSD" |\
"Linux")
# the Linux/x86 case
# We have two Linux implementations, one for Red Hat and
----- snip end of patch -----

Please note that after the "FreeBSD" |\ no other whitespace should be present.

This patch instructs Maple™ to recognize “FreeBSD” as a type of Linux system. The
bin/maple shell script calls the bin/maple.system.type shell script which in turn
calls uname -a to find out the operating system name. Depending on the OS name
it will find out which binaries to use.

Start the license server.

The following script, installed as /usr/local/etc/rc.d/lmgrd.sh is a convenient
way to start up Imgrd:

#! /bin/sh


http://www.maplesoft.com/
http://register.maplesoft.com/
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6. Test-start Maple™:

You should be up and running. Make sure to write Maplesoft to let them know you
would like a native FreeBSD version!

10.4.1. Common Pitfalls

+ The FLEXIm license manager can be a difficult tool to work with. Additional
documentation on the subject can be found at http://www.globetrotter.com/

» 1mgrd is known to be very picky about the license file and to core dump if there are
any problems. A correct license file should look like this:
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SN=XXXXXXXXX

##
@ Serial number and key 'X'"'ed out. chillig is a hostname.

Editing the license file works as long as you do not touch the “FEATURE” line (which
is protected by the license key).

10.5. Installing MATLAB®

Contributed by Dan Pelleg.

This document describes the process of installing the Linux version of MATLAB® version
6.5 onto a FreeBSD system. It works quite well, with the exception of the Java Virtual
Machine™ (see # 10.5.3, “Linking the Java™ Runtime Environment”).

The Linux version of MATLAB® can be ordered directly from The MathWorks at http://
www.mathworks.com . Make sure you also get the license file or instructions how to create
it. While you are there, let them know you would like a native FreeBSD version of their
software.

10.5.1. Installing MATLAB®
To install MATLAB®, do the following:

1. Insert the installation CD and mount it. Become root, as recommended by the
installation script. To start the installation script type:

# /compat/linux/bin/sh /cdrom/install

##

@ The installer is graphical. If you get errors about not being able
to open a display, type setenv HOME ~USER , where USER is the
user you did a su(1) as.

2. When asked for the MATLAB® root directory, type: /compat/linux/usr/local/
matlab.
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##

; For easier typing on the rest of the installation process, type
this at your shell prompt: set MATLAB=/compat/linux/usr/
local/matlab

3.  Edit the license file as instructed when obtaining the MATLAB® license.

##

; You can prepare this file in advance using your favorite editor,
and copy it to $MATLAB/license.dat before the installer asks
you to edit it.

4.  Complete the installation process.

At this point your MATLAB® installation is complete. The following steps apply “glue” to
connect it to your FreeBSD system.

10.5.2. License Manager Startup

1.  Create symlinks for the license manager scripts:

# ln -s $MATLAB/etc/lmboot /usr/local/etc/Ulmboot_TMW
# ln -s $MATLAB/etc/lmdown /usr/local/etc/Umdown_TMW

2. Create a startup file at /usr/local/etc/rc.d/flexlm.sh . The example below is a
modified version of the distributed $MATLAB/etc/rc.lm.glnx86 . The changes are
file locations, and startup of the license manager under Linux emulation.

#!/bin/sh
case "$1" in
start)
if [ -f /usr/local/etc/lmboot TMW -]; then
/compat/linux/bin/sh /usr/local/etc/lmboot TMW -
u username && echo 'MATLAB lmgrd'
fi

stop)
if [ -f /usr/local/etc/Imdown TMW -]; then
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/compat/linux/bin/sh /usr/local/etc/lmdown TMW > /
dev/null 2>&1
fi
*) T
echo "Usage: $0 {start|stop}"
exit 1

esac

exit 0

##

A The file must be made executable:

# chmod +x /usr/local/etc/rc.d/flexlm.sh

You must also replace username above with the name of a valid
user on your system (and not root).

3.  Start the license manager with the command:
# /usr/local/etc/rc.d/flexlm.sh start
10.5.3. Linking the Java™ Runtime Environment
Change the Java™ Runtime Environment (JRE) link to one working under FreeBSD:

# cd $MATLAB/sys/java/jre/glnx86/
# unlink jre; ln -s ./jrel.1.8 ./jre

10.5.4. Creating a MATLAB® Startup Script
1. Place the following startup script in /usr/local/bin/matlab :
#!/bin/sh
/compat/linux/bin/sh /compat/linux/usr/local/matlab/bin/matlab

" $@II

2. Then type the command chmod +x /usr/local/bin/matlab
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##

; Depending on your version of emulators/linux_base, you may run
into errors when running this script. To avoid that, edit the file /
compat/linux/usr/local/matlab/bin/matlab , and change the
line that says:

if [ “expr "$lscmd" : '.*->.*%'" -ne 0 -]; then
(in version 13.0.1 it is on line 410) to this line:

if test -L $newbase; then

10.5.5. Creating a MATLAB® Shutdown Script

The following is needed to solve a problem with MATLAB® not exiting correctly.

1. Create a file $MATLAB/toolbox/local/finish.m ,and in it put the single line:

I $MATLAB/bin/finish.sh

##
@ The $MATLAB is literal.

##

; In the same directory, you will find the files finishsav.m
and finishdlg.m, which let you save your workspace before
quitting. If you use either of them, insert the line above
immediately after the save command.

2. Create a file $MATLAB/bin/finish.sh , which will contain the following:

#!/usr/compat/linux/bin/sh
(sleep 5; killall -1 matlab_helper) &
exit 0
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3. Make the file executable:

# chmod +x $MATLAB/bin/finish.sh

10.5.6. Using MATLAB®

At this point you are ready to type matlab and start using it.

10.6. Installing Oracle®

Contributed by Marcel Moolenaar.

10.6.1. Preface

This document describes the process of installing Oracle® 8.0.5 and Oracle® 8.0.5.1
Enterprise Edition for Linux onto a FreeBSD machine.

10.6.2. Installing the Linux Environment

Make sure you have both emulators/linux_base and devel/linux_devtools from the Ports
Collection installed. If you run into difficulties with these ports, you may have to use the
packages or older versions available in the Ports Collection.

If you want to run the intelligent agent, you will also need to install the Red Hat Tcl
package: tcl-8.0.3-20.1386.rpm . The general command for installing packages with
the official RPM port (archivers/rpm) is:

# rpm -1 --ignoreos --root /compat/linux --dbpath /var/lib/rpm package

Installation of the package should not generate any errors.

10.6.3. Creating the Oracle® Environment

Before you can install Oracle®, you need to set up a proper environment. This document
only describes what to do specially to run Oracle® for Linux on FreeBSD, not what has
been described in the Oracle® installation guide.

10.6.3.1. Kernel Tuning

As described in the Oracle® installation guide, you need to set the maximum size of
shared memory. Do not use SHMMAX under FreeBSD. SHMMAX is merely calculated out of
SHMMAXPGS and PGSIZE. Therefore define SHMMAXPGS . All other options can be used as
described in the guide. For example:

options SHMMAXPGS=10000
options SHMMNI=100
options SHMSEG=10
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options SEMMNS=200
options SEMMNI=70
options SEMMSL=61

Set these options to suit your intended use of Oracle®.

Also, make sure you have the following options in your kernel configuration file:

options SYSVSHM #SysV shared memory
options SYSVSEM #SysV semaphores
options SYSVMSG #SysV interprocess communication

10.6.3.2. Oracle® Account

Create an oracle account just as youwould create any other account. The oracle account
is special only that you need to give it a Linux shell. Add /compat/linux/bin/bash to /
etc/shells and set the shell for the oracle account to /compat/linux/bin/bash .

10.6.3.3. Environment

Besides the normal Oracle® variables, such as ORACLE_HOME and ORACLE_SID you must
set the following environment variables:

Variable Value

LD LIBRARY PATH $ORACLE_HOME/1ib

CLASSPATH $ORACLE_HOME/jdbc/lib/classeslll.zip

PATH /compat/linux/bin /compat/linux/sbin /compat/

linux/usr/bin /compat/linux/usr/sbin /bin /
sbin /usr/bin /usr/sbin /usr/local/bin
$O0RACLE_HOME/bin

It is advised to set all the environment variables in .profile . A complete example is:

ORACLE BASE=/oracle; export ORACLE BASE

ORACLE HOME=/oracle; export ORACLE HOME

LD LIBRARY PATH=$0RACLE HOME/lib

export LD LIBRARY_ PATH

ORACLE SID=0ORCL; export ORACLE SID

ORACLE TERM=386x; export ORACLE TERM
CLASSPATH=$0RACLE_HOME/jdbc/lib/classes11l.zip

export CLASSPATH
PATH=/compat/linux/bin:/compat/linux/sbin:/compat/linux/usr/bin
PATH=$PATH: /compat/linux/usr/sbin:/bin:/sbin:/usr/bin:/usr/sbin
PATH=$PATH: /usr/local/bin:$0RACLE_HOME/bin

export PATH

10.6.4. Installing Oracle®

Due to a slight inconsistency in the Linux emulator, you need to create a directory named
.oracle in /var/tmp before you start the installer. Let it be owned by the oracle user.
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You should be able to install Oracle® without any problems. If you have problems, check
your Oracle® distribution and/or configuration first! After you have installed Oracle®,
apply the patches described in the next two subsections.

A frequent problem is that the TCP protocol adapter is not installed right. As a
consequence, you cannot start any TCP listeners. The following actions help solve this
problem:

# cd $ORACLE_HOME/network/lib

# make -f ins_network.mk ntcontab.o
# cd $ORACLE_HOME/lib

# ar r libnetwork.a ntcontab.o

# cd $ORACLE_HOME/network/lib

# make -f ins_network.mk install

Do not forget to run root.sh again!
10.6.4.1. Patching root.sh

When installing Oracle®, some actions, which need to be performed as root, are recorded
in a shell script called root.sh. This script is written in the orainst directory. Apply the
following patch to root.sh, to have it use to proper location of chown or alternatively
run the script under a Linux native shell.

*** orainst/root.sh.orig Tue Oct 6 21:57:33 1998

--- orainst/root.sh Mon Dec 28 15:58:53 1998

3k >k 5k >k 5k >k >k 5k >k >k %k >k k kK

# This is the default value for CHOWN

# It will redefined later in this script for those ports
# which have it conditionally defined in ss install.h

! CHOWN=/bin/chown

#

# Define variables to be used in this script

--- 31,37 ----

# This is the default value for CHOWN

# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h

I CHOWN=/usr/sbin/chown

#

# Define variables to be used in this script

When you do not install Oracle® from CD, you can patch the source for root.sh. It is
called rthd.sh and is located in the orainst directory in the source tree.

10.6.4.2. Patching gencintsh

The script genclntsh is used to create a single shared client library. It is used when
building the demos. Apply the following patch to comment out the definition of PATH:

*** pin/genclntsh.orig Wed Sep 30 07:37:19 1998
--- bin/genclntsh Tue Dec 22 15:36:49 1998

296



#10. # Linux Binary #####

>k >k >k >k >k >k >k >k >k %k 3k >k >k >k >k

#

# Explicit path to ensure that we're using the correct commands
#PATH=/usr/bin:/usr/ccs/bin export PATH

! PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin export PATH
#

# each product MUST provide a $PRODUCT/admin/shrept.lst

--- 32,38 ----

#

# Explicit path to ensure that we're using the correct commands
#PATH=/usr/bin:/usr/ccs/bin export PATH

! #PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin export PATH
#

# each product MUST provide a $PRODUCT/admin/shrept.lst

10.6.5. Running Oracle®

When you have followed the instructions, you should be able to run Oracle® as if it was
run on Linux itself.

10.7. Installing SAP® R/3®

Contributed by Holger Kipp.
Original version converted to SGML by Valentino Vaschetto.

Installations of SAP® Systems using FreeBSD will not be supported by the SAP® support
team —— they only offer support for certified platforms.

10.7.1. Preface

This document describes a possible way of installing a SAP® R/3® System with Oracle®
Database for Linux onto a FreeBSD machine, including the installation of FreeBSD and
Oracle®. Two different configurations will be described:

+ SAP® R/3® 4.6B (IDES) with Oracle® 8.0.5 on FreeBSD 4.3-STABLE
+ SAP® R/3® 4.6C with Oracle® 8.1.7 on FreeBSD 4.5-STABLE

Even though this document tries to describe all important steps in a greater detail, it is
not intended as a replacement for the Oracle® and SAP® R/3® installation guides.

Please see the documentation that comes with the SAP® R/3® Linux edition for SAP®
and Oracle® specific questions, as well as resources from Oracle® and SAP® OSS.

10.7.2. Software

The following CD-ROMs have been used for SAP® installations:
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10.7.2.1. SAP® R/3® 4.6B, Oracle® 8.0.5

Name Number Description

KERNEL 51009113 SAP  Kernel Oracle /
Installation / AIX, Linux,
Solaris

RDBMS 51007558 Oracle / RDBMS 8.0.5.X /
Linux

EXPORT1 51010208 IDES / DB-Export / Disc 1 of 6

EXPORT2 51010209 IDES / DB-Export / Disc 2 of 6

EXPORT3 51010210 IDES / DB-Export / Disc 3 of 6

EXPORT4 51010211 IDES / DB-Export / Disc 4 of 6

EXPORT5 51010212 IDES / DB-Export / Disc 5 of 6

EXPORT6 51010213 IDES / DB-Export / Disc 6 of 6

Additionally, we used the Oracle® 8 Server (Pre-production version 8.0.5 for Linux, Kernel
Version 2.0.33) CD which is not really necessary, and FreeBSD 4.3-STABLE (it was only a

few days past 4.3 RELEASE).

10.7.2.2. SAP® R/3® 4.6C SR2, Oracle® 8.1.7

Name Number Description

KERNEL 51014004 SAP Kernel Oracle / SAP
Kernel Version 4.6D / DEC,
Linux

RDBMS 51012930 Oracle 8.1.7/ RDBMS / Linux

EXPORT1 51013953 Release 4.6C SR2 / Export /
Disc 1 of 4

EXPORT1 51013953 Release 4.6C SR2 / Export /
Disc 2 of 4

EXPORT1 51013953 Release 4.6C SR2 / Export /
Disc 3 of 4

EXPORT1 51013953 Release 4.6C SR2 / Export /
Disc 4 of 4

LANG1 51013954 Release  4.6C SR2 /

Language / DE, EN, FR / Disc
10f3

Depending on the languages you would like to install, additional language CDs might be
necessary. Here we are just using DE and EN, so the first language CD is the only one
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needed. As a little note, the numbers for all four EXPORT CDs are identical. All three
language CDs also have the same number (this is different from the 4.6B IDES release CD
numbering). At the time of writing this installation is running on FreeBSD 4.5-STABLE
(20.03.2002).

10.7.3. SAP® Notes

The following notes should be read before installing SAP® R/3® and proved to be useful
during installation:

10.7.3.1. SAP® R/3® 4.6B, Oracle® 8.0.5

Number Title

0171356 SAP Software on Linux: Essential Comments

0201147 INST: 4.6C R/3 Inst. on UNIX - Oracle

0373203 Update / Migration Oracle 8.0.5 -->
8.0.6/8.1.6 LINUX

0072984 Release of Digital UNIX 4.0B for Oracle

0130581 R3SETUP step DIPGNTAB terminates

0144978 Your system has not been installed
correctly

0162266 Questions and tips for R3SETUP on
Windows NT / W2K

10.7.3.2. SAP® R/3® 4.6C, Oracle® 8.1.7

Number Title

0015023 Initializing table TCPDB (RSXP0004)
(EBCDIC)

0045619 R/3 with several languages or typefaces

0171356 SAP Software on Linux: Essential Comments

0195603 RedHat 6.1 Enterprise version: Known
problems

0212876 The new archiving tool SAPCAR

0300900 Linux: Released DELL Hardware

0377187 RedHat 6.2: important remarks

0387074 INST: R/3 4.6C SR2 Installation on UNIX

0387077 INST: R/3 4.6C SR2 Inst. on UNIX - Oracle
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Number ’Title
0387078 SAP Software on UNIX: OS Dependencies
4.6C SR2

10.7.4. Hardware Requirements

The following equipment is sufficient for the installation of a SAP® R/3® System. For
production use, a more exact sizing is of course needed:

Component 4.6B 4.6C

Processor 2 x 800MHz Pentium® II1 2 x 8300MHz Pentium® III
Memory 1GB ECC 2GB ECC

Hard Disk Space 50-60GB (IDES) 50-60GB (IDES)

For use in production, Xeon™ Processors with large cache, high-speed disk access (SCSI,
RAID hardware controller), USV and ECC-RAM is recommended. The large amount of
hard disk space is due to the preconfigured IDES System, which creates 27 GB of database
files during installation. This space is also sufficient for initial production systems and
application data.

10.7.4.1. SAP® R/3® 4.6B, Oracle® 8.0.5

The following off-the-shelf hardware was used: a dual processor board with 2 800 MHz
Pentium® II1 processors, Adaptec® 29160 Ultra160 SCSI adapter (for accessing a 40/80 GB
DLT tape drive and CDROM), Mylex® AcceleRAID™ (2 channels, firmware 6.00-1-00 with
32 MB RAM). To the Mylex® RAID controller are attached two 17 GB hard disks (mirrored)
and four 36 GB hard disks (RAID level 5).

10.7.4.2. SAP® R/3® 4.6C, Oracle® 8.1.7

For this installation a Dell™ PowerEdge™ 2500 was used: a dual processor board with
two 1000 MHz Pentium® III processors (256 kB Cache), 2 GB PC133 ECC SDRAM, PERC/3
DC PCI RAID Controller with 128 MB, and an EIDE DVD-ROM drive. To the RAID controller
are attached two 18 GB hard disks (mirrored) and four 36 GB hard disks (RAID level 5).

10.7.5. Installation of FreeBSD

First you have to install FreeBSD. There are several ways to do this, for more information
read the # 2.13, “####4”,

10.7.5.1. Disk Layout

To keep it simple, the same disk layout both for the SAP® R/3® 46B and SAP® R/3® 46C
SR2 installation was used. Only the device names changed, as the installations were on
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different hardware (/dev/da and /dev/amr respectively, so if using an AMI MegaRAID®,
one will see /dev/amrOsla instead of /dev/da@sla ):

File system Size (1k-blocks) Size (GB) Mounted on
/dev/dabsla 1.016.303 1 /
/dev/da0s1b 6 swap
/dev/dalsle 2.032.623 2 /var
/dev/da0s1f 8.205.339 8 /usr
/dev/dalsle 45.734.361 45 /compat/linux/
oracle
/dev/dalslf 2.032.623 2 /compat/linux/
sapmnt
/dev/dalslg 2.032.623 2 /compat/linux/
usr/sap

Configure and initialize the two logical drives with the Mylex® or PERC/3 RAID software
beforehand. The software can be started during the BIOS boot phase.

Please note that this disk layout differs slightly from the SAP® recommendations, as
SAP® suggests mounting the Oracle® subdirectories (and some others) separately ——
we decided to just create them as real subdirectories for simplicity.

10.7.5.2. make world and a New Kernel

Download the latest -STABLE sources. Rebuild world and your custom kernel after
configuring your kernel configuration file. Here you should also include the kernel
parameters which are required for both SAP® R/3® and Oracle®.

10.7.6. Installing the Linux Environment
10.7.6.1. Installing the Linux Base System

First the linux_base port needs to be installed (as root):

# cd /usr/ports/emulators/linux_base
# make install distclean

10.7.6.2. Installing Linux Development Environment

The Linux development environment is needed, if you want to install Oracle® on FreeBSD
according to the # 10.6, “Installing Oracle®”:

# cd /usr/ports/devel/linux_devtools
# make install distclean
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The Linux development environment has only been installed for the SAP® R/3® 46B IDES
installation. It is not needed, if the Oracle® DB is not relinked on the FreeBSD system. This
is the case if you are using the Oracle® tarball from a Linux system.

10.7.6.3. Installing the Necessary RPMs

To start the R3SETUP program, PAM support is needed. During the first SAP® Installation
on FreeBSD 4.3-STABLE we tried to install PAM with all the required packages and finally
forced the installation of the PAM package, which worked. For SAP® R/3® 4.6C SR2
we directly forced the installation of the PAM RPM, which also works, so it seems the
dependent packages are not needed:

# rpm -1 --ignoreos --nodeps --root /compat/linux --dbpath /var/lib/

rpm \
pam-0.68-7.1386.rpm

For Oracle® 8.0.5 to run the intelligent agent, we also had to install the RedHat Tcl package
tcl-8.0.5-30.i386.rpm (otherwise the relinking during Oracle® installation will not
work). There are some other issues regarding relinking of Oracle®, but that is a Oracle®
Linux issue, not FreeBSD specific.

10.7.6.4. Some Additional Hints

It might also be a good idea to add linprocfs to /etc/fstab , for more information, see
the linprocfs(5) manual page. Another parameter to set is kern. fallback_elf brand=3
which is done in the file /etc/sysctl.conf .

10.7.7. Creating the SAP® R/3® Environment
10.7.7.1. Creating the Necessary File Systems and Mountpoints

For a simple installation, it is sufficient to create the following file systems:

mount point size in GB
/compat/linux/oracle 45 GB
/compat/linux/sapmnt 2 GB
/compat/linux/usr/sap 2 GB

It is also necessary to created some links. Otherwise the SAP® Installer will complain, as
it is checking the created links:

# 1n -s /compat/linux/oracle /oracle

# 1n -s /compat/linux/sapmnt /sapmnt
# ln -s /compat/linux/usr/sap /usr/sap

Possible error message during installation (here with System PRD and the SAP® R/3®
4,6C SR2 installation):
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INFO 2002-03-19 16:45:36 R3LINKS IND IND SylLinkCreate:200
Checking existence of symbolic link /usr/sap/PRD/SYS/exe/dbg to
/sapmnt/PRD/exe. Creating if it does not exist...

WARNING 2002-03-19 16:45:36 R3LINKS IND IND SyLinkCreate:400
Link /usr/sap/PRD/SYS/exe/dbg exists but it points to file
/compat/linux/sapmnt/PRD/exe instead of /sapmnt/PRD/exe. The
program cannot go on as long as this link exists at this
location. Move the link to another location.

ERROR 2002-03-19 16:45:36 R3LINKS IND IND Ins SetupLinks:0
can not setup link '/usr/sap/PRD/SYS/exe/dbg' with content
'/sapmnt/PRD/exe’

10.7.7.2. Creating Users and Directories

SAP® R/3® needs two users and three groups. The user names depend on the SAP®
system ID (SID) which consists of three letters. Some of these SIDs are reserved by SAP®
(for example SAP and NIX. For a complete list please see the SAP® documentation). For the
IDES installation we used IDS, for the 4.6C SR2 installation PRD, as that system is intended
for production use. We have therefore the following groups (group IDs might differ, these
are just the values we used with our installation):

group ID group name description

100 dba Data Base Administrator
101 sapsys SAP® System

102 oper Data Base Operator

For a default Oracle® installation, only group dba is used. As oper group, one also uses
group dba (see Oracle® and SAP® documentation for further information).

We also need the following users:

user ID user name | generic name | group additional  |description
groups
1000 idsadm/ sidadm sapsys oper SAP®
prdadm Administrator
1002 oraids/ orasid dba oper Oracle®
oraprd Administrator

Adding the users with adduser(8) requires the following (please note shell and home
directory) entries for “SAP® Administrator”:

Name: sidadm

Password: *xxxx

Fullname: SAP Administrator SID
Uid: 1000
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and for “Oracle® Administrator”:

This should also include group oper in case you are using both groups dba and oper.
10.7.7.3. Creating Directories

These directories are usually created as separate file systems. This depends entirely on
your requirements. We choose to create them as simple directories, as they are all located
on the same RAID 5 anyway:

First we will set owners and rights of some directories (as user root):

Second we will create directories as user orasid. These will all be subdirectories of /
oracle/SID:

For the Oracle® 8.1.7 installation some additional directories are needed:
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# mkdir 817_32

##
S The directory client/80x 32 is used with exactly this name. Do
not replace the x with some number or anything.

In the third step we create directories as user sidadm:

su - sidadm
cd /usr/sap
mkdir SID
mkdir trans
exit

H* H W R H

10.7.7.4. Entries in /etc/services

SAP® R/3® requires some entries in file /etc/services , which will not be set correctly
during installation under FreeBSD. Please add the following entries (you need at least
those entries corresponding to the instance number —— in this case, 00. It will do no harm
adding all entries from 00 to 99 for dp, gw, sp and ms). If you are going to use a SAProuter or
need to access SAP® 0SS, you also need 99, as port 3299 is usually used for the SAProuter
process on the target system:

sapdp00 3200/tcp # SAP Dispatcher. 3200 + Instance-Number
sapgw00 3300/tcp # SAP Gateway. 3300 + Instance-Number
sapsp00 3400/tcp # 3400 + Instance-Number
sapms00 3500/tcp # 3500 + Instance-Number

sapmsSID 3600/tcp # SAP Message Server. 3600 + Instance-Number
sapgw00s 4800/tcp # SAP Secure Gateway 4800 + Instance-Number

10.7.7.5. Necessary Locales

SAP® requires at least two locales that are not part of the default RedHat installation.
SAP® offers the required RPMs as download from their FTP server (which is only
accessible if you are a customer with 0SS access). See note 0171356 for a list of RPMs you
need.

It is also possible to just create appropriate links (for example from de_DE and en_US ), but
we would not recommend this for a production system (so far it worked with the IDES
system without any problems, though). The following locales are needed:

de DE.IS0-8859-1
en_US.IS0-8859-1

Create the links like this:
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# cd /compat/linux/usr/share/locale
# ln -s de_DE de DE.IS0-8859-1
# ln -s en_US en_US.IS0-8859-1

If they are not present, there will be some problems during the installation. If these are
then subsequently ignored (by setting the STATUS of the offending steps to OK in file
CENTRDB.R3S ), it will be impossible to log onto the SAP® system without some additional
effort.

10.7.7.6. Kernel Tuning

SAP® R/3® systems need a lot of resources. We therefore added the following parameters
to the kernel configuration file:

# Set these for memory pigs (SAP and Oracle):

options MAXDSIZ="(1024*1024*1024)"

options DFLDSIZ="(1024*1024*1024)"

# System V options needed.

options SYSVSHM #SYSV-style shared memory

options SHMMAXPGS=262144 #max amount of shared mem. pages
#options SHMMAXPGS=393216 #use this for the 46C inst.parameters
options SHMMNI=256 #max number of shared memory ident if.
options SHMSEG=100 #max shared mem.segs per process
options SYSVMSG #SYSV-style message queues

options MSGSEG=32767 #max num. of mes.segments in system
options MSGSSZ=32 #size of msg-seg. MUST be power of 2
options MSGMNB=65535 #max char. per message queue

options MSGTQL=2046 #max amount of msgs in system

options SYSVSEM #SYSV-style semaphores

options SEMMNU=256 #number of semaphore UNDO structures
options SEMMNS=1024 #number of semaphores in system
options SEMMNI=520 #number of semaphore identifiers
options SEMUME=100 #number of UNDO keys

The minimum values are specified in the documentation that comes from SAP®. As there
is no description for Linux, see the HP-UX section (32-bit) for further information. As the
system for the 4.6C SR2 installation has more main memory, the shared segments can be
larger both for SAP® and Oracle®, therefore choose a larger number of shared memory

pages.

##

E With the default installation of FreeBSD on i386™, leave MAXDSIZ
and DFLDSIZ at 1 GB maximum. Otherwise, strange errors like
ORA-27102: out of memory and Linux Error: 12: Cannot allocate
memory might happen.
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10.7.8. Installing SAP® R/3®
10.7.8.1. Preparing SAP® CDROMSs

There are many CDROMs to mount and unmount during the installation. Assuming you
have enough CDROM drives, you can just mount them all. We decided to copy the CDROMs
contents to corresponding directories:

/oracle/SID/sapreorg/cd-name

where cd-name was one of KERNEL, RDBMS, EXPORT1, EXPORT2, EXPORT3, EXPORT4,
EXPORT5 and EXPORT6 for the 4.6B/IDES installation, and KERNEL , RDBMS, DISK1, DISK2,
DISK3, DISK4 and LANG for the 4.6C SR2 installation. All the filenames on the mounted
CDs should be in capital letters, otherwise use the -g option for mounting. So use the
following commands:

# mount_cd9660 -g /dev/cd@a /mnt
# cp -R /mnt/* /oracle/SID/sapreorg/cd-name
# umount /mnt

10.7.8.2. Running the Installation Script

First you have to prepare an install directory:

# cd /oracle/SID/sapreorg
# mkdir install
# cd install

Then the installation script is started, which will copy nearly all the relevant files into
the install directory:

# /oracle/SID/sapreorg/KERNEL/UNIX/INSTTOOL.SH

The IDES installation (4.6B) comes with a fully customized SAP® R/3® demonstration
system, so there are six instead of just three EXPORT CDs. At this point the installation
template CENTRDB.R3S is for installing a standard central instance (R/3® and database),
not the IDES central instance, so one needs to copy the corresponding CENTRDB.R3S from
the EXPORT1 directory, otherwise R3SETUP will only ask for three EXPORT CDs.

The newer SAP® 4.6C SR2 release comes with four EXPORT CDs. The parameter file that
controls the installation steps is CENTRAL.R3S . Contrary to earlier releases there are no
separate installation templates for a central instance with or without database. SAP® is
using a separate template for database installation. To restart the installation later it is
however sufficient to restart with the original file.

During and after installation, SAP® requires hostname to return the computer name only,
not the fully qualified domain name. So either set the hostname accordingly, or set an
alias with alias hostname='hostname -s' forbothorasid and sidadm (and for root at

307



Installing SAP® R/3®

least during installation steps performed as root). It is also possible to adjust the installed
.profile and .login files of both users that are installed during SAP® installation.

10.7.8.3. Start R3SETUP 4.6B

Make sure LD LIBRARY PATH

is set correctly:

# export LD_LIBRARY_PATH=/oracle/IDS/lib:/sapmnt/IDS/exe:/

oracle/805_32/1ib

Start R3SETUP as root from installation directory:

# cd /oracle/IDS/sapreorg/install
# ./R3SETUP -f CENTRDB.R3S

The script then asks some questions (defaults in brackets, followed by actual input):

Question Default Input
Enter SAP System ID [Cc11] IDSEnter
Enter SAP Instance Number |[00] Enter
Enter SAPMOUNT Directory |[/sapmnt] Enter
Enter name of SAP central |[troubadix.domain.de] Enter
host

Enter name of SAP db host |[troubadix] Enter
Select character set [1] (WESDEC) Enter
Enter Oracle server version 1Enter
(1) Oracle 8.0.5, (2) Oracle

8.0.6, (3) Oracle 8.1.5, (4)

Oracle 8.1.6

Extract Oracle Client archive [[1] (Yes, extract) Enter

Enter path to KERNEL CD [/sapcd] /oracle/IDS/sapreorg/
KERNEL

Enter path to RDBMS CD [/sapcd] /oracle/IDS/sapreorg/
RDBMS

Enter path to EXPORT1CD |[/sapcd] /oracle/IDS/sapreorg/

EXPORT1

Directory to copy EXPORT1
CD

[/oracle/IDS/sapreorg/
CD4_DIR]

Enter

Enter path to EXPORT2 CD

[/sapcd]

/oracle/IDS/sapreorg/
EXPORT2

Directory to copy EXPORT2
CD

[/oracle/IDS/sapreorg/
CD5_DIR]

Enter
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Question

Default

Input

Enter path to EXPORT3 CD

[/sapcd]

/oracle/IDS/sapreorg/
EXPORT3

Directory to copy EXPORT3
CD

[/oracle/IDS/sapreorg/
CD6_DIR]

Enter

Enter path to EXPORT4 CD

[/sapcd]

/oracle/IDS/sapreorg/
EXPORT4

Directory to copy EXPORT4
CD

[/oracle/IDS/sapreorg/
CD7_DIR]

Enter

Enter path to EXPORT5 CD

[/sapcd]

/oracle/IDS/sapreorg/
EXPORT5

Directory to copy EXPORT5
CD

[/oracle/IDS/sapreorg/
CD8_DIR]

Enter

Enter path to EXPORT6 CD

[/sapcd]

/oracle/IDS/sapreorg/
EXPORT6

Directory to copy EXPORT6
CD

[/oracle/IDS/sapreorg/
CD9_DIR]

Enter

Enter amount of RAM for
SAP + DB

850Enter (in Megabytes)

Service Entry  Message|[3600] Enter
Server

Enter Group-ID of sapsys [101] Enter
Enter Group-ID of oper [102] Enter
Enter Group-ID of dba [100] Enter
Enter User-ID of sidadm [1000] Enter
Enter User-ID of orasid [1002] Enter
Number of parallel procs  |[2] Enter

If you had not copied the CDs to the different locations, then the SAP® installer cannot
find the CD needed (identified by the LABEL.ASC file on the CD) and would then ask you
to insert and mount the CD and confirm or enter the mount path.

The CENTRDB.R3S might not be error free. In our case, it requested EXPORT4 CD again but
indicated the correct key (6_LOCATION, then 7_LOCATION etc.), so one can just continue
with entering the correct values.

Apart from some problems mentioned below, everything should go straight through up
to the point where the Oracle® database software needs to be installed.
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10.7.8.4. Start R3SETUP 4.6C SR2

Make sure LD _LIBRARY PATH is set correctly. This is a different value from the 4.6B
installation with Oracle® 8.0.5:

# export LD_LIBRARY_PATH=/sapmnt/PRD/exe:/oracle/PRD/817_32/lib
Start R3SETUP as user root from installation directory:

# cd /oracle/PRD/sapreorg/install
# ./R3SETUP -f CENTRAL.R3S

The script then asks some questions (defaults in brackets, followed by actual input):

Question Default Input
Enter SAP System ID [c11] PRDEnter
Enter SAP Instance Number [[00] Enter
Enter SAPMOUNT Directory |[/sapmnt] Enter
Enter name of SAP central |[majestix] Enter
host

Enter Database System ID  |[PRD] PRDEnter
Enter name of SAP db host  |[majestix] Enter
Select character set [1] (WESDEC) Enter
Enter Oracle server version 2Enter

(2) Oracle 8.1.7

Extract Oracle Client archive [ [1] (Yes, extract) Enter

Enter path to KERNEL CD [/sapcd] /oracle/PRD/sapreorg/
KERNEL

Enter amount of RAM for|2044 1800Enter (in Megabytes)

SAP + DB

Service Entry  Message|[3600] Enter

Server

Enter Group-ID of sapsys [100] Enter

Enter Group-ID of oper [101] Enter

Enter Group-ID of dba [102] Enter

Enter User-ID of oraprd [1002] Enter

Enter User-ID of prdadm [1000] Enter

LDAP support 3Enter (no support)

Installation step completed |[1] (continue) Enter
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Question ‘ Default ‘ Input

Choose installation service ‘ [1] (DB inst,file) ‘Enter

So far, creation of wusers gives an error during installation in phases
OSUSERDBSID_IND_ORA (for creating user orasid) and OSUSERSIDADM_IND_ORA
(creating user sidadm).

Apart from some problems mentioned below, everything should go straight through up
to the point where the Oracle® database software needs to be installed.

10.7.9. Installing Oracle® 8.0.5

Please see the corresponding SAP® Notes and Oracle® Readmes regarding Linux and
Oracle® DB for possible problems. Most if not all problems stem from incompatible
libraries.

For more information on installing Oracle®, refer to the Installing Oracle® chapter.
10.7.9.1. Installing the Oracle® 8.0.5 with orainst

If Oracle® 8.0.5 is to be used, some additional libraries are needed for successfully
relinking, as Oracle® 8.0.5 was linked with an old glibc (RedHat 6.0), but RedHat 6.1
already uses a new glibc. So you have to install the following additional packages to ensure
that linking will work:

compat-1libs-5.2-2.1386.rpm
compat-glibc-5.2-2.0.7.2.1386.rpm
compat-egcs-5.2-1.0.3a.1.1386. rpm
compat-egcs-c++-5.2-1.0.3a.1.1386. rpm
compat-binutils-5.2-2.9.1.0.23.1.1386.rpm

See the corresponding SAP® Notes or Oracle® Readme s for further information. If this is
no option (at the time of installation we did not have enough time to check this), one could
use the original binaries, or use the relinked binaries from an original RedHat system.

For compiling the intelligent agent, the RedHat Tcl package must be installed. If you
cannot get tcl-8.0.3-20.i386.rpm , a newer one like tcl-8.0.5-30.1386.rpm for
RedHat 6.1 should also do.

Apart from relinking, the installation is straightforward:

# su - oraids
# export TERM=xterm
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# export ORACLE_TERM=xterm

# export ORACLE_HOME=/oracle/IDS
# cd $ORACLE_HOME/orainst_sap

# ./orainst

Confirm all screens with Enter until the software is installed, except that one has to
deselect the Oracle® On-Line Text Viewer, as this is not currently available for Linux.
Oracle® then wants to relink with i386-glibc20-1linux-gcc instead of the available
gcc, egcs or 1386-redhat-linux-gcc

Due to time constrains we decided to use the binaries from an Oracle® 8.0.5 PreProduction
release, after the first attempt at getting the version from the RDBMS CD working, failed,
and finding and accessing the correct RPMs was a nightmare at that time.

10.7.9.2. Installing the Oracle® 8.0.5 Pre-production Release for Linux
(Kernel 2.0.33)

This installation is quite easy. Mount the CD, start the installer. It will then ask for the
location of the Oracle® home directory, and copy all binaries there. We did not delete the
remains of our previous RDBMS installation tries, though.

Afterwards, Oracle® Database could be started with no problems.

10.7.10. Installing the Oracle® 8.1.7 Linux Tarball

Take the tarball oracle81732.tgz you produced from the installation directory on a
Linux system and untar it to /oracle/SID/817_32/ .

10.7.11. Continue with SAP® R/3® Installation

First check the environment settings of users idsamd (sidadm) and oraids (orasid).
They should now both have the files .profile, .login and .cshrc which are all using
hostname . In case the system's hostname is the fully qualified name, you need to change
hostname to hostname -s within all three files.

10.7.11.1. Database Load

Afterwards, R3SETUP can either be restarted or continued (depending on whether exit
was chosen or not). R3SETUP then creates the tablespaces and loads the data (for 46B IDES,
from EXPORT1 to EXPORTS, for 46C from DISK1 to DISK4) with R3load into the database.

When the database load is finished (might take a few hours), some passwords are
requested. For test installations, one can use the well known default passwords (use
different ones if security is an issue!):

Question Input

Enter Password for sapr3 sapEnter
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Question Input

Confirum Password for sapr3 sapEnter

Enter Password for sys change_on_installEnter
Confirm Password for sys change_on_installEnter
Enter Password for system managerEnter

Confirm Password for system managerEnter

At this point We had a few problems with dipgntab during the 4.6B installation.
10.7.11.2. Listener

Start the Oracle® Listener as user orasid as follows:

% umask 0; lsnrctl start

Otherwise you might get the error ORA-12546 as the sockets will not have the correct
permissions. See SAP® Note 072984.

10.7.11.3. Updating MNLS Tables

If you plan to import non-Latin-1 languages into the SAP® system, you have to update the
Multi National Language Support tables. This is described in the SAP® 0SS Notes 15023
and 45619. Otherwise, you can skip this question during SAP® installation.

##

@ If you do not need MNLS, it is still necessary to check the table
TCPDB and initializing it if this has not been done. See SAP® note
0015023 and 0045619 for further information.

10.7.12. Post-installation Steps
10.7.12.1. Request SAP® R/3® License Key

You have to request your SAP® R/3® License Key. This is needed, as the temporary license
that was installed during installation is only valid for four weeks. First get the hardware
key. Log on as user idsadm and call saplicense :

# /sapmnt/IDS/exe/saplicense -get

Calling saplicense without parameters gives a list of options. Upon receiving the license
key, it can be installed using:
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# /sapmnt/IDS/exe/saplicense -install

You are then required to enter the following values:

SAP SYSTEM ID
CUSTOMER KEY
INSTALLATION NO
EXPIRATION DATE
LICENSE KEY

SID, 3 chars

hardware key, 11 chars
installation, 10 digits
yyyymmdd, usually "99991231"
license key, 24 chars

10.7.12.2. Creating Users

Create a user within client 000 (for some tasks required to be done within client 000,
but with a user different from users sap* and ddic). As a user name, We usually
choose wartung (or service in English). Profiles required are sap_new and sap_all.For
additional safety the passwords of default users within all clients should be changed (this
includes users sap* and ddic).

10.7.12.3. Configure Transport System, Profile, Operation Modes, Etc.

Within client 000, user different from ddic and sap*, do at least the following:

Task Transaction

Configure Transport System, e.g. as Stand-|STMS
Alone Transport Domain Entity

Create / Edit Profile for System RZ10

Maintain Operation Modes and Instances |RZ04

These and all the other post-installation steps are thoroughly described in SAP®
installation guides.

10.7.12.4. Edit initsid.sap (initIDS.sap)

The file /oracle/IDS/dbs/initIDS.sap containsthe SAP® backup profile. Here the size
of the tape to be used, type of compression and so on need to be defined. To get this
running with sapdba / brbackup , we changed the following values:

compress = hardware

archive function = copy delete save

cpio flags = "-ov --format=newc --block-size=128 --quiet"
cpio in flags = "-iuv --block-size=128 --quiet"

tape size = 38000M

tape address = /dev/nsa0

tape address rew = /dev/sal

Explanations:

compress : The tape we use is a HP DLT1 which does hardware compression.
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archive function : This defines the default behavior for saving Oracle® archive logs:
new logfiles are saved to tape, already saved logfiles are saved again and are then deleted.
This prevents lots of trouble if you need to recover the database, and one of the archive-
tapes has gone bad.

cpio flags : Default is to use -B which sets block size to 5120 Bytes. For DLT Tapes,
HP recommends at least 32 K block size, so we used --block-size=128 for 64 K. --
format=newc is needed because we have inode numbers greater than 65535. The last
option - -quiet is needed as otherwise brbackup complains as soon as cpio outputs the
numbers of blocks saved.

cpio in flags : Flags needed for loading data back from tape. Format is recognized
automatically.

tape_size : This usually gives the raw storage capability of the tape. For security reason
(we use hardware compression), the value is slightly lower than the actual value.

tape_address : The non-rewindable device to be used with cpio.
tape_address_rew : The rewindable device to be used with cpio.
10.7.12.5. Configuration Issues after Installation

The following SAP® parameters should be tuned after installation (examples for IDES 46B,
1 GB memory):

Name Value
ztta/roll_extension 250000000
abap/heap_area_dia 300000000
abap/heap_area_nondia 400000000
em/initial_size_MB 256
em/blocksize_kB 1024
ipc/shm_psize_40 70000000
SAP® Note 0013026:

Name Value
ztta/dynpro_area 2500000
SAP® Note 0157246

Name Value
rdisp/ROLL_MAXFS 16000
rdisp/PG_MAXFS 30000
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##
@ With the above parameters, on a system with 1 gigabyte of memory,
one may find memory consumption similar to:

Mem: 547M Active, 305M Inact, 109M Wired, 40M o
Cache, 112M Buf, 3492K Free

10.7.13. Problems during Installation
10.7.13.1. Restart R3SETUP after Fixing a Problem

R3SETUP stops if it encounters an error. If you have looked at the corresponding logfiles
and fixed the error, you have to start R3SETUP again, usually selecting REPEAT as option
for the last step R3SETUP complained about.

To restart R3SETUP, just start it with the corresponding R3S file:

# ./R3SETUP -f CENTRDB.R3S

for 4.6B, or with

# ./R3SETUP -f CENTRAL.R3S

for 4.6C, no matter whether the error occurred with CENTRAL.R3S or DATABASE.R3S .

##

S At some stages, R3SETUP assumes that both database and SAP®
processes are up and running (as those were steps it already
completed). Should errors occur and for example the database
could not be started, you have to start both database and SAP® by
hand after you fixed the errors and before starting R3SETUP again.

Do not forget to also start the Oracle® listener again (as orasid
with umask 0; lsnrctl start )if it was also stopped (for example
due to a necessary reboot of the system).

10.7.13.2. OSUSERSIDADM_IND_ORA during R3SETUP

If R3SETUP complains at this stage, edit the template file R3SETUP used at that
time (CENTRDB.R3S (4.6B) or either CENTRAL.R3S or DATABASE.R3S (4.6C)). Locate
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[OSUSERSIDADM_IND_ORA] or search for the only STATUS=ERROR entry and edit the
following values:

HOME=/home/sidadm (was empty)
STATUS=0K (had status ERROR)

Then you can restart R3SETUP again.
10.7.13.3. OSUSERDBSID_IND_ORA during R3SETUP

Possibly R3SETUP also complains at this stage. The error here is similar to the one
in phase OSUSERSIDADM_IND_ORA. Just edit the template file R3SETUP used at that
time (CENTRDB.R3S (4.6B) or either CENTRAL.R3S or DATABASE.R3S (4.6C)). Locate
[OSUSERDBSID IND ORA] or search for the only STATUS=ERROR entry and edit the
following value in that section:

STATUS=0K
Then restart R3SETUP.
10.7.13.4. oraview.vrf FILE NOT FOUND during Oracle® Installation

You have not deselected Oracle® On-Line Text Viewer before starting the installation. This
is marked for installation even though this option is currently not available for Linux.
Deselect this product inside the Oracle® installation menu and restart installation.

10.7.13.5. TEXTENV_INVALID during R3SETUP, RFC or SAPgui Start

If this error is encountered, the correct locale is missing. SAP® Note 0171356 lists the
necessary RPMs that need be installed (e.g. saplocales-1.0-3 , saposcheck-1.0-1 for
RedHat 6.1). In case you ignored all the related errors and set the corresponding STATUS
from ERROR to OK (in CENTRDB.R3S ) every time R3SETUP complained and just restarted
R3SETUP, the SAP® system will not be properly configured and you will then not be able
to connect to the system with a SAPgui, even though the system can be started. Trying to
connect with the old Linux SAPgui gave the following messages:

Sat May 5 14:23:14 2001

*** ERROR => no valid userarea given [trgmsgo. 0401]

Sat May 5 14:23:22 2001

*** ERROR => ERROR NR 24 occured [trgmsgi. 0410]

***x ERROR => Error when generating text environment. [trgmsgi. 0435]
*** ERROR => function failed [trgmsgi. 0447]

*** ERROR => no socket operation allowed [trxio.c 3363]
Speicherzugriffsfehler

This behavior is due to SAP® R/3® being unable to correctly assign a locale and also not
being properly configured itself (missing entries in some database tables). To be able to
connect to SAP®, add the following entries to file DEFAULT.PFL (see Note 0043288):
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abap/set etct env_at new mode = 0
install/collate/active = 0
rscp/TCPOB = TCPOB

Restart the SAP® system. Now you can connect to the system, even though country-
specific language settings might not work as expected. After correcting country settings
(and providing the correct locales), these entries can be removed from DEFAULT.PFL and
the SAP® system can be restarted.

10.7.13.6. ORA-00001

This error only happened with Oracle® 8.1.7 on FreeBSD. The reason was that the Oracle®
database could not initialize itself properly and crashed, leaving semaphores and shared
memory on the system. The next try to start the database then returned ORA-00001.

Find them with ipcs -a and remove them with ipcrm.
10.7.13.7. ORA-00445 (Background Process PMON Did Not Start)

This error happened with Oracle® 8.1.7. This error is reported if the database is started
with the usual startsap script (for example startsap majestix 00 ) as user prdadm.

A possible workaround is to start the database as user oraprd instead with svrmgrl:
% svrmgrl
SVRMGR> connect internal;

SVRMGR> startup ;
SVRMGR> exit

10.7.13.8. ORA-12546 (Start Listener with Correct Permissions)
Start the Oracle® listener as user oraids with the following commands:
# umask 0; Ulsnrctl start

Otherwise you might get ORA-12546 as the sockets will not have the correct permissions.
See SAP® Note 0072984.

10.7.13.9. ORA-27102 (Out of Memory)

This error happened whilst trying to use values for MAXDSIZ and DFLDSIZ greater than
1 GB (1024x1024x1024). Additionally, we got Linux Error 12: Cannot allocate memory.

10.7.13.10. [DIPGNTAB_IND_IND] during R3SETUP

In general, see SAP® Note 0130581 (R3SETUP step DIPGNTAB terminates). During the IDES-
specific installation, for some reason the installation process was not using the proper
SAP® system name “IDS”, but the empty string "" instead. This leads to some minor
problems with accessing directories, as the paths are generated dynamically using SID
(in this case IDS). So instead of accessing:
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/usr/sap/IDS/SYS/. ..
/usr/sap/IDS/DVMGS00

the following paths were used:

/usr/sap//SYS/. ..
/usr/sap/D00

To continue with the installation, we created a link and an additional directory:

# pwd

/compat/linux/usr/sap

# ls -1

total 4

drwxr-xr-x idsadm sapsys 512 May 5 11:20 DOO

3
drwxr-x--x 5 idsadm sapsys 512 May 5 11:35 IDS
lrwxr-xr-x 1 root sapsys 7 May 5 11:35 SYS -> IDS/SYS
drwxrwxr-x 2 idsadm sapsys 512 May 5 13:00 tmp
drwxrwxr-x 11 idsadm sapsys 512 May 4 14:20 trans

We also found SAP® Notes (0029227 and 0008401) describing this behavior. We did not
encounter any of these problems with the SAP® 4.6C installation.

10.7.13.11. [RFCRSWBOINI_IND_IND] during R3SETUP

During installation of SAP® 4.6C, this error was just the result of another error happening
earlier during installation. In this case, you have to look through the corresponding
logfiles and correct the real problem.

If after looking through the logfiles this error is indeed the correct one (check the SAP®
Notes), you can set STATUS of the offending step from ERROR to OK (file CENTRDB.R3S )
and restart R3SETUP. After installation, you have to execute the report RSWBOINS
from transaction SE38. See SAP® Note 0162266 for additional information about phase
RFCRSWBOINI and RFCRADDBDIF .

10.7.13.12. [RFCRADDBDIF_IND_IND] during R3SETUP

Here the same restrictions apply: make sure by looking through the logfiles, that this
error is not caused by some previous problems.

If you can confirm that SAP® Note 0162266 applies, just set STATUS of the offending step
from ERROR to OK (file CENTRDB.R3S ) and restart R3SETUP . After installation, you have to
execute the report RADDBDIF from transaction SE38.

10.7.13.13. sigaction sig31: File size limit exceeded

This error occurred during start of SAP® processes disp+work. If starting SAP® with the
startsap script, subprocesses are then started which detach and do the dirty work of
starting all other SAP® processes. As a result, the script itself will not notice if something
goes wrong.
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To check whether the SAP® processes did start properly, have a look at the process status
with ps ax | grep SID,which will give you a list of all Oracle® and SAP® processes. If it
looks like some processes are missing or if you cannot connect to the SAP® system, look
at the corresponding logfiles which can be found at /usr/sap/SID/DVEBMGSnr/work/
The files to look at are dev_ms and dev_disp.

Signal 31 happens here if the amount of shared memory used by Oracle® and SAP®
exceed the one defined within the kernel configuration file and could be resolved by using
alarger value:

# larger value for 46C production systems:
options SHMMAXPGS=393216

# smaller value sufficient for 46B:
#options SHMMAXPGS=262144

10.7.13.14. Start of saposcol Failed

There are some problems with the program saposcol (version 4.6D). The SAP® system is
using saposcol to collect data about the system performance. This program is not needed
to use the SAP® system, so this problem can be considered a minor one. The older versions
(4.6B) does work, but does not collect all the data (many calls will just return 0, for example
for CPU usage).

10.8. Advanced Topics

If you are curious as to how the Linux binary compatibility works, this is the
section you want to read. Most of what follows is based heavily on an email written
to FreeBSD chat #### by Terry Lambert <tlambert@primenet.com > (Message ID:
<199906020108.SAA07001@usr09.primenet.com> ).

10.8.1. How Does It Work?

FreeBSD has an abstraction called an “execution class loader”. This is a wedge into the
execve(2) system call.

What happens is that FreeBSD has a list of loaders, instead of a single loader with a fallback
to the #! loader for running any shell interpreters or shell scripts.

Historically, the only loader on the UNIX® platform examined the magic number
(generally the first 4 or 8 bytes of the file) to see if it was a binary known to the system,
and if so, invoked the binary loader.

If it was not the binary type for the system, the execve(2) call returned a failure, and the
shell attempted to start executing it as shell commands.

The assumption was a default of “whatever the current shell is”.
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Later, a hack was made for sh(1) to examine the first two characters, and if they were :
\n, then it invoked the csh(1) shell instead (we believe SCO first made this hack).

What FreeBSD does now is go through a list of loaders, with a generic #! loader that knows
about interpreters as the characters which follow to the next whitespace next to last,
followed by a fallback to /bin/sh.

For the Linux ABI support, FreeBSD sees the magic number as an ELF binary (it makes no
distinction between FreeBSD, Solaris™, Linux, or any other OS which has an ELF image
type, at this point).

The ELF loader looks for a specialized brand, which is a comment section in the ELF image,
and which is not present on SVR4/Solaris™ ELF binaries.

For Linux binaries to function, they must be branded as type Linux from brandelf(1):

# brandelf -t Linux file
When this is done, the ELF loader will see the Linux brand on the file.

When the ELF loader sees the Linux brand, the loader replaces a pointer in the proc
structure. All system calls are indexed through this pointer (in a traditional UNIX®
system, this would be the sysent[] structure array, containing the system calls). In
addition, the process is flagged for special handling of the trap vector for the signal
trampoline code, and several other (minor) fix-ups that are handled by the Linux kernel
module.

The Linux system call vector contains, among other things, a list of sysent[] entries
whose addresses reside in the kernel module.

When a system call is called by the Linux binary, the trap code dereferences the system
call function pointer off the proc structure, and gets the Linux, not the FreeBSD, system
call entry points.

In addition, the Linux mode dynamically reroots lookups; this is, in effect, what the union
option to file system mounts (not the unionfs file system type!) does. First, an attempt is
made to lookup the file in the /compat/linux/original-path directory, then only if that
fails, the lookup is done in the /original-path directory. This makes sure that binaries
that require other binaries can run (e.g., the Linux toolchain can all run under Linux ABI
support). It also means that the Linux binaries can load and execute FreeBSD binaries, if
there are no corresponding Linux binaries present, and that you could place a uname(1)
command in the /compat/linux directory tree to ensure that the Linux binaries could
not tell they were not running on Linux.

In effect, there is a Linux kernel in the FreeBSD kernel; the various underlying functions
that implement all of the services provided by the kernel are identical to both the FreeBSD
system call table entries, and the Linux system call table entries: file system operations,
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How Does It Work?

virtual memory operations, signal delivery, System V IPC, etc... The only difference is that
FreeBSD binaries get the FreeBSD glue functions, and Linux binaries get the Linux glue
functions (most older 0S's only had their own glue functions: addresses of functions in a
static global sysent[] structure array, instead of addresses of functions dereferenced off
a dynamically initialized pointer in the proc structure of the process making the call).

Which one is the native FreeBSD ABI? It does not matter. Basically the only difference is
that (currently; this could easily be changed in a future release, and probably will be after
this) the FreeBSD glue functions are statically linked into the kernel, and the Linux glue
functions can be statically linked, or they can be accessed via a kernel module.

Yeah, but is this really emulation? No. It is an ABI implementation, not an emulation.
There is no emulator (or simulator, to cut off the next question) involved.

So why is it sometimes called “Linux emulation”? To make it hard to sell FreeBSD! Really,
it is because the historical implementation was done at a time when there was really
no word other than that to describe what was going on; saying that FreeBSD ran Linux
binaries was not true, if you did not compile the code in or load a module, and there
needed to be a word to describe what was being loaded——hence “the Linux emulator”.
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# 11. ###4####(Tuning)

Written by Chern Lee.
Based on a tutorial written by Mike Smith.
Also based on tuning(7) written by Matt Dillon.

1.1, ##

# FreeBSD ######HHHBHARMHHBHARAH#E #HARHHHBHARHHABHARAHHRHA #RAH##H FreeBSD ###
RERBARBHBHHARH FreeBSD #####H##H

HAHHRAARAA
o BERBERBAREAE SWaD #HBH

e rc.conf #### /usr/local/etc/rc.d ######
o HEBHHHHHS

o #### virtual hosts#

o H##HH [etC #HHHHHHH

o ### sysctl ### FreeBSD ######

o HHHHHHHHAAH Kernel ###

HEHHRRRRAA RS

o ## UNIX® # FreeBSD ######(# 3, UNIX ###4)#

o ####ns# Kernel #####(# 8, ## FreeBSD Kernel)#

11.2. ##t3#H4H##
11.2.1. #####(Partition)

11.2.1.1. Base Partitions

# bsdlabel(8) # sysinstall(8) ############# HEHBABABHH(HHBRIRIRR) HHBRBRBHHHE HHABHHH
HEBHBRARERBRIRIRRRRRRIR [UST HERHRIRE BERRBRERIRRA#ATOOL, SWap, /var, /usT ###
#HHHHAHS

jvar #EBEREREAARAE [var #HEE BERIOG #RBHRIHHIR(SDOOIS)H HARHRHHHBHIHABHRIHHE HIHY
HEBBHRARBRHRARBRRRAARBRHRS BRRRRARRRRS 1 GB #HAHHBHHHHRRAAAHE [var/tmp ####
packages#
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HARABRH

# Jusr  #eapsEAEpsEEsassassssassassss . ports(7)  collection(####)#  source
tree(optional)# ### FreeBSD ########HBHERREH #ABRBHABHABHAS 2 GB #H##A#HH

HHHAARBRAHAHABRRHHAAE BHARABRRHAR AR RARH AR RARH AR RRHAAH

##
3 #u#wn#is sysinstall(8) # Auto-defaults (#HEE)  #A#EHARIHE #HEHH
INar ## | RRBBBHHE BRBRR AR AR

11.2.1.2. Swap ##i#

TRTRTRTR TR TR TR TR TR TR TR TR TR TR TRy & TR TR TR T TR TR TR TR TR TR TR T TR T ##### #####
###HH##HHA SWap #HHARHAHHH##H(RAM ) #H#AFH#S #H#AHHAFH 128 M M swap
256 MB# #A#####HHHHHAAAAS SWAD #ARHHHHT swap ####### 256 MBH#HHE##H##H#AH##H
e S # s ottt bbbttt th bttt bttt bttt ettt
swap ernel # VM paging ########HH#AHHHE #HHHAAAHHR#S SWaD #AHHH
VM page ######## #AHHRFHAFHRAHRAFHAFHAF AR Y

wansnpnnnnsnnnt SCSI ##(#nst IDE #asnntt IDE ##1#)# ###sasttsnst swap(Het#H)# #4# swap
sappapaannt Kernel #HAtt#tl SWaPHHHHIIHIRANE SWaD # 4 #1 #IHE SWap HARIIHIIIE
Kernel #######1#1E SWAD #HH# HERIHIHIIAIEE SWAD HIHIIIN I
#H##

11.2.1.3. #3H## Partition#

HHHHHHFHHHHFHFHFF TR FHAFHFH AR HHHHHHHHH R F R

HABH #BH | #H JUST RREHBBHRBHHS HRBHHAE HREAARHARE /var # /var/tmp #

By properly partitioning a system, fragmentation introduced in the smaller write heavy
partitions will not bleed over into the mostly-read partitions. Keeping the write-loaded
partitions closer to the disk's edge, will increase 1/0 performance in the partitions where
it occurs the most. Now while I/0 performance in the larger partitions may be needed,
shifting them more toward the edge of the disk will not lead to a significant performance
improvement over moving /var to the edge. Finally, there are safety concerns. A smaller,
neater root partition which is mostly read-only has a greater chance of surviving a bad
crash.

11.3. #######

The principal location for system configuration information is within /etc/rc. conf . This
file contains a wide range of configuration information, principally used at system startup
to configure the system. Its name directly implies this; it is configuration information for
the rc* files.
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# 11, #######(Tuning)

An administrator should make entries in the rc. conf file to override the default settings
from /etc/defaults/rc.conf . The defaults file should not be copied verbatim to /etc
- it contains default values, not examples. All system-specific changes should be made in
the rc.conf file itself.

A number of strategies may be applied in clustered applications to separate site-
wide configuration from system-specific configuration in order to keep administration
overhead down. The recommended approach is to place site-wide configuration into
another file, such as /etc/rc.conf.site , and then include this file into /etc/rc. conf ,
which will contain only system-specific information.

As rc.conf isread by sh(1) it is trivial to achieve this. For example:

+ rc.conf:

. /etc/rc.conf.site

hostname="nodel5.example.com"
network interfaces="fxp0 100"
ifconfig fxp6="inet 10.1.1.1"

+ rc.conf.site:
defaultrouter="10.1.1.254"

saver="daemon"
blanktime="100"

The rc.conf.site file can then be distributed to every system using rsync or a similar
program, while the rc.conf file remains unique.

Upgrading the system using sysinstall(8) or make world will not overwrite the rc.conf
file, so system configuration information will not be lost.

11.4. ##HHHH#H####

HABHHAHAH AR

#it########## Jusr/local/etc # ##

HHBHHH port # package i
HERARBRBARRAAS .default ## ###tis

HE . deTault ###### #HHHHY

#H##u##### fusr/local/etc/apache #

-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf
-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf.default
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf.default
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## Services #####

-rw-r--r-- 1 root wheel 12205 May 20 1998 magic

-rw-r--r-- 1 root wheel 12205 May 20 1998 magic.default
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types.default
-rw-r--r-- 1 root wheel 7980 May 20 1998 srm.conf
-rw-r--r-- 1 root wheel 7933 May 20 1998 srm.conf.default
srm.conf ###########Apache#######f# ““““““““““ ####

11.5. ## Services #i##it#

Contributed by Tom Rhodes.

Many users choose to install third party software on FreeBSD from the Ports Collection.
In many of these situations it may be necessary to configure the software in a manner
which will allow it to be started upon system initialization. Services, such as mail/postfix
or www/apachel3 are just two of the many software packages which may be started
during system initialization. This section explains the procedures available for starting
third party software.

In FreeBSD, most included services, such as cron(8), are started through the system start
up scripts. These scripts may differ depending on FreeBSD or vendor version; however,
the most important aspect to consider is that their start up configuration can be handled
through simple startup scripts.

Before the advent of rc.d, applications would drop a simple start up script into the /
usr/local/etc/rc.d directory which would be read by the system initialization scripts.
These scripts would then be executed during the latter stages of system start up.

While many individuals have spent hours trying to merge the old configuration style into
the new system, the fact remains that some third party utilities still require a script simply
dropped into the aforementioned directory. The subtle differences in the scripts depend
whether or not rc.d is being used. Prior to FreeBSD 5.1 the old configuration style is used
and in almost all cases a new style script would do just fine.

While every script must meet some minimal requirements, most of the time these
requirements are FreeBSD version agnostic. Each script must have a .sh extension
appended to the end and every script must be executable by the system. The latter may be
achieved by using the chmod command and setting the unique permissions of 755. There
should also be, at minimal, an option to start the application and an option to stop the
application,

The simplest start up script would probably look a little bit like this one:

#1/bin/sh
echo -n ' utility'
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This script provides for a stop and start option for the application hereto referred
simply as utility.

Could be started manually with:

While not all third party software requires the line in rc.conf, almost every day a
new port will be modified to accept this configuration. Check the final output of the
installation for more information on a specific application. Some third party software will
provide start up scripts which permit the application to be used with rc.d; although, this
will be discussed in the next section.

11.5.1. Extended Application Configuration

Now that FreeBSD includes rc.d, configuration of application startup has become easier,
and more featureful. Using the key words discussed in the rc.d section, applications may
now be set to start after certain other services for example DNS; may permit extra flags
to be passed through rc.conf in place of hard coded flags in the start up script, etc. A
basic script may look similar to the following:
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# Services ##### Services

DO NOT CHANGE THESE DEFAULT VALUES HERE
SET THEM IN THE /etc/rc.conf FILE

H* H H W

utility enable=${utility enable-"NO"}
pidfile=${utility pidfile-"/var/run/utility.pid"}

run_rc_command "$1"

This script will ensure that the provided utility will be started after the daemon service.
It also provides a method for setting and tracking the PID, or process ID file.

This application could then have the following line placed in /etc/rc. conf :

utility enable="YES"

This new method also allows for easier manipulation of the command line arguments,
inclusion of the default functions provided in /etc/rc.subr , compatibility with the
rcorder(8) utility and provides for easier configuration via the rc. conf file.

11.5.2. # Services #3#i### Services

Other services, such as POP3 server daemons, IMAP, etc. could be started using the
inetd(8). This involves installing the service utility from the Ports Collection with a
configuration line appended to the /etc/inetd.conf file, or uncommenting one of the
current configuration lines. Working with inetd and its configuration is described in
depth in the inetd section.

In some cases, it may be more plausible to use the cron(8) daemon to start system services.
This approach has a number of advantages because cron runs these processes as the
crontab 's file owner. This allows regular users to start and maintain some applications.

The cron utility provides a unique feature, @reboot , which may be used in place of the
time specification. This will cause the job to be run when cron(8) is started, normally
during system initialization.

1 1 .6. ## cron

Contributed by Tom Rhodes.

FreeBSD ########## cron(8)# cron ############# /etc/crontab ### /var/cron/tabs
#H#RH##HAR crontab ### ## crontab #####H#RHH##HARE Cron ##H

Cron H##HBHHAHBHBHAHHHHHHHEE CcrOntab ######E crontabs################]N the
system crontab, the sixth field is the name of a user for the command to run as. This gives
the system crontab the ability to run commands as any user. In a user crontab, the sixth
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field is the command to run, and all commands run as the user who created the crontab;
this is an important security feature.

##

S User crontabs allow individual users to schedule tasks without the
need for root privileges. Commands in a user's crontab run with
the permissions of the user who owns the crontab.

The root user can have a user crontab just like any other user. This
one is different from /etc/crontab (the system crontab). Because
of the system crontab, there is usually no need to create a user
crontab for root.

Let us take a look at the /etc/crontab file (the system crontab):

# /etc/crontab - root's crontab for FreeBSD

#

# $FreeBSD: src/etc/crontab,v 1.32 2002/11/22 16:13:39 tom Exp $
# O

#

SHELL=/bin/sh

PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin &

HOME=/var/log

#

#

#minute hour mday month wday who command €
#
#

*/5 * * * x root /usr/libexec/atrun ©

©  Like most FreeBSD configuration files, the # character represents a comment. A
comment can be placed in the file as a reminder of what and why a desired action
is performed. Comments cannot be on the same line as a command or else they will
be interpreted as part of the command; they must be on a new line. Blank lines are
ignored.

@  First, the environment must be defined. The equals (=) character is used to define
any environment settings, as with this example where it is used for the SHELL, PATH,
and HOME options. If the shell line is omitted, cron will use the default, which is sh.
If the PATH variable is omitted, no default will be used and file locations will need to
be absolute. If HOME is omitted, cron will use the invoking users home directory.

®  Thisline defines a total of seven fields. Listed here are the values minute, hour, mday,
month, wday, who, and command . These are almost all self explanatory. minute is the
time in minutes the command will be run. hour is similar to the minute option, just
in hours. mday stands for day of the month. month is similar to hour and minute,
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as it designates the month. The wday option stands for day of the week. All these
fields must be numeric values, and follow the twenty-four hour clock. The who field
is special, and only exists in the /etc/crontab file. This field specifies which user
the command should be run as. When a user installs his or her crontab file, they
will not have this option. Finally, the command option is listed. This is the last field,
so naturally it should designate the command to be executed.

©  This last line will define the values discussed above. Notice here we have a */5
listing, followed by several more * characters. These * characters mean “first-last”,
and can be interpreted as every time. So, judging by this line, it is apparent that the
atrun command is to be invoked by root every five minutes regardless of what
day or month it is. For more information on the atrun command, see the atrun(s)
manual page.

Commands can have any number of flags passed to them; however, commands
which extend to multiple lines need to be broken with the backslash “\”
continuation character.

This is the basic set up for every crontab file, although there is one thing different about
this one. Field number six, where we specified the username, only exists in the system /
etc/crontab file. This field should be omitted for individual user crontab files.

11.6.1. ####(Crontab)######

##

A You must not use the procedure described here to edit/install the
system crontab. Simply use your favorite editor: the cron utility
will notice that the file has changed and immediately begin using
the updated version. See this FAQ entry for more information.

To install a freshly written user crontab, first use your favorite editor to create a file in
the proper format, and then use the crontab utility. The most common usage is:

% crontab crontab-file
In this example, crontab-file is the filename of a crontab that was previously created.

There is also an option to list installed crontab files: just pass the -1 option to crontab
and look over the output.

For users who wish to begin their own crontab file from scratch, without the use of a
template, the crontab -e option is available. This will invoke the selected editor with
an empty file. When the file is saved, it will be automatically installed by the crontab
command.
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If you later want to remove your user crontab completely, use crontab with the -r
option.

11.7. # FreeBSD ## rc

Contributed by Tom Rhodes.

#2002 ###FreeBSD ### NetBSD # rC.d ###H#RERHREFER #11 /X C/ rC. A #HRFRERERERERES
##### start, stop # restart #######ss #rrpsppssnssssss sshd(8)#

# /etc/rc.d/sshd restart

HHERRARHIAARRS BHAAAIE TC.CONS(S) HHHAHHAMHAAHRARHHARRARHHAR#AHH NAT(Network
Address Translation) daemon ###### /etc/rc.conf ##########

natd enable="YES"

###### natd_enable="NO" ##### NO ## YES ####1C SCripts ##HHHAAAHHHHH HHE(HHH)BRBHAH
HEHAARRRH

Since the rc.d system is primarily intended to start/stop services at system startup/
shutdown time, the standard start, stop and restart options will only perform their
action if the appropriate /etc/rc.conf variables are set. For instance the above sshd
restart command will only work if sshd_enable is set to YES in /etc/rc.conf . To
start, stop or restart a service regardless of the settings in /etc/rc.conf, the
commands should be prefixed with “force”. For instance to restart sshd regardless of the
current /etc/rc.conf setting, execute the following command:

# /etc/rc.d/sshd forcerestart

It is easy to check if a service is enabled in /etc/rc.conf by running the appropriate
rc.d script with the option rcvar. Thus, an administrator can check that sshd is in fact
enabled in /etc/rc.conf by running:

# /etc/rc.d/sshd rcvar
# sshd
$sshd_enable=YES

##
@ The second line (# sshd) is the output from the sshd command,

not a root console.

## status #######H#####HE sshd ##
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# /etc/rc.d/sshd status
sshd is running as pid 433.

In some cases it is also possible to reload a service. This will attempt to send a signal to
an individual service, forcing the service to reload its configuration files. In most cases
this means sending the service a SIGHUP signal. Support for this feature is not included
for every service.

The rc.d system is not only used for network services, it also contributes to most of the
system initialization. For instance, consider the bgfsck file. When this script is executed,
it will print out the following message:

Starting background file system checks in 60 seconds.

Therefore this file is used for background file system checks, which are done only during
system initialization.

Many system services depend on other services to function properly. For example, NIS
and other RPC-based services may fail to start until after the rpcbind (portmapper)
service has started. To resolve this issue, information about dependencies and other
meta-data is included in the comments at the top of each startup script. The rcorder(8)
program is then used to parse these comments during system initialization to determine
the order in which system services should be invoked to satisfy the dependencies. The
following words may be included at the top of each startup file:

« PROVIDE : Specifies the services this file provides.

« REQUIRE: Lists services which are required for this service. This file will run after the
specified services.

« BEFORE: Lists services which depend on this service. This file will run before the specified
services.

By using this method, an administrator can easily control system services without the
hassle of “runlevels” like some other UNIX® operating systems.

Additional information about the rc.d system can be found in the rc(8) and rc.subr(8)
manual pages.

11.8. ###H#H#

Contributed by Marc Fonvieille.

Nowadays we can not think about a computer without thinking about a network
connection. Adding and configuring a network card is a common task for any FreeBSD
administrator.
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11.8.1. #it######H#H#(Driver)

Before you begin, you should know the model of the card you have, the chip it uses, and
whether it is a PCI or ISA card. FreeBSD supports a wide variety of both PCI and ISA cards.
Check the Hardware Compatibility List for your release to see if your card is supported.

Once you are sure your card is supported, you need to determine the proper driver for
the card. /usr/src/sys/conf/NOTES and /usr/src/sys/arch/conf/NOTES  will give
you the list of network interface drivers with some information about the supported
chipsets/cards. If you have doubts about which driver is the correct one, read the manual
page of the driver. The manual page will give you more information about the supported
hardware and even the possible problems that could occur.

If you own a common card, most of the time you will not have to look very hard for a
driver. Drivers for common network cards are present in the GENERIC kernel, so your card
should show up during boot, like so:

dcO: <82c169 PNIC 10/100BaseTX> port 0xa000-0xalff mem ¢
0xd3800000-0xd38

000ff irg 15 at device 11.0 on pci0

dcO: Ethernet address: 00:a0:cc:da:da:da

miibus®: <MII bus> on dcO

ukphy0: <Generic IEEE 802.3u media interface> on miibus0
ukphyO: 1@baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto
dcl: <82c169 PNIC 10/100BaseTX> port 0x9800-0x98ff mem
0xd3000000-0xd30

000ff irq 11 at device 12.0 on pci0

dcl: Ethernet address: 00:a0:cc:da:da:db

miibusl: <MII bus> on dcl

ukphyl: <Generic IEEE 802.3u media interface> on miibusl
ukphyl: 1@baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

In this example, we see that two cards using the dc(4) driver are present on the system.

If the driver for your NIC is not present in GENERIC , you will need to load the proper driver
to use your NIC. This may be accomplished in one of two ways:

+ The easiest way is to simply load a kernel module for your network card with kldload(8),
or automatically at boot time by adding the appropriate line to the file /boot/
loader.conf . Not all NIC drivers are available as modules; notable examples of devices
for which modules do not exist are ISA cards.

* Alternatively, you may statically compile the support for your card into your
kernel. Check /usr/src/sys/conf/NOTES , /usr/src/sys/arch/conf/NOTES andthe
manual page of the driver to know what to add in your kernel configuration file. For
more information about recompiling your kernel, please see # 8, ## FreeBSD Kernel. 1f
your card was detected at boot by your kernel (GENERIC) you do not have to build a
new kernel.
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11.8.1.1. Using Windows® NDIS Drivers

Unfortunately, there are still many vendors that do not provide schematics for their
drivers to the open source community because they regard such information as trade
secrets. Consequently, the developers of FreeBSD and other operating systems are left two
choices: develop the drivers by a long and pain-staking process of reverse engineering
or using the existing driver binaries available for the Microsoft® Windows® platforms.
Most developers, including those involved with FreeBSD, have taken the latter approach.

Thanks to the contributions of Bill Paul (wpaul), as of FreeBSD 5.3-RELEASE there is
“native” support for the Network Driver Interface Specification (NDIS). The FreeBSD
NDISulator (otherwise known as Project Evil) takes a Windows® driver binary and
basically tricks it into thinking it is running on Windows®. Because the ndis(4) driver is
using a Windows® binary, it is only usable on i386™ and amd64 systems.

##
@ The ndis(4) driver is designed to support mainly PCI, CardBus and
PCMCIA devices, USB devices are not yet supported.

In order to use the NDISulator, you need three things:

1. Kernel sources

2. Windows® XP driver binary (.SYS extension)

3. Windows® XP driver configuration file (.INF extension)

Locate the files for your specific card. Generally, they can be found on the included CDs
or at the vendors' websites. In the following examples, we will use W32DRIVER.SYS and
W32DRIVER.INF .

##
@ You can not use a Windows®/i386 driver with FreeBSD/amd64, you
must get a Windows®/amdé4 driver to make it work properly.

The next step is to compile the driver binary into a loadable kernel module. To accomplish
this, as root, use ndisgen(8):

# ndisgen /path/to/W32DRIVER.INF /path/to/W32DRIVER.SYS
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The ndisgen(8) utility is interactive and will prompt for any extra information it requires;
it will produce a kernel module in the current directory which can be loaded as follows:

# kldload ./W32DRIVER.ko

In addition to the generated kernel module, you must load the ndis.ko and if ndis.ko
modules. This should be automatically done when you load any module that depends on
ndis(4). If you want to load them manually, use the following commands:

# kldload ndis
# kldload if ndis

The first command loads the NDIS miniport driver wrapper, the second loads the actual
network interface.

Now, check dmesg(8) to see if there were any errors loading. If all went well, you should
get output resembling the following:

ndisO: <Wireless-G PCI Adapter> mem 0xf4100000-0xf4101fff irq 3 at o
device 8.0 on pcil

ndis@: NDIS API version: 5.0

ndis0: Ethernet address: Qa:bl:2c:d3:4e:f5

ndis@: 1lb rates: 1Mbps 2Mbps 5.5Mbps 11Mbps

ndis@: 1lg rates: 6Mbps 9Mbps 12Mbps 18Mbps 36Mbps 48Mbps 54Mbps

From here you can treat the ndis@ device like any other network interface (e.g., dco).

You can configure the system to load the NDIS modules at boot time in the same way as
with any other module. First, copy the generated module, W32DRIVER. ko , to the /boot/
modules directory. Then, add the following line to /boot/loader.conf :

W32DRIVER load="YES"

11.8.2. #i####

Once the right driver is loaded for the network card, the card needs to be configured. As
with many other things, the network card may have been configured at installation time
by sysinstall.

To display the configuration for the network interfaces on your system, enter the
following command:

% ifconfig

dc0O: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet 192.168.1.3 netmask Oxffffff0O® broadcast 192.168.1.255
ether 00:a0:cc:da:da:da
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

dcl: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet 10.0.0.1 netmask OxffffffOO broadcast 10.0.0.255
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ether 00:a0:cc:da:da:db
media: Ethernet 10baseT/UTP
status: no carrier
1p0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> mtu 1500
100: flags=8049<UP,LO0PBACK,RUNNING,MULTICAST> mtu 16384
inet 127.0.0.1 netmask OxffOOOOOO
tun@: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

##

@ Old versions of FreeBSD may require the -a option following
ifconfig(8), for more details about the correct syntax of ifconfig(s),
please refer to the manual page. Note also that entries concerning
IPv6 (inet6 etc.) were omitted in this example.

In this example, the following devices were displayed:
* dcO: The first Ethernet interface

* dcl: The second Ethernet interface

+ 1p0: The parallel port interface

+ 100: The loopback device

* tun@: The tunnel device used by ppp

FreeBSD uses the driver name followed by the order in which one the card is detected at
the kernel boot to name the network card. For example sis2 would be the third network
card on the system using the sis(4) driver.

In this example, the dc@® device is up and running. The key indicators are:

1. UP means that the card is configured and ready.

2. The card has an Internet (inet) address (in this case 192.168.1.3 ).

3. It has a valid subnet mask (netmask ; Oxffffff00 isthe same as 255.255.255.0 ).
4, It has a valid broadcast address (in this case, 192.168.1.255 ).

5. The MAC address of the card (ether) is 00:a0:cc:da:da:da

6. The physical media selection is on autoselection mode (media: Ethernet autoselect
(100baseTX <full-duplex>) ).We see that dcl was configured to run with 10baseT/
UTP media. For more information on available media types for a driver, please refer
to its manual page.
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7. The status of the link (status) is active, i.e. the carrier is detected. For dc1, we see
status: no carrier . This is normal when an Ethernet cable is not plugged into the
card.

If the ifconfig(8) output had shown something similar to:

dcO: flags=8843<BROADCAST,SIMPLEX,MULTICAST> mtu 1500
ether 00:a0:cc:da:da:da

it would indicate the card has not been configured.

To configure your card, you need root privileges. The network card configuration can be
done from the command line with ifconfig(8) but you would have to do it after each reboot
of the system. The file /etc/rc.conf is where to add the network card's configuration.

Open /etc/rc.conf inyour favorite editor. You need to add a line for each network card
present on the system, for example in our case, we added these lines:

ifconfig dcO="inet 192.168.1.3 netmask 255.255.255.0"
ifconfig dcl="inet 10.0.0.1 netmask 255.255.255.0 media 10baseT/UTP"

You have to replace dc0, dcl, and so on, with the correct device for your cards, and the
addresses with the proper ones. You should read the card driver and ifconfig(8) manual
pages for more details about the allowed options and also rc.conf(5) manual page for more
information on the syntax of /etc/rc.conf .

If you configured the network during installation, some lines about the network card(s)
may be already present. Double check /etc/rc.conf before adding any lines.

You will also have to edit the file /etc/hosts to add the names and the IP addresses of
various machines of the LAN, if they are not already there. For more information please
refer to hosts(5) and to /usr/share/examples/etc/hosts

11.8.3. ##t##t###

Once you have made the necessary changes in /etc/rc.conf , you should reboot your
system. This will allow the change(s) to the interface(s) to be applied, and verify that the
system restarts without any configuration errors.

Once the system has been rebooted, you should test the network interfaces.

11.8.3.1. #######(Ethernet Card)

To verify that an Ethernet card is configured correctly, you have to try two things. First,
ping the interface itself, and then ping another machine on the LAN.

First test the local interface:
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% ping -c5 192.168.1.3

PING 192.168.1.3 (192.168.1.3): 56 data bytes

64 bytes from 192.168.1.3: icmp seq=0 ttl=64 time=0.082 ms
64 bytes from 192.168.1.3: icmp seq=1 ttl=64 time=0.074 ms
64 bytes from 192.168.1.3: icmp seq=2 ttl=64 time=0.076 ms
64 bytes from 192.168.1.3: icmp seq=3 ttl=64 time=0.108 ms
64 bytes from 192.168.1.3: icmp seq=4 ttl=64 time=0.076 ms

--- 192.168.1.3 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.074/0.083/0.108/0.013 ms

Now we have to ping another machine on the LAN:

% ping -c5 192.168.1.2
PING 192.168.1.2 (192.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.

68.1.2): 56 data bytes

2: icmp seq=0 ttl=64 time=0.726 ms
.2: icmp_seq=1 ttl=64 time=0.766 ms
2: icmp seq=2 ttl=64 time=0.700 ms
2: icmp seq=3 ttl=64 time=0.747 ms
2: icmp _seq=4 ttl=64 time=0.704 ms

--- 192.168.1.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.700/0.729/0.766/0.025 ms

You could also use the machine name instead of 192.168.1.2 if you have set up the /
etc/hosts file.

11.8.3.2. ####

Troubleshooting hardware and software configurations is always a pain, and a pain which
can be alleviated by checking the simple things first. Is your network cable plugged
in? Have you properly configured the network services? Did you configure the firewall
correctly? Is the card you are using supported by FreeBSD? Always check the hardware
notes before sending off a bug report. Update your version of FreeBSD to the latest STABLE
version. Check the mailing list archives, or perhaps search the Internet.

If the card works, yet performance is poor, it would be worthwhile to read over the
tuning(7) manual page. You can also check the network configuration as incorrect
network settings can cause slow connections.

Some users experience one or two device timeout messages, which is normal for some
cards. If they continue, or are bothersome, you may wish to be sure the device is not
conflicting with another device. Double check the cable connections. Perhaps you may
just need to get another card

At times, users see a few watchdog timeout errors. The first thing to do here is to check
your network cable. Many cards require a PCI slot which supports Bus Mastering. On some
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old motherboards, only one PCI slot allows it (usually slot 0). Check the network card and
the motherboard documentation to determine if that may be the problem.

No route to host messages occur if the system is unable to route a packet to the destination
host. This can happen if no default route is specified, or if a cable is unplugged. Check the
output of netstat -rn and make sure there is a valid route to the host you are trying to
reach. If there is not, read on to # 29, #######.

ping: sendto: Permission denied error messages are often caused by a misconfigured
firewall. If ipfw is enabled in the kernel but no rules have been defined, then the default
policy is to deny all traffic, even ping requests! Read on to # 28, ### for more information.

Sometimes performarnce of the card is poor, or below average. In these cases it is best to
set the media selection mode from autoselect to the correct media selection. While this
usually works for most hardware, it may not resolve this issue for everyone. Again, check
all the network settings, and read over the tuning(7) manual page.

11.9. ##3##(Virtual Hosts)

A very common use of FreeBSD is virtual site hosting, where one server appears to the
network as many servers. This is achieved by assigning multiple network addresses to a
single interface.

A given network interface has one “real” address, and may have any number of “alias”
addresses. These aliases are normally added by placing alias entries in /etc/rc.conf .

An alias entry for the interface fxp0 looks like:

ifconfig fxpO aliasO="inet xxX.XXX.XXX.XXX netmask XXX.XXX.XXX.XXX"

Note that alias entries must start with alias® and proceed upwards in order, (for
example, aliasl, alias2, and so on). The configuration process will stop at the first
missing number.

The calculation of alias netmasks is important, but fortunately quite simple. For a given
interface, there must be one address which correctly represents the network's netmask.
Any other addresses which fall within this network must have a netmask of all 1s
(expressed as either 255.255.255.255 or Oxffffffff ).

For example, consider the case where the fxp@ interface is connected to two networks,
the 10.1.1.0 network with a netmask of 255.255.255.0 and the 202.0.75.16 network
with a netmask of 255.255.255.240 . We want the system to appearat 10.1.1.1 through
10.1.1.5 and at 202.0.75.17 through 202.0.75.20 . As noted above, only the first
address in a given network range (in this case, 10.0.1.1 and 202.0.75.17 ) should have
a real netmask; all the rest (10.1.1.2 through 10.1.1.5 and 202.0.75.18 through
202.0.75.20 ) must be configured with a netmask of 255.255.255.255 .
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The following /etc/rc.conf entries configure the adapter correctly for this

arrangement:

ifconfig fxp06="inet 10.1.1.1 netmask 255.255.255.0"
ifconfig fxp@ aliasO="inet 10.1.1.2 netmask 255.255.255.255"
ifconfig fxp0 aliasl="inet 10.1.1.3 netmask 255.255.255.255"
ifconfig fxp0 alias2="inet 10.1.1.4 netmask 255.255.255.255"
ifconfig fxp@ alias3="inet 10.1.1.5 netmask 255.255.255.255"
ifconfig fxp0 alias4="inet 202.0.75.17 netmask 255.255.255.240"
ifconfig fxp0 alias5="inet 202.0.75.18 netmask 255.255.255.255"
ifconfig fxp® alias6="inet 202.0.75.19 netmask 255.255.255.255"
ifconfig fxp0 alias7="inet 202.0.75.20 netmask 255.255.255.255"

11.10. ########H###

11.10.1. /etc Layout

There are a number of directories in which configuration information is kept. These

include:

/etc Generic system configuration information; data here is
system-specific.

/etc/defaults Default versions of system configuration files.

/etc/mail Extra sendmail(8) configuration, other MTA configuration
files.

/etc/ppp Configuration for both user- and kernel-ppp programs.

/etc/namedb Default location for named(8) data. Normally named. conf
and zone files are stored here.

/usr/local/etc Configuration files for installed applications. May contain

per-application subdirectories.

/usr/local/etc/rc.d

Start/stop scripts for installed applications.

/var/db

11.10.2. Hostnames

Automatically generated system-specific database files,
such as the package database, the locate database, and so
on

11.10.2.1. /etc/resolv.conf

/etc/resolv.conf dictates how FreeBSD's resolver accesses the Internet Domain Name

System (DNS).

The most common entries to resolv.conf are:
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nameserver The IP address of a name server the resolver should
query. The servers are queried in the order listed with a
maximum of three.

search Search list for hostname lookup. This is normally
determined by the domain of the local hostname.

domain The local domain name.

A typical resolv.conf :

search example.com
nameserver 147.11.1.11
nameserver 147.11.100.30

##
@ Only one of the search and domain options should be used.

If you are using DHCP, dhclient(8) usually rewrites resolv.conf with information
received from the DHCP server.

11.10.2.2. /etc/hosts

/etc/hosts is a simple text database reminiscent of the old Internet. It works in
conjunction with DNS and NIS providing name to IP address mappings. Local computers
connected via a LAN can be placed in here for simplistic naming purposes instead of
setting up a named(8) server. Additionally, /etc/hosts can be used to provide a local
record of Internet names, reducing the need to query externally for commonly accessed
names,

# $FreeBSD$

#

# Host Database

# This file should contain the addresses and aliases

# for local hosts that share this file.

# In the presence of the domain name service or NIS, this file may
# not be consulted at all; see /etc/nsswitch.conf for the ¢
resolution order.

#

#

i1 localhost localhost.my.domain myname.my.s
domain

127.0.0.1 localhost localhost.my.domain myname.my.o
domain
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/etc/hosts takes on the simple format of:

For example:

Consult hosts(5) for more information.
11.10.3. Log File Configuration
11.10.3.1. syslog.conf

syslog.conf isthe configuration file for the syslogd(8) program. It indicates which types
of syslog messages are logged to particular log files.
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Consult the syslog.conf(5) manual page for more information.

11.10.3.2. newsyslog.conf

newsyslog.conf is the configuration file for newsyslog(8), a program that is normally
scheduled to run by cron(8). newsyslog(8) determines when log files require archiving or
rearranging. logfile is moved to logfile.0, logfile.0 is moved to logfile.1l, and
so on. Alternatively, the log files may be archived in gzip(1) format causing them to be
named: logfile.0.g9z , logfile.1l.gz , and so on.

newsyslog.conf indicates which log files are to be managed, how many are to be kept,
and when they are to be touched. Log files can be rearranged and/or archived when they
have either reached a certain size, or at a certain periodic time/date.
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sysctl.conf

/var/log/security 600 10 100 * z
/var/log/wtmp 644 3 & @01TO5 B
/var/log/daily.log 640 7 & @Te0 Z
/var/log/weekly. log 640 5 1 $W6D0O Z
/var/log/monthly.log 640 12 * $M1D0O Z
/var/log/console. log 640 5 100 * z

Consult the newsyslog(8) manual page for more information.

11.10.4. sysctl.conf

sysctl.conf looks much like rc.conf. Values are set in a variable=value form. The
specified values are set after the system goes into multi-user mode. Not all variables are
settable in this mode.

Asample sysctl.conf turning off logging of fatal signal exits and letting Linux programs
know they are really running under FreeBSD:

kern.logsigexit=0 # Do not log fatal signal exits (e.g. sig 11)

compat.linux.osname=FreeBSD
compat.linux.osrelease=4.3-STABLE

11.11. Tuning with sysctl

sysctl(8) is an interface that allows you to make changes to a running FreeBSD system.
This includes many advanced options of the TCP/IP stack and virtual memory system that
can dramatically improve performance for an experienced system administrator. Over
five hundred system variables can be read and set using sysctl(8).

At its core, sysctl(8) serves two functions: to read and to modify system settings.
To view all readable variables:

% sysctl -a
To read a particular variable, for example, kern.maxproc :

% sysctl kern.maxproc
kern.maxproc: 1044

To set a particular variable, use the intuitive variable =value syntax:

# sysctl kern.maxfiles=5000
kern.maxfiles: 2088 -> 5000

Settings of sysctl variables are usually either strings, numbers, or booleans (a boolean
being 1 for yes or a 0 for no).
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If you want to set automatically some variables each time the machine boots, add them
to the /etc/sysctl.conf file. For more information see the sysctl.conf(5) manual page
and the # 11.10.4, “sysctl.conf”.

11.11.1. sysctl(8) Read-only
Contributed by Tom Rhodes.

In some cases it may be desirable to modify read-only sysctl(8) values. While this is
sometimes unavoidable, it can only be done on (re)boot.

For instance on some laptop models the cardbus(4) device will not probe memory ranges,
and fail with errors which look similar to:

cbb0: Could not map register memory
device probe and attach: cbb@® attach returned 12

Cases like the one above usually require the modification of some default sysctl(8) settings
which are set read only. To overcome these situations a user can put sysctl(8) “OIDs”
in their local /boot/loader. conf . Default settings are located in the /boot/defaults/
loader.conf file.

Fixing the problem mentioned above would require a wuser to set
hw.pci.allow unsupported io range=1 in the aforementioned file. Now cardbus(4)
will work properly.

11.12. Tuning Disks
11.12.1. Sysctl Variables

11.12.1.1. vfs.vmiodirenable

The vfs.vmiodirenable sysctl variable may be set to either 0 (off) or 1 (on); it is 1 by
default. This variable controls how directories are cached by the system. Most directories
are small, using just a single fragment (typically 1K) in the file system and less (typically
512 bytes) in the buffer cache. With this variable turned off (to 0), the buffer cache will
only cache a fixed number of directories even if you have a huge amount of memory.
When turned on (to 1), this sysctl allows the buffer cache to use the VM Page Cache to
cache the directories, making all the memory available for caching directories. However,
the minimum in-core memory used to cache a directory is the physical page size (typically
4K) rather than 512 bytes. We recommend keeping this option on if you are running any
services which manipulate large numbers of files. Such services can include web caches,
large mail systems, and news systems. Keeping this option on will generally not reduce
performance even with the wasted memory but you should experiment to find out.

11.12.1.2. vfs.write_behind
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Sysctl Variables

The vfs.write behind sysctl variable defaults to 1 (on). This tells the file system to
issue media writes as full clusters are collected, which typically occurs when writing large
sequential files. The idea is to avoid saturating the buffer cache with dirty buffers when it
would not benefit I/0 performance. However, this may stall processes and under certain
circumstances you may wish to turn it off.

11.12.1.3. vfs.hirunningspace

The vfs.hirunningspace sysctl variable determines how much outstanding write 1/
0 may be queued to disk controllers system-wide at any given instance. The default is
usually sufficient but on machines with lots of disks you may want to bump it up to
four or five megabytes. Note that setting too high a value (exceeding the buffer cache's
write threshold) can lead to extremely bad clustering performance. Do not set this value
arbitrarily high! Higher write values may add latency to reads occurring at the same time.

There are various other buffer-cache and VM page cache related sysctls. We do not
recommend modifying these values, the VM system does an extremely good job of
automatically tuning itself.

11.12.1.4. vm.swap_idle_enabled

The vm.swap_idle enabled sysctl variable is useful in large multi-user systems where
you have lots of users entering and leaving the system and lots of idle processes.
Such systems tend to generate a great deal of continuous pressure on free memory
reserves. Turning this feature on and tweaking the swapout hysteresis (in idle seconds)
via vm.swap_idle thresholdl and vm.swap idle threshold2 allows you to depress
the priority of memory pages associated with idle processes more quickly then the normal
pageout algorithm. This gives a helping hand to the pageout daemon. Do not turn this
option on unless you need it, because the tradeoff you are making is essentially pre-page
memory sooner rather than later; thus eating more swap and disk bandwidth. In a small
system this option will have a determinable effect but in a large system that is already
doing moderate paging this option allows the VM system to stage whole processes into
and out of memory easily.

11.12.1.5. hw.ata.wc

FreeBSD 4.3 flirted with turning off IDE write caching. This reduced write bandwidth to
IDE disks but was considered necessary due to serious data consistency issues introduced
by hard drive vendors. The problem is that IDE drives lie about when a write completes.
With IDE write caching turned on, IDE hard drives not only write data to disk out of
order, but will sometimes delay writing some blocks indefinitely when under heavy disk
loads. A crash or power failure may cause serious file system corruption. FreeBSD's default
was changed to be safe. Unfortunately, the result was such a huge performance loss that
we changed write caching back to on by default after the release. You should check the
default on your system by observing the hw.ata.wc sysctl variable. If IDE write caching
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is turned off, you can turn it back on by setting the kernel variable back to 1. This must
be done from the boot loader at boot time. Attempting to do it after the kernel boots will
have no effect.

For more information, please see ata(4).

11.12.1.6. SCSI_DELAY (kern.cam.scsi _delay )

The SCSI DELAY kernel config may be used to reduce system boot times. The defaults are
fairly high and can be responsible for 15 seconds of delay in the boot process. Reducing
it to 5 seconds usually works (especially with modern drives). Newer versions of FreeBSD
(5.0 and higher) should use the kern.cam.scsi delay boot time tunable. The tunable,
and kernel config option accept values in terms of milliseconds and not seconds.

11.12.2. Soft Updates

The tunefs(8) program can be used to fine-tune a file system. This program has many
different options, but for now we are only concerned with toggling Soft Updates on and
off, which is done by:

# tunefs -n enable /filesystem
# tunefs -n disable /filesystem

A filesystem cannot be modified with tunefs(8) while it is mounted. A good time to enable
Soft Updates is before any partitions have been mounted, in single-user mode.

Soft Updates drastically improves meta-data performance, mainly file creation and
deletion, through the use of a memory cache. We recommend to use Soft Updates on all
of your file systems. There are two downsides to Soft Updates that you should be aware
of: First, Soft Updates guarantees filesystem consistency in the case of a crash but could
very easily be several seconds (even a minute!) behind updating the physical disk. If your
system crashes you may lose more work than otherwise. Secondly, Soft Updates delays
the freeing of filesystem blocks. If you have a filesystem (such as the root filesystem)
which is almost full, performing a major update, such as make installworld , can cause
the filesystem to run out of space and the update to fail.

11.12.2.1. More Details about Soft Updates

There are two traditional approaches to writing a file systems meta-data back to disk.
(Meta-data updates are updates to non-content data like inodes or directories.)

Historically, the default behavior was to write out meta-data updates synchronously. If
a directory had been changed, the system waited until the change was actually written
to disk. The file data buffers (file contents) were passed through the buffer cache and
backed up to disk later on asynchronously. The advantage of this implementation is that
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Soft Updates

it operates safely. If there is a failure during an update, the meta-data are always in a
consistent state. A file is either created completely or not at all. If the data blocks of a
file did not find their way out of the buffer cache onto the disk by the time of the crash,
fsck(8) is able to recognize this and repair the filesystem by setting the file length to 0.
Additionally, the implementation is clear and simple. The disadvantage is that meta-data
changes are slow. An rm -r, for instance, touches all the files in a directory sequentially,
but each directory change (deletion of a file) will be written synchronously to the disk.
This includes updates to the directory itself, to the inode table, and possibly to indirect
blocks allocated by the file. Similar considerations apply for unrolling large hierarchies
(tar -x).

The second case is asynchronous meta-data updates. This is the default for Linux/ext2fs
andmount -o async for *BSD ufs. All meta-data updates are simply being passed through
the buffer cache too, that is, they will be intermixed with the updates of the file content
data. The advantage of this implementation is there is no need to wait until each meta-
data update has been written to disk, so all operations which cause huge amounts of meta-
data updates work much faster than in the synchronous case. Also, the implementation
is still clear and simple, so there is a low risk for bugs creeping into the code. The
disadvantage is that there is no guarantee at all for a consistent state of the filesystem.
If there is a failure during an operation that updated large amounts of meta-data (like
a power failure, or someone pressing the reset button), the filesystem will be left in an
unpredictable state. There is no opportunity to examine the state of the filesystem when
the system comes up again; the data blocks of a file could already have been written to the
disk while the updates of the inode table or the associated directory were not. It is actually
impossible to implement a fsck which is able to clean up the resulting chaos (because the
necessary information is not available on the disk). If the filesystem has been damaged
beyond repair, the only choice is to use newfs(8) on it and restore it from backup.

The usual solution for this problem was to implement dirty region logging, which is also
referred to as journaling, although that term is not used consistently and is occasionally
applied to other forms of transaction logging as well. Meta-data updates are still written
synchronously, but only into a small region of the disk. Later on they will be moved to
their proper location. Because the logging area is a small, contiguous region on the disk,
there are no long distances for the disk heads to move, even during heavy operations,
so these operations are quicker than synchronous updates. Additionally the complexity
of the implementation is fairly limited, so the risk of bugs being present is low. A
disadvantage is that all meta-data are written twice (once into the logging region and
once to the proper location) so for normal work, a performance “pessimization” might
result. On the other hand, in case of a crash, all pending meta-data operations can be
quickly either rolled-back or completed from the logging area after the system comes up
again, resulting in a fast filesystem startup.

Kirk McKusick, the developer of Berkeley FFS, solved this problem with Soft Updates:
all pending meta-data updates are kept in memory and written out to disk in a sorted
sequence (“ordered meta-data updates”). This has the effect that, in case of heavy meta-

354


http://www.FreeBSD.org/cgi/man.cgi?query=fsck&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=newfs&amp;sektion=8

# 11, #######(Tuning)

data operations, later updates to an item “catch” the earlier ones if the earlier ones are
still in memory and have not already been written to disk. So all operations on, say, a
directory are generally performed in memory before the update is written to disk (the
data blocks are sorted according to their position so that they will not be on the disk
ahead of their meta-data). If the system crashes, this causes an implicit “log rewind”: all
operations which did not find their way to the disk appear as if they had never happened.
A consistent filesystem state is maintained that appears to be the one of 30 to 60 seconds
earlier. The algorithm used guarantees that all resources in use are marked as such in
their appropriate bitmaps: blocks and inodes. After a crash, the only resource allocation
error that occurs is that resources are marked as “used” which are actually “free”. fsck(8)
recognizes this situation, and frees the resources that are no longer used. It is safe to
ignore the dirty state of the filesystem after a crash by forcibly mounting it with mount
-f.In order to free resources that may be unused, fsck(8) needs to be run at a later time.
This is the idea behind the background fsck: at system startup time, only a snapshot of the
filesystem is recorded. The fsck can be run later on. All file systems can then be mounted
“dirty”, so the system startup proceeds in multiuser mode. Then, background fscks will
be scheduled for all file systems where this is required, to free resources that may be
unused. (File systems that do not use Soft Updates still need the usual foreground fsck
though.)

The advantage is that meta-data operations are nearly as fast as asynchronous updates
(i.e. faster than with logging, which has to write the meta-data twice). The disadvantages
are the complexity of the code (implying a higher risk for bugs in an area that is highly
sensitive regarding loss of user data), and a higher memory consumption. Additionally
there are some idiosyncrasies one has to get used to. After a crash, the state of the
filesystem appears to be somewhat “older”. In situations where the standard synchronous
approach would have caused some zero-length files to remain after the fsck, these files
do not exist at all with a Soft Updates filesystem because neither the meta-data nor the
file contents have ever been written to disk. Disk space is not released until the updates
have been written to disk, which may take place some time after running rm. This may
cause problems when installing large amounts of data on a filesystem that does not have
enough free space to hold all the files twice.

11.13. Tuning Kernel Limits

11.13.1. File/Process Limits

11.13.1.1. kern.maxfiles

kern.maxfiles can be raised or lowered based upon your system requirements. This
variable indicates the maximum number of file descriptors on your system. When the file
descriptor table is full, file: table is full will show up repeatedly in the system message
buffer, which can be viewed with the dmesg command.
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File/Process Limits

Each open file, socket, or fifo uses one file descriptor. A large-scale production server may
easily require many thousands of file descriptors, depending on the kind and number of
services running concurrently.

In older FreeBSD releases, kern.maxfile 's default value is derived from the maxusers
option in your dictated by the maxusers option in your kernel configuration file.
kern.maxfiles grows proportionally to the value of maxusers. When compiling a
custom kernel, it is a good idea to set this kernel configuration option according to the
uses of your system. From this number, the kernel is given most of its pre-defined limits.
Even though a production machine may not actually have 256 users connected at once,
the resources needed may be similar to a high-scale web server.

As of FreeBSD 4.5, kern.maxusers is automatically sized at boot based on the amount of
memory available in the system, and may be determined at run-time by inspecting the
value of the read-only kern.maxusers sysctl. Some sites will require larger or smaller
values of kern.maxusers and may set it as a loader tunable; values of 64, 128, and 256 are
not uncommon. We do not recommend going above 256 unless you need a huge number
of file descriptors; many of the tunable values set to their defaults by kern.maxusers
may be individually overridden at boot-time or run-time in /boot/loader.conf (see the
loader.conf(5) man page or the /boot/defaults/loader.conf file for some hints) or as
described elsewhere in this document. Systems older than FreeBSD 4.4 must set this value
via the kernel config(8) option maxusers instead.

The system will auto-tune maxusers for you if you explicitly set it to 6", When setting
this option, you will want to set maxusers to at least 4, especially if you are using the X
Window System or compiling software. The reason is that the most important table set
by maxusers is the maximum number of processes, which is set to 20 + 16 * maxusers,
so if you set maxusers to 1, then you can only have 36 simultaneous processes, including
the 18 or so that the system starts up at boot time and the 15 or so you will probably
create when you start the X Window System. Even a simple task like reading a manual
page will start up nine processes to filter, decompress, and view it. Setting maxusers to
64 will allow you to have up to 1044 simultaneous processes, which should be enough for
nearly all uses. If, however, you see the dreaded proc table full error when trying to start
another program, or are running a server with a large number of simultaneous users (like
ftp.FreeBSD.org ), you can always increase the number and rebuild.

##

S maxusers does not limit the number of users which can log into
your machine. It simply sets various table sizes to reasonable values
considering the maximum number of users you will likely have on

'The auto-tuning algorithm sets maxusers equal to the amount of memory in the system, with a minimum

of 32, and a maximum of 384.
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your system and how many processes each of them will be running.
One keyword which does limit the number of simultaneous remote
logins and X terminal windows is pseudo-device pty 16 . With
FreeBSD 5.X, you do not have to worry about this number since the
pty(4) driver is “auto-cloning”; you simply use the line device pty
in your configuration file.

11.13.1.2. kern. ipc.somaxconn

The kern.ipc.somaxconn sysctl variable limits the size of the listen queue for accepting
new TCP connections. The default value of 128 is typically too low for robust handling of
new connections in a heavily loaded web server environment. For such environments, it
is recommended to increase this value to 1024 or higher. The service daemon may itself
limit the listen queue size (e.g. sendmail(8), or Apache) but will often have a directive in
its configuration file to adjust the queue size. Large listen queues also do a better job of
avoiding Denial of Service (DoS) attacks.

11.13.2. Network Limits

The NMBCLUSTERS kernel configuration option dictates the amount of network Mbufs
available to the system. A heavily-trafficked server with a low number of Mbufs will
hinder FreeBSD's ability. Each cluster represents approximately 2 K of memory, so a value
of 1024 represents 2 megabytes of kernel memory reserved for network buffers. A simple
calculation can be done to figure out how many are needed. If you have a web server which
maxes out at 1000 simultaneous connections, and each connection eats a 16 K receive and
16 K send buffer, you need approximately 32 MB worth of network buffers to cover the
web server. A good rule of thumb is to multiply by 2, so 2x32 MB / 2KB =64 MB / 2kB =
32768. We recommend values between 4096 and 32768 for machines with greater amounts
of memory. Under no circumstances should you specify an arbitrarily high value for this
parameter as it could lead to a boot time crash. The -m option to netstat(1) may be used
to observe network cluster use.

kern.ipc.nmbclusters loader tunable should be used to tune this at boot time. Only
older versions of FreeBSD will require you to use the NMBCLUSTERS kernel config(8)
option.

For busy servers that make extensive use of the sendfile(2) system call, it may be necessary
to increase the number of sendfile(2) buffers via the NSFBUFS kernel configuration option
or by setting its value in /boot/loader.conf (see loader(8) for details). A common
indicator that this parameter needs to be adjusted is when processes are seen in the
sfbufa state. The sysctl variable kern.ipc.nsfbufs is aread-only glimpse at the kernel
configured variable. This parameter nominally scales with kern.maxusers , however it
may be necessary to tune accordingly.
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Network Limits

##

A Even though a socket has been marked as non-blocking, calling
sendfile(2) on the non-blocking socket may result in the sendfile(2)
call blocking until enough struct sf buf 's are made available.

11.13.2.1. net.inet.ip.portrange.*

The net.inet.ip.portrange.* sysctl variables control the port number ranges
automatically bound to TCP and UDP sockets. There are three ranges: a low range, a
default range, and a high range. Most network programs use the default range which is
controlled by the net.inet.ip.portrange.first andnet.inet.ip.portrange.last |,
which default to 1024 and 5000, respectively. Bound port ranges are used for outgoing
connections, and it is possible to run the system out of ports under certain circumstances.
This most commonly occurs when you are running a heavily loaded web proxy. The port
range is not an issue when running servers which handle mainly incoming connections,
such as a normal web server, or has a limited number of outgoing connections, such as
a mail relay. For situations where you may run yourself out of ports, it is recommended
to increase net.inet.ip.portrange.last modestly. A value of 10000, 20000 or 30000
may be reasonable. You should also consider firewall effects when changing the port
range. Some firewalls may block large ranges of ports (usually low-numbered ports) and
expect systems to use higher ranges of ports for outgoing connections — for this reason
it is not recommended that net.inet.ip.portrange.first be lowered.

11.13.2.2. TCP Bandwidth Delay Product

The TCP Bandwidth Delay Product Limiting is similar to TCP/Vegas in NetBSD. It can
be enabled by setting net.inet.tcp.inflight.enable sysctl variable to 1. The system
will attempt to calculate the bandwidth delay product for each connection and limit the
amount of data queued to the network to just the amount required to maintain optimum
throughput.

This feature is useful if you are serving data over modems, Gigabit Ethernet, or even high
speed WAN links (or any other link with a high bandwidth delay product), especially
if you are also using window scaling or have configured a large send window. If you
enable this option, you should also be sure to set net.inet.tcp.inflight.debug to @
(disable debugging), and for production use setting net.inet.tcp.inflight.min to at
least 6144 may be beneficial. However, note that setting high minimums may effectively
disable bandwidth limiting depending on the link. The limiting feature reduces the
amount of data built up in intermediate route and switch packet queues as well as reduces
the amount of data built up in the local host's interface queue. With fewer packets queued
up, interactive connections, especially over slow modems, will also be able to operate with
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lower Round Trip Times. However, note that this feature only effects data transmission
(uploading / server side). It has no effect on data reception (downloading).

Adjusting net.inet.tcp.inflight.stab is not recommended. This parameter defaults
to 20, representing 2 maximal packets added to the bandwidth delay product window
calculation. The additional window is required to stabilize the algorithm and improve
responsiveness to changing conditions, but it can also result in higher ping times over
slow links (though still much lower than you would get without the inflight algorithm).
In such cases, you may wish to try reducing this parameter to 15, 10, or 5; and may also
have to reduce net.inet.tcp.inflight.min (for example, to 3500) to get the desired
effect. Reducing these parameters should be done as a last resort only.

11.13.3. Virtual Memory
11.13.3.1. kern.maxvnodes

A vnode is the internal representation of a file or directory. So increasing the number of
vnodes available to the operating system cuts down on disk I/0. Normally this is handled
by the operating system and does not need to be changed. In some cases where disk I/
0 is a bottleneck and the system is running out of vnodes, this setting will need to be
increased. The amount of inactive and free RAM will need to be taken into account.

To see the current number of vnodes in use:

# sysctl vfs.numvnodes
vfs.numvnodes: 91349

To see the maximum vnodes:

# sysctl kern.maxvnodes
kern.maxvnodes: 100000

If the current vnode usage is near the maximum, increasing kern.maxvnodes by a value
0f 1,000 is probably a good idea. Keep an eye on the number of vfs . numvnodes .If it climbs
up to the maximum again, kern.maxvnodes will need to be increased further. A shift
in your memory usage as reported by top(1) should be visible. More memory should be
active.

11.14. Adding Swap Space

No matter how well you plan, sometimes a system does not run as you expect. If you find
you need more swap space, it is simple enough to add. You have three ways to increase
swap space: adding a new hard drive, enabling swap over NFS, and creating a swap file
on an existing partition.

For information on how to encrypt swap space, what options for this task exist and why
it should be done, please refer to # 18.17, “Encrypting Swap Space” of the Handbook.
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Swap on a New Hard Drive

11.14.1. Swap on a New Hard Drive

The best way to add swap, of course, is to use this as an excuse to add another hard
drive. You can always use another hard drive, after all. If you can do this, go reread the
discussion of swap space in #11.2, “######” of the Handbook for some suggestions on how
to best arrange your swap.

11.14.2. Swapping over NFS
Swapping over NFS is only recommended if you do not have a local hard disk to swap to;

NFS swapping will be limited by the available network bandwidth and puts an additional
burden on the NFS server.

11.14.3. Swapfiles

You can create a file of a specified size to use as a swap file. In our example here we will
use a 64MB file called /usr/swap® . You can use any name you want, of course.

## 11.1. Creating a Swapfile on FreeBSD

1. Be certain that your kernel configuration includes the memory disk driver
(md(4)). It is default in GENERIC kernel.

device md # Memory "disks"

2. Create a swapfile (/usr/swap® ):

# dd if=/dev/zero of=/usr/swap® bs=1024k count=64

W

. Set proper permissions on (/usr/swap0 ):

# chmod 0600 /usr/swap0

4, Enable the swap file in /etc/rc.conf :

swapfile="/usr/swap0@" # Set to name of swapfile if aux o
swapfile desired.

5. Reboot the machine or to enable the swap file immediately, type:

# mdconfig -a -t vnode -f /usr/swap0® -u 0 && swapon /dev/mdO
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11.15. Power and Resource Management
Written by Hiten Pandya # Tom Rhodes.

It is very important to utilize hardware resources in an efficient manner. Before ACPI
was introduced, it was very difficult and inflexible for operating systems to manage
the power usage and thermal properties of a system. The hardware was controlled by
some sort of BIOS embedded interface, such as Plug and Play BIOS (PNPBIOS), or Advanced
Power Management (APM) and so on. Power and Resource Management is one of the key
components of a modern operating system. For example, you may want an operating
system to monitor system limits (and possibly alert you) in case your system temperature
increased unexpectedly.

In this section of the FreeBSD Handbook, we will provide comprehensive information
about ACPI. References will be provided for further reading at the end.

11.15.1. What Is ACPI?

Advanced Configuration and Power Interface (ACPI) is a standard written by an alliance of
vendors to provide a standard interface for hardware resources and power management
(hence the name). It is a key element in Operating System-directed configuration and Power
Management, i.e.: it provides more control and flexibility to the operating system (0S).
Modern systems “stretched” the limits of the current Plug and Play interfaces prior to the
introduction of ACPI. ACPI is the direct successor to APM (Advanced Power Management).

11.15.2. Shortcomings of Advanced Power Management (APM)

The Advanced Power Management (APM) facility controls the power usage of a system based
on its activity. The APM BIOS is supplied by the (system) vendor and it is specific to the
hardware platform. An APM driver in the OS mediates access to the APM Software Interface,
which allows management of power levels.

There are four major problems in APM. Firstly, power management is done by the
(vendor-specific) BIOS, and the OS does not have any knowledge of it. One example of
this, is when the user sets idle-time values for a hard drive in the APM BIOS, that when
exceeded, it (BIOS) would spin down the hard drive, without the consent of the OS.
Secondly, the APM logic is embedded in the BIOS, and it operates outside the scope of the
0S. This means users can only fix problems in their APM BIOS by flashing a new one into
the ROM; which is a very dangerous procedure with the potential to leave the system in an
unrecoverable state if it fails. Thirdly, APM is a vendor-specific technology, which means
that there is a lot of parity (duplication of efforts) and bugs found in one vendor's BIOS,
may not be solved in others. Last but not the least, the APM BIOS did not have enough
room to implement a sophisticated power policy, or one that can adapt very well to the
purpose of the machine.
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Plug and Play BIOS (PNPBIOS) was unreliable in many situations. PNPBIOS is 16-bit
technology, so the OS has to use 16-bit emulation in order to “interface” with PNPBIOS
methods.

The FreeBSD APM driver is documented in the apm(4) manual page.

11.15.3. Configuring ACPI

The acpi.ko driver is loaded by default at start up by the loader(8) and should not be
compiled into the kernel. The reasoning behind this is that modules are easier to work
with, say if switching to another acpi.ko without doing a kernel rebuild. This has the
advantage of making testing easier. Another reason is that starting ACPI after a system
has been brought up is not too useful, and in some cases can be fatal. In doubt, just disable
ACPI all together. This driver should not and can not be unloaded because the system bus
uses it for various hardware interactions. ACPI can be disabled with the acpiconf(8) utility.
In fact most of the interaction with ACPI can be done via acpiconf(8). Basically this means,
if anything about ACPI is in the dmesg(8) output, then most likely it is already running.

##

@ ACPI and APM cannot coexist and should be used separately. The
last one to load will terminate if the driver notices the other
running.

In the simplest form, ACPI can be used to put the system into a sleep mode with
acpiconf(8), the -s flag, and a 1-5 option. Most users will only need 1. Option 5 will do a
soft-off which is the same action as:

# halt -p

The other options are available. Check out the acpiconf(8) manual page for more
information.

11.16. Using and Debugging FreeBSD ACPI

Written by Nate Lawson.
With contributions from Peter Schultz # Tom Rhodes.

ACPI is a fundamentally new way of discovering devices, managing power usage,
and providing standardized access to various hardware previously managed by the
BIOS. Progress is being made toward ACPI working on all systems, but bugs in some
motherboards' ACPI Machine Language (AML) bytecode, incompleteness in FreeBSD's
kernel subsystems, and bugs in the Intel® ACPI-CA interpreter continue to appear.
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This document is intended to help you assist the FreeBSD ACPI maintainers in identifying
the root cause of problems you observe and debugging and developing a solution. Thanks
for reading this and we hope we can solve your system's problems.

11.16.1. Submitting Debugging Information

##

@ Before submitting a problem, be sure you are running the latest
BIOS version and, if available, embedded controller firmware
version.

For those of you that want to submit a problem right away, please send the following
information to freebsd-acpi@FreeBSD.org:

+ Description of the buggy behavior, including system type and model and anything that
causes the bug to appear. Also, please note as accurately as possible when the bug began
occurring if it is new for you.

+ The dmesg(8) output after boot -v, including any error messages generated by you
exercising the bug.

+ The dmesg(8) output from boot -v with ACPI disabled, if disabling it helps fix the
problem.

* Output from sysctl hw.acpi . This is also a good way of figuring out what features
your system offers.

+ URL where your ACPI Source Language (ASL) can be found. Do not send the ASL directly
to the list as it can be very large. Generate a copy of your ASL by running this command:

# acpidump -t -d > name-system.asl

(Substitute your login name for name and manufacturer/model for system. Example:
nj1l-FooCo6000.asl )

Most of the developers watch the FreeBSD-CURRENT #### but please submit problems to
freebsd-acpi to be sure it is seen. Please be patient, all of us have full-time jobs elsewhere.
If your bug is not immediately apparent, we will probably ask you to submit a PR via send-
pr(1). When entering a PR, please include the same information as requested above. This
will help us track the problem and resolve it. Do not send a PR without emailing freebsd-
acpi first as we use PRs as reminders of existing problems, not a reporting mechanism. It
is likely that your problem has been reported by someone before.
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Background

11.16.2. Background

ACPI is present in all modern computers that conform to the ia32 (x86), ia64 (Itanium),
and amdé4 (AMD) architectures. The full standard has many features including CPU
performance management, power planes control, thermal zones, various battery systems,
embedded controllers, and bus enumeration. Most systems implement less than the full
standard. For instance, a desktop system usually only implements the bus enumeration
parts while a laptop might have cooling and battery management support as well. Laptops
also have suspend and resume, with their own associated complexity.

An ACPI-compliant system has various components. The BIOS and chipset vendors
provide various fixed tables (e.g., FADT) in memory that specify things like the APIC map
(used for SMP), config registers, and simple configuration values. Additionally, a table of
bytecode (the Differentiated System Description Table DSDT) is provided that specifies a tree-
like name space of devices and methods.

The ACPI driver must parse the fixed tables, implement an interpreter for the bytecode,
and modify device drivers and the kernel to accept information from the ACPI subsystem.
For FreeBSD, Intel® has provided an interpreter (ACPI-CA) that is shared with Linux and
NetBSD. The path to the ACPI-CA source code is src/sys/contrib/dev/acpica .The glue
code that allows ACPI-CA to work on FreeBSD is in src/sys/dev/acpica/0Osd . Finally,
drivers that implement various ACPI devices are found in src/sys/dev/acpica .

11.16.3. Common Problems

For ACPI to work correctly, all the parts have to work correctly. Here are some common
problems, in order of frequency of appearance, and some possible workarounds or fixes.

11.16.3.1. Mouse Issues

In some cases, resuming from a suspend operation will cause the mouse to fail. A known
work around is to add hint.psm.0.flags="0x3000" to the /boot/loader.conf file.If
this does not work then please consider sending a bug report as described above.

11.16.3.2. Suspend/Resume

ACPI has three suspend to RAM (STR) states, S1-S3, and one suspend to disk state (STD),
called S4. S5 is “soft off” and is the normal state your system is in when plugged in but
not powered up. S4 can actually be implemented two separate ways. S4BIOS is a BIOS-
assisted suspend to disk. S40S is implemented entirely by the operating system.

Start by checking sysctl hw.acpi for the suspend-related items. Here are the results
for a Thinkpad:

hw.acpi.supported sleep state: S3 S4 S5
hw.acpi.s4bios: 0
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This means that we can use acpiconf -s to test 3, S40S, and S5. If s4bios was one (1),
we would have S4BIOS support instead of S4 OS.

When testing suspend/resume, start with S1, if supported. This state is most likely to
work since it does not require much driver support. No one has implemented S2 but if
you have it, it is similar to S1. The next thing to try is S3. This is the deepest STR state
and requires a lot of driver support to properly reinitialize your hardware. If you have
problems resuming, feel free to email the freebsd-acpi list but do not expect the problem
to be resolved since there are a lot of drivers/hardware that need more testing and work.

To help isolate the problem, remove as many drivers from your kernel as possible. If it
works, you can narrow down which driver is the problem by loading drivers until it fails
again. Typically binary drivers like nvidia.ko, X11 display drivers, and USB will have
the most problems while Ethernet interfaces usually work fine. If you can properly load/
unload the drivers, you can automate this by putting the appropriate commands in /etc/
rc.suspend and /etc/rc.resume . There is a commented-out example for unloading and
loading a driver. Try setting hw.acpi.reset video to zero (0) if your display is messed
up after resume. Try setting longer or shorter values for hw.acpi.sleep delay to see
if that helps.

Another thing to try is load a recent Linux distribution with ACPI support and test their
suspend/resume support on the same hardware. If it works on Linux, it is likely a FreeBSD
driver problem and narrowing down which driver causes the problems will help us fix
the problem. Note that the ACPI maintainers do not usually maintain other drivers (e.g
sound, ATA, etc.) so any work done on tracking down a driver problem should probably
eventually be posted to the freebsd-current list and mailed to the driver maintainer. If
you are feeling adventurous, go ahead and start putting some debugging printf(3)s in a
problematic driver to track down where in its resume function it hangs.

Finally, try disabling ACPI and enabling APM instead. If suspend/resume works with APM,
you may be better off sticking with APM, especially on older hardware (pre-2000). It took
vendors a while to get ACPI support correct and older hardware is more likely to have
BIOS problems with ACPI.

11.16.3.3. System Hangs (temporary or permanent)

Most system hangs are a result of lost interrupts or an interrupt storm. Chipsets have a
lot of problems based on how the BIOS configures interrupts before boot, correctness of
the APIC (MADT) table, and routing of the System Control Interrupt (SCI).

Interrupt storms can be distinguished from lost interrupts by checking the output of
vmstat -i and looking at the line that has acpi@. If the counter is increasing at more
than a couple per second, you have an interrupt storm. If the system appears hung, try
breaking to DDB (CTRL+ALT+ESC on console) and type show interrupts .

Your best hope when dealing with interrupt problems is to try disabling APIC support
with hint.apic.0.disabled="1" in loader.conf .
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ASL, acpidump , and IASL

11.16.3.4. Panics

Panics are relatively rare for ACPI and are the top priority to be fixed. The first step is
to isolate the steps to reproduce the panic (if possible) and get a backtrace. Follow the
advice for enabling options DDB and setting up a serial console (see # 24.6.5.3, “Entering
the DDB Debugger from the Serial Line”) or setting up a dump(8) partition. You can get a
backtrace in DDB with tr. If you have to handwrite the backtrace, be sure to at least get
the lowest five (5) and top five (5) lines in the trace.

Then, try to isolate the problem by booting with ACPI disabled. If that works, you can
isolate the ACPI subsystem by using various values of debug.acpi.disable . See the
acpi(4) manual page for some examples.

11.16.3.5. System Powers Up After Suspend or Shutdown

First, try setting hw.acpi.disable on poweroff="0" inloader.conf(5). This keeps ACPI
from disabling various events during the shutdown process. Some systems need this value
set to 1 (the default) for the same reason. This usually fixes the problem of a system
powering up spontaneously after a suspend or poweroff.

11.16.3.6. Other Problems

If you have other problems with ACPI (working with a docking station, devices not
detected, etc.), please email a description to the mailing list as well; however, some of
these issues may be related to unfinished parts of the ACPI subsystem so they might take a
while to be implemented. Please be patient and prepared to test patches we may send you.

11.16.4. ASL, acpidump, and IASL

The most common problem is the BIOS vendors providing incorrect (or outright buggy!)
bytecode. This is usually manifested by kernel console messages like this:

ACPI-1287: *** Error: Method execution failed [\\ SB .PCI0O.LPCO.s
FIGD. STA] \\
(Node 0xc3f6d160), AE NOT FOUND

Often, you can resolve these problems by updating your BIOS to the latest revision. Most
console messages are harmless but if you have other problems like battery status not
working, they are a good place to start looking for problems in the AML. The bytecode,
known as AML, is compiled from a source language called ASL. The AML is found in the
table known as the DSDT. To get a copy of your ASL, use acpidump(8). You should use both
the -t (show contents of the fixed tables) and -d (disassemble AML to ASL) options. See
the Submitting Debugging Information section for an example syntax.

The simplest first check you can do is to recompile your ASL to check for errors. Warnings
can usually be ignored but errors are bugs that will usually prevent ACPI from working
correctly. To recompile your ASL, issue the following command:
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# iasl your.asl

11.16.5. Fixing Your ASL

In the long run, our goal is for almost everyone to have ACPI work without any
user intervention. At this point, however, we are still developing workarounds for
common mistakes made by the BIOS vendors. The Microsoft® interpreter (acpi.sys and
acpiec.sys ) does not strictly check for adherence to the standard, and thus many BIOS
vendors who only test ACPI under Windows® never fix their ASL. We hope to continue to
identify and document exactly what non-standard behavior is allowed by Microsoft®'s
interpreter and replicate it so FreeBSD can work without forcing users to fix the ASL. As a
workaround and to help us identify behavior, you can fix the ASL manually. If this works
for you, please send a diff(1) of the old and new ASL so we can possibly work around the
buggy behavior in ACPI-CA and thus make your fix unnecessary.

Here is a list of common error messages, their cause, and how to fix them:
11.16.5.1. _OS dependencies

Some AML assumes the world consists of various Windows® versions. You can tell
FreeBSD to claim it is any OS to see if this fixes problems you may have. An easy way
to override this is to set hw.acpi.osname="Windows 2001" in /boot/loader.conf or
other similar strings you find in the ASL.

11.16.5.2. Missing Return statements

Some methods do not explicitly return a value as the standard requires. While ACPI-
CA does not handle this, FreeBSD has a workaround that allows it to return the value
implicitly. You can also add explicit Return statements where required if you know what
value should be returned. To force iasl to compile the ASL, use the -f flag.

11.16.5.3. Overriding the Default AML

After you customize your.asl, you will want to compile it, run:

# iasl your.asl

You can add the -f flag to force creation of the AML, even if there are errors
during compilation. Remember that some errors (e.g., missing Return statements) are
automatically worked around by the interpreter.

DSDT.aml is the default output filename for iasl. You canload this instead of your BIOS's
buggy copy (which is still present in flash memory) by editing /boot/loader.conf as
follows:

acpi dsdt load="YES"
acpi_dsdt name="/boot/DSDT.aml"
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Be sure to copy your DSDT.aml to the /boot directory.

11.16.6. Getting Debugging Output From ACPI

The ACPI driver has a very flexible debugging facility. It allows you to specify a
set of subsystems as well as the level of verbosity. The subsystems you wish to
debug are specified as “layers” and are broken down into ACPI-CA components
(ACPI_ALL_COMPONENTS) and ACPI hardware support (ACPI_ALL_DRIVERS). The
verbosity of debugging output is specified as the “level” and ranges from ACPI_LV_ERROR
(just report errors) to ACPI_LV_VERBOSE (everything). The “level” is a bitmask so multiple
options can be set at once, separated by spaces. In practice, you will want to use a serial
console to log the output if it is so long it flushes the console message buffer. A full list of
the individual layers and levels is found in the acpi(4) manual page.

Debugging output is not enabled by default. To enable it, add options ACPI_DEBUG
to your kernel configuration file if ACPI is compiled into the kernel. You can add
ACPI_DEBUG=1 to your /etc/make.conf to enable it globally. If it is a module, you can
recompile just your acpi.ko module as follows:

# cd /sys/modules/acpi/acpi

&& make clean &&
make ACPI_DEBUG=1

Install acpi.ko in /boot/kernel and add your desired level and layer to loader.conf .
This example enables debug messages for all ACPI-CA components and all ACPI hardware
drivers (CPU, LID, etc.) It will only output error messages, the least verbose level.

debug.acpi.layer="ACPI_ALL COMPONENTS ACPI ALL DRIVERS"
debug.acpi.level="ACPI LV ERROR"

If the information you want is triggered by a specific event (say, a suspend and then
resume), you can leave out changes to loader.conf and instead use sysctl to specify
the layer and level after booting and preparing your system for the specific event. The
sysctls are named the same as the tunables in loader.conf .

11.16.7. References
More information about ACPI may be found in the following locations:
¢ The FreeBSD ACPI ####

+ The ACPI Mailing List Archives http://lists.freebsd.org/pipermail/freebsd-
acpi/

+ The old ACPI Mailing List Archives http://home.jp.FreeBSD.org/mail-list/
acpi-jp/

+ The ACPI 2.0 Specification http://acpi.info/spec.htm

368


http://www.FreeBSD.org/cgi/man.cgi?query=acpi&amp;sektion=4
http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi
http://lists.freebsd.org/pipermail/freebsd-acpi/
http://lists.freebsd.org/pipermail/freebsd-acpi/
http://home.jp.FreeBSD.org/mail-list/acpi-jp/
http://home.jp.FreeBSD.org/mail-list/acpi-jp/
http://acpi.info/spec.htm

# 11, #######(Tuning)

+ FreeBSD Manual pages: acpi(4), acpi_thermal(4), acpidump(8), iasl(8), acpidb(8)

+ DSDT debugging resource. (Uses Compaq as an example but generally useful.)
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# 12. FreeBSD #####

12.1. ##

The process of starting a computer and loading the operating system is referred to as “the
bootstrap process”, or simply “booting”. FreeBSD's boot process provides a great deal
of flexibility in customizing what happens when you start the system, allowing you to
select from different operating systems installed on the same computer, or even different
versions of the same operating system or installed kernel.

This chapter details the configuration options you can set and how to customize the
FreeBSD boot process. This includes everything that happens until the FreeBSD kernel
has started, probed for devices, and started init(8). If you are not quite sure when this
happens, it occurs when the text color changes from bright white to grey.

HIRHHHARAA
+ What the components of the FreeBSD bootstrap system are, and how they interact.

« The options you can give to the components in the FreeBSD bootstrap to control the
boot process.

+ device.hints(5) ######

x86 Only
@ This chapter only describes the boot process for FreeBSD running

on Intel x86 systems.

12.2. Booting ##

Turning on a computer and starting the operating system poses an interesting dilemma.
By definition, the computer does not know how to do anything until the operating system
is started. This includes running programs from the disk. So if the computer can notrun a
program from the disk without the operating system, and the operating system programs
are on the disk, how is the operating system started?

This problem parallels one in the book The Adventures of Baron Munchausen. A character had
fallen part way down a manhole, and pulled himself out by grabbing his bootstraps, and
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The Boot Manager and Boot Stages

lifting. In the early days of computing the term bootstrap was applied to the mechanism
used to load the operating system, which has become shortened to “booting”.

On x86 hardware the Basic Input/Output System (BIOS) is responsible for loading the
operating system. To do this, the BIOS looks on the hard disk for the Master Boot Record
(MBR), which must be located on a specific place on the disk. The BIOS has enough
knowledge to load and run the MBR, and assumes that the MBR can then carry out the rest
of the tasks involved in loading the operating system, possibly with the help of the BIOS.

The code within the MBR is usually referred to as a boot manager, especially when it
interacts with the user. In this case the boot manager usually has more code in the first
track of the disk or within some 0S's file system. (A boot manager is sometimes also called a
boot loader, but FreeBSD uses that term for a later stage of booting.) Popular boot managers
include boot0 (a.k.a. Boot Easy, the standard FreeBSD boot manager), Grub, GAG, and LILO.
(Only booto fits within the MBR.)

If you have only one operating system installed on your disks then a standard PC MBR
will suffice. This MBR searches for the first bootable (a.k.a. active) slice on the disk, and
then runs the code on that slice to load the remainder of the operating system. The MBR
installed by fdisk(8), by default, is such an MBR. It is based on /boot/mbr .

If you have installed multiple operating systems on your disks then you can install a
different boot manager, one that can display a list of different operating systems, and
allows you to choose the one to boot from. Two of these are discussed in the next
subsection.

The remainder of the FreeBSD bootstrap system is divided into three stages. The first
stage is run by the MBR, which knows just enough to get the computer into a specific
state and run the second stage. The second stage can do a little bit more, before running
the third stage. The third stage finishes the task of loading the operating system. The
work is split into these three stages because the PC standards put limits on the size of
the programs that can be run at stages one and two. Chaining the tasks together allows
FreeBSD to provide a more flexible loader.

The kernel is then started and it begins to probe for devices and initialize them for use.
Once the kernel boot process is finished, the kernel passes control to the user process
init(8), which then makes sure the disks are in a usable state. init(8) then starts the
user-level resource configuration which mounts file systems, sets up network cards to
communicate on the network, and generally starts all the processes that usually are run
on a FreeBSD system at startup.

12.3. The Boot Manager and Boot Stages
12.3.1. The Boot Manager
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The code in the MBR or boot manager is sometimes referred to as stage zero of the boot
process. This subsection discusses two of the boot managers previously mentioned: boot0
and LILO.

The boot0 Boot Manager:  The MBR installed by FreeBSD's installer or boot0cfg(8), by
default, is based on /boot/boot@ . (The boot0 program is very simple, since the program
in the MBR can only be 446 bytes long because of the slice table and 0x55AA identifier at
the end of the MBR.) If you have installed boot0 and multiple operating systems on your
hard disks, then you will see a display similar to this one at boot time:

##12.1. boot0 Screenshot

F1 DOS

F2 FreeBSD
F3 Linux
F4 272

F5 Drive 1

Default: F2

Other operating systems, in particular Windows®, have been known to overwrite an
existing MBR with their own. If this happens to you, or you want to replace your existing
MBR with the FreeBSD MBR then use the following command:

# fdisk -B -b /boot/boot0 device

where device is the device that you boot from, such as ad@ for the first IDE disk, ad2 for
the first IDE disk on a second IDE controller, da® for the first SCSI disk, and so on. Or, if
you want a custom configuration of the MBR, use boot0cfg(8).

The LILO Boot Manager:  To install this boot manager so it will also boot FreeBSD, first
start Linux and add the following to your existing /etc/1ilo.conf configuration file:

other=/dev/hdXY
table=/dev/hdX
loader=/boot/chain.b
label=FreeBSD

In the above, specify FreeBSD's primary partition and drive using Linux specifiers,
replacing X with the Linux drive letter and Y with the Linux primary partition number.
If you are using a SCSI drive, you will need to change /dev/hd to read something similar
to /dev/sd. The loader=/boot/chain.b line can be omitted if you have both operating
systems on the same drive. Now run /sbin/lilo -v to commit your new changes to the
system; this should be verified by checking its screen messages.
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Stage One, /boot/bootl, and Stage Two,
/boot/boot2

12.3.2. Stage One, /boot/bootl, and Stage Two, /boot/boot2

Conceptually the first and second stages are part of the same program, on the same area
of the disk. Because of space constraints they have been split into two, but you would
always install them together. They are copied from the combined file /boot/boot by the
installer or disklabel (see below).

They are located outside file systems, in the first track of the boot slice, starting with the
first sector. This is where boot0, or any other boot manager, expects to find a program to
run which will continue the boot process. The number of sectors used is easily determined
from the size of /boot/boot .

bootl is very simple, since it can only be 512 bytes in size, and knows just enough about
the FreeBSD disklabel, which stores information about the slice, to find and execute boot2.

boot?2 is slightly more sophisticated, and understands the FreeBSD file system enough to
find files on it, and can provide a simple interface to choose the kernel or loader to run.

Since the loader is much more sophisticated, and provides a nice easy-to-use boot
configuration, boot2 usually runs it, but previously it was tasked to run the kernel
directly.

##12.2. boot2 Screenshot

>> FreeBSD/i1386 BOOT
Default: 0:ad(0,a)/kernel
boot:

If you ever need to replace the installed boot1 and boot2 use disklabel(8):

# disklabel -B diskslice

where diskslice is the disk and slice you boot from, such as ad@s1 for the first slice on
the first IDE disk.

O Dangerously Dedicated Mode

If you use just the disk name, such as ado, in the disklabel(8)
command you will create a dangerously dedicated disk, without
slices. This is almost certainly not what you want to do, so make

374


http://www.FreeBSD.org/cgi/man.cgi?query=disklabel&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=disklabel&amp;sektion=8

# 12. FreeBSD #####

sure you double check the disklabel(8) command before you press
Return.

12.3.3. Stage Three, /boot/loader

The loader is the final stage of the three-stage bootstrap, and is located on the file system,
usually as /boot/loader .

The loader is intended as a user-friendly method for configuration, using an easy-to-use
built-in command set, backed up by a more powerful interpreter, with a more complex
command set.

12.3.3.1. Loader Program Flow

During initialization, the loader will probe for a console and for disks, and figure out what
disk it is booting from. It will set variables accordingly, and an interpreter is started where
user commands can be passed from a script or interactively.

The loader will then read /boot/1loader. rc , which by default reads in /boot/defaults/
loader.conf which sets reasonable defaults for variables and reads /boot/loader. conf
for local changes to those variables. loader.rc then acts on these variables, loading
whichever modules and kernel are selected.

Finally, by default, the loader issues a 10 second wait for key presses, and boots the
kernel if it is not interrupted. If interrupted, the user is presented with a prompt which
understands the easy-to-use command set, where the user may adjust variables, unload
all modules, load modules, and then finally boot or reboot.

12.3.3.2. Loader Built-In Commands

These are the most commonly used loader commands. For a complete discussion of all
available commands, please see loader(8).

autoboot seconds
Proceeds to boot the kernel if not interrupted within the time span given, in seconds.
It displays a countdown, and the default time span is 10 seconds.

boot [-options] [kernelname]
Immediately proceeds to boot the kernel, with the given options, if any, and with the
kernel name given, if it is.

boot-conf
Goes through the same automatic configuration of modules based on variables as
what happens at boot. This only makes sense if you use unload first, and change
some variables, most commonly kernel.
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help [topic]
Shows help messages read from /boot/loader.help . If the topic given is index,
then the list of available topics is given.

include filename ...
Processes the file with the given filename. The file is read in, and interpreted line by
line. An error immediately stops the include command.

load [-t type] filename
Loads the kernel, kernel module, or file of the type given, with the filename given.
Any arguments after filename are passed to the file.

Is [-1] [path]
Displays a listing of files in the given path, or the root directory, if the path is not
specified. If -1 is specified, file sizes will be shown too.

Isdev [-v]
Lists all of the devices from which it may be possible to load modules. If -v is specified,
more details are printed.

Ismod [-v]
Displays loaded modules. If -v is specified, more details are shown.

more filename
Displays the files specified, with a pause at each LINES displayed.

reboot
Immediately reboots the system.

set variable, set variable =value
Sets the loader's environment variables.

unload
Removes all loaded modules.

12.3.3.3. Loader Examples

Here are some practical examples of loader usage:

« To simply boot your usual kernel, but in single-user mode:
boot -s

+ To unload your usual kernel and modules, and then load just your old (or another)
kernel:

unload
load kernel.old
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You can use kernel.GENERIC to refer to the generic kernel that comes on the install
disk, or kernel.old to refer to your previously installed kernel (when you have
upgraded or configured your own kernel, for example).

##
@ Use the following to load your usual modules with another

kernel:

unload
set kernel="kernel.old"
boot-conf

+ To load a kernel configuration script (an automated script which does the things you
would normally do in the kernel boot-time configurator):

load -t userconfig_script /boot/kernel.conf

12.4. Kernel Interaction During Boot

Once the kernel is loaded by either loader (as usual) or boot2 (bypassing the loader), it
examines its boot flags, if any, and adjusts its behavior as necessary.

12.4.1. Kernel Boot Flags

Here are the more common boot flags:

-a
during kernel initialization, ask for the device to mount as the root file system.
boot from CDROM.
run UserConfig, the boot-time kernel configurator

boot into single-user mode

be more verbose during kernel startup
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#i#
@ There are other boot flags, read boot(8) for more information on
them.

12.5. Device Hints

Contributed by Tom Rhodes.

##
@ This is a FreeBSD 5.0 and later feature which does not exist in earlier

versions.

During initial system startup, the boot loader(8) will read the device.hints(5) file. This
file stores kernel boot information known as variables, sometimes referred to as “device
hints”. These “device hints” are used by device drivers for device configuration.

Device hints may also be specified at the Stage 3 boot loader prompt. Variables can be
added using set, removed with unset, and viewed with the show commands. Variables
set in the /boot/device.hints file can be overridden here also. Device hints entered at
the boot loader are not permanent and will be forgotten on the next reboot.

Once the system is booted, the kenv(1) command can be used to dump all of the variables.

The syntax for the /boot/device.hints file is one variable per line, using the standard
hash “#” as comment markers. Lines are constructed as follows:

hint.driver.unit.keyword="value"

The syntax for the Stage 3 boot loader is:

set hint.driver.unit.keyword=value

driver is the device driver name, unit is the device driver unit number, and keyword is
the hint keyword. The keyword may consist of the following options:

+ at: specifies the bus which the device is attached to.

* port: specifies the start address of the 1/0 to be used.
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* 1irg: specifies the interrupt request number to be used.

« drq: specifies the DMA channel number.

« maddr: specifies the physical memory address occupied by the device.
« flags: sets various flag bits for the device.

+ disabled: if set to 1 the device is disabled.

Device drivers may accept (or require) more hints not listed here, viewing their manual
page is recommended. For more information, consult the device.hints(5), kenv(1),
loader.conf(5), and loader(8) manual pages.

12.6. Init: Process Control Initialization

Once the kernel has finished booting, it passes control to the user process init(8), which
is located at /sbin/init, or the program path specified in the init path variable in
loader.

12.6.1. Automatic Reboot Sequence

The automatic reboot sequence makes sure that the file systems available on the system
are consistent. If they are not, and fsck(8) cannot fix the inconsistencies, init(8) drops the
system into single-user mode for the system administrator to take care of the problems
directly.

12.6.2. Single-User Mode

This mode can be reached through the automatic reboot sequence, or by the user booting
with the -s option or setting the boot_single variable in loader.

It can also be reached by calling shutdown(8) without the reboot (- r) or halt (-h) options,
from multi-user mode.

If the system console is set to insecure in /etc/ttys , then the system prompts for the
root password before initiating single-user mode.

## 12.3. An Insecure Console in /etc/ttys

# name getty type status
comments
#
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Multi-User Mode

# If console is marked "insecure", then init will ask for the ¢
root password

# when going to single-user mode.

console none unknown off insecure

##

S An insecure console means that you consider your physical
security to the console to be insecure, and want to make sure only
someone who knows the root password may use single-user mode,
and it does not mean that you want to run your console insecurely.
Thus, if you want security, choose insecure, not secure.

12.6.3. Multi-User Mode

If init(8) finds your file systems to be in order, or once the user has finished in single-user
mode, the system enters multi-user mode, in which it starts the resource configuration
of the system.

12.6.3.1. Resource Configuration (rc)

The resource configuration system reads in configuration defaults from /etc/defaults/
rc.conf, and system-specific details from /etc/rc.conf , and then proceeds to mount
the system file systems mentioned in /etc/fstab, start up networking services, start up
miscellaneous system daemons, and finally runs the startup scripts of locally installed
packages.

The rc(8) manual page is a good reference to the resource configuration system, as is
examining the scripts themselves.

12.7. Shutdown Sequence

Upon controlled shutdown, via shutdown(8), init(8) will attempt to run the script /etc/
rc.shutdown , and then proceed to send all processes the TERM signal, and subsequently
the KILL signal to any that do not terminate timely.

To power down a FreeBSD machine on architectures and systems that support power
management, simply use the command shutdown -p now to turn the power off
immediately. To just reboot a FreeBSD system, just use shutdown -r now . You need to
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be root or a member of operator group to run shutdown(8). The halt(8) and reboot(8)
commands can also be used, please refer to their manual pages and to shutdown(8)'s one
for more information.

K

##

Power management requires acpi(4) support in the kernel or loaded
as module for FreeBSD 5.X and apm(4) support for FreeBSD 4.X.
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# 13. ###H##HHH#HH#

Contributed by Neil Blakey-Milner.

13.1. ##

FreeBSD #######HERERER HHE BREEREREREREIRIRE SRR R R BR R IR R BRERERIRIRY #
HAHAHBRARHH AR RRHAHAH

HHHAHRBRHH
o #FreeBSD #######H##H#H
o HHBEHHH

o HHBHHHH

o BERHHHEHERRERRRERRAAARE shell ###

o REBHHHHHHBRBHAAAHBRRAAAH CPU #EH##H#

HAHAHBREHAHARYE

o ##UNIX® #FreeBSD (# 3, UNIX ####)######

13.2. ##

HERAHHABARAAHRAHAAHIAHE PYOCESS #HHRAHHAHHAHARAHAAHHAHHY FLeeBSD #A#H#ARH#HH

Free HARBHAHARBHARARHAHAR#H

#H#
HEBHREREE LOQLN:  #AAREH HRERHRERHREIE BERHRERRRERE  BERHRE AR R
passwd(5) ### #####RBHHHHARARHARHARH

##

BHLBBLBBLLRL BREBELRY B UELR BB BEL BB BELRBLEY SRR RSB R
HHHHHHHHHH R FHFFHFHFHT FHFRFF R H

"Well..##### multiple terminals###assss # 24, Serial Communications ###
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HARABRH

##### (User ID, UID)
UILD ####RERRERREFRBRERRE O # 65535 2# FreeBSD ##### UID ###### —— FreeBSD ###
BEBBBBRERBBBRBBRBRBRBIRE UIDH BEERBBERBRERBRERBBERY #H4#888# UID## FreeBSD
BERRBHRBRBRREARES BRRREREREHRBRRR

#### (Group ID, GID)
GID ######BHABHBHHBHAHHRHHEH O # 655352 # BHHRBRRHHBHHBHAHRRBRBHRB A BHHBHHEH
HARHARHHBHARH

####(Login classes)

Lt el A Al e A A
HHHHHHHHFHHFHFTT FHAHHAHFH T HH

HH#HHH
FreeBSD #####H#HH#HARHHHBHARAHHBHAR HHAHARHHARHARAHHRHARY

HHHH

FreeBSD #####HR#H#HHABHARABHAHARAH BHAHRRBHARARHHHARHHHRRBHHRARHHH HHRARHHH

HHHHHHHH TR T

HHHHH

FreeBSD #############H#HH#HHHHHHHHHH HHHHHHBHHHHHHHAHAAAA

#HH#
HHAABHBHAHAAARHAAAAARAS FHAHAAAHRHAAAEH [home/#HBEHE # /usr/home/#HEHEHE # #
HAARHBRERAHRAHBRRHAAHBRRAAAHBRY HHBRRH

### Shell
Shell ####nnnnnnnnns Shell #A##HE#E, FHAARBRIRHARHAS

HARBHARHAE, HARHHAHE ) HARHRE BHARHH FRHABRHARH HHE COOT HAABHHAHRHARIHS BHARHHHRHARY
HAHAHBRBRHHHHBRIAAAS BRAHHHRRH

13.3. #iH####

The superuser account, usually called root, comes preconfigured to facilitate system
administration, and should not be used for day-to-day tasks like sending and receiving
mail, general exploration of the system, or programming.

This is because the superuser, unlike normal user accounts, can operate without limits,
and misuse of the superuser account may result in spectacular disasters. User accounts
are unable to destroy the system by mistake, so it is generally best to use normal user
accounts whenever possible, unless you especially need the extra privilege.

2UID/ GID ###### 4294967 295##### 1D #A###AHHHHHHARAHH#A
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You should always double and triple-check commands you issue as the superuser, since
an extra space or missing character can mean irreparable data loss.

So, the first thing you should do after reading this chapter is to create an unprivileged
user account for yourself for general usage if you have not already. This applies equally
whether you are running a multi-user or single-user machine. Later in this chapter, we
discuss how to create additional accounts, and how to change between the normal user
and superuser.

13.4. ####

System users are those used to run services such as DNS, mail, web servers, and so forth.
The reason for this is security; if all services ran as the superuser, they could act without
restriction.

Examples of system users are daemon, operator, bind (for the Domain Name Service),
news, and www.

nobody is the generic unprivileged system user. However, it is important to keep in mind

that the more services that use nobody , the more files and processes that user will become
associated with, and hence the more privileged that user becomes.

13.5. #####

User accounts are the primary means of access for real people to the system, and these
accounts insulate the user and the environment, preventing the users from damaging
the system or other users, and allowing users to customize their environment without
affecting others.

Every person accessing your system should have a unique user account. This allows you
to find out who is doing what, prevent people from clobbering each others' settings or

reading each others' mail, and so forth.

Each user can set up their own environment to accommodate their use of the system, by
using alternate shells, editors, key bindings, and language.

13.6. ####

# UNIX® ###HABHBRAAARABRARAAAAAS BRRBUAAABRBAAAARR BB AA
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adduser

adduser(8) HAHHHY
rmuser(8) #HH#HH
chpass(1) HHR
passwd(1) BRI
pw(8) HIHAH AR

13.6.1. adduser

adduser(8) #########RH#HE #RHABHHIHH paSSWA # Qroup #EHEH BRABARBHRERHERE  JusT/
share/skel ########(“dotliles”)# #H###R##HBHHARBHRBHS

## 13.1. # FreeBSD ######
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@ HIRRRRRRRIAAARRAARAIAN 1 A

13.6.2. rmuser

##### rIUSer(8) ###AR#AHHHHH#H TINUSET(8) #AAAHHAH
1. ###### crontab(1) ## (####)#

2. #unnspnseas at(1) #as

3. HERHBREBREARES

4,  HEHHHHARHHARAAR RS

5. RE###ERBESE (REAERERER) S
6.  ## /var/mail ###EHHARERH
7. BEEEEE (B /AMp) RERARRRERHARH

8.  #### [etc/qroup #H#HHHHHA#AHA

##

HERBBRBBBBRRRRARA AR pppppnnns #a# adduser(8) #
HH#RHBRBHAHHS

HHYHB B YR LELEH HYHG LRSS

YINUSEr() #####HHHHHHHHHE HHHHHHHHHHHHH

HAHHHBRBRAHHHRRHH

## 13.2. rmuser ####

# rmuser jru
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chpass

13.6.3. chpass

chpass(1) #########: ###Shell##ins
#H#naanEanEaaaE cChpass(1) #############

#################chpass(1) HHABHARAHARHARIG BHARRHARHARAHARHARY

##
@ HHABHARAAARHARAA AR AR AA AR

## 13.3. ####### chpass
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Other information:

Kttt
HHHHHHHHHHHHHTH

## 13.4. ##### chpass

#Changing user database information for jru.
Shell: /usr/local/bin/zsh

Full Name: J. Random User

Office Location:

0ffice Phone:

Home Phone:

Other information:

##
@ chfn(1) # chsh(1) ## chpass(1)### ypchpass(1)#ypchfn(1) #

Servers ### NIS #######

13.6.4. passwd

pas SW (1) #A##BBBHEHERBRFHHHHRRRBRBREREY BRBBRRRRRRRS

##
S REHARARRRHHAAHBRRHAHARRRHAARHS

## 13.5. ######

% passwd

Changing local password for jru.
0ld password:

New password:
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pw

Retype new password:
passwd: updating the database...
passwd: done

## 13.6. #HHRBBHHHHHHHHRRRRY

# passwd jru

Changing local password for jru.
New password:

Retype new password:

passwd: updating the database...
passwd: done

##
@ chpass(1)# yppasswd(1) ## passwd(1)#### NIS#

13.6.5. pw

DW(B) HEHMAHASAAHARAAAIRIS HHABRAAARRAAARRAAHW(B) #iesnnnnst waus#t shell script
BHBRH AR

13.7. #it#H#4##

HABRHHBHABRHHRAABRHHRHAREH FTeeBSD ##HHBHARBHHBHHARRHHBUHRBRY HHRBHRBHHARE, HHBHHBY
HHHAHRH

HABHHARHABHAARH AR HERARERBAS  HARARRAE #1815, “#####H

(Quota)” ####
A CPURBBBHARARAAAAAAH B Login class ###########

Login class ### /etc/login.conf # #####ssnst #ansans# login.conf(s) #### #in###s #
#### Login class # (### default )# ### Login class ########(Login capabilitiy)# Login
capabilitiy # #i=# ### ## #HAREHARE # #RAREREARARERERE ## LOgin class # Login capability
###a#ans login.conf(s) ####n#
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##

@ ########  /etc/login. conf #H# RERBBBBEEEE Jetc/
login.conf.db #####  ##  /etc/login.conf #  Jetc/
login.conf.db ########:

# cap_mkdb /etc/login.conf

########Loghlcapabﬂﬂsl#####################################################
HHBBBB BB BB B BB BBLIY BRBHY BHBBB BB BB BB RS R S HHH 334444 44 4040 40 4 40

### Login capability ### (####### ## #HHHHHR)

yuy (4
# \#7%

H Login capability ## login.conf(5) #####)#
coredumpsize

The limit on the size of a core file generated by a program is, for obvious
reasons, subordinate to other limits on disk usage (e.g., filesize, or disk quotas).
Nevertheless, it is often used as a less-severe method of controlling disk space
consumption: since users do not generate core files themselves, and often do not
delete them, setting this may save them from running out of disk space should a large
program (e.g., emacs) crash.

cputime

This is the maximum amount of CPU time a user's process may consume. Offending
processes will be killed by the kernel.

##

@ This is a limit on CPU time consumed, not percentage of the
CPU as displayed in some fields by top(1) and ps(1). A limit on
the latter is, at the time of this writing, not possible, and would
be rather useless: a compiler——probably a legitimate task——
can easily use almost 100% of a CPU for some time.

filesize

This is the maximum size of a file the user may possess. Unlike disk quotas, this limit
is enforced on individual files, not the set of all files a user owns.
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maxproc

This is the maximum number of processes a user may be running. This includes
foreground and background processes alike. For obvious reasons, this may not be
larger than the system limit specified by the kern.maxproc sysctl(8). Also note
that setting this too small may hinder a user's productivity: it is often useful to be
logged in multiple times or execute pipelines. Some tasks, such as compiling a large
program, also spawn multiple processes (e.g., make(1), cc(1), and other intermediate
preprocessors).

memorylocked

This is the maximum amount a memory a process may have requested to be locked
into main memory (e.g., see mlock(2)). Some system-critical programs, such as
amd(8), lock into main memory such that in the event of being swapped out, they do
not contribute to a system's trashing in time of trouble.

memoryuse

This is the maximum amount of memory a process may consume at any given time. It
includes both core memory and swap usage. This is not a catch-all limit for restricting
memory consumption, but it is a good start.

openfiles

This is the maximum amount of files a process may have open. In FreeBSD, files are
also used to represent sockets and IPC channels; thus, be careful not to set this too
low. The system-wide limit for this is defined by the kern.maxfiles sysctl(8).

sbsize

This is the limit on the amount of network memory, and thus mbufs, a user may
consume. This originated as a response to an old DoS attack by creating a lot of
sockets, but can be generally used to limit network communications.

stacksize

This is the maximum size a process' stack may grow to. This alone is not sufficient
to limit the amount of memory a program may use; consequently, it should be used
in conjunction with other limits.

There are a few other things to remember when setting resource limits. Following are
some general tips, suggestions, and miscellaneous comments.

« Processes started at system startup by /etc/rc are assigned to the daemon login class.

« Although the /etc/login.conf that comes with the system is a good source of
reasonable values for most limits, only you, the administrator, can know what is
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appropriate for your system. Setting a limit too high may open your system up to abuse,
while setting it too low may put a strain on productivity.

+ Users of the X Window System (X11) should probably be granted more resources than
other users. X11 by itself takes a lot of resources, but it also encourages users to run
more programs simultaneously.

+ Remember that many limits apply to individual processes, not the user as a whole. For
example, setting openfiles to 50 means that each process the user runs may open up
to 50 files. Thus, the gross amount of files a user may open is the value of openfiles
multiplied by the value of maxproc. This also applies to memory consumption.

For further information on resource limits and login classes and capabilities in general,
please consult the relevant manual pages: cap_mkdb(1), getrlimit(2), login.conf{(5).

13.8. ##

A group is simply a list of users. Groups are identified by their group name and GID (Group
ID). In FreeBSD (and most other UNIX® like systems), the two factors the kernel uses to
decide whether a process is allowed to do something is its user ID and list of groups it
belongs to. Unlike a user ID, a process has a list of groups associated with it. You may hear
some things refer to the “group ID” of a user or process; most of the time, this just means
the first group in the list.

The group name to group ID map is in /etc/group . This is a plain text file with four colon-
delimited fields. The first field is the group name, the second is the encrypted password,
the third the group ID, and the fourth the comma-delimited list of members. It can safely
be edited by hand (assuming, of course, that you do not make any syntax errors!). For a
more complete description of the syntax, see the group(5) manual page.

If you do not want to edit /etc/group manually, you can use the pw(8) command to add
and edit groups. For example, to add a group called teamtwo and then confirm that it
exists you can use:

##13.7. Adding a Group Using pw(8)

# pw groupadd teamtwo
# pw groupshow teamtwo
teamtwo:*:1100:
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##

The number 1100 above is the group ID of the group teamtwo . Right now, teamtwo has
no members, and is thus rather useless. Let's change that by inviting j ru to the teamtwo

group.

##13.8. Adding Somebody to a Group Using pw(8)

# pw groupmod teamtwo -M jru
# pw groupshow teamtwo
teamtwo:*:1100:jru

The argument to the -M option is a comma-delimited list of users who are members of the
group. From the preceding sections, we know that the password file also contains a group
for each user. The latter (the user) is automatically added to the group list by the system;
the user will not show up as a member when using the groupshow command to pw(8),
but will show up when the information is queried via id(1) or similar tool. In other words,
pw(8) only manipulates the /etc/group file; it will never attempt to read additionally
data from /etc/passwd .

## 13.9. Using id(1) to Determine Group Membership

% id jru
uid=1001(jru) gid=1001(jru) groups=1001(jru), 1100 (teamtwo)

As you can see, jru is a member of the groups jru and teamtwo .

For more information about pw(8), see its manual page, and for more information on the
format of /etc/group , consult the group(5) manual page.
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Much of this chapter has been taken from the security(7) manual page by Matthew
Dillon.

14.1. ##

HARHHARIARHARARARIARIARIRRRAARIARIARE FreeBSD  #HHAHHHHHHARIARIRHHHARIARS

Internet #########INterNCt #AFHHHARHHHRARHHHABHHHARHHHRRS HHARRBHHHARHHHARHHHHHARH

FreeBSD ###########H#HHHHHHHHHHHHHHHH

#ERBHBHBHH

o FreeBSD ##########

o FreeBSD ############# DES # MD5#

o #ap##a#(one-time) #a#####

o #### TCP Wrappers ### inetd #####

o ### FreeBSD 5.0. ######## KerberosIV#

o ### FreeBSD 5.0 (#####)### Kerberos5#

o #### [Psec ### FreeBSD/Windows® ### VPN ###

o ######E OpenSSH### FreeBSD # SSH ####(implementation)

o #### Portaudit #####(audit) # Ports Collection #########
o #### FreeBSD ####(Security Advisories)#########

+ ## Process Accounting ###### FreeBSD ####
HAARABRERAHARY

o ##FreeBSD # Internet ######

HIRIH IR # # 16, Mandatory Access Control ### Mandatory Access
Control# Internet Firewalls ## # 28, ####



##

14.2. ##

HERBHARARAR AR AR BSD UNIX® multi-user #############RABRIFRARBHIH
HARAHBRAHHHHRRIHY HHBRRHHHHBRAHA R B RRRRHHBRRRHHHHRRRAAAHBRH BHARRRRRHHBRRHAH S
#nnnnnnnnannnn UNIXQ #H####HHHHHHE process ####### process #### Server #####
fa e e e e e e e e
HAH##E BHARHBRRRAHHHRRHH

HREBHBHBRBRBRRRRRBRRRRA BRI BRERR BB A8 You do not
want to overbuild your security or you will interfere with the detection side, and
detection is one of the single most important aspects of any security mechanism. For
example, it makes little sense to set the schg flag (see chflags(1)) on every system binary
because while this may temporarily protect the binaries, it prevents an attacker who
has broken in from making an easily detectable change that may result in your security
mechanisms not detecting the attacker at all.

System security also pertains to dealing with various forms of attack, including attacks
that attempt to crash, or otherwise make a system unusable, but do not attempt to
compromise the root account (“break root”). Security concerns can be split up into
several categories:

1. ######(DOS)

2. AHAHHAHAHAHAH

3. #### Server ##### Service ### root ###
4, #######H#H YOO #H##

5. ####

A denial of service attack is an action that deprives the machine of needed resources.
Typically, DoS attacks are brute-force mechanisms that attempt to crash or otherwise
make a machine unusable by overwhelming its servers or network stack. Some DoS
attacks try to take advantage of bugs in the networking stack to crash a machine with
a single packet. The latter can only be fixed by applying a bug fix to the kernel. Attacks
on servers can often be fixed by properly specifying options to limit the load the servers
incur on the system under adverse conditions. Brute-force network attacks are harder
to deal with. A spoofed-packet attack, for example, is nearly impossible to stop, short of
cutting your system off from the Internet. It may not be able to take your machine down,
but it can saturate your Internet connection.

A user account compromise is even more common than a DoS attack. Many sysadmins still
run standard telnetd, rlogind, rshd, and ftpd servers on their machines. These servers,
by default, do not operate over encrypted connections. The result is that if you have any
moderate-sized user base, one or more of your users logging into your system from a
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remote location (which is the most common and convenient way to login to a system)
will have his or her password sniffed. The attentive system admin will analyze his remote
access logs looking for suspicious source addresses even for successful logins.

One must always assume that once an attacker has access to a user account, the attacker
can break root. However, the reality is that in a well secured and maintained system,
access to a user account does not necessarily give the attacker access to root. The
distinction is important because without access to root the attacker cannot generally
hide his tracks and may, at best, be able to do nothing more than mess with the user's
files, or crash the machine. User account compromises are very common because users
tend not to take the precautions that sysadmins take.

System administrators must keep in mind that there are potentially many ways to break
root on a machine. The attacker may know the root password, the attacker may find
a bug in a root-run server and be able to break root over a network connection to that
server, or the attacker may know of a bug in a suid-root program that allows the attacker
to break root once he has broken into a user's account. If an attacker has found a way to
break root on a machine, the attacker may not have a need to install a backdoor. Many
of the root holes found and closed to date involve a considerable amount of work by
the attacker to cleanup after himself, so most attackers install backdoors. A backdoor
provides the attacker with a way to easily regain root access to the system, but it also
gives the smart system administrator a convenient way to detect the intrusion. Making
it impossible for an attacker to install a backdoor may actually be detrimental to your
security, because it will not close off the hole the attacker found to break in the first place.

Security remedies should always be implemented with a multi-layered “onion peel”
approach and can be categorized as follows:

1. Securing root and staff accounts.

2. Securing root-run servers and suid/sgid binaries.

3. Securing user accounts.

4. Securing the password file.

5. Securing the kernel core, raw devices, and file systems.

6. Quick detection of inappropriate changes made to the system.
7. Paranoia.

The next section of this chapter will cover the above bullet items in greater depth.

14.3. FreeBSD ###i##
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Securing the root Account and Staff
Accounts

S Command vs. Protocol

Throughout this document, we will use bold text to refer to an
application, and a monospaced font to refer to specific commands.
Protocols will use a normal font. This typographical distinction is
useful for instances such as ssh, since it is a protocol as well as
command.

The sections that follow will cover the methods of securing your FreeBSD system that
were mentioned in the last section of this chapter.

14.3.1. Securing the root Account and Staff Accounts

First off, do not bother securing staff accounts if you have not secured the root account.
Most systems have a password assigned to the root account. The first thing you do is
assume that the password is always compromised. This does not mean that you should
remove the password. The password is almost always necessary for console access to the
machine. What it does mean is that you should not make it possible to use the password
outside of the console or possibly even with the su(1) command. For example, make sure
that your ptys are specified as being insecure in the /etc/ttys file so that direct root
logins via telnet or rlogin are disallowed. If using other login services such as sshd,
make sure that direct root logins are disabled there as well. You can do this by editing
your /etc/ssh/sshd_config file, and making sure that PermitRootLogin is set to NO.
Consider every access method —— services such as FTP often fall through the cracks.
Direct root logins should only be allowed via the system console.

Of course, as a sysadmin you have to be able to get to root, so we open up a few holes.
But we make sure these holes require additional password verification to operate. One
way to make root accessible is to add appropriate staff accounts to the wheel group (in
/etc/group ). The staff members placed in the wheel group are allowed to su to root.
You should never give staff members native wheel access by putting them in the wheel
group in their password entry. Staff accounts should be placed in a staff group, and then
added to the wheel group via the /etc/group file. Only those staff members who actually
need to have root access should be placed in the wheel group. It is also possible, when
using an authentication method such as Kerberos, to use Kerberos' .k5login file in the
root account to allow a ksu(1) to root without having to place anyone at all in the wheel
group. This may be the better solution since the wheel mechanism still allows an intruder
to break root if the intruder has gotten hold of your password file and can break into a
staff account. While having the wheel mechanism is better than having nothing at all, it
is not necessarily the safest option.
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An indirect way to secure staff accounts, and ultimately root access is to use an
alternative login access method and do what is known as “starring” out the encrypted
password for the staff accounts. Using the vipw(8) command, one can replace each
instance of an encrypted password with a single “*” character. This command will
update the /etc/master.passwd file and user/password database to disable password-
authenticated logins.

A staff account entry such as:

foobar:R9DT/Fal/LV9U:1000:1000::0:0:Foo Bar:/home/foobar:/usr/local/
bin/tcsh

Should be changed to this:

foobar:*:1000:1000::0:0:Foo Bar:/home/foobar:/usr/local/bin/tcsh

This change will prevent normal logins from occurring, since the encrypted password
will never match “*”. With this done, staff members must use another mechanism to
authenticate themselves such as kerberos(1) or ssh(1) using a public/private key pair.
When using something like Kerberos, one generally must secure the machines which run
the Kerberos servers and your desktop workstation. When using a public/private key
pair with ssh, one must generally secure the machine used to login from (typically one's
workstation). An additional layer of protection can be added to the key pair by password
protecting the key pair when creating it with ssh-keygen(1). Being able to “star” out the
passwords for staff accounts also guarantees that staff members can only login through
secure access methods that you have set up. This forces all staff members to use secure,
encrypted connections for all of their sessions, which closes an important hole used by
many intruders: sniffing the network from an unrelated, less secure machine.

The more indirect security mechanisms also assume that you are logging in from a more
restrictive server to a less restrictive server. For example, if your main box is running
all sorts of servers, your workstation should not be running any. In order for your
workstation to be reasonably secure you should run as few servers as possible, up to and
including no servers at all, and you should run a password-protected screen blanker. Of
course, given physical access to a workstation an attacker can break any sort of security
you put on it. This is definitely a problem that you should consider, but you should also
consider the fact that the vast majority of break-ins occur remotely, over a network, from
people who do not have physical access to your workstation or servers.

Using something like Kerberos also gives you the ability to disable or change the password
for a staff account in one place, and have it immediately affect all the machines on which
the staff member may have an account. If a staff member's account gets compromised,
the ability to instantly change his password on all machines should not be underrated.
With discrete passwords, changing a password on N machines can be a mess. You can
also impose re-passwording restrictions with Kerberos: not only can a Kerberos ticket be
made to timeout after a while, but the Kerberos system can require that the user choose
anew password after a certain period of time (say, once a month).
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Securing Root-run Servers and SUID/SGID
Binaries

14.3.2. Securing Root-run Servers and SUID/SGID Binaries

The prudent sysadmin only runs the servers he needs to, no more, no less. Be aware that
third party servers are often the most bug-prone. For example, running an old version
of imapd or popper is like giving a universal root ticket out to the entire world. Never
run a server that you have not checked out carefully. Many servers do not need to be
run as root. For example, the ntalk, comsat, and finger daemons can be run in special
user sandboxes. A sandbox is not perfect, unless you go through a large amount of trouble,
but the onion approach to security still stands: If someone is able to break in through a
server running in a sandbox, they still have to break out of the sandbox. The more layers
the attacker must break through, the lower the likelihood of his success. Root holes have
historically been found in virtually every server ever run as root, including basic system
servers. If you are running a machine through which people only login via sshd and never
login via telnetd or rshd or rlogind, then turn off those services!

FreeBSD now defaults to running ntalkd, comsat, and finger in a sandbox. Another
program which may be a candidate for running in a sandbox is named(8). /etc/
defaults/rc.conf includes the arguments necessary to run named in a sandbox in
a commented-out form. Depending on whether you are installing a new system or
upgrading an existing system, the special user accounts used by these sandboxes may not
be installed. The prudent sysadmin would research and implement sandboxes for servers
whenever possible.

There are a number of other servers that typically do not run in sandboxes: sendmail,
popper, imapd, ftpd, and others. There are alternatives to some of these, but installing
them may require more work than you are willing to perform (the convenience factor
strikes again). You may have to run these servers as root and rely on other mechanisms
to detect break-ins that might occur through them.

The other big potential root holes in a system are the suid-root and sgid binaries installed
on the system. Most of these binaries, such as rlogin, reside in /bin, /sbin, /usr/bin, or
/usr/sbin . While nothing is 100% safe, the system-default suid and sgid binaries can be
considered reasonably safe. Still, root holes are occasionally found in these binaries. A
root hole was found in XUib in 1998 that made xterm (which is typically suid) vulnerable.
It is better to be safe than sorry and the prudent sysadmin will restrict suid binaries,
that only staff should run, to a special group that only staff can access, and get rid of
(chmod 000 ) any suid binaries that nobody uses. A server with no display generally does
not need an xterm binary. Sgid binaries can be almost as dangerous. If an intruder can
break an sgid-kmem binary, the intruder might be able to read /dev/kmem and thus
read the encrypted password file, potentially compromising any passworded account.
Alternatively an intruder who breaks group kmem can monitor keystrokes sent through
ptys, including ptys used by users who login through secure methods. An intruder that
breaks the tty group can write to almost any user's tty. If a user is running a terminal
program or emulator with a keyboard-simulation feature, the intruder can potentially
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generate a data stream that causes the user's terminal to echo a command, which is then
run as that user.

14.3.3. Securing User Accounts

User accounts are usually the most difficult to secure. While you can impose Draconian
access restrictions on your staff and “star” out their passwords, you may not be able to
do so with any general user accounts you might have. If you do have sufficient control,
then you may win out and be able to secure the user accounts properly. If not, you simply
have to be more vigilant in your monitoring of those accounts. Use of ssh and Kerberos for
user accounts is more problematic, due to the extra administration and technical support
required, but still a very good solution compared to a crypted password file.

14.3.4. Securing the Password File

The only sure fire way is to * out as many passwords as you can and use ssh or Kerberos
for access to those accounts. Even though the encrypted password file (/etc/spwd.db )
can only be read by root, it may be possible for an intruder to obtain read access to that
file even if the attacker cannot obtain root-write access.

Your security scripts should always check for and report changes to the password file (see
the Checking file integrity section below).

14.3.5. Securing the Kernel Core, Raw Devices, and File systems

If an attacker breaks root he can do just about anything, but there are certain
conveniences. For example, most modern kernels have a packet sniffing device driver
built in. Under FreeBSD it is called the bpf device. An intruder will commonly attempt to
run a packet sniffer on a compromised machine. You do not need to give the intruder the
capability and most systems do not have the need for the bpf device compiled in.

But even if you turn off the bpf device, you still have /dev/mem and /dev/kmem to worry
about. For that matter, the intruder can still write to raw disk devices. Also, there is
another kernel feature called the module loader, kldload(8). An enterprising intruder can
use a KLD module to install his own bpf device, or other sniffing device, on a running
kernel. To avoid these problems you have to run the kernel at a higher secure level, at
least securelevel 1. The securelevel can be set with a sysctl on the kern.securelevel
variable. Once you have set the securelevel to 1, write access to raw devices will be denied
and special chflags flags, such as schg, will be enforced. You must also ensure that the
schg flag is set on critical startup binaries, directories, and script files — everything
that gets run up to the point where the securelevel is set. This might be overdoing it, and
upgrading the system is much more difficult when you operate at a higher secure level.
You may compromise and run the system at a higher secure level but not set the schg flag
for every system file and directory under the sun. Another possibility is to simply mount
/ and /usr read-only. It should be noted that being too Draconian in what you attempt
to protect may prevent the all-important detection of an intrusion.
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Checking File Integrity: Binaries,
Configuration Files, Etc.

14.3.6. Checking File Integrity: Binaries, Configuration Files, Etc.

When it comes right down to it, you can only protect your core system configuration
and control files so much before the convenience factor rears its ugly head. For example,
using chflags to set the schg bit on most of the files in / and /usr is probably
counterproductive, because while it may protect the files, it also closes a detection
window. The last layer of your security onion is perhaps the most important —
detection. The rest of your security is pretty much useless (or, worse, presents you with
a false sense of safety) if you cannot detect potential incursions. Half the job of the onion
is to slow down the attacker, rather than stop him, in order to give the detection side of
the equation a chance to catch him in the act.

The best way to detect an incursion is to look for modified, missing, or unexpected
files. The best way to look for modified files is from another (often centralized) limited-
access system. Writing your security scripts on the extra-secure limited-access system
makes them mostly invisible to potential attackers, and this is important. In order to take
maximum advantage you generally have to give the limited-access box significant access
to the other machines in the business, usually either by doing a read-only NFS export
of the other machines to the limited-access box, or by setting up ssh key-pairs to allow
the limited-access box to ssh to the other machines. Except for its network traffic, NFS
is the least visible method —— allowing you to monitor the file systems on each client
box virtually undetected. If your limited-access server is connected to the client boxes
through a switch, the NFS method is often the better choice. If your limited-access server
is connected to the client boxes through a hub, or through several layers of routing, the
NFS method may be too insecure (network-wise) and using ssh may be the better choice
even with the audit-trail tracks that ssh lays.

Once you give a limited-access box, at least read access to the client systems it is supposed
to monitor, you must write scripts to do the actual monitoring. Given an NFS mount,
you can write scripts out of simple system utilities such as find(1) and md5(1). It is best
to physically md5 the client-box files at least once a day, and to test control files such
as those found in /etc and /usr/local/etc even more often. When mismatches are
found, relative to the base md5 information the limited-access machine knows is valid,
it should scream at a sysadmin to go check it out. A good security script will also check
for inappropriate suid binaries and for new or deleted files on system partitions such as
/ and /usr.

When using ssh rather than NFS, writing the security script is much more difficult. You
essentially have to scp the scripts to the client box in order to run them, making them
visible, and for safety you also need to scp the binaries (such as find) that those scripts
use. The ssh client on the client box may already be compromised. All in all, using ssh may
be necessary when running over insecure links, but it is also a lot harder to deal with.

A good security script will also check for changes to user and staff members access
configuration files: . rhosts, .shosts, .ssh/authorized keys and so forth... files that
might fall outside the purview of the MD5 check.
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If you have a huge amount of user disk space, it may take too long to run through every file
on those partitions. In this case, setting mount flags to disallow suid binaries and devices
on those partitions is a good idea. The nodev and nosuid options (see mount(8)) are what
you want to look into. You should probably scan them anyway, at least once a week, since
the object of this layer is to detect a break-in whether or not the break-in is effective.

Process accounting (see accton(8)) is a relatively low-overhead feature of the operating
system which might help as a post-break-in evaluation mechanism. It is especially useful
in tracking down how an intruder has actually broken into a system, assuming the file is
still intact after the break-in occurs.

Finally, security scripts should process the log files, and the logs themselves should be
generated in as secure a manner as possible — remote syslog can be very useful. An
intruder tries to cover his tracks, and log files are critical to the sysadmin trying to track
down the time and method of the initial break-in. One way to keep a permanent record
of the log files is to run the system console to a serial port and collect the information on
a continuing basis through a secure machine monitoring the consoles.

14.3.7. Paranoia

A little paranoia never hurts. As a rule, a sysadmin can add any number of security
features, as long as they do not affect convenience, and can add security features that
do affect convenience with some added thought. Even more importantly, a security
administrator should mix it up a bit —— if you use recommendations such as those
given by this document verbatim, you give away your methodologies to the prospective
attacker who also has access to this document.

14.3.8. DoS(Denial of Service)######

SRR LAt A At At At b A At At A At At 1At Attt At
OS #HHHBHBHHHBBHBHY FRHHBRIHBH BB BB RRBRHRHY BB RRH RS RHH

1. Limiting server forks.
2. Limiting springboard attacks (ICMP response ###ping broadcast##)
3. Kernel Route Cache.

A common DoS attack is against a forking server that attempts to cause the server to
eat processes, file descriptors, and memory, until the machine dies. inetd (see inetd(8))
has several options to limit this sort of attack. It should be noted that while it is possible
to prevent a machine from going down, it is not generally possible to prevent a service
from being disrupted by the attack. Read the inetd manual page carefully and pay specific
attention to the -c, -C, and -R options. Note that spoofed-IP attacks will circumvent the
-C option to inetd, so typically a combination of options must be used. Some standalone
servers have self-fork-limitation parameters.
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Sendmail has its -OMaxDaemonChildren option, which tends to work much better than
trying to use sendmail's load limiting options due to the load lag. You should specify
a MaxDaemonChildren parameter, when you start sendmail, high enough to handle
your expected load, but not so high that the computer cannot handle that number
of sendmails without falling on its face. It is also prudent to run sendmail in queued
mode (-0DeliveryMode=queued ) and to run the daemon (sendmail -bd ) separate from
the queue-runs (sendmail -q15m ). If you still want real-time delivery you can run
the queue at a much lower interval, such as -qlm, but be sure to specify a reasonable
MaxDaemonChildren option for that sendmail to prevent cascade failures.

Syslogd can be attacked directly and it is strongly recommended that you use the -s
option whenever possible, and the -a option otherwise.

You should also be fairly careful with connect-back services such as TCP Wrapper's
reverse-identd, which can be attacked directly. You generally do not want to use the
reverse-ident feature of TCP Wrapper for this reason.

It is a very good idea to protect internal services from external access by firewalling
them off at your border routers. The idea here is to prevent saturation attacks from
outside your LAN, not so much to protect internal services from network-based root
compromise. Always configure an exclusive firewall, i.e., “firewall everything except ports
A, B, C,D, and M-Z”. This way you can firewall off all of your low ports except for certain
specific services such as named (if you are primary for a zone), ntalkd, sendmail, and other
Internet-accessible services. If you try to configure the firewall the other way —— as an
inclusive or permissive firewall, there is a good chance that you will forget to “close” a
couple of services, or that you will add a new internal service and forget to update the
firewall. You can still open up the high-numbered port range on the firewall, to allow
permissive-like operation, without compromising your low ports. Also take note that
FreeBSD allows you to control the range of port numbers used for dynamic binding, via
the various net.inet.ip.portrange sysctl's(sysctl -a | fgrep portrange ), which
can also ease the complexity of your firewall's configuration. For example, you might use
anormal first/last range of 4000 to 5000, and a hiport range of 49152 to 65535, then block
off everything under 4000 in your firewall (except for certain specific Internet-accessible
ports, of course).

Another common DoS attack is called a springboard attack —— to attack a server in a
manner that causes the server to generate responses which overloads the server, the
local network, or some other machine. The most common attack of this nature is the
ICMP ping broadcast attack. The attacker spoofs ping packets sent to your LAN's broadcast
address with the source IP address set to the actual machine they wish to attack. If
your border routers are not configured to stomp on ping's to broadcast addresses, your
LAN winds up generating sufficient responses to the spoofed source address to saturate
the victim, especially when the attacker uses the same trick on several dozen broadcast
addresses over several dozen different networks at once. Broadcast attacks of over a
hundred and twenty megabits have been measured. A second common springboard attack
is against the ICMP error reporting system. By constructing packets that generate ICMP
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error responses, an attacker can saturate a server's incoming network and cause the
server to saturate its outgoing network with ICMP responses. This type of attack can
also crash the server by running it out of mbuf's, especially if the server cannot drain
the ICMP responses it generates fast enough. FreeBSD 4.X kernels have a kernel compile
option called ICMP BANDLIM which limits the effectiveness of these sorts of attacks.
Later kernels use the sysctl variable net.inet.icmp.icmplim . The last major class of
springboard attacks is related to certain internal inetd services such as the udp echo
service. An attacker simply spoofs a UDP packet with the source address being server A's
echo port, and the destination address being server B's echo port, where server A and
B are both on your LAN. The two servers then bounce this one packet back and forth
between each other. The attacker can overload both servers and their LANs simply by
injecting a few packets in this manner. Similar problems exist with the internal chargen
port. A competent sysadmin will turn off all of these inetd-internal test services.

Spoofed packet attacks may also be used to overload the kernel route cache. Refer to the
net.inet.ip.rtexpire , rtminexpire , and rtmaxcache sysctl parameters. A spoofed
packet attack that uses a random source IP will cause the kernel to generate a temporary
cached route in the route table, viewable with netstat -rna | fgrep W3 . These routes
typically timeout in 1600 seconds or so. If the kernel detects that the cached route table
has gotten too big it will dynamically reduce the rtexpire but will never decrease it to
less than rtminexpire . There are two problems:

1. The kernel does not react quickly enough when a lightly loaded server is suddenly
attacked.

2. The rtminexpire is not low enough for the kernel to survive a sustained attack.

If your servers are connected to the Internet via a T3 or better, it may be prudent
to manually override both rtexpire and rtminexpire via sysctl(8). Never set either
parameter to zero (unless you want to crash the machine). Setting both parameters to 2
seconds should be sufficient to protect the route table from attack.

14.3.9. Access Issues with Kerberos and SSH

There are a few issues with both Kerberos and ssh that need to be addressed if you intend
to use them. Kerberos V is an excellent authentication protocol, but there are bugs in
the kerberized telnet and rlogin applications that make them unsuitable for dealing with
binary streams. Also, by default Kerberos does not encrypt a session unless you use the -
x option. ssh encrypts everything by default.

ssh works quite well in every respect except that it forwards encryption keys by default.
What this means is that if you have a secure workstation holding keys that give you access
to the rest of the system, and you ssh to an insecure machine, your keys are usable. The
actual keys themselves are not exposed, but ssh installs a forwarding port for the duration
of your login, and if an attacker has broken root on the insecure machine he can utilize
that port to use your keys to gain access to any other machine that your keys unlock.
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We recommend that you use ssh in combination with Kerberos whenever possible for
staff logins. ssh can be compiled with Kerberos support. This reduces your reliance on
potentially exposed ssh keys while at the same time protecting passwords via Kerberos.
ssh keys should only be used for automated tasks from secure machines (something that
Kerberos is unsuited to do). We also recommend that you either turn off key-forwarding
in the ssh configuration, or that you make use of the from=IP/DOMAIN option that ssh
allows inits authorized keys file to make the key only usable to entities logging in from
specific machines.

14.4. DES, MD5, and Crypt

Parts rewritten and updated by Bill Swingle.

Every user on a UNIX® system has a password associated with their account. It seems
obvious that these passwords need to be known only to the user and the actual operating
system. In order to keep these passwords secret, they are encrypted with what is known
as a “one-way hash”, that is, they can only be easily encrypted but not decrypted. In other
words, what we told you a moment ago was obvious is not even true: the operating system
itself does not really know the password. It only knows the encrypted form of the password.
The only way to get the “plain-text” password is by a brute force search of the space of
possible passwords.

Unfortunately the only secure way to encrypt passwords when UNIX® came into being
was based on DES, the Data Encryption Standard. This was not such a problem for users
resident in the US, but since the source code for DES could not be exported outside the
US, FreeBSD had to find a way to both comply with US law and retain compatibility with
all the other UNIX® variants that still used DES.

The solution was to divide up the encryption libraries so that US users could install the
DES libraries and use DES but international users still had an encryption method that
could be exported abroad. This is how FreeBSD came to use MD5 as its default encryption
method. MD5 is believed to be more secure than DES, so installing DES is offered primarily
for compatibility reasons.

14.4.1. Recognizing Your Crypt Mechanism

Before FreeBSD 4.4 libcrypt.a wasasymbolic link pointing to the library which was used
for encryption. FreeBSD 4.4 changed libcrypt.a to provide a configurable password
authentication hash library. Currently the library supports DES, MD5 and Blowfish hash
functions. By default FreeBSD uses MD5 to encrypt passwords.

It is pretty easy to identify which encryption method FreeBSD is set up to use. Examining
the encrypted passwords in the /etc/master.passwd file is one way. Passwords
encrypted with the MD5 hash are longer than those encrypted with the DES hash and
also begin with the characters $1$. Passwords starting with $2a$ are encrypted with
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the Blowfish hash function. DES password strings do not have any particular identifying
characteristics, but they are shorter than MD5 passwords, and are coded in a 64-character
alphabet which does not include the $ character, so a relatively short string which does
not begin with a dollar sign is very likely a DES password.

The password format used for new passwords is controlled by the passwd format
login capability in /etc/login.conf , which takes values of des, md5 or blf. See the
login.conf(5) manual page for more information about login capabilities.

14.5. One-time Passwords

S/Key is a one-time password scheme based on a one-way hash function. FreeBSD uses
the MD4 hash for compatibility but other systems have used MD5 and DES-MAC. S/
Key has been part of the FreeBSD base system since version 1.1.5 and is also used on
a growing number of other operating systems. S/Key is a registered trademark of Bell
Communications Research, Inc.

From version 5.0 of FreeBSD, S/Key has been replaced with the functionally equivalent
OPIE (One-time Passwords In Everything). OPIE uses the MD5 hash by default.

There are three different sorts of passwords which we will discuss below. The first is
your usual UNIX® style or Kerberos password; we will call this a “UNIX® password”. The
second sort is the one-time password which is generated by the S/Key key program or
the OPIE opiekey(1) program and accepted by the keyinit or opiepasswd(1) programs
and the login prompt; we will call this a “one-time password”. The final sort of password
is the secret password which you give to the key/opiekey programs (and sometimes the
keyinit /opiepasswd programs) which it uses to generate one-time passwords; we will
call it a “secret password” or just unqualified “password”.

The secret password does not have anything to do with your UNIX® password; they can be
the same but this is not recommended. S/Key and OPIE secret passwords are not limited
to 8 characters like old UNIX® passwords’, they can be as long as you like. Passwords of
six or seven word long phrases are fairly common. For the most part, the S/Key or OPIE
system operates completely independently of the UNIX® password system.

Besides the password, there are two other pieces of data that are important to S/Key
and OPIE. One is what is known as the “seed” or “key”, consisting of two letters and five
digits. The other is what is called the “iteration count”, a number between 1 and 100. S/
Key creates the one-time password by concatenating the seed and the secret password,
then applying the MD4/MD5 hash as many times as specified by the iteration count and
turning the result into six short English words. These six English words are your one-time
password. The authentication system (primarily PAM) keeps track of the last one-time

'Under FreeBSD the standard login password may be up to 128 characters in length.
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password used, and the user is authenticated if the hash of the user-provided password
is equal to the previous password. Because a one-way hash is used it is impossible to
generate future one-time passwords if a successfully used password is captured; the
iteration count is decremented after each successful login to keep the user and the login
program in sync. When the iteration count gets down to 1, S/Key and OPIE must be
reinitialized.

There are three programs involved in each system which we will discuss below. The key
and opiekey programs accept an iteration count, a seed, and a secret password, and
generate a one-time password or a consecutive list of one-time passwords. The keyinit
and opiepasswd programs are used to initialize S/Key and OPIE respectively, and to
change passwords, iteration counts, or seeds; they take either a secret passphrase, or
an iteration count, seed, and one-time password. The keyinfo and opieinfo programs
examine the relevant credentials files (/etc/skeykeys or /etc/opiekeys )and print out
the invoking user's current iteration count and seed.

There are four different sorts of operations we will cover. The first is using keyinit
or opiepasswd over a secure connection to set up one-time-passwords for the first
time, or to change your password or seed. The second operation is using keyinit or
opiepasswd over an insecure connection, in conjunction with key or opiekey over a
secure connection, to do the same. The third is using key/opiekey to log in over an
insecure connection. The fourth is using key or opiekey to generate a number of keys
which can be written down or printed out to carry with you when going to some location
without secure connections to anywhere.

14.5.1. Secure Connection Initialization

To initialize S/Key for the first time, change your password, or change your seed while
logged in over a secure connection (e.g. on the console of a machine or via ssh), use the
keyinit command without any parameters while logged in as yourself:

% keyinit

Adding unfurl:

Reminder - Only use this method if you are directly connected.

If you are using telnet or rlogin exit with no password and use o
keyinit -s.

Enter secret password:

Again secret password:

ID unfurl s/key is 99 tol7757
DEFY CLUB PRO NASH LACE SOFT

For OPIE, opiepasswd is used instead:

% opiepasswd -c

[grimreaper] ~ $ opiepasswd -f -c

Adding unfurl:

Only use this method from the console; NEVER from remote. If you v
are using

408



# 14, ####

telnet, xterm, or a dial-in, type ~C now or exit with no password.
Then run opiepasswd without the -c parameter.

Using MD5 to compute responses.

Enter new secret pass phrase:

Again new secret pass phrase:

ID unfurl OTP key is 499 to04268

MOS MALL GOAT ARM AVID COED

At the Enter new secret pass phrase: or Enter secret password: prompts, you
should enter a password or phrase. Remember, this is not the password that you will use
to login with, this is used to generate your one-time login keys. The “ID” line gives the
parameters of your particular instance: your login name, the iteration count, and seed.
When logging in the system will remember these parameters and present them back to
you so you do not have to remember them. The last line gives the particular one-time
password which corresponds to those parameters and your secret password; if you were
to re-login immediately, this one-time password is the one you would use.

14.5.2. Insecure Connection Initialization

To initialize or change your secret password over an insecure connection, you will need
to already have a secure connection to some place where you can run key or opiekey;
this might be in the form of a desk accessory on a Macintosh®, or a shell prompt on a
machine you trust. You will also need to make up an iteration count (100 is probably a
good value), and you may make up your own seed or use a randomly-generated one. Over
on the insecure connection (to the machine you are initializing), use the keyinit -s
command

% keyinit -s

Updating unfurl:

0ld key: tol7758

Reminder you need the 6 English words from the key command.
Enter sequence count from 1 to 9999: 100

Enter new key [default tol7759]:

s/key 100 to 17759

s/key access password:

s/key access password:CURE MIKE BANE HIM RACY GORE

For OPIE, you need to use opiepasswd :
% opiepasswd

Updating unfurl:
You need the response from an OTP generator.
0ld secret pass phrase:

otp-md5 498 to4268 ext

Response: GAME GAG WELT OUT DOWN CHAT
New secret pass phrase:

otp-md5 499 to4269

Response: LINE PAP MILK NELL BUOY TROY
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To accept the default seed (which the keyinit program confusingly calls a key), press
Return. Then before entering an access password, move over to your secure connection
or S/Key desk accessory, and give it the same parameters:

Or for OPIE:

Now switch back over to the insecure connection, and copy the one-time password
generated over to the relevant program.

14.5.3. Generating a Single One-time Password

Once you have initialized S/Key or OPIE, when you login you will be presented with a
prompt like this:

Or for OPIE:
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Password:

As a side note, the S/Key and OPIE prompts have a useful feature (not shown here): if you
press Return at the password prompt, the prompter will turn echo on, so you can see what
you are typing. This can be extremely useful if you are attempting to type in a password
by hand, such as from a printout.

At this point you need to generate your one-time password to answer this login prompt.
This must be done on a trusted system that you can run key or opiekey on. (There are
versions of these for DOS, Windows® and Mac OS® as well.) They need both the iteration
count and the seed as command line options. You can cut-and-paste these right from the
login prompt on the machine that you are logging in to.

On the trusted system:

% key 97 fwl3894

Reminder - Do not use this program while logged in via telnet or o
rlogin.

Enter secret password:

WELD LIP ACTS ENDS ME HAAG

For OPIE:

% opiekey 498 t04268

Using the MD5 algorithm to compute response.

Reminder: Don't use opiekey from telnet or dial-in sessions.
Enter secret pass phrase:

GAME GAG WELT OUT DOWN CHAT

Now that you have your one-time password you can continue logging in:

login: <username>

s/key 97 fwl3894

Password: <return to enable echo>

s/key 97 fwl3894

Password [echo on]: WELD LIP ACTS ENDS ME HAAG
Last login: Tue Mar 21 11:56:41 from 10.0.0.2 ...

14.5.4. Generating Multiple One-time Passwords

Sometimes you have to go places where you do not have access to a trusted machine or
secure connection. In this case, it is possible to use the key and opiekey commands to
generate a number of one-time passwords beforehand to be printed out and taken with
you. For example:

% key -n 5 30 zz99999

Reminder - Do not use this program while logged in via telnet or o
rlogin.

Enter secret password: <secret password>

26: SODA RUDE LEA LIND BUDD SILT
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27: JILT SPY DUTY GLOW COWL ROT
28: THEM OW COLA RUNT BONG SCOT
29: COT MASH BARR BRIM NAN FLAG
30: CAN KNEE CAST NAME FOLK BILK

Or for OPIE:

% opiekey -n 5 30 2299999

Using the MD5 algorithm to compute response.

Reminder: Don't use opiekey from telnet or dial-in sessions.
Enter secret pass phrase: <secret password>

26: JOAN BORE FOSS DES NAY QUIT

27: LATE BIAS SLAY FOLK MUCH TRIG

28: SALT TIN ANTI LOON NEAL USE

29: RIO ODIN GO BYE FURY TIC

30: GREW JIVE SAN GIRD BOIL PHI

The -n 5 requests five keys in sequence, the 30 specifies what the last iteration number
should be. Note that these are printed out in reverse order of eventual use. If you are
really paranoid, you might want to write the results down by hand; otherwise you can
cut-and-paste into 1pr. Note that each line shows both the iteration count and the one-
time password; you may still find it handy to scratch off passwords as you use them.

14.5.5. Restricting Use of UNIX® Passwords

S/Key can place restrictions on the use of UNIX® passwords based on the host name,
user name, terminal port, or IP address of a login session. These restrictions can be found
in the configuration file /etc/skey.access . The skey.access(5) manual page has more
information on the complete format of the file and also details some security cautions to
be aware of before depending on this file for security.

If there is no /etc/skey.access file (this is the default on FreeBSD 4.X systems), then all
users will be allowed to use UNIX® passwords. If the file exists, however, then all users
will be required to use S/Key unless explicitly permitted to do otherwise by configuration
statements in the skey.access file. In all cases, UNIX® passwords are permitted on the
console.

Here is asample skey.access configuration file which illustrates the three most common
sorts of configuration statements:

permit internet 192.168.0.0 255.255.0.0
permit user fnord
permit port ttydo

The first line (permit internet ) allows users whose IP source address (which is
vulnerable to spoofing) matches the specified value and mask, to use UNIX® passwords.
This should not be considered a security mechanism, but rather, a means to remind
authorized users that they are using an insecure network and need to use S/Key for
authentication.
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The second line (permit user ) allows the specified username, in this case fnord, to use
UNIX® passwords at any time. Generally speaking, this should only be used for people
who are either unable to use the key program, like those with dumb terminals, or those
who are ineducable,

The third line (permit port ) allows all users logging in on the specified terminal line to
use UNIX® passwords; this would be used for dial-ups.

OPIE can restrict the use of UNIX® passwords based on the IP address of a login session
just like S/Key does. The relevant file is /etc/opieaccess , which is present by default
on FreeBSD 5.0 and newer systems. Please check opieaccess(5) for more information on
this file and which security considerations you should be aware of when using it.

Here is a sample opieaccess file:

permit 192.168.0.0 255.255.0.0

This line allows users whose IP source address (which is vulnerable to spoofing) matches
the specified value and mask, to use UNIX® passwords at any time.

If no rules in opieaccess are matched, the default is to deny non-OPIE logins.

14.6. TCP Wrappers

Written by: Tom Rhodes.

inetd(8 Wrappers ######H#AFHHHAARHARAAHHHRAS FHEAAAAHAAAAHHHRS

Lt e ol A A A A A A A e A A A L b A A A A A e
HHHHHHHHHHHF T FHRAFFHRH AT HHHHHHHHHHFHFFFFHFFFFH TR H AT

I Wrappers ########R###HHH#HH

TCP Wrappers ### inetd ###### server daemon #### TCP Wrappers ######## TCP
Wrappers #####sssssst(logging) ##############1# daeInOn #HHRABEIRE FEHHIHRIBHIYE
#i##### TCP Wrappers #######HH#HHRHHRAHAAHHAAHH

### # TCP Wrappers ############# #A#HH#HH#AHRAA#H#E TCP Wrappers ############
HAHAHBRAHAHABRRHAH AR RRHA A

BREBHAHBERE Inetd #HREBHAHREHAARYE inetd ## ###

##
@ ## inetd(8)  ##H##AHHHHHHIE  HAACINONSHH#HIHHHIHIHHHNY
#daemons## #######AAAHHIRE

413


http://www.FreeBSD.org/cgi/man.cgi?query=opieaccess&amp;sektion=5
http://www.FreeBSD.org/cgi/man.cgi?query=inetd&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=inetd&amp;sektion=8

Initial Configuration

14.6.1. Initial Configuration

#it# FreeBSD #ith TCP Wrappers ## inetd #4 /etc/ rc. conf ## Ww HARAHAHHHH
i # /etc/hosts.allow ##### syslogd(s) # log #A###AHHHHHE

##
@ FreeBSD # TCP Wrappers ############# TCP Wrappers #######
FreeBSD ###### /etc/hosts.deny ###### /etc/hosts.allow #

#u#papERAAH daemon ##### /etc/hosts.allow ########### The default configuration
in FreeBSD is to allow a connection to every daemon started with inetd. Changing this
will be discussed only after the basic configuration is covered.

Basic configuration usually takes the form of daemon : address : action . Where
daemon is the daemon name which inetd started. The address can be a valid hostname,
an IP address or an IPv6 address enclosed in brackets ([ ]). The action field can be either
allow or deny to grant or deny access appropriately. Keep in mind that configuration
works off a first rule match semantic, meaning that the configuration file is scanned in
ascending order for a matching rule. When a match is found the rule is applied and the
search process will halt.

Several other options exist but they will be explained in a later section. A simple
configuration line may easily be constructed from that information alone. For example,
to allow POP3 connections via the mail/qpopper daemon, the following lines should be
appended to hosts.allow :

# This line is required for POP3 connections:
gpopper : ALL : allow

HEHHHRRARARAHIH inetd ## ## kill(1) ###### Jetc/rc.d/inetd restart # ####

14.6.2. Advanced Configuration

TCP Wrappers has advanced options too; they will allow for more control over the way
connections are handled. In some cases it may be a good idea to return a comment to
certain hosts or daemon connections. In other cases, perhaps a log file should be recorded
or an email sent to the administrator. Other situations may require the use of a service
for local connections only. This is all possible through the use of configuration options
known as wildcards , expansion characters and external command execution. The next
two sections are written to cover these situations.
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14.6.2.1. External Commands

Suppose that a situation occurs where a connection should be denied yet a reason should
be sent to the individual who attempted to establish that connection. How could it be
done? That action can be made possible by using the twist option. When a connection
attempt is made, twist will be called to execute a shell command or script. An example
already exists in the hosts.allow file:

# The rest of the daemons are protected.
ALL : ALL \
: severity auth.info \
: twist /bin/echo "You are not welcome to use %d from %h."

This example shows that the message, “You are not allowed to use daemon from
hostname .” will be returned for any daemon not previously configured in the access file.
This is extremely useful for sending a reply back to the connection initiator right after
the established connection is dropped. Note that any message returned must be wrapped
in quote " characters; there are no exceptions to this rule.

##

o It may be possible to launch a denial of service attack on the server
if an attacker, or group of attackers could flood these daemons with
connection requests.

Another possibility is to use the spawn option in these cases. Like twist, the spawn
implicitly denies the connection and may be used to run external shell commands or
scripts. Unlike twist, spawn will not send a reply back to the individual who established
the connection. For an example, consider the following configuration line:

# We do not allow connections from example.com:
ALL : .example.com \
: spawn (/bin/echo %a from %h attempted to access %d >> \
/var/log/connections.log) \
: deny

This will deny all connection attempts from the *.example.com domain; simultaneously
logging the hostname, IP address and the daemon which they attempted to access in the

/var/log/connections.log file.

Aside from the already explained substitution characters above, e.g. %a, a few others exist.
See the hosts_access(5) manual page for the complete list.
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14.6.2.2. Wildcard Options

Thus far the ALL example has been used continuously throughout the examples. Other
options exist which could extend the functionality a bit further. For instance, ALL may
be used to match every instance of either a daemon, domain or an IP address. Another
wildcard available is PARANOID which may be used to match any host which provides
an IP address that may be forged. In other words, paranoid may be used to define an
action to be taken whenever a connection is made from an IP address that differs from its
hostname. The following example may shed some more light on this discussion:

# Block possibly spoofed requests to sendmail:
sendmail : PARANOID : deny

In that example all connection requests to sendmail which have an IP address that varies
from its hostname will be denied.

##

A Using the PARANOID may severely cripple servers if the client or
server has a broken DNS setup. Administrator discretion is advised.

To learn more about wildcards and their associated functionality, see the hosts_access(5)
manual page.

Before any of the specific configuration lines above will work, the first configuration
line should be commented out in hosts.allow . This was noted at the beginning of this
section.

14.7. KerberosIV

Contributed by Mark Murray.
Based on a contribution by Mark Dapoz.

Kerberos is a network add-on system/protocol that allows users to authenticate
themselves through the services of a secure server. Services such as remote login, remote
copy, secure inter-system file copying and other high-risk tasks are made considerably
safer and more controllable.

The following instructions can be used as a guide on how to set up Kerberos as distributed
for FreeBSD. However, you should refer to the relevant manual pages for a complete
description.

14.7.1. Installing KerberosIV
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Kerberos is an optional component of FreeBSD. The easiest way to install this software
is by selecting the krb4 or krb5 distribution in sysinstall during the initial installation
of FreeBSD. This will install the “eBones” (KerberosIV) or “Heimdal” (Kerbeross)
implementation of Kerberos. These implementations are included because they are
developed outside the USA/Canada and were thus available to system owners outside
those countries during the era of restrictive export controls on cryptographic code from
the USA.

Alternatively, the MIT implementation of Kerberos is available from the Ports Collection
as security/krbs.

14.7.2. Creating the Initial Database

This is done on the Kerberos server only. First make sure that you do not have any old
Kerberos databases around. You should change to the directory /etc/kerberosIV and
check that only the following files are present:

# cd /etc/kerberosIV
# 1s
README krb.conf krb.realms

If any additional files (such as principal.* or master key) exist, then use the
kdb destroy command to destroy the old Kerberos database, or if Kerberos is not
running, simply delete the extra files.

You should now edit the krb.conf and krb.realms files to define your Kerberos realm.
In this case the realm will be EXAMPLE.COM and the server is grunt.example.com . We
edit or create the krb. conf file:

# cat krb.conf

EXAMPLE . COM

EXAMPLE.COM grunt.example.com admin server
CS.BERKELEY.EDU okeeffe.berkeley.edu
ATHENA.MIT.EDU kerberos.mit.edu
ATHENA.MIT.EDU kerberos-1.mit.edu
ATHENA .MIT.EDU kerberos-2.mit.edu
ATHENA.MIT.EDU kerberos-3.mit.edu
LCS.MIT.EDU kerberos.lcs.mit.edu
TELECOM.MIT.EDU bitsy.mit.edu
ARC.NASA.GOV trident.arc.nasa.gov

In this case, the other realms do not need to be there. They are here as an example of how
a machine may be made aware of multiple realms. You may wish to not include them for
simplicity.

The first line names the realm in which this system works. The other lines contain realm/
host entries. The first item on a line is a realm, and the second is a host in that realm that
is acting as a “key distribution center”. The words admin server following a host's name
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means that host also provides an administrative database server. For further explanation
of these terms, please consult the Kerberos manual pages.

Now we have toadd grunt.example.com tothe EXAMPLE.COM realm and also add an entry

to put all hosts in the .example.com domain in the EXAMPLE.COM realm. The krb. realms
file would be updated as follows:

# cat krb.realms
grunt.example.com EXAMPLE.COM
.example.com EXAMPLE.COM
.berkeley.edu CS.BERKELEY.EDU
.MIT.EDU ATHENA.MIT.EDU
.mit.edu ATHENA.MIT.EDU

Again, the other realms do not need to be there. They are here as an example of how a

machine may be made aware of multiple realms. You may wish to remove them to simplify
things.

The first line puts the specific system into the named realm. The rest of the lines show how
to default systems of a particular subdomain to a named realm.

Now we are ready to create the database. This only needs to run on the Kerberos server
(or Key Distribution Center). Issue the kdb_init command to do this:

# kdb_init

Realm name [default ATHENA.MIT.EDU -]: EXAMPLE . COM

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter Kerberos master key:

Now we have to save the key so that servers on the local machine can pick it up. Use the
kstash command to do this:

# kstash
Enter Kerberos master key:
Current Kerberos master key version is 1.

Master key entered. BEWARE!
This saves the encrypted master password in /etc/kerberosIV/master key

14.7.3. Making It All Run

Two principals need to be added to the database for each system that will be secured with
Kerberos. Their names are kpasswd and rcmd. These two principals are made for each
system, with the instance being the name of the individual system.
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These daemons, kpasswd and rcmd allow other systems to change Kerberos passwords
and run commands like rcp(1), rlogin(1) and rsh(1).

Now let us add these entries:
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14.7.4. Creating the Server File

We now have to extract all the instances which define the services on each machine. For
this we use the ext_srvtab command. This will create a file which must be copied or
moved by secure means to each Kerberos client's /etc/kerberosIV directory. This file
must be present on each server and client, and is crucial to the operation of Kerberos.

Now, this command only generates a temporary file which must be renamed to srvtab
so that all the servers can pick it up. Use the mv(1) command to move it into place on
the original system:

Ifthe file is for a client system, and the network is not deemed safe, then copy the client-
new-srvtab to removable media and transport it by secure physical means. Be sure to
rename it to srvtab in the client's /etc/kerberosIV directory, and make sure it is mode
600:

14.7.5. Populating the Database

We now have to add some user entries into the database. First let us create an entry for
the user jane. Use the kdb_edit command to do this:
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14.7.6. Testing It All Out

First we have to start the Kerberos daemons. Note that if you have correctly edited your /
etc/rc.conf then this will happen automatically when you reboot. This is only necessary
on the Kerberos server. Kerberos clients will automatically get what they need from the
/etc/kerberosIV directory.

Now we can try using the kinit command to get a ticket for the ID jane that we created

Try listing the tokens using klist to see if we really have them:
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Now try changing the password using passwd(1) to check if the kpasswd daemon can get
authorization to the Kerberos database:

14.7.7. Adding su Privileges

Kerberos allows us to give each user who needs root privileges their own separate su(1)
password. We could now add an ID which is authorized to su(1) to root. This is controlled
by having an instance of root associated with a principal. Using kdb_edit we can create
the entry jane.root in the Kerberos database:

Now try getting tokens for it to make sure it works:
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Now we need to add the user to root's .klogin file:

Now try doing the su(1):

and take a look at what tokens we have:

14.7.8. Using Other Commands

In an earlier example, we created a principal called jane with an instance root. This was
based on a user with the same name as the principal, and this is a Kerberos default; that
a <principal>.<instance> of the form <username>. root will allow that <username>

to su(1) to root if the necessary entries are in the .klogin file in root's home directory:

Likewise, if a user has in their own home directory lines of the form:

This allows anyone in the EXAMPLE.COM realm who has authenticated themselves as jane
or jack (via kinit, see above) to access to jane's account or files on this system (grunt)
via rlogin(1), rsh(1) or rcp(1).

For example, jane now logs into another system using Kerberos:
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FreeBSD BUILT-19950429 (GR386) #0: Sat Apr 29 17:50:09 SAT 1995

Or jack logs into jane's account on the same machine (jane having set up the .klogin
file as above, and the person in charge of Kerberos having set up principal jack with a null
instance):
% kinit
% rlogin grunt -1 jane
MIT Project Athena (grunt.example.com)
Password:
Last login: Mon May 1 21:16:55 from grumble
Copyright (c) 19860, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights o
reserved.
FreeBSD BUILT-19950429 (GR386) #0: Sat Apr 29 17:50:09 SAT 1995

14.8. Kerberosb5

Contributed by Tillman Hodgson.
Based on a contribution by Mark Murray.

Every FreeBSD release beyond FreeBSD-5.1 includes support only for Kerberos5. Hence
Kerberos5 is the only version included, and its configuration is similar in many aspects
to that of KerberosIV. The following information only applies to Kerberos5 in post
FreeBSD-5.0 releases. Users who wish to use the KerberosIV package may install the
security/krb4 port.

Kerberos is a network add-on system/protocol that allows users to authenticate
themselves through the services of a secure server. Services such as remote login, remote
copy, secure inter-system file copying and other high-risk tasks are made considerably
safer and more controllable.

Kerberos can be described as an identity-verifying proxy system. It can also be described
as a trusted third-party authentication system. Kerberos provides only one function ——
the secure authentication of users on the network. It does not provide authorization
functions (what users are allowed to do) or auditing functions (what those users did).
After a client and server have used Kerberos to prove their identity, they can also encrypt
all of their communications to assure privacy and data integrity as they go about their
business.

Therefore it is highly recommended that Kerberos be used with other security methods
which provide authorization and audit services.

The following instructions can be used as a guide on how to set up Kerberos as distributed
for FreeBSD. However, you should refer to the relevant manual pages for a complete
description.
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For purposes of demonstrating a Kerberos installation, the various name spaces will be
handled as follows:

+ The DNS domain (“zone”) will be example.org.

« The Kerberos realm will be EXAMPLE.ORG.

##

S Please use real domain names when setting up Kerberos even if you
intend to run it internally. This avoids DNS problems and assures
inter-operation with other Kerberos realms.

14.8.1. History

Kerberos was created by MIT as a solution to network security problems. The Kerberos
protocol uses strong cryptography so that a client can prove its identity to a server (and
vice versa) across an insecure network connection.

Kerberos is both the name of a network authentication protocol and an adjective to
describe programs that implement the program (Kerberos telnet, for example). The
current version of the protocol is version 5, described in RFC 1510.

Several free implementations of this protocol are available, covering a wide range of
operating systems. The Massachusetts Institute of Technology (MIT), where Kerberos was
originally developed, continues to develop their Kerberos package. It is commonly used
in the US as a cryptography product, as such it has historically been affected by US export
regulations. The MIT Kerberos is available as a port (security/krb5). Heimdal Kerberos is
another version 5 implementation, and was explicitly developed outside of the US to avoid
export regulations (and is thus often included in non-commercial UNIX® variants). The
Heimdal Kerberos distribution is available as a port (security/heimdal), and a minimal
installation of it is included in the base FreeBSD install.

In order to reach the widest audience, these instructions assume the use of the Heimdal
distribution included in FreeBSD.

14.8.2. Setting up a Heimdal KDC

The Key Distribution Center (KDC) is the centralized authentication service that Kerberos
provides —— it is the computer that issues Kerberos tickets. The KDC is considered
“trusted” by all other computers in the Kerberos realm, and thus has heightened security
concerns.
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Setting up a Heimdal KDC

Note that while running the Kerberos server requires very few computing resources, a
dedicated machine acting only as a KDC is recommended for security reasons.

To begin setting up a KDC, ensure that your /etc/rc.conf file contains the correct
settings to act as a KDC (you may need to adjust paths to reflect your own system):

kerberos5 server enable="YES"
kadmind5_ server enable="YES"
kerberos stash="YES"

K

##

The kerberos stash is only available in FreeBSD 4.X.

Next we will set up your Kerberos config file, /etc/krb5. conf :

[libdefaults]

default realm = EXAMPLE.ORG

[realms]

EXAMPLE.ORG = {

kdc

kerberos.example.org

admin_server = kerberos.example.org

}

[domain realm]

.example.org = EXAMPLE.ORG

Note that this /etc/krb5.conf file implies that your KDC will have the fully-qualified
hostname of kerberos .example.org .You will need to add a CNAME (alias) entry to your
zone file to accomplish this if your KDC has a different hostname.

K
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##

For large networks with a properly configured BIND DNS server, the
above example could be trimmed to:

[libdefaults]
default realm = EXAMPLE.ORG

With the following lines being appended to the example.org
zonefile:

_kerberos. udp IN SRV 01 00 88 kerberos.s
example.org.
_kerberos. tcp IN SRV 01 00 88 kerberos.ov

example.org.
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_kpasswd. udp IN SRV 01 00 464 kerberos.ov
example.org.

_kerberos-adm. tcp IN SRV 01 00 749 kerberos.s
example.org.

_kerberos IN TXT EXAMPLE . ORG

##

@ For clients to be able to find the Kerberos services, you must
have either a fully configured /etc/krb5.conf or a miminally
configured /etc/krb5.conf and a properly configured DNS server.

Next we will create the Kerberos database. This database contains the keys of all principals
encrypted with a master password. You are not required to remember this password, it
will be stored in a file (/var/heimdal/m-key ). To create the master key, run kstash and
enter a password.

Once the master key has been created, you can initialize the database using the kadmin
program with the -1 option (standing for “local”). This option instructs kadmin to modify
the database files directly rather than going through the kadmind network service. This
handles the chicken-and-egg problem of trying to connect to the database before it is
created. Once you have the kadmin prompt, use the init command to create your realms
initial database.

Lastly, while still in kadmin, create your first principal using the add command. Stick to
the defaults options for the principal for now, you can always change them later with
the modify command. Note that you can use the ? command at any prompt to see the
available options.

A sample database creation session is shown below:

# kstash
Master key: xxxxxxxx
Verifying password - Master key: XXXXXXXX

# kadmin -1

kadmin> init EXAMPLE.ORG

Realm max ticket life [unlimited]:
kadmin> add tillman

Max ticket life [unlimited]:

Max renewable life [unlimited]:
Attributes []:

Password: Xxxxxxxx

Verifying password - Password: XXXXXXXX
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Kerberos enabling a server with Heimdal
services

Now it is time to start up the KDC services. Run /etc/rc.d/kerberos start and /etc/
rc.d/kadmind start tobringup the services. Note that you will not have any kerberized
daemons running at this point but you should be able to confirm the that the KDC is
functioning by obtaining and listing a ticket for the principal (user) that you just created
from the command-line of the KDC itself:

% k5init tillman
tillman@EXAMPLE.ORG's Password:

% k5list
Credentials cache: FILE:/tmp/krb5cc 500
Principal: tillman@EXAMPLE.ORG

Issued Expires Principal
Aug 27 15:37:58 Aug 28 01:37:58 krbtgt/EXAMPLE.ORG@EXAMPLE.ORG

14.8.3. Kerberos enabling a server with Heimdal services

First, we need a copy of the Kerberos configuration file, /etc/krb5. conf . To do so, simply
copy it over to the client computer from the KDC in a secure fashion (using network
utilities, such as scp(1), or physically via a floppy disk).

Next you need a /etc/krb5.keytab file. This is the major difference between a server
providing Kerberos enabled daemons and a workstation — the server must have a
keytab file. This file contains the servers host key, which allows it and the KDC to verify
each others identity. It must be transmitted to the server in a secure fashion, as the
security of the server can be broken if the key is made public. This explicitly means that
transferring it via a clear text channel, such as FTP, is a very bad idea.

Typically, you transfer to the keytab to the server using the kadmin program. This
is handy because you also need to create the host principal (the KDC end of the
krb5.keytab ) using kadmin.

Note that you must have already obtained a ticket and that this ticket must be
allowed to use the kadmin interface in the kadmind.acl . See the section titled “Remote
administration” in the Heimdal info pages (info heimdal) for details on designing
access control lists. If you do not want to enable remote kadmin access, you can simply
securely connect to the KDC (via local console, ssh(1) or Kerberos telnet(1)) and perform
administration locally using kadmin -1.

After installing the /etc/krb5.conf file, you can use kadmin from the Kerberos server.
The add - -random-key command will let you add the servers host principal, and the
ext command will allow you to extract the servers host principal to its own keytab. For
example:

# kadmin
kadmin> add --random-key host/myserver.example.org
Max ticket life [unlimited]:
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Max renewable life [unlimited]:
Attributes []:

kadmin> ext host/myserver.example.org
kadmin> exit

Note that the ext command (short for “extract”) stores the extracted key in /etc/
krb5.keytab by default.

If you do not have kadmind running on the KDC (possibly for security reasons) and
thus do not have access to kadmin remotely, you can add the host principal (host/
myserver.EXAMPLE.ORG ) directly on the KDC and then extract it to a temporary file (to
avoid over-writing the /etc/krb5.keytab on the KDC) using something like this:

# kadmin
kadmin> ext --keytab=/tmp/example.keytab host/myserver.example.org
kadmin> exit

You can then securely copy the keytab to the server computer (using scp or a floppy, for
example). Be sure to specify a non-default keytab name to avoid over-writing the keytab
on the KDC.

At this point your server can communicate with the KDC (due to its krb5. conf file) and it
can prove its own identity (due to the krb5.keytab file). It is now ready for you to enable
some Kerberos services. For this example we will enable the telnet service by putting a
line like this into your /etc/inetd.conf and then restarting the inetd(8) service with /
etc/rc.d/inetd restart :

telnet stream tcp nowait root /usr/libexec/telnetd o
telnetd -a user

The critical bit is that the -a (for authentication) type is set to user. Consult the telnetd(8)
manual page for more details.

14.8.4. Kerberos enabling a client with Heimdal

Setting up a client computer is almost trivially easy. As far as Kerberos configuration
goes, you only need the Kerberos configuration file, located at /etc/krb5.conf . Simply
securely copy it over to the client computer from the KDC.

Test your client computer by attempting to use kinit, klist, and kdestroy from the
client to obtain, show, and then delete a ticket for the principal you created above. You
should also be able to use Kerberos applications to connect to Kerberos enabled servers,
though if that does not work and obtaining a ticket does the problem is likely with the
server and not with the client or the KDC.

When testing an application like telnet, try using a packet sniffer (such as tcpdump(1)) to
confirm that your password is not sent in the clear. Try using telnet with the -x option,
which encrypts the entire data stream (similar to ssh).
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User configuration files: . k5login and
.k5users

The core Kerberos client applications (traditionally named kinit, klist, kdestroy, and
kpasswd ) are installed in the base FreeBSD install. Note that FreeBSD versions prior to
5.0 renamed them to k5init, k5list, k5destroy , kSpasswd, and k5stash (though it is
typically only used once).

Various non-core Kerberos client applications are also installed by default. This is where
the “minimal” nature of the base Heimdal installation is felt: telnet is the only Kerberos
enabled service.

The Heimdal port adds some of the missing client applications: Kerberos enabled versions
of ftp, rsh, rcp, rlogin, and a few other less common programs. The MIT port also
contains a full suite of Kerberos client applications.

14.8.5. User configuration files: . k5login and .k5users

Users within a realm typically have their Kerberos principal (such as
tillman@EXAMPLE .ORG ) mapped to a local user account (such as a local account named
tillman). Client applications such as telnet usually do not require a user name or a
principal.

Occasionally, however, you want to grant access to a local user account to someone who
does not have a matching Kerberos principal. For example, tillman@EXAMPLE.ORG may
need access to the local user account webdevelopers . Other principals may also need
access to that local account.

The .k5login and .k5users files, placed in a users home directory, can be used similar
to a powerful combination of .hosts and . rhosts, solving this problem. For example, if
a .k5login with the following contents:

tillman@example.org
jdoe@example.org

Were to be placed into the home directory of the local user webdevelopers then both
principals listed would have access to that account without requiring a shared password.

Reading the manual pages for these commands is recommended. Note that the ksu
manual page covers .k5users .

14.8.6. Kerberos Tips, Tricks, and Troubleshooting

« When using either the Heimdal or MIT Kerberos ports ensure that your PATH
environment variable lists the Kerberos versions of the client applications before the
system versions.

« Do all the computers in your realm have synchronized time settings? If not,
authentication may fail. # 27.11, “Clock Synchronization with NTP” describes how to
synchronize clocks using NTP.
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+ MIT and Heimdal inter-operate nicely. Except for kadmin, the protocol for which is not
standardized.

« If you change your hostname, you also need to change your host/ principal and update
your keytab. This also applies to special keytab entries like the www/ principal used for
Apache's www/mod_auth_kerb.

+ Allhosts in your realm must be resolvable (both forwards and reverse) in DNS (or /etc/
hosts as a minimum). CNAMEs will work, but the A and PTR records must be correct
and in place. The error message is not very intuitive: Kerberos5 refuses authentication
because Read req failed: Key table entry not found.

+ Some operating systems that may being acting as clients to your KDC do not set the
permissions for ksu to be setuid root. This means that ksu does not work, which is a
good security idea but annoying. This is not a KDC error.

« With MIT Kerberos, if you want to allow a principal to have a ticket life longer than the
default ten hours, you must use modify principal in kadmin to change the maxlife
of both the principal in question and the krbtgt principal. Then the principal can use
the -1 option with kinit to request a ticket with a longer lifetime.

##

g If you run a packet sniffer on your KDC to add in troubleshooting
and then run kinit from a workstation, you will notice that your
TGT is sent immediately upon running kinit —— even before
you type your password! The explanation is that the Kerberos
server freely transmits a TGT (Ticket Granting Ticket) to any
unauthorized request; however, every TGT is encrypted in a key
derived from the user's password. Therefore, when a user types
their password it is not being sent to the KDC, it is being used to
decrypt the TGT that kinit already obtained. If the decryption
process results in a valid ticket with a valid time stamp, the
user has valid Kerberos credentials. These credentials include
a session key for establishing secure communications with the
Kerberos server in the future, as well as the actual ticket-granting
ticket, which is actually encrypted with the Kerberos server's
own key. This second layer of encryption is unknown to the user,
but it is what allows the Kerberos server to verify the authenticity
of each TGT.
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+ Ifyou want to use long ticket lifetimes (a week, for example) and you are using OpenSSH
to connect to the machine where your ticket is stored, make sure that Kerberos
TicketCleanup is set to no in your sshd_config or else your tickets will be deleted
when you log out.

« Remember that host principals can have a longer ticket lifetime as well. If your user
principal has a lifetime of a week but the host you are connecting to has a lifetime of
nine hours, you will have an expired host principal in your cache and the ticket cache
will not work as expected.

+ When setting up a krb5.dict file to prevent specific bad passwords from being used
(the manual page for kadmind covers this briefly), remember that it only applies to
principals that have a password policy assigned to them. The krb5.dict files format is
simple: one string per line. Creating a symbolic link to /usr/share/dict/words might
be useful.

14.8.7. Differences with the MIT port

The major difference between the MIT and Heimdal installs relates to the kadmin program
which has a different (but equivalent) set of commands and uses a different protocol. This
has a large implications if your KDC is MIT as you will not be able to use the Heimdal
kadmin program to administer your KDC remotely (or vice versa, for that matter).

The client applications may also take slightly different command line options to
accomplish the same tasks. Following the instructions on the MIT Kerberos web site
(http://web.mit.edu/Kerberos/www/ ) is recommended. Be careful of path issues: the
MIT port installs into /usr/local/ by default, and the “normal” system applications may
be run instead of MIT if your PATH environment variable lists the system directories first.

##

3 With the MIT security/krb5 port that is provided by FreeBSD, be
sure to read the /usr/local/share/doc/krb5/README . FreeBSD
file installed by the port if you want to understand why logins via
telnetd and klogind behave somewhat oddly. Most importantly,
correcting the “incorrect permissions on cache file” behavior
requires that the login.krb5 binary be used for authentication
so that it can properly change ownership for the forwarded
credentials.

14.8.8. Mitigating limitations found in Kerberos
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14.8.8.1. Kerberos is an all-or-nothing approach

Every service enabled on the network must be modified to work with Kerberos (or be
otherwise secured against network attacks) or else the users credentials could be stolen
and re-used. An example of this would be Kerberos enabling all remote shells (via rsh and
telnet, for example) but not converting the POP3 mail server which sends passwords in
plain text.

14.8.8.2. Kerberos is intended for single-user workstations

In a multi-user environment, Kerberos is less secure. This is because it stores the tickets
in the /tmp directory, which is readable by all users. If a user is sharing a computer with
several other people simultaneously (i.e. multi-user), it is possible that the user's tickets
can be stolen (copied) by another user.

This can be overcome with the -c filename command-line option or (preferably) the
KRB5CCNAME environment variable, but this is rarely done. In principal, storing the ticket
in the users home directory and using simple file permissions can mitigate this problem.

14.8.8.3. The KDC is a single point of failure

By design, the KDC must be as secure as the master password database is contained on it.
The KDC should have absolutely no other services running on it and should be physically
secured. The danger is high because Kerberos stores all passwords encrypted with the
same key (the “master” key), which in turn is stored as a file on the KDC.

As a side note, a compromised master key is not quite as bad as one might normally fear.
The master key is only used to encrypt the Kerberos database and as a seed for the random
number generator. As long as access to your KDC is secure, an attacker cannot do much
with the master key.

Additionally, if the KDC is unavailable (perhaps due to a denial of service attack or network
problems) the network services are unusable as authentication can not be performed,
a recipe for a denial-of-service attack. This can alleviated with multiple KDCs (a single
master and one or more slaves) and with careful implementation of secondary or fall-
back authentication (PAM is excellent for this).

14.8.8.4. Kerberos Shortcomings

Kerberos allows users, hosts and services to authenticate between themselves. It does not
have a mechanism to authenticate the KDC to the users, hosts or services. This means that
a trojanned kinit (for example) could record all user names and passwords. Something

like security/tripwire or other file system integrity checking tools can alleviate this.

14.8.9. Resources and further information
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+ The Kerberos FAQ

+ Designing an Authentication System: a Dialog in Four Scenes
« RFC 1510, The Kerberos Network Authentication Service (V5)
* MIT Kerberos home page

« Heimdal Kerberos home page

14.9. OpenSSL

Written by: Tom Rhodes.

One feature that many users overlook is the OpenSSL toolkit included in FreeBSD.
OpenSSL provides an encryption transport layer on top of the normal communications
layer; thus allowing it to be intertwined with many network applications and services.

Some uses of OpenSSL may include encrypted authentication of mail clients, web based
transactions such as credit card payments and more. Many ports such as www/apache13-
ssl, and mail/sylpheed-claws will offer compilation support for building with OpenSSL.

##

@ In most cases the Ports Collection will attempt to build the security/
openssl port unless the WITH OPENSSL BASE make variable is
explicitly set to “yes”.

The version of OpenSSL included in FreeBSD supports Secure Sockets Layer v2/v3 (SSLv2/
SSLv3), Transport Layer Security v1 (TLSv1) network security protocols and can be used
as a general cryptographic library.

##

S While OpenSSL supports the IDEA algorithm, it is disabled by
default due to United States patents. To use it, the license should
be reviewed and, if the restrictions are acceptable, the MAKE IDEA
variable must be set in make.conf .

One of the most common uses of OpenSSL is to provide certificates for use with software
applications. These certificates ensure that the credentials of the company or individual

434


http://www.faqs.org/faqs/Kerberos-faq/general/preamble.html
http://web.mit.edu/Kerberos/www/dialogue.html
http://www.ietf.org/rfc/rfc1510.txt?number=1510
http://web.mit.edu/Kerberos/www/
http://www.pdc.kth.se/heimdal/
http://www.freebsd.org/cgi/url.cgi?ports/www/apache13-ssl/pkg-descr
http://www.freebsd.org/cgi/url.cgi?ports/www/apache13-ssl/pkg-descr
http://www.freebsd.org/cgi/url.cgi?ports/mail/sylpheed-claws/pkg-descr
http://www.freebsd.org/cgi/url.cgi?ports/security/openssl/pkg-descr
http://www.freebsd.org/cgi/url.cgi?ports/security/openssl/pkg-descr

# 14, ####

are valid and not fraudulent. If the certificate in question has not been verified by one of
the several “Certificate Authorities”, or CAs, a warning is usually produced. A Certificate
Authority is a company, such as VeriSign, which will sign certificates in order to validate
credentials of individuals or companies. This process has a cost associated with it and is
definitely not a requirement for using certificates; however, it can put some of the more
paranoid users at ease.

14.9.1. Generating Certificates

To generate a certificate, the following command is available:

# openssl req -new -nodes -out req.pem -keyout cert.pem
Generating a 1024 bit RSA private key
................ ++++++
....................................... ++++++

You are about to be asked to enter information that will be o
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name o
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:PA

Locality Name (eg, city) []:Pittsburgh

Organization Name (eg, company) [Internet Widgits Pty Ltd]:My Company
Organizational Unit Name (eg, section) []:Systems Administrator
Common Name (eg, YOUR name) []:localhost.example.org

Email Address []:trhodes@FreeBSD.org

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:SOME PASSWORD

An optional company name []:Another Name

Notice the response directly after the “Common Name” prompt shows a domain name.
This prompt requires a server name to be entered for verification purposes; placing
anything but a domain name would yield a useless certificate. Other options, for instance
expire time, alternate encryption algorithms, etc. are available. A complete list may be
obtained by viewing the openssl(1) manual page.

Two files should now exist in the directory in which the aforementioned command was
issued. The certificate request, req.pem, may be sent to a certificate authority who will
validate the credentials that you entered, sign the request and return the certificate
to you. The second file created will be named cert.pem and is the private key for the
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certificate and should be protected at all costs; if this falls in the hands of others it can be
used to impersonate you (or your server).

In cases where a signature from a CA is not required, a self signed certificate can be
created. First, generate the RSA key:

# openssl dsaparam -rand -genkey -out myRSA.key 1024

Next, generate the CA key:

# openssl gendsa -des3 -out myca.key myRSA.key

Use this key to create the certificate:

# openssl req -new -x509 -days 365 -key myca.key -out new.crt

Two new files should appear in the directory: a certificate authority signature file,
myca.key and the certificate itself, new.crt. These should be placed in a directory,
preferably under /etc, which is readable only by root. Permissions of 0700 should be fine
for this and they can be set with the chmod utility.

14.9.2. Using Certificates, an Example

So what can these files do? A good use would be to encrypt connections to the Sendmail
MTA. This would dissolve the use of clear text authentication for users who send mail via
the local MTA.

##

@ This is not the best use in the world as some MUAs will present the
user with an error if they have not installed the certificate locally.
Refer to the documentation included with the software for more
information on certificate installation.

The following lines should be placed inside the local .mc file:

dnl SSL Options

define(  confCACERT PATH', /etc/certs')dnl

define( confCACERT', /etc/certs/new.crt')dnl
define (" confSERVER CERT', /etc/certs/new.crt')dnl
define (" confSERVER KEY',  /etc/certs/myca.key')dnl
define( confTLS SRV _OPTIONS', "V')dnl

Where /etc/certs/ is the directory to be used for storing the certificate and key files
locally. The last few requirements are a rebuild of the local . cf file. This is easily achieved
by typing make install within the /etc/mail directory. Follow that up with make
restart which should start the Sendmail daemon.
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If all went well there will be no error messages in the /var/log/maillog file and
Sendmail will show up in the process list.

For a simple test, simply connect to the mail server using the telnet(1) utility:

# telnet example.com 25

Trying 192.0.34.166...

Connected to example.com .

Escape character is '"]'.

220 example.com ESMTP Sendmail 8.12.10/8.12.10; Tue, 31 Aug 2004 o©
03:41:22 -0400 (EDT)

ehlo example.com

250-example.com Hello example.com [192.0.34.166], pleased to meet you
250-ENHANCEDSTATUSCODES

250-PIPELINING

250-8BITMIME

250-SIZE

250-DSN

250-ETRN

250-AUTH LOGIN PLAIN

250-STARTTLS

250-DELIVERBY

250 HELP

quit

221 2.0.0 example.com closing connection
Connection closed by foreign host.

If the “STARTTLS” line appears in the output then everything is working correctly.

14.10. VPN over IPsec

Written by Nik Clayton.

Creating a VPN between two networks, separated by the Internet, using FreeBSD
gateways.

14.10.1. Understanding IPsec
Written by Hiten M. Pandya.

This section will guide you through the process of setting up IPsec, and to use it in an
environment which consists of FreeBSD and Microsoft® Windows® 2000/XP machines,
to make them communicate securely. In order to set up IPsec, it is necessary that you are
familiar with the concepts of building a custom kernel (see # 8, ## FreeBSD Kernel).

IPsec is a protocol which sits on top of the Internet Protocol (IP) layer. It allows two or
more hosts to communicate in a secure manner (hence the name). The FreeBSD IPsec
“network stack” is based on the KAME implementation, which has support for both
protocol families, IPv4 and IPvé.
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##

S FreeBSD 5.X contains a “hardware accelerated” IPsec stack, known
as “Fast IPsec”, that was obtained from OpenBSD. It employs
cryptographic hardware (whenever possible) via the crypto(4)
subsystem to optimize the performance of IPsec. This subsystem
is new, and does not support all the features that are available in
the KAME version of IPsec. However, in order to enable hardware-
accelerated IPsec, the following kernel option has to be added to
your kernel configuration file:

options FAST IPSEC # new IPsec (cannot define o
w/ IPSEC)

Note, that it is not currently possible to use the “Fast IPsec”
subsystem in lue with the KAME implementation of IPsec. Consult
the fast_ipsec(4) manual page for more information.

IPsec consists of two sub-protocols:

* Encapsulated Security Payload (ESP), protects the IP packet data from third party
interference, by encrypting the contents using symmetric cryptography algorithms
(like Blowfish, 3DES).

* Authentication Header (AH), protects the IP packet header from third party interference
and spoofing, by computing a cryptographic checksum and hashing the IP packet
header fields with a secure hashing function. This is then followed by an additional
header that contains the hash, to allow the information in the packet to be
authenticated.

ESP and AH can either be used together or separately, depending on the environment.

IPsec can either be used to directly encrypt the traffic between two hosts (known as
Transport Mode); or to build “virtual tunnels” between two subnets, which could be used
for secure communication between two corporate networks (known as Tunnel Mode). The
latter is more commonly known as a Virtual Private Network (VPN). The ipsec(4) manual
page should be consulted for detailed information on the IPsec subsystem in FreeBSD.

To add IPsec support to your kernel, add the following options to your kernel
configuration file:
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options IPSEC #IP security
options IPSEC ESP #IP security (crypto; define w/ IPSEC)

If IPsec debugging support is desired, the following kernel option should also be added:

options IPSEC DEBUG #debug for IP security

14.10.2. The Problem

There is no standard for what constitutes a VPN. VPNs can be implemented using
a number of different technologies, each of which have their own strengths and
weaknesses. This section presents a scenario, and the strategies used for implementing

a VPN for this scenario.

14.10.3. The Scenario: Two networks, connected to the Internet,
to behave as one

The premise is as follows:

¢ You have at least two sites

+ Both sites are using IP internally

« Both sites are connected to the Internet, through a gateway that is running FreeBSD.
+ The gateway on each network has at least one public IP address.

+ The internal addresses of the two networks can be public or private IP addresses, it
does not matter. You can be running NAT on the gateway machine if necessary.

« The internal IP addresses of the two networks do not collide. While I expect it is
theoretically possible to use a combination of VPN technology and NAT to get this to
work, I expect it to be a configuration nightmare.

If you find that you are trying to connect two networks, both of which, internally, use

the same private IP address range (e.g. both of them use 192.168.1.x ), then one of the

networks will have to be renumbered.

The network topology might look something like this:

439



The Scenario: Two networks, connected to
the Internet, to behave as one

r =
- Internal Hosts

Network #1

|
I Unix

fapl

FreeBSD

fxpd

fxpd

FreeBSD

fxpl

:- Internal Hosts
D WinGNT/ZK

Network #2

I
| Pnvate Net, 192.168.1.2-254
I

Private IF, 192.168.1.1

Public [P, A.B.C.D

Public IF, WX .Y.Z

Private IR, 192, 168.2.1

=
|

: Private Net, 192 168.2.2-254

Notice the two public IP addresses. I will use the letters to refer to them in the rest
of this article. Anywhere you see those letters in this article, replace them with your
own public IP addresses. Note also that internally, the two gateway machines have .1 IP
addresses, and that the two networks have different private IP addresses (192.168.1.x
and 192.168.2.x respectively). All the machines on the private networks have been
configured to use the .1 machine as their default gateway.

The intention is that, from a network point of view, each network should view the
machines on the other network as though they were directly attached the same router --
albeit a slightly slow router with an occasional tendency to drop packets.

This means that (for example), machine 192.168.1.20 should be able to run
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ping 192.168.2.34

and have it work, transparently. Windows® machines should be able to see the machines
on the other network, browse file shares, and so on, in exactly the same way that they
can browse machines on the local network.

And the whole thing has to be secure. This means that traffic between the two networks
has to be encrypted.

Creating a VPN between these two networks is a multi-step process. The stages are as
follows:

1. Create a “virtual” network link between the two networks, across the Internet. Test it,
using tools like ping(8), to make sure it works.

2. Apply security policies to ensure that traffic between the two networks is
transparently encrypted and decrypted as necessary. Test this, using tools like
tcpdump(1), to ensure that traffic is encrypted.

3. Configure additional software on the FreeBSD gateways, to allow Windows® machines
to see one another across the VPN.

14.10.3.1. Step 1: Creating and testing a “virtual” network link

Suppose that you were logged in to the gateway machine on network #1 (with public
IP address A.B.C.D, private IP address 192.168.1.1 ), and you ran ping 192.168.2.1,
which is the private address of the machine with IP address W.X.Y.Z. What needs to
happen in order for this to work?

1. The gateway machine needs to know how to reach 192.168.2.1 . In other words, it
needs to have a route to 192.168.2.1.

2. Private IP addresses, such as those in the 192.168.x range are not supposed to appear
on the Internet at large. Instead, each packet you send to 192.168.2.1 will need to be
wrapped up inside another packet. This packet will need to appear to be fromA.B.C.D,
and it will have to be sent to W.X.Y.Z. This process is called encapsulation.

3. Once this packet arrives at W.X.Y.Z it will need to “unencapsulated”, and delivered
t0192.168.2.1.

You can think of this as requiring a “tunnel” between the two networks. The two “tunnel
mouths” are the IP addresses A.B.C.D and W.X.Y.Z, and the tunnel must be told the
addresses of the private IP addresses that will be allowed to pass through it. The tunnel
is used to transfer traffic with private IP addresses across the public Internet.

This tunnel is created by using the generic interface, or gif devices on FreeBSD. As you
can imagine, the gif interface on each gateway host must be configured with four IP
addresses; two for the public IP addresses, and two for the private IP addresses.
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Support for the gif device must be compiled in to the FreeBSD kernel on both machines.
You can do this by adding the line:

device gif

to the kernel configuration files on both machines, and then compile, install, and reboot
as normal.

Configuring the tunnel is a two step process. First the tunnel must be told what the outside
(or public) IP addresses are, using gifconfig(8). Then the private IP addresses must be
configured using ifconfig(s).

##
@ InFreeBSD 5.X, the functionality provided by the gifconfig(8) utility
has been merged into ifconfig(8).

On the gateway machine on network #1 you would run the following two commands to
configure the tunnel.

gifconfig gif@ A.B.C.D W.X.Y.Z
168.1.1

ifconfig gif® inet 192.16 192.168.2.1 netmask Oxffffffff

On the other gateway machine you run the same commands, but with the order of the
IP addresses reversed.

gifconfig gif@ W.X.Y.Z A.

B.C.D
ifconfig gif0® inet 192.168.2.1

192.168.1.1 netmask Oxffffffff

You can then run:

gifconfig gifo

to see the configuration. For example, on the network #1 gateway, you would see this:
# gifconfig gifo

gif0: flags=8011<UP,POINTTOPOINT,MULTICAST> mtu 1280

inet 192.168.1.1 --> 192.168.2.1 netmask Oxffffffff
physical address inet A.B.C.D --> W.X.Y.Z

As you can see, a tunnel has been created between the physical addresses A.B.C.D and
W.X.Y.Z, and the traffic allowed through the tunnel is that between 192.168.1.1 and
192.168.2.1.
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This will also have added an entry to the routing table on both machines, which you
can examine with the command netstat -rn. This output is from the gateway host on
network #1.

# netstat -rn
Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
192.168.2.1 192.168.1.1 UH 0 0 gifo

As the “Flags” value indicates, this is a host route, which means that each gateway knows
how to reach the other gateway, but they do not know how to reach the rest of their
respective networks. That problem will be fixed shortly.

It is likely that you are running a firewall on both machines. This will need to be
circumvented for your VPN traffic. You might want to allow all traffic between both
networks, or you might want to include firewall rules that protect both ends of the VPN
from one another.

It greatly simplifies testing if you configure the firewall to allow all traffic through the
VPN. You can always tighten things up later. If you are using ipfw(8) on the gateway
machines then a command like

ipfw add 1 allow ip from any to any via gif0

will allow all traffic between the two end points of the VPN, without affecting your other
firewall rules. Obviously you will need to run this command on both gateway hosts.

This is sufficient to allow each gateway machine to ping the other. On 192.168.1.1 , you
should be able to run

ping 192.168.2.1

and get a response, and you should be able to do the same thing on the other gateway
machine.

However, you will not be able to reach internal machines on either network yet. This is
because of the routing -- although the gateway machines know how to reach one another,
they do not know how to reach the network behind each one.

To solve this problem you must add a static route on each gateway machine. The
command to do this on the first gateway would be:

route add 192.168.2.0 192.168.2.1 netmask Oxffffffoo
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This says “In order to reach the hosts on the network 192.168.2.0 , send the packets to
the host 192.168.2.1 ”. You will need to run a similar command on the other gateway,
but with the 192.168.1.x addresses instead.

IP traffic from hosts on one network will now be able to reach hosts on the other network.
That has now created two thirds of a VPN between the two networks, in as much as it is

“virtual” and it is a “network”. It is not private yet. You can test this using ping(8) and
tcpdump(1). Log in to the gateway host and run

tcpdump dst host 192.168.2.1

In another log in session on the same host run

ping 192.168.2.1

You will see output that looks something like this:

16:10:24.018080 192.168.1.1 > 192.168.2.1: icmp: echo request
16:10:24.018109 192.168.1.1 > 192.168.2.1: icmp: echo reply
16:10:25.018814 192.168.1.1 > 192.168.2.1: icmp: echo request
16:10:25.018847 192.168.1.1 > 192.168.2.1: icmp: echo reply
16:10:26.028896 192.168.1.1 > 192.168.2.1: icmp: echo request
16:10:26.029112 192.168.1.1 > 192.168.2.1: icmp: echo reply

As you can see, the ICMP messages are going back and forth unencrypted. If you had used
the -s parameter to tcpdump(1) to grab more bytes of data from the packets you would
see more information.

Obviously this is unacceptable. The next section will discuss securing the link between
the two networks so that it all traffic is automatically encrypted.

+ Configure both kernels with “pseudo-device gif”.

+ Edit /etc/rc.conf on gateway host #1 and add the following lines (replacing IP
addresses as necessary).

gifconfig gife="A.B.C.D W.X.Y.Z"
ifconfig gif@="inet 192.168.1.1 192.168.2.1 netmask Oxffffffff"

static routes="vpn"
route vpn="192.168.2.0 192.168.2.1 netmask Oxffffffeo"

+ Edit your firewall script (/etc/rc. firewall , or similar) on both hosts, and add
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ipfw add 1 allow ip from any to any via gif0@

+ Make similar changes to /etc/rc.conf on gateway host #2, reversing the order of IP
addresses.

14.10.3.2. Step 2: Securing the link

To secure the link we will be using IPsec. IPsec provides a mechanism for two hosts to
agree on an encryption key, and to then use this key in order to encrypt data between
the two hosts.

The are two areas of configuration to be considered here.

1. There must be a mechanism for two hosts to agree on the encryption mechanism to
use. Once two hosts have agreed on this mechanism there is said to be a “security
association” between them.

2. There must be a mechanism for specifying which traffic should be encrypted.
Obviously, you do not want to encrypt all your outgoing traffic -- you only want to
encrypt the traffic that is part of the VPN. The rules that you put in place to determine
what traffic will be encrypted are called “security policies”.

Security associations and security policies are both maintained by the kernel, and can
be modified by userland programs. However, before you can do this you must configure
the kernel to support IPsec and the Encapsulated Security Payload (ESP) protocol. This is
done by configuring a kernel with:

options IPSEC
options IPSEC ESP

and recompiling, reinstalling, and rebooting. As before you will need to do this to the
kernels on both of the gateway hosts.

You have two choices when it comes to setting up security associations. You can configure
them by hand between two hosts, which entails choosing the encryption algorithm,
encryption keys, and so forth, or you can use daemons that implement the Internet Key
Exchange protocol (IKE) to do this for you.

I recommend the latter. Apart from anything else, it is easier to set up.
Editing and displaying security policies is carried out using setkey(8). By analogy, setkey
is to the kernel's security policy tables as route(8) is to the kernel's routing tables. setkey

can also display the current security associations, and to continue the analogy further, is
akin to netstat -r in that respect.
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There are a number of choices for daemons to manage security associations with FreeBSD.
This article will describe how to use one of these, racoon — which is available from
security/ipsec-tools in the FreeBSD Ports collection.

The racoon software must be run on both gateway hosts. On each host it is configured
with the IP address of the other end of the VPN, and a secret key (which you choose, and
must be the same on both gateways).

The two daemons then contact one another, confirm that they are who they say they are
(by using the secret key that you configured). The daemons then generate a new secret
key, and use this to encrypt the traffic over the VPN. They periodically change this secret,
so that even if an attacker were to crack one of the keys (which is as theoretically close
to unfeasible as it gets) it will not do them much good -- by the time they have cracked
the key the two daemons have chosen another one.

The configuration file for racoon is stored in ${PREFIX}/etc/racoon . You should find
a configuration file there, which should not need to be changed too much. The other
component of racoon's configuration, which you will need to change, is the “pre-shared
key”.

The default racoon configuration expects to find this in the file ${PREFIX}/etc/racoon/
psk.txt. It is important to note that the pre-shared key is not the key that will be used
to encrypt your traffic across the VPN link, it is simply a token that allows the key
management daemons to trust one another.

psk.txt contains a line for each remote site you are dealing with. In this example, where
there are two sites, each psk.txt file will contain one line (because each end of the VPN
is only dealing with one other end).

On gateway host #1 this line should look like this:

W.X.Y.Z secret

That is, the public IP address of the remote end, whitespace, and a text string that provides
the secret. Obviously, you should not use “secret” as your key -- the normal rules for
choosing a password apply.

On gateway host #2 the line would look like this

A.B.C.D secret

That is, the public IP address of the remote end, and the same secret key. psk.txt must
be mode 0600 (i.e., only read/write to root) before racoon will run.

You must run racoon on both gateway machines. You will also need to add some firewall
rules to allow the IKE traffic, which is carried over UDP to the ISAKMP (Internet Security
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Association Key Management Protocol) port. Again, this should be fairly early in your
firewall ruleset.

ipfw add 1 allow udp from A.B.C.D to W.X.Y.Z isakmp
ipfw add 1 allow udp from W.X.Y.Z to A.B.C.D isakmp

Once racoon is running you can try pinging one gateway host from the other. The
connection is still not encrypted, but racoon will then set up the security associations
between the two hosts -- this might take a moment, and you may see this as a short delay
before the ping commands start responding.

Once the security association has been set up you can view it using setkey(8). Run

setkey -D
on either host to view the security association information.
That's one half of the problem. They other half is setting your security policies.

To create a sensible security policy, let's review what's been set up so far. This discussions
hold for both ends of the link.

Each IP packet that you send out has a header that contains data about the packet.
The header includes the IP addresses of both the source and destination. As we already
know, private IP addresses, such as the 192.168.x.y range are not supposed to appear
on the public Internet. Instead, they must first be encapsulated inside another packet.
This packet must have the public source and destination IP addresses substituted for the
private addresses.

So if your outgoing packet started looking like this:

Sres 192 168 1.1
Dsic 19216821

<other header info=

<packel data=

Then it will be encapsulated inside another packet, looking something like this:
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Sec A BC.D
Dl WX Y.L
<other header infos

Sre: 192 168.1.1
Dsi: 19216821
<other header infos

<packel data=

This encapsulation is carried out by the gif device. As you can see, the packet now has
real IP addresses on the outside, and our original packet has been wrapped up as data
inside the packet that will be put out on the Internet.

Obviously, we want all traffic between the VPNs to be encrypted. You might try putting
this in to words, as:

“If a packet leaves from A.B.C.D, and it is destined for W.X.Y.Z, then encrypt it, using
the necessary security associations.”

“If a packet arrives from W.X.Y.Z, and it is destined for A.B.C.D, then decrypt it, using
the necessary security associations.”

That's close, but not quite right. If you did this, all traffic to and from W.X.Y.Z, even traffic
that was not part of the VPN, would be encrypted. That's not quite what you want. The
correct policy is as follows

“If a packet leaves from A.B.C.D, and that packet is encapsulating another packet, and it
is destined for W.X.Y.Z, then encrypt it, using the necessary security associations.”

“If a packet arrives from W.X.Y.Z, and that packet is encapsulating another packet, and
it is destined for A.B.C.D, then decrypt it, using the necessary security associations.”

A subtle change, but a necessary one.
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Security policies are also set using setkey(8). setkey(8) features a configuration language
for defining the policy. You can either enter configuration instructions via stdin, or you
can use the - option to specify a filename that contains configuration instructions.

The configuration on gateway host #1 (which has the public IP address A.B.C.D) to force
all outbound traffic toW.X.Y.Z to be encrypted is:

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P out ipsec esp/tunnel/A.B.C.D-
W.X.Y.Z/require;

Put these commands in a file (e.g. /etc/ipsec.conf ) and then run

# setkey -f /etc/ipsec.conf

spdadd tells setkey(8) that we want to add a rule to the secure policy database. The rest
of this line specifies which packets will match this policy. A.B.C.D/32 and W.X.Y.Z/32
are the IP addresses and netmasks that identify the network or hosts that this policy will
apply to. In this case, we want it to apply to traffic between these two hosts. ipencap tells
the kernel that this policy should only apply to packets that encapsulate other packets.
-P out says that this policy applies to outgoing packets, and ipsec says that the packet
will be secured.

The second line specifies how this packet will be encrypted. esp is the protocol that will
be used, while tunnel indicates that the packet will be further encapsulated in an IPsec
packet. The repeated use of A.B.C.D andW.X.Y.Z is used to select the security association
to use, and the final require mandates that packets must be encrypted if they match this
rule.

This rule only matches outgoing packets. You will need a similar rule to match incoming
packets.

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P in ipsec esp/tunnel/W.X.Y.Z-
A.B.C.D/require;

Note the in instead of out in this case, and the necessary reversal of the IP addresses.

The other gateway host (which has the public IP address W.X.Y.Z) will need similar rules.
spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P out ipsec esp/tunnel/W.X.Y.Z-
A.B.C.D/require;

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P in ipsec esp/tunnel/A.B.C.D-
W.X.Y.Z/require;

Finally, you need to add firewall rules to allow ESP and IPENCAP packets back and forth.
These rules will need to be added to both hosts.

ipfw add 1 allow esp from A.B.C.D to W.X.Y.Z
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ipfw add 1 allow esp from W.X.Y.Z to A.B.C.D
ipfw add 1 allow ipencap from A.B.C.D to W.X.Y.Z
ipfw add 1 allow ipencap from W.X.Y.Z to A.B.C.D

Because the rules are symmetric you can use the same rules on each gateway host.

Outgoing packets will now look something like this:

S ABCD
Dst: WX Y.Z
<other header info>

St ABCD
Dst: WX Y2 Encrypted packet.
<other header info> Contents are
completely
Encapsuled e i
Sre: 102.168.1.1 Mﬁ’m secure from third
Dst: 192.168.2.1 . . : party snooping
N Original packet, | with real IP addr
<other header info> private IP addr

<packet datas

When they are received by the far end of the VPN they will first be decrypted (using
the security associations that have been negotiated by racoon). Then they will enter the
gif interface, which will unwrap the second layer, until you are left with the innermost
packet, which can then travel in to the inner network.

You can check the security using the same ping(8) test from earlier. First, log in to the
A.B.C.D gateway machine, and run:

tcpdump dst host 192.168.2.1

In another log in session on the same host run
ping 192.168.2.1
This time you should see output like the following:

XXX tcpdump output

Now, as you can see, tcpdump(1) shows the ESP packets. If you try to examine them with
the -s option you will see (apparently) gibberish, because of the encryption.

Congratulations. You have just set up a VPN between two remote sites.

+ Configure both kernels with:

options IPSEC
options IPSEC ESP
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+ Install security/ipsec-tools. Edit ${PREFIX}/etc/racoon/psk.txt on both gateway
hosts, adding an entry for the remote host's IP address and a secret key that they both
know. Make sure this file is mode 0600.

+ Add the following lines to /etc/rc.conf on each host:

ipsec_enable="YES"
ipsec file="/etc/ipsec.conf"

+ Createan /etc/ipsec.conf on each host that contains the necessary spdadd lines. On
gateway host #1 this would be:

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P out ipsec
esp/tunnel/A.B.C.D-W.X.Y.Z/require;

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P in ipsec
esp/tunnel/W.X.Y.Z-A.B.C.D/require;

On gateway host #2 this would be:

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P out ipsec
esp/tunnel/W.X.Y.Z-A.B.C.D/require;

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P in ipsec
esp/tunnel/A.B.C.D-W.X.Y.Z/require;

+ Add firewall rules to allow IKE, ESP, and IPENCAP traffic to both hosts:

ipfw
ipfw
ipfw
ipfw
ipfw
ipfw

add
add
add
add
add
add

el

allow
allow
allow
allow
allow
allow

udp from A.B.C.D to W.X.Y.Z isakmp
udp from W.X.Y.Z to A.B.C.D isakmp
esp from A.B.C.D to W.X.Y.Z

esp from W.X.Y.Z to A.B.C.D
ipencap from A.B.C.D to W.X.Y.Z
ipencap from W.X.Y.Z to A.B.C.D

The previous two steps should suffice to get the VPN up and running. Machines on each
network will be able to refer to one another using IP addresses, and all traffic across the
link will be automatically and securely encrypted.

14.11. OpenSSH

Contributed by Chern Lee.

OpenSSH is a set of network connectivity tools used to access remote machines securely. It
can be used as a direct replacement for rlogin, rsh, rcp, and telnet. Additionally, TCP/
IP connections can be tunneled/forwarded securely through SSH. OpenSSH encrypts all
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traffic to effectively eliminate eavesdropping, connection hijacking, and other network-
level attacks.

OpenSSH is maintained by the OpenBSD project, and is based upon SSH v1.2.12 with all the
recent bug fixes and updates. It is compatible with both SSH protocols 1 and 2. OpenSSH
has been in the base system since FreeBSD 4.0.

14.11.1. Advantages of Using OpenSSH

Normally, when using telnet(1) or rlogin(1), data is sent over the network in an clear, un-
encrypted form. Network sniffers anywhere in between the client and server can steal
your user/password information or data transferred in your session. OpenSSH offers a
variety of authentication and encryption methods to prevent this from happening.

14.11.2. Enabling sshd

The sshd daemon is enabled by default on FreeBSD 4.X. In FreeBSD 5.X and later enabling
sshd is an option presented during a Standard install of FreeBSD. To see if sshd is enabled,
check the rc.conf file for:

sshd enable="YES"

This will load sshd(8), the daemon program for OpenSSH, the next time your system
initializes. Alternatively, you can simply run directly the sshd daemon by typing sshd on
the command line.

14.11.3. SSH Client

The ssh(1) utility works similarly to rlogin(1).

# ssh user@example.com

Host key not found from the list of known hosts.

Are you sure you want to continue connecting (yes/no)? yes
Host 'example.com' added to the list of known hosts.
user@example.com's password: X¥kikik

The login will continue just as it would have if a session was created using rlogin or
telnet. SSH utilizes a key fingerprint system for verifying the authenticity of the server
when the client connects. The user is prompted to enter yes only when connecting for
the first time. Future attempts to login are all verified against the saved fingerprint key.
The SSH client will alert you if the saved fingerprint differs from the received fingerprint
on future login attempts. The fingerprints are saved in ~/ . ssh/known_hosts ,or~/.ssh/
known_hosts2 for SSH v2 fingerprints.

By default, recent versions of the OpenSSH servers only accept SSH v2 connections. The
client will use version 2 if possible and will fall back to version 1. The client can also
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be forced to use one or the other by passing it the -1 or -2 for version 1 or version
2, respectively. The version 1 compatability is maintained in the client for backwards
compatability with older versions.

14.11.4. Secure Copy

The scp(1) command works similarly to rcp(1); it copies a file to or from a remote machine,
except in a secure fashion.

# scp user@example.com:/COPYRIGHT COPYRIGHT

user@example.com's password: ¥ kikik
COPYRIGHT 1@0% |*****************************| 4735

00:00
#

Since the fingerprint was already saved for this host in the previous example, it is verified
when using scp(1) here.

The arguments passed to scp(1) are similar to cp(1), with the file or files in the
first argument, and the destination in the second. Since the file is fetched over
the network, through SSH, one or more of the file arguments takes on the form
user@host:<path to remote file>

14.11.5. Configuration

The system-wide configuration files for both the OpenSSH daemon and client reside
within the /etc/ssh directory.

ssh_config configures the client settings, while sshd _config configures the daemon.

Additionally, the sshd_program (/usr/sbin/sshd by default),and sshd flags rc.conf
options can provide more levels of configuration.

14.11.6. ssh-keygen

Instead of using passwords, ssh-keygen(1) can be used to generate DSA or RSA keys to
authenticate a user:

% ssh-keygen -t dsa

Generating public/private dsa key pair.

Enter file in which to save the key (/home/user/.ssh/id dsa):

Created directory '/home/user/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/user/.ssh/id dsa.

Your public key has been saved in /home/user/.ssh/id dsa.pub.

The key fingerprint is:
bb:48:db:f2:93:57:80:b6:aa:bc:f5:d5:ba:8f:79:17 user@host.example.com
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ssh-keygen(1) will create a public and private key pair for use in authentication. The
private key is stored in ~/.ssh/id_dsa or ~/.ssh/id_rsa , whereas the public key is
storedin~/.ssh/id_dsa.pub or~/.ssh/id_rsa.pub ,respectively for DSA and RSA key
types. The public key must be placed in~/ . ssh/authorized_keys ofthe remote machine
in order for the setup to work. Similarly, RSA version 1 public keys should be placed in
~/.ssh/authorized keys .

This will allow connection to the remote machine based upon SSH keys instead of
passwords.

If a passphrase is used in ssh-keygen(1), the user will be prompted for a password each
time in order to use the private key. ssh-agent(1) can alleviate the strain of repeatedly
entering long passphrases, and is explored in the # 14.11.7, “ssh-agent and ssh-add”
section below.

##

o The various options and files can be different according to the
OpenSSH version you have on your system; to avoid problems you
should consult the ssh-keygen(1) manual page.

14.11.7. ssh-agent and ssh-add

The ssh-agent(1) and ssh-add(1) utilities provide methods for SSH keys to be loaded into
memory for use, without needing to type the passphrase each time.

The ssh-agent(1) utility will handle the authentication using the private key(s) that are
loaded into it. ssh-agent(1) should be used to launch another application. At the most
basic level, it could spawn a shell or at a more advanced level, a window manager.

To use ssh-agent(1) in a shell, first it will need to be spawned with a shell as an argument.
Secondly, the identity needs to be added by running ssh-add(1) and providing it the
passphrase for the private key. Once these steps have been completed the user will be
able to ssh(1) to any host that has the corresponding public key installed. For example:

ssh-agent csh

ssh-add

Enter passphrase for /home/user/.ssh/id dsa:

Identity added: /home/user/.ssh/id dsa (/home/user/.ssh/id dsa)

[
“°

[
“c
[

“°

To use ssh-agent(1) in X11, a call to ssh-agent(1) will need to be placed in ~/.xinitrc.
This will provide the ssh-agent(1) services to all programs launched in X11. An example
~/.xinitrc file might look like this:

exec ssh-agent startxfce4
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This would launch ssh-agent(1), which would in turn launch XFCE, every time X11 starts.
Then once that is done and X11 has been restarted so that the changes can take effect,
simply run ssh-add(1) to load all of your SSH keys.

14.11.8. SSH Tunneling

OpenSSH has the ability to create a tunnel to encapsulate another protocol in an
encrypted session.

The following command tells ssh(1) to create a tunnel for telnet:

% ssh -2 -N -f -L 5023:localhost:23 user@foo.example.com

o°

The ssh command is used with the following options:

-2
Forces ssh to use version 2 of the protocol. (Do not use if you are working with older
SSH servers)

-N
Indicates no command, or tunnel only. If omitted, ssh would initiate a normal
session.

-f
Forces ssh to run in the background.

-L

Indicates a local tunnel in localport: remotehost: remoteport fashion.

user@foo.example.com
The remote SSH server.

An SSH tunnel works by creating a listen socket on localhost on the specified port. It
then forwards any connection received on the local host/port via the SSH connection to
the specified remote host and port.

In the example, port 5023 on localhost is being forwarded to port 23 on localhost of
the remote machine. Since 23 is telnet, this would create a secure telnet session through
an SSH tunnel.

This can be used to wrap any number of insecure TCP protocols such as SMTP, POP3, FTP,
etc.

##14.1. Using SSH to Create a Secure Tunnel for SMTP

% ssh -2 -N -f -L 5025:localhost:25 user@mailserver.example.com
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user@mailserver.example.com's password: ¥xkx
% telnet localhost 5025

Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]'.

220 mailserver.example.com ESMTP

This can be used in conjunction with an ssh-keygen(1) and additional user
accounts to create a more seamless/hassle-free SSH tunneling environment. Keys
can be used in place of typing a password, and the tunnels can be run as a separate
user.

14.11.8.1. Practical SSH Tunneling Examples
14.11.8.1.1. Secure Access of a POP3 Server

At work, there is an SSH server that accepts connections from the outside. On the same
office network resides a mail server running a POP3 server. The network, or network
path between your home and office may or may not be completely trustable. Because of
this, you need to check your e-mail in a secure manner. The solution is to create an SSH
connection to your office's SSH server, and tunnel through to the mail server.

% ssh -2 -N -f -L 2110:mail.example.com:110 user@ssh-server.example.s
com
user@ssh-server.example.com's password: *¥¥kxk

When the tunnel is up and running, you can point your mail client to send POP3 requests
to localhost port 2110. A connection here will be forwarded securely across the tunnel
tomail.example.com .

14.11.8.1.2. Bypassing a Draconian Firewall

Some network administrators impose extremely draconian firewall rules, filtering not
only incoming connections, but outgoing connections. You may be only given access to
contact remote machines on ports 22 and 80 for SSH and web surfing.

You may wish to access another (perhaps non-work related) service, such as an Ogg Vorbis
server to stream music. If this Ogg Vorbis server is streaming on some other port than 22
or 80, you will not be able to access it.

The solution is to create an SSH connection to a machine outside of your network's
firewall, and use it to tunnel to the Ogg Vorbis server.

% ssh -2 -N -f -L 8888:music.example.com:8000 user@unfirewalled-

system.example.org
user@unfirewalled-system.example.org's password: ¥xkxkx
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Your streaming client can now be pointed to localhost port 8888, which will be
forwarded over to music.example.com port 8000, successfully evading the firewall.

14.11.9. The Atlowssers Users Option

It is often a good idea to limit which users can log in and from where. The AllowUsers
option is a good way to accomplish this. For example, to only allow the root user to
log in from 192.168.1.32 , something like this would be appropriate in the /etc/ssh/
sshd config file:

AllowUsers root@192.168.1.32
To allow the user admin to log in from anywhere, just list the username by itself:

AllowUsers admin

Multiple users should be listed on the same line, like so:

AllowUsers root@192.168.1.32 admin

##
@ It is important that you list each user that needs to log in to this
machine; otherwise they will be locked out.

After making changes to /etc/ssh/sshd_config you must tell sshd(8) to reload its
config files, by running:

# /etc/rc.d/sshd reload

14.11.10. Further Reading

OpenSSH

ssh(1) scp(1) ssh-keygen(1) ssh-agent(1) ssh-add(1) ssh_config(5)

sshd(8) sftp-server(8) sshd_config(5)

14.12. File System Access Control Lists
Contributed by Tom Rhodes.

In conjunction with file system enhancements like snapshots, FreeBSD 5.0 and later offers
the security of File System Access Control Lists (ACLs).
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File System Access Control Lists

Access Control Lists extend the standard UNIX® permission model in a highly compatible
(POSIX®.1e) way. This feature permits an administrator to make use of and take
advantage of a more sophisticated security model.

To enable ACL support for UFS file systems, the following:

options UFS_ACL

must be compiled into the kernel. If this option has not been compiled in, a warning
message will be displayed when attempting to mount a file system supporting ACLs. This
option is included in the GENERIC kernel. ACLs rely on extended attributes being enabled
on the file system. Extended attributes are natively supported in the next generation
UNIX® file system, UFS2.

##

@ A higher level of administrative overhead is required to configure
extended attributes on UFS1 than on UFS2. The performance of
extended attributes on UFS2 is also substantially higher. As a result,
UFS2 is generally recommended in preference to UFS1 for use with
access control lists.

ACLs are enabled by the mount-time administrative flag, acls, which may be added to
/etc/fstab . The mount-time flag can also be automatically set in a persistent manner
using tunefs(8) to modify a superblock ACLs flag in the file system header. In general, it
is preferred to use the superblock flag for several reasons:

+ The mount-time ACLs flag cannot be changed by a remount (mount(8) -u), only by
means of a complete umount(8) and fresh mount(8). This means that ACLs cannot be
enabled on the root file system after boot. It also means that you cannot change the
disposition of a file system once it is in use.

« Setting the superblock flag will cause the file system to always be mounted with ACLs
enabled even if there is not an fstab entry or if the devices re-order. This prevents
accidental mounting of the file system without ACLs enabled, which can result in ACLs
being improperly enforced, and hence security problems.

##

@ We may change the ACLs behavior to allow the flag to be enabled
without a complete fresh mount(8), but we consider it desirable
to discourage accidental mounting without ACLs enabled, because
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you can shoot your feet quite nastily if you enable ACLs, then
disable them, then re-enable them without flushing the extended
attributes. In general, once you have enabled ACLs on a file system,
they should not be disabled, as the resulting file protections may
not be compatible with those intended by the users of the system,
and re-enabling ACLs may re-attach the previous ACLs to files
that have since had their permissions changed, resulting in other
unpredictable behavior.

File systems with ACLs enabled will show a + (plus) sign in their permission settings when
viewed. For example:

drwx------ 2 robert robert 512 Dec 27 11:54 private

drwxrwx---+ 2 robert robert 512 Dec 23 10:57 directoryl
drwxrwx---+ 2 robert robert 512 Dec 22 10:20 directory2
drwxrwx---+ 2 robert robert 512 Dec 27 11:57 directory3
drwxr-xr-x 2 robert robert 512 Nov 10 11:54 public html

Here we see that the directoryl ,directory2 ,and directory3 directories are all taking
advantage of ACLs. The public_html directory is not.

14.12.1. Making Use of ACLs

The file system ACLs can be viewed by the getfacl(1) utility. For instance, to view the ACL
settings on the test file, one would use the command:

% getfacl test
#file:test
#owner:1001
#group:1001

user::rw-
group::r--
other::r--

To change the ACL settings on this file, invoke the setfacl(1) utility. Observe:

% setfacl -k test

The -k flag will remove all of the currently defined ACLs from a file or file system. The
more preferable method would be to use -b as it leaves the basic fields required for ACLs
to work.

[}

% setfacl -m u:trhodes:rwx,group:web:r--,0::--- test

In the aforementioned command, the -m option was used to modify the default ACL
entries. Since there were no pre-defined entries, as they were removed by the previous
command, this will restore the default options and assign the options listed. Take care
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Monitoring Third Party Security Issues

to notice that if you add a user or group which does not exist on the system, an Invalid
argument error will be printed to stdout.

14.13. Monitoring Third Party Security Issues

Contributed by Tom Rhodes.

In recent years, the security world has made many improvements to how vulnerability
assessment is handled. The threat of system intrusion increases as third party utilities are
installed and configured for virtually any operating system available today.

Vulnerability assessment is a key factor in security, and while FreeBSD releases advisories
for the base system, doing so for every third party utility is beyond the FreeBSD Project's
capability. There is a way to mitigate third party vulnerabilities and warn administrators
of known security issues. A FreeBSD add on utility known as Portaudit exists solely for
this purpose.

The security/portaudit port polls a database, updated and maintained by the FreeBSD
Security Team and ports developers, for known security issues.

To begin using Portaudit, one must install it from the Ports Collection:

# cd /usr/ports/security/portaudit & make install clean

During the install process, the configuration files for periodic(8) will be updated,
permitting Portaudit output in the daily security runs. Ensure the daily security run
emails, which are sent to root's email account, are being read. No more configuration
will be required here.

After installation, an administrator can update the database and view known
vulnerabilities in installed packages by invoking the following command:

# portaudit -Fda

##

@ The database will automatically be updated during the periodic(8)
run; thus, the previous command is completely optional. It is only
required for the following examples.

To audit the third party utilities installed as part of the Ports Collection at anytime, an
administrator need only run the following command:

# portaudit -a
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Portaudit will produce something like this for vulnerable packages:

Affected package: cups-base-1.1.22.0 1

Type of problem: cups-base -- HPGL buffer overflow vulnerability.
Reference: <http://www.FreeBSD.org/ports/
portaudit/40a3bca2-6809-11d9-a9%e7-0001020eed82.html>

1 problem(s) in your installed packages found.

You are advised to update or deinstall the affected package(s) o
immediately.

By pointing a web browser to the URL shown, an administrator may obtain more
information about the vulnerability in question. This will include versions affected, by
FreeBSD Port version, along with other web sites which may contain security advisories.

In short, Portaudit is a powerful utility and extremely useful when coupled with the
Portupgrade port.

14.14. FreeBSD Security Advisories

Contributed by Tom Rhodes.

Like many production quality operating systems, FreeBSD publishes “Security
Advisories”. These advisories are usually mailed to the security lists and noted in the
Errata only after the appropriate releases have been patched. This section will work to
explain what an advisory is, how to understand it, and what measures to take in order
to patch a system.

14.14.1. What does an advisory look like?

The FreeBSD security advisories look similar to the one below, taken from the freebsd-
security-notifications mailing list.

FreeBSD-SA-XX:XX.UTIL Security o
Advisory
The

FreeBSD Project
Topic: denial of service due to some problem&}
Category: core®
Module: sys®
Announced: 2003-09-230
Credits: Person@EMAIL - ADDRESSE
Affects: All releases of FreeBSD®

FreeBSD 4-STABLE prior to the correction date
Corrected: 2003-09-23 16:42:59 UTC (RELENG 4, 4.9-PRERELEASE)
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The Topic field indicates exactly what the problem is. It is basically an introduction
to the current security advisory and notes the utility with the vulnerability.

The Category refers to the affected part of the system which may be one of core,
contrib, or ports. The core category means that the vulnerability affects a core
component of the FreeBSD operating system. The contrib category means that the
vulnerability affects software contributed to the FreeBSD Project, such as sendmail.
Finally the ports category indicates that the vulnerability affects add on software
available as part of the Ports Collection.

The Module field refers to the component location, for instance sys. In this example,
we see that the module, sys, is affected; therefore, this vulnerability affects a
component used within the kernel.

The Announced field reflects the date said security advisory was published, or
announced to the world. This means that the security team has verified that the



# 14, ####

problem does exist and that a patch has been committed to the FreeBSD source code
repository.

The Credits field gives credit to the individual or organization who noticed the
vulnerability and reported it.

The Affects field explains which releases of FreeBSD are affected by this
vulnerability. For the kernel, a quick look over the output from ident onthe affected
files will help in determining the revision. For ports, the version number is listed
after the port name in /var/db/pkg . If the system does not sync with the FreeBSD
CVS repository and rebuild daily, chances are that it is affected.

The Corrected field indicates the date, time, time offset, and release that was
corrected.

The FreeBSD only field indicates whether this vulnerability affects just FreeBSD,
or if it affects other operating systems as well.

The Background field gives information on exactly what the affected utility is. Most
of the time this is why the utility exists in FreeBSD, what it is used for, and a bit of
information on how the utility came to be.

The Problem Description field explains the security hole in depth. This can
include information on flawed code, or even how the utility could be maliciously
used to open a security hole.

The Impact field describes what type of impact the problem could have on a
system. For example, this could be anything from a denial of service attack, to extra
privileges available to users, or even giving the attacker superuser access.

The Workaround field offers a feasible workaround to system administrators who
may be incapable of upgrading the system. This may be due to time constraints,
network availability, or a slew of other reasons. Regardless, security should not be
taken lightly, and an affected system should either be patched or the security hole
workaround should be implemented.

The Solution field offers instructions on patching the affected system. This is a
step by step tested and verified method for getting a system patched and working
securely.

The Correction Details field displays the CVS branch or release name with the
periods changed to underscore characters. It also shows the revision number of the
affected files within each branch.

The References field usually offers sources of other information. This can included
web URLs, books, mailing lists, and newsgroups.

14.15. Process Accounting

Contributed by Tom Rhodes.

Process accounting is a security method in which an administrator may keep track of
system resources used, their allocation among users, provide for system monitoring, and
minimally track a user's commands.
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Enable and Utilizing Process Accounting

This indeed has its own positive and negative points. One of the positives is that an
intrusion may be narrowed down to the point of entry. A negative is the amount of logs
generated by process accounting, and the disk space they may require. This section will
walk an administrator through the basics of process accounting.

14.15.1. Enable and Utilizing Process Accounting

Before making use of process accounting, it must be enabled. To do this, execute the
following commands:

# touch /var/account/acct
# accton /var/account/acct

# echo 'accounting_enable="YES"' >> /etc/rc.conf

Once enabled, accounting will begin to track CPU stats, commands, etc. All accounting logs
are in a non-human readable format and may be viewed using the sa(8) utility. If issued
without any options, sa will print information relating to the number of per user calls,
the total elapsed time in minutes, total CPU and user time in minutes, average number
of 1/0 operations, etc.

To view information about commands being issued, one would use the lastcomm(1)
utility. The lastcomm may be used to print out commands issued by users on specific
ttys(5), for example:

# lastcomm 1s
trhodes ttypl

Would print out all known usage of the s by trhodes on the ttyp1 terminal.

Many other useful options exist and are explained in the lastcomm(1), acct(5) and sa(8)
manual pages.
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# 15. Jails

Contributed by Matteo Riondato.

15.1. ##

HHH#H FreeBSDjail HERRHBRRRRRY Jails #ERBRBRE ChTOOt ## REBBHHHHHHHHIHHARBHRRRBRBHHS
HARHHARAARAH AR AR AR HA R

HHH RIS
o jail #a#snsns FreeBSD #########

o HEBEEREEES jil#

o jail #rassasssss jail #rapssns

##### jail #H###HH

o jail(8) ###ns #### jall #####t —— FreeBSD ########## FreeBSD jail ###ns#st

o ####(mailing lists)######(archives)# FreeBSD list server #### FreeBSD general

questions #### ########## #E##E#E jail ##11E #it#E#E#E freebsd-questions #######
#ih

15.2. Jail ####

###E####H FreeBSD ### jail HHBHH #HHRHE FreeBSD ##EARRHHBHAR #HRHABHAREHAYR

chroot(2) (##)
FreeBSD # system call ######### process #### process ######## (/ dir)#

chroot(2) (##)
## “chroot” #### process ### ####### AR AR AAE UIDAGID######H |PC #H###H

jail(8) (command)
#####jail BH#AABRHHAHRRH#

host (###process#####)
Jail #ssE NOSE #HAHRHIHHIHHHE ## jail ##### process# host ### jail #is#a#s #
# host #### superuser processes #### jail ############H

hosted (###process#####)
#u##n# FreeBSD jail ### process#####unininy #
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HHEHH

15.3. ####

HARHRHBRAHHH AR RRHAH AR RRHAHAHBY HHHHBRARHHHBE HHAHHRRHHAHHBRRAHHHBRY BHABRRHAH A
HAHHHBRAHHH AR RRHHH AR RIS BRRHHHHRRHH

FreeBSD #######nntnntnnssns jail # Jail ## Poul-Henning Kamp # FreeBSD 4.X #######

Lt bbb e A A A A A A el A A A A A A A

FreeBSD 5.X ####HH#HBHHBHHARBHHBHHRRAHBHHBRAHBIN BRARHHBRAHRHHH

15.3.1. ## Jail

BSD-like ##### 4.2BSD #### chroot(2)# chroot(8) ####### process ####### #HHHHHIRIHH
#rpnt ## chrooted ### Process #H##HAHHIRIRIHE HRHAE #HERHEAEAERE Chroot ##t#
service#####n#u##t Chroot(8) #i###HHHHHARIHHHIHHHIHHHIAHY #HH##H ChroOt #H##### 1
#Hn###E Chroot ###### #i######### FreeBSD kernel #####us###t chroot(2) #####u####
HUHHH A R

HEHAHBRY jail HARABRE

Jail ##n#nsanstnnt chroot(2) ###ss# #### Chroot(2) ####### Process #HHARHABHIRE #HHH
HARHHH(HRARIRARARE prOCessH####) ### chroot process # host ##### process ##### Jail #
HIHHHAHAHAIAA AR #HTreeBSD kernel sty #i#i jail ##
HERBRBHRIR #1155, “HHHHHH

jail ###sinnn

o ####(directory subtree) —— ##### jail #### #### jail ###process ######## subtree ###
&###### chroot(2) ###sssssssisis# FreeBSD jail#

o ####(hostname) —— ## jail # hostname# ## jail ######HHHHAFE JaIl R HIRHHHRIHAS
B HHHH

o P address —— #### jail ### ### jail ####ssnssss #4jail # 1P address ###### alias address#
HHRBRARAS

o ##(Command) —— ### jail ###ssnss sapnsss jail #easasss jail #EEREARIBRIRE

#nun#all HHHEHE rOOT #H# R OOt #aaH jail ##a# #it# host ###u####ail # root
#rnnnnnas #4 jail # root s#ssrses jail(8) #HEHARRERIIHE ## rOOt BERIHRRRARE # 15,5, “#
HERH HHHH

15.4. #3###3# Jail

####aH jail #ansaas complete(##)” jail —— ####### FreeBSD ######## “service(##)” jail
—— BRBRARHERERARARARIN SCIVICOH #RAERIRER #hprnnn jail e #rpaa# jail # jail(8) #
HHRBRAHY
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#15. Jails

HH oW R H K H R

e

]

setenv D /here/is/the/jail

mkdir -p $D @

cd /usr/src

make world DESTDIR=$D ©

cd etc/

make distribution DESTDIR=$D &
mount -t devfs $D/dev ©

#Han# jail ##a# #HRE host #### jail ##### ####% /usr/jail/jailname # jailname
##### jail # hostname ##### ## Jusr ##sssssn# jail ##s#sss “complete” jail ######
### FreeBSD #### base system #########

##an# jail #epanant binary#library#manual ### # ####### FreeBSD #### —— ###h
HERBHEE BRRRRAREY

##distribution ## make target ############ #H######1# [UST/STC/0TC/ ###]ail
#### [etc##t $D/etc/ #

## jail ###nndevis(8) #H#####RFHAR #ERHRHAHIRIHIRIRIARARA#A#H(dOVice)# #HHH#1H
HERRAHE B Jai] #ERABREREERE BERRERAREAREARE Jail #oaH #raanE devis(8) #rsans
### devfs(8) # devfs.conf(s) ###

## jail #anans jail(8) ### jail(8) #snnsrnshnss # 15.3.1, “## Jail” ##### #HRHAHIHHHHIHH
#H AR Jail ### process# command ##### jail ####### virtual system(####) #ERBEE |
etc/rc# ######## FreeBSD #########H ## service(#H) Jaﬂ HEHAHBRRHAHAHS jall #### service
HHHHRHAH

Jail ############## FreeBSD # rc ######HHHHHHRHRAREY

1.

2.

#a#w#n# jail ##### re.conf(s) #iws

jail_enable="YES"  # ### NO ######## jail
jail list="www" # #### Jall #it###HHE

#a### jail Uist #### jail# ### rc.conf(5) ########s

jail www rootdir="/usr/jail/www" # jail ####

jail www_hostname="www.example.org" # jail # hostname

jail www_ip="192.168.0.10" # jail # IP address
jail www devfs enable="YES" # # jail # mount devfs

jail www_devfs ruleset="www ruleset " # jail #### devfs ###

#rc.conf(5) #### jail ###### Jetc/ rc ##jail scriptasssins jail ####nns ### service
jail ##nnnnnnntnss #hnsa#ns jail jailname exec start ###

'FreeBSD 6.0(#) #########
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HHA#AH

#it
@ s ve.conf(s) ###

#HH####A#E Jetc/rc.d/jail script ###### rc. conf #### jail#

# /etc/rc.d/jail start www
# /etc/rc.d/jail stop www

HHBHRARRRRRRARS [ail(8)# #AHBHBHARIHBHARARAAARH Jail #H#H #HH Jail #HA#ARIH jail #H#HH
##### jail #### jexec(8) #H#####

# sh /etc/rc.shutdown

##### jail(8) ###

15.5. #####
### jail #ususntnnntt FreeBSD # host ### jail #H#HHHHHHHHHRIHHHARS HHAHHHHH

o #### jail s

15.5.1. FreeBSD #### jail tuning ##

## jail #H#ARARRARARARE SYSCL(8) #HHHAR BAHIHH SySCE #HABRHRIHHHHRARAHHRHH#H FreeBSD
kernel ## security.jail.* ### ####s jail ##### SySCEl #RERIHIRIRIHIHRIRE BRI
### jail(8) # sysctl(8) ###

¢ security.jail.set hostname allowed: 1

¢ security.jail.socket unixiproute only: 1
¢ security.jail.sysvipc_allowed: 0

* security.jail.enforce statfs: 2

e security.jail.allow raw sockets: 0

¢ security.jail.chflags allowed: 0
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#15. Jails

¢ security.jail.jailed: 0

#######E host system HHABHAR AR HHRHAY _]ail # root ######EY HARBHHAABEHH#HY jail(8) ##
# root #E#AH#ARHABHH HEABHARH #H devfs(S) HEHHHABHHHARHRR AR Kernel #H##H##H#IH1H
kernel # securelevel ##

FreeBSD base system #################### jail# ###(attach) jail ####ss# jls(8) # jexec(8)
### FreeBSD base system ###############

o #unrpnt jail ###an# jail identifier (JID)#IP address# hostname####

o ##(Attach)###### Jail #HA#HEBHERRABRIRE B4 rOOT ###44 jail #4444 jexec(8) ###4# jail
### shell ###uis ###

# jexec 1 tcsh

15.5.2. FreeBSD Ports Collection ##########

### third-party #### jail ####s#asysutils/jailutils ##ssssinis st jail(8) #utuuniis
BEHRARRARS #

15.6. Jail ###
15.6.1. Service Jails

Contributed by Daniel Gerzo.

##### Simon L., B. Nielsen ## http://simon.nitro.dk/service-jails.html  #####Ken
Tom <locals@gmail.com > ####### ######## FreeBSD # jail(8) HAHHRHARHHART HHBHHRRH
### RELENG_6_0 ####### #####RHHAHBH#RH

15.6.1.1. Design

]all HAAARBRAHHAAAHBRAHAHHBRRH HHHH Jall HHHAAABRRHHHAHS Jall HH# AHHBRRRAHAHBRRRHHAHBRY

HIHHHIE SRR JI| AR A

##
O #i######EH FreeBSD #########RHHH#H HHHBRIHHHHHRRHHHHHBRBHHH
#rpnn# sysutils/ezjail######## FreeBSD jail #####

REHHBHARIS Jall AR —— e mount_nullfs(8) ##########H #1#H service ###
jail ####### HAARHHAARHHHAAHE Jall #H#H
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##
@ service ######## HTTP server#DNS server#SMTP server ###

HREBHARHRAAR
o papEEAEEEE jail ## #enk s jail #esse# installworld #
o #jail #anasanns

o #jail #asasnsEE

o ######AH FreeBSD ###

o BEREREARRRERAAR AR

o #H##### inode#

HARHHAHRAR R (s nullls) s Jailamanns jail #HEHEHEHHH I
#n# gapnsnt vnode #### md(4) #a# #asans #apans nullfs ###

HHBHHHHI R
o ## jail ##### [home/ ] HARRBRERAHR
 /home/j/mroot #### jail ###ssstssss jail ##ntnn#
o ##jail # /home/] HHBHBHEREHERIH

o ##jail ##E [ S BEH REREREREERERIRE

o ##jail ### /home/j/skel #####RI##ARY #

o ##jailspace (#jail ######) ### /home/js >#

##
@ HAHHHHS jail ### [home #### ### #EBHHHHHABRHHHAHHHBIH BHHHHHHHEH
###

15.6.1.2. #iHt#

HIHHRHRAAAH Jai] #EHARAHS
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#### FreeBSD ######## -RELEASE ######sss##t Handbook # ##### HHAHBHHHHHEY

buildworld ######## sysutils/cpdup ### #### portsnap(8) ### FreeBSD Ports Collection#
# Handbook ## Portsnap ## ##############H

1. ##wnspsasansss jail # FreeBSD binary# ### FreeBSD source tree ###### jail ###

# mkdir -p /home/j/mroot
# cd /usr/src
# make installworld DESTDIR=/home/j/mroot

2.  ###FreeBSD source tree ##### FreeBSD Ports Collection #### jail ##### mergemaster
#

# cd /home/j/mroot

# mkdir usr/ports

# portsnap -p /home/j/mroot/usr/ports fetch extract
# cpdup /usr/src /home/j/mroot/usr/src

3. HEHAAHBRRHH

# mkdir /home/j/skel /home/j/skel/home /home/j/skel/usr-X11R6 /
home/j/skel/distfiles

mv etc /home/j/skel

mv usr/local /home/j/skel/usr-local

mv tmp /home/j/skel

mv var /home/j/skel

mv root /home/j/skel

H* o H oW R

4.  #mergemaster ######### ####H Mergemaster #H###HHHH

# mergemaster -t /home/j/skel/var/tmp/temproot -D /home/j/skel -i
# cd /home/j/skel
# rm -R bin boot lib libexec mnt proc rescue sbin sys usr dev

5. ############synﬂhﬂ<###############syTnbohclhﬂ<5?#?#/#5/ HAHHBHARAHARE #

cd /home/j/mroot

mkdir s

1n -s s/etc etc

1n -s s/home home

1n -s s/root root

1n -s ../s/usr-local usr/local

1n -s ../s/usr-X11R6 usr/X11R6

1n -s ../../s/distfiles usr/ports/distfiles
1n -s s/tmp tmp

1n -s s/var var

H o oH W KR W WK R H

6.  ###### [home/j/skel/etc/make.conf  ########H

WRKDIRPREFIX?= /s/portbuild
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### WRKDIRPREFIX ##### jail ###### FreeBSD pOrts#### pOrts #########H HHHHHE
WRKDIRPREFIX ##### jail ###########

15.6.1.3. ## Jail

#H###### FreeBSD jail #H#HHS Jetc/rc.conT ####H#E HEHABHAHRRAE 3 # jail#“NS”#
“MAIL” #“WWW” #

1.

2.
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# jetc/Tstab #####n# #H#n###E jail MR

/home/j/mroot  /home/j/ns nullfs ro
/home/j/mroot  /home/j/mail nullfs ro
/home/j/mroot  /home/j/www nullfs ro
/home/js/ns /home/j/ns/s  nullfs rw
/home/js/mail  /home/j/mail/s nullfs rw
/home/ js/www /home/j/www/s nullfs rw

[cNoNoNoNoNo]
[cNoNoNoNoNo]

##

@ #### pass number ### 0 ######s# fsck(8) #####s## dump
number ### 0 #### dump(8) #### ###### fsck ## nullfs HHHH
## dump ## jail #### nullfs ### # # fstab 4 i
UO OH#

# /etc/rc.conf ### jail#

jail enable="YES"

jail set hostname allow="NO"

jail list="ns mail www"

jail ns hostname="ns.example.org"
jail ns ip="192.168.3.17"

jail ns_rootdir="/usr/home/j/ns"
jail ns devfs enable="YES"

jail mail hostname="mail.example.org"
jail mail ip="192.168.3.18"

jail mail rootdir="/usr/home/j/mail"
jail mail devfs enable="YES"

jail www_hostname="www.example.org"
jail www_ip="62.123.43.14"

jail www rootdir="/usr/home/j/www"
jail www_devfs_enable="YES"
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##
o ##### jail _name rootdir # /home ## /usr/home #####

FreeBSD ##### /home ######## /usr/home # symbolic link# #
jail name_rootdir #### #### ## symbolic link# ## jail ######
### realpath(1) ####### ##### FreeBSD-SA-07:01 jail #####

3. ### Jail #HHAHHRR

# mkdir /home/j/ns /home/j/mail /home/j /www

4, ###jail ##4

### sysutils/cpdup ###sssssssssssss

# mkdir /home/js

# cpdup /home/j/skel /home/js/ns
# cpdup /home/j/skel /home/js/mail
# cpdup /home/j/skel /home/js/www

5.  #EH#A###E jaﬂ HABHHRRHARHARA #BHH jail AERHAAARRAAS [etc/rc.d/Jall script ####

# mount -a
# /etc/rc.d/jail start

##j ail ##E##RSS BERBHHBHBERHRRS jls(S) HERHHAHHBRAHAHHBRAHA
# jls
JID 1IP Address Hostname Path
3 192.168.3.17 ns.example.org /home/j/ns
2 192.168.3.18 mail.example.org /home/j/mail
1 62.123.43.14 www . example.org /home/ j /www

#Hn#nn jail #uannnatns service ### daemon # ### JID ######n## jail #a# #husatss JID
## 3 # jail ####n##

# jexec 3 tcsh

15.6.1.4. ##

S o] gaugy
1 7 7 1 1 7 7 7 _]all HHH 7

service ####(downtime)?

m “1“ FreeBsD TR R R T T TR TR TR TR TR TR T TR TR T T T jail TRTRTRTR TR :I: jail ####
## jail #tH i

1. ###sasanas host system#s######## /home/j /mroot2 #
# mkdir /home/j/mroot2

# cd /usr/src
# make installworld DESTDIR=/home/j/mroot2

473


http://www.FreeBSD.org/cgi/man.cgi?query=realpath&amp;sektion=1
http://www.freebsd.org/cgi/url.cgi?ports/sysutils/cpdup/pkg-descr
http://www.FreeBSD.org/cgi/man.cgi?query=jls&amp;sektion=8

Service Jails

474

#H#n#A# installworld ######H#BHARAHARHRTHY

#HpHpHRRAERAH symlink#

###### jail#

HA#BHARAAHS

##
@ BEBHH (] S) RERBRBBRABHRARRARIR

HERRRBRRRRRBRHY HHARR BRRRRRRRRRHI IR ARRAARRRRRRS BB RRRR RIS
# FreeBSD Ports Collection ################### inode #

########################jaﬂ#




#15. Jails

# /etc/rc.d/jail start

###i1s(8) ### jail #nnan# #r### jail ### mergemaster########## rc.d scripts #####
J ] ] g P
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# 16. Mandatory Access
Control

Written by Tom Rhodes.

16.1. Synopsis

FreeBSD 5.X introduced new security extensions from the TrustedBSD project based on
the POSIX®.1e draft. Two of the most significant new security mechanisms are file system
Access Control Lists (ACLs) and Mandatory Access Control (MAC) facilities. Mandatory
Access Control allows new access control modules to be loaded, implementing new
security policies. Some provide protections of a narrow subset of the system, hardening
a particular service, while others provide comprehensive labeled security across all
subjects and objects. The mandatory part of the definition comes from the fact that the
enforcement of the controls is done by administrators and the system, and is not left up
to the discretion of users as is done with discretionary access control (DAC, the standard
file and System V IPC permissions on FreeBSD).

This chapter will focus on the Mandatory Access Control Framework (MAC Framework),
and a set of pluggable security policy modules enabling various security mechanisms.

After reading this chapter, you will know:

« What MAC security policy modules are currently included in FreeBSD and their
associated mechanisms.

« What MAC security policy modules implement as well as the difference between a
labeled and non-labeled policy.

* How to efficiently configure a system to use the MAC framework.

« How to configure the different security policy modules included with the MAC
framework.

+ How to implement a more secure environment using the MAC framework and the
examples shown.

« How to test the MAC configuration to ensure the framework has been properly
implemented.

Before reading this chapter, you should:

+ Understand UNIX® and FreeBSD basics (# 3, UNIX ###%).



What Will Not Be Covered

+ Be familiar with the basics of kernel configuration/compilation (# 8, ## FreeBSD Kernel).

+ Have some familiarity with security and how it pertains to FreeBSD (# 14, ####).

##

o The improper use of the information in this chapter may cause loss
of system access, aggravation of users, or inability to access the
features provided by X11. More importantly, MAC should not be
relied upon to completely secure a system. The MAC framework
only augments existing security policy; without sound security
practices and regular security checks, the system will never be
completely secure.

It should also be noted that the examples contained within this
chapter are just that, examples. It is not recommended that
these particular settings be rolled out on a production system.
Implementing the various security policy modules takes a good
deal of thought. One who does not fully understand exactly how
everything works may find him or herself going back through the
entire system and reconfiguring many files or directories.

16.1.1. What Will Not Be Covered

This chapter covers a broad range of security issues relating to the MAC framework;
however, the development of new MAC security policy modules will not be covered.
A number of security policy modules included with the MAC framework have specific
characteristics which are provided for both testing and new module development. These
include the mac_test(4), mac_stub(4) and mac_none(4). For more information on these
security policy modules and the various mechanisms they provide, please review the
manual pages.

16.2. Key Terms in this Chapter

Before reading this chapter, a few key terms must be explained. This will hopefully clear
up any confusion that may occur and avoid the abrupt introduction of new terms and
information.

* compartment: A compartment is a set of programs and data to be partitioned or

separated, where users are given explicit access to specific components of a system.
Also, a compartment represents a grouping, such as a work group, department, project,
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or topic. Using compartments, it is possible to implement a need-to-know security
policy.

« integrity: Integrity, as a key concept, is the level of trust which can be placed on data.
As the integrity of the data is elevated, so does the ability to trust that data.

¢ label: A label is a security attribute which can be applied to files, directories, or other
items in the system. It could be considered a confidentiality stamp; when a label is
placed on a file it describes the security properties for that specific file and will only
permit access by files, users, resources, etc. with a similar security setting. The meaning
and interpretation of label values depends on the policy configuration: while some
policies might treat a label as representing the integrity or secrecy of an object, other
policies might use labels to hold rules for access.

+ level: The increased or decreased setting of a security attribute. As the level increases,
its security is considered to elevate as well.

+ multilabel: The multilabel property is a file system option which can be set in single
user mode using the tunefs(8) utility, during the boot operation using the fstab(5) file,
or during the creation of a new file system. This option will permit an administrator
to apply different MAC labels on different objects. This option only applies to security
policy modules which support labeling.

* object: An object or system object is an entity through which information flows
under the direction of a subject. This includes directories, files, fields, screens,
keyboards, memory, magnetic storage, printers or any other data storage/moving
device. Basically, an object is a data container or a system resource; access to an object
effectively means access to the data.

« policy: A collection of rules which defines how objectives are to be achieved. A policy
usually documents how certain items are to be handled. This chapter will consider the
term policy in this context as a security policy; i.e. a collection of rules which will control
the flow of data and information and define whom will have access to that data and
information.

« sensitivity: Usually used when discussing MLS. A sensitivity level is a term used to
describe how important or secret the data should be. As the sensitivity level increases,
so does the importance of the secrecy, or confidentiality of the data.

« single label: A single label is when the entire file system uses one label to enforce access
control over the flow of data. When a file system has this set, which is any time when
the multilabel option is not set, all files will conform to the same label setting.

+ subject: asubject is any active entity that causes information to flow between objects; e.g.
a user, user processor, system process, etc. On FreeBSD, this is almost always a thread
acting in a process on behalf of a user.
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Explanation of MAC

16.3. Explanation of MAC

With all of these new terms in mind, consider how the MAC framework augments the
security of the system as a whole. The various security policy modules provided by the
MAC framework could be used to protect the network and file systems, block users from
accessing certain ports and sockets, and more. Perhaps the best use of the policy modules
is to blend them together, by loading several security policy modules at a time for a multi-
layered security environment. In a multi-layered security environment, multiple policy
modules are in effect to keep security in check. This is different to a hardening policy,
which typically hardens elements of a system that is used only for specific purposes. The
only downside is administrative overhead in cases of multiple file system labels, setting
network access control user by user, etc.

These downsides are minimal when compared to the lasting effect of the framework;
for instance, the ability to pick and choose which policies are required for a specific
configuration keeps performance overhead down. The reduction of support for unneeded
policies can increase the overall performance of the system as well as offer flexibility
of choice. A good implementation would consider the overall security requirements and
effectively implement the various security policy modules offered by the framework.

Thus a system utilizing MAC features should at least guarantee that a user will not be
permitted to change security attributes at will; all user utilities, programs and scripts
must work within the constraints of the access rules provided by the selected security
policy modules; and that total control of the MAC access rules are in the hands of the
system administrator.

It is the sole duty of the system administrator to carefully select the correct security policy
modules. Some environments may need to limit access control over the network; in these
cases, the mac_portacl(4), mac_ifoff(4) and even mac_biba(4) policy modules might make
good starting points. In other cases, strict confidentiality of file system objects might
be required. Policy modules such as mac_bsdextended(4) and mac_mls(4) exist for this
purpose.

Policy decisions could be made based on network configuration. Perhaps only certain
users should be permitted access to facilities provided by ssh(1) to access the network
or the Internet. The mac_portacl(4) would be the policy module of choice for these
situations. But what should be done in the case of file systems? Should all access to certain
directories be severed from other groups or specific users? Or should we limit user or
utility access to specific files by setting certain objects as classified?

In the file system case, access to objects might be considered confidential to some users,
but not to others. For an example, a large development team might be broken off into
smaller groups of individuals. Developers in project A might not be permitted to access
objects written by developers in project B. Yet they might need to access objects created
by developers in project C; that is quite a situation indeed. Using the different security
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policy modules provided by the MAC framework; users could be divided into these groups
and then given access to the appropriate areas without fear of information leakage.

Thus, each security policy module has a unique way of dealing with the overall security
of a system. Module selection should be based on a well thought out security policy. In
many cases, the overall policy may need to be revised and reimplemented on the system.
Understanding the different security policy modules offered by the MAC framework will
help administrators choose the best policies for their situations.

The default FreeBSD kernel does not include the option for the MAC framework; thus the
following kernel option must be added before trying any of the examples or information
in this chapter:

options MAC

And the kernel will require a rebuild and a reinstall.

##

A While the various manual pages for MAC policy modules state
that they may be built into the kernel, it is possible to lock
the system out of the network and more. Implementing MAC is
much like implementing a firewall, care must be taken to prevent
being completely locked out of the system. The ability to revert
back to a previous configuration should be considered while the
implementation of MAC remotely should be done with extreme
caution.

16.4. Understanding MAC Labels

A MAC label is a security attribute which may be applied to subjects and objects
throughout the system.

When setting a label, the user must be able to comprehend what it is, exactly, that is being
done. The attributes available on an object depend on the policy module loaded, and that
policy modules interpret their attributes in different ways. If improperly configured due
to lack of comprehension, or the inability to understand the implications, the result will
be the unexpected and perhaps, undesired, behavior of the system.

The security label on an object is used as a part of a security access control decision by a

policy. With some policies, the label by itself contains all information necessary to make
a decision; in other models, the labels may be processed as part of a larger rule set, etc.
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For instance, setting the label of biba/low on a file will represent a label maintained by
the Biba security policy module, with a value of “low”.

A few policy modules which support the labeling feature in FreeBSD offer three specific
predefined labels. These are the low, high, and equal labels. Although they enforce access
control in a different manner with each policy module, you can be sure that the low label
will be the lowest setting, the equal label will set the subject or object to be disabled or
unaffected, and the high label will enforce the highest setting available in the Biba and
MLS policy modules.

Within single label file system environments, only one label may be used on objects.
This will enforce one set of access permissions across the entire system and in many
environments may be all that is required. There are a few cases where multiple labels may
be set on objects or subjects in the file system. For those cases, the multilabel option
may be passed to tunefs(8).

In the case of Biba and MLS, a numeric label may be set to indicate the precise level
of hierarchical control. This numeric level is used to partition or sort information into
different groups of say, classification only permitting access to that group or a higher
group level.

In most cases the administrator will only be setting up a single label to use throughout
the file system.

Hey wait, this is similar to DAC! I thought MAC gave control strictly to the administrator. That
statement still holds true, to some extent as root is the one in control and who configures
the policies so that users are placed in the appropriate categories/access levels. Alas,
many policy modules can restrict the root user as well. Basic control over objects will
then be released to the group, but root may revoke or modify the settings at any time.
This is the hierarchal/clearance model covered by policies such as Biba and MLS.

16.4.1. Label Configuration

Virtually all aspects of label policy module configuration will be performed using the
base system utilities. These commands provide a simple interface for object or subject
configuration or the manipulation and verification of the configuration.

All configuration may be done by use of the setfmac(8) and setpmac(8) utilities. The
setfmac command is used to set MAC labels on system objects while the setpmac
command is used to set the labels on system subjects. Observe:

# setfmac biba/high test
If no errors occurred with the command above, a prompt will be returned. The only time

these commands are not quiescent is when an error occurred; similarly to the chmod(1)
and chown(8) commands. In some cases this error may be a Permission denied and is
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usually obtained when the label is being set or modified on an object which is restricted.!
The system administrator may use the following commands to overcome this:

# setfmac biba/high test

Permission denied

# setpmac biba/low setfmac biba/high test
# getfmac test

test: biba/high

As we see above, setpmac can be used to override the policy module's settings by
assigning a different label to the invoked process. The getpmac utility is usually used with
currently running processes, such as sendmail: although it takes a process ID in place of a
command the logic is extremely similar. If users attempt to manipulate a file not in their
access, subject to the rules of the loaded policy modules, the Operation not permitted
error will be displayed by the mac_set_link function.

16.4.1.1. Common Label Types

For the mac_biba(4), mac_mls(4) and mac_lomac(4) policy modules, the ability to assign
simple labels is provided. These take the form of high, equal and low, what follows is a
brief description of what these labels provide:

+ The low label is considered the lowest label setting an object or subject may have.

Setting this on objects or subjects will block their access to objects or subjects marked
high.

+ The equal label should only be placed on objects considered to be exempt from the
policy.

+ The high label grants an object or subject the highest possible setting.

With respect to each policy module, each of those settings will instate a different
information flow directive. Reading the proper manual pages will further explain the
traits of these generic label configurations.

16.4.1.1.1. Advanced Label Configuration

Numeric grade numbers used for comparison:compartment+compartment ; thus the
following:

biba/10:2+3+6(5:2+3-20:2+3+4+5+6)

lother conditions may produce different failures. For instance, the file may not be owned by the user attempting
to relabel the object, the object may not exist or may be read only. A mandatory policy will not allow the process
to relabel the file, maybe because of a property of the file, a property of the process, or a property of the proposed
new label value. For example: a user running at low integrity tries to change the label of a high integrity file. Or

perhaps a user running at low integrity tries to change the label of a low integrity file to a high integrity label.
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May be interpreted as:
“Biba Policy Label”/“Grade 10” :“Compartments 2, 3 and 6”: (“grade 5 ...”)

In this example, the first grade would be considered the “effective grade” with “effective
compartments”, the second grade is the low grade and the last one is the high grade.
In most configurations these settings will not be used; indeed, they offered for more
advanced configurations.

When applied to system objects, they will only have a current grade/compartments as
opposed to system subjects as they reflect the range of available rights in the system, and
network interfaces, where they are used for access control.

The grade and compartments in a subject and object pair are used to construct a
relationship referred to as “dominance”, in which a subject dominates an object, the
object dominates the subject, neither dominates the other, or both dominate each other.
The “both dominate” case occurs when the two labels are equal. Due to the information
flow nature of Biba, you have rights to a set of compartments, “need to know”, that might
correspond to projects, but objects also have a set of compartments. Users may have to
subset their rights using su or setpmac in order to access objects in a compartment from
which they are not restricted.

16.4.1.2. Users and Label Settings

Users themselves are required to have labels so that their files and processes may properly
interact with the security policy defined on the system. This is configured through
the login.conf file by use of login classes. Every policy module that uses labels will
implement the user class setting.

An example entry containing every policy module setting is displayed below:

default:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/local/sbin:/usr/
local/bin:\
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h306m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
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ipriority=0:\

:requirehome:\

:passwordtime=91d:\

:umask=022:\

:ignoretime@:\
:label=partition/13,mls/5,biba/10(5-15), lomaclO[2]:

The label option is used to set the user class default label which will be enforced by MAC.
Users will never be permitted to modify this value, thus it can be considered not optional
in the user case. In a real configuration, however, the administrator will never wish to
enable every policy module. It is recommended that the rest of this chapter be reviewed
before any of this configuration is implemented.

##

S Users may change their label after the initial login; however, this
change is subject constraints of the policy. The example above
tells the Biba policy that a process's minimum integrity is 5, its
maximum is 15, but the default effective label is 10. The process will
run at 10 until it chooses to change label, perhaps due to the user
using the setpmac command, which will be constrained by Biba to
the range set at login.

In all cases, after a change to login.conf, the login class capability database must be
rebuilt using cap_mkdb and this will be reflected throughout every forthcoming example
or discussion.

It is useful to note that many sites may have a particularly large number of users requiring
several different user classes. In depth planning is required as this may get extremely
difficult to manage.

Future versions of FreeBSD will include a new way to deal with mapping users to labels;
however, this will not be available until some time after FreeBSD 5.3.

16.4.1.3. Network Interfaces and Label Settings

Labels may also be set on network interfaces to help control the flow of data across the
network. In all cases they function in the same way the policies function with respect
to objects. Users at high settings in biba, for example, will not be permitted to access
network interfaces with a label of low.

The maclabel may be passed to ifconfig when setting the MAC label on network
interfaces. For example:

# ifconfig bge® maclabel biba/equal
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will set the MAC label of biba/equal onthe bge(4) interface. When using a setting similar
to biba/high(low-high) the entire label should be quoted; otherwise an error will be
returned.

Each policy module which supports labeling has a tunable which may be used to disable
the MAC label on network interfaces. Setting the label to equal will have a similar effect.
Review the output from sysctl, the policy manual pages, or even the information found
later in this chapter for those tunables.

16.4.2. Singlelabel or Multilabel?

By default the system will use the singlelabel option. But what does this mean to the
administrator? There are several differences which, in their own right, offer pros and
cons to the flexibility in the systems security model.

The singlelabel only permits for one label, for instance biba/high to be used for
each subject or object. It provides for lower administration overhead but decreases the
flexibility of policies which support labeling. Many administrators may want to use the
multilabel option in their security policy.

The multilabel option will permit each subject or object to have its own independent
MAC label in place of the standard singlelabel option which will allow only one label
throughout the partition. The multilabel and single label options are only required for
the policies which implement the labeling feature, including the Biba, Lomac, MLS and
SEBSD policies.

In many cases, the multilabel may not need to be set at all. Consider the following
situation and security model:

+ FreeBSD web-server using the MAC framework and a mix of the various policies.

+ This machine only requires one label, biba/high, for everything in the system. Here
the file system would not require the multilabel option as a single label will always
be in effect.

+ But, this machine will be a web server and should have the web server run at biba/
low to prevent write up capabilities. The Biba policy and how it works will be discussed
later, so if the previous comment was difficult to interpret just continue reading and
return. The server could use a separate partition set at biba/low for most if not all of
its runtime state. Much is lacking from this example, for instance the restrictions on
data, configuration and user settings; however, this is just a quick example to prove
the aforementioned point.

If any of the non-labeling policies are to be used, then the multilabel optionwould never
be required. These include the seeotheruids , portacl and partition policies.

It should also be noted that using multilabel with a partition and establishing a security
model based onmultilabel functionality could open the doors for higher administrative
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overhead as everything in the file system would have a label. This includes directories,
files, and even device nodes.

The following command will set multilabel on the file systems to have multiple labels.
This may only be done in single user mode:

# tunefs -1 enable /

This is not a requirement for the swap file system.

##

@ Some users have experienced problems with setting the
multilabel flag on the root partition. If this is the case, please
review the # 16.16, “Troubleshooting the MAC Framework” of this
chapter.

16.4.3. Controlling MAC with Tunables

Without any modules loaded, there are still some parts of MAC which may be configured
using the sysctl interface. These tunables are described below and in all cases the
number one (1) means enabled while the number zero (0) means disabled:

+ security.mac.enforce fs defaults to one (1) and enforces MAC file system policies
on the file systems.

+ security.mac.enforce kld defaults to one (1) and enforces MAC kernel linking
policies on the dynamic kernel linker (see kld(4)).

+ security.mac.enforce network defaults to one (1) and enforces MAC network
policies.

+ security.mac.enforce pipe defaults to one (1) and enforces MAC policies on pipes.

+ security.mac.enforce process defaults to one (1) and enforces MAC policies on
processes which utilize inter-process communication.

+ security.mac.enforce socket defaults to one (1) and enforces MAC policies on
sockets (see the socket(2) manual page).

+ security.mac.enforce system defaults to one (1) and enforces MAC policies on
system activities such as accounting and rebooting.

+ security.mac.enforce vm defaults to one (1) and enforces MAC policies on the
virtual memory system.
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##

@ Every policy or MAC option supports tunables. These usually hang
off of the security.mac.<policyname> tree. To view all of the
tunables from MAC use the following command:

# sysctl -da | grep mac

This should be interpreted as all of the basic MAC policies are enforced by default. If
the modules were built into the kernel the system would be extremely locked down and
most likely unable to communicate with the local network or connect to the Internet,
etc. This is why building the modules into the kernel is not completely recommended.
Not because it limits the ability to disable features on the fly with sysctl, but it permits
the administrator to instantly switch the policies of a system without the requirement of
rebuilding and reinstalling a new system.

16.5. Module Configuration

Every module included with the MAC framework may be either compiled into the kernel
as noted above or loaded as a run-time kernel module. The recommended method is to
add the module name to the /boot/loader. conf file so that it will load during the initial
boot operation.

The following sections will discuss the various MAC modules and cover their features.
Implementing them into a specific environment will also be a consideration of this
chapter. Some modules support the use of labeling, which is controlling access by
enforcing a label such as “this is allowed and this is not”. A label configuration file may
control how files may be accessed, network communication can be exchanged, and more.
The previous section showed how the multilabel flag could be set on file systems to
enable per-file or per-partition access control.

A single label configuration would enforce only one label across the system, that is why
the tunefs option is called multilabel .

16.5.1. The MAC seeotheruids Module

Module name: mac_seeotheruids.ko
Kernel configuration line: options MAC_SEEOTHERUIDS

Boot option: mac_seeotheruids_load="YES"
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The mac_seeotheruids(4) module mimics and extends the
security.bsd.see other uids and security.bsd.see other gids sysctl
tunables. This option does not require any labels to be set before configuration and can
operate transparently with the other modules.

After loading the module, the following sysctl tunables may be used to control the
features:

+ security.mac.seeotheruids.enabled will enable the module's features and use the
default settings. These default settings will deny users the ability to view processes and
sockets owned by other users.

+ security.mac.seeotheruids.specificgid enabled will allow a certain group
to be exempt from this policy. To exempt specific groups from this policy, use
the security.mac.seeotheruids.specificgid=XXX  sysctl tunable. In the above
example, the XXX should be replaced with the numeric group ID to be exempted.

¢ security.mac.seeotheruids.primarygroup enabled is used to exempt specific
primary groups from this policy. When wusing this tunable, the
security.mac.seeotheruids.specificgid enabled may not be set.

16.6. The MAC bsdextended Module

Module name: mac_bsdextended. ko
Kernel configuration line: options MAC BSDEXTENDED
Boot option: mac_bsdextended_load="YES"

The mac_bsdextended(4) module enforces the file system firewall. This module's policy
provides an extension to the standard file system permissions model, permitting an
administrator to create a firewall-like ruleset to protect files, utilities, and directories in
the file system hierarchy.

The policy may be created using a utility, ugidfw(8), that has a syntax similar to that of
ipfw(8). More tools can be written by using the functions in the libugidfw(3) library.

Extreme caution should be taken when working with this module; incorrect use could
block access to certain parts of the file system.

16.6.1. Examples

After the mac_bsdextended(4) module has been loaded, the following command may be
used to list the current rule configuration:

# ugidfw list
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0 slots, 0 rules

As expected, there are no rules defined. This means that everything is still completely
accessible. To create a rule which will block all access by users but leave root unaffected,
simply run the following command:

# ugidfw add subject not uid root new object not uid root mode n

##

@ In releases prior to FreeBSD 5.3, the add parameter did not exist.
In those cases the set should be used instead. See below for a
command example.

This is a very bad idea as it will block all users from issuing even the most simple
commands, such as 1s. A more patriotic list of rules might be:

# ugidfw set 2 subject uid userl object uid user2 mode n
# ugidfw set 3 subject uid userl object gid user2 mode n

This will block any and all access, including directory listings, to user2's home directory
from the username userl.

In place of userl, the not uid user2 could be passed. This will enforce the same access
restrictions above for all users in place of just one user.

##
S The root user will be unaffected by these changes.

This should give a general idea of how the mac_bsdextended(4) module may be used to
help fortify a file system. For more information, see the mac_bsdextended(4) and the
ugidfw(8) manual pages.

16.7. The MAC ifoff Module

Module name: mac_ifoff.ko

Kernel configuration line: options MAC_IFOFF
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Boot option: mac_ifoff_ load="YES"

The mac_ifoff(4) module exists solely to disable network interfaces on the fly and keep
network interfaces from being brought up during the initial system boot. It does not
require any labels to be set up on the system, nor does it have a dependency on other
MAC modules.

Most of the control is done through the sysctl tunables listed below.

+ security.mac.ifoff.lo enabled will enable/disable all traffic on the loopback
(lo(4)) interface.

+ security.mac.ifoff.bpfrecv_enabled  will enable/disable all traffic on the
Berkeley Packet Filter interface (bpf(4))

+ security.mac.ifoff.other enabled  will enable/disable traffic on all other
interfaces.

One of the most common uses of mac_ifoff(4) is network monitoring in an environment
where network traffic should not be permitted during the boot sequence. Another
suggested use would be to write a script which uses security/aide to automatically block
network traffic if it finds new or altered files in protected directories.

16.8. The MAC portacl Module

Module name: mac_portacl.ko
Kernel configuration line: MAC PORTACL
Boot option: mac_portacl_load="YES"

The mac_portacl(4) module is used to limit binding to local TCP and UDP ports using a
variety of sysctl variables. In essence mac_portacl(4) makes it possible to allow non-
root users to bind to specified privileged ports, i.e. ports fewer than 1024.

Once loaded, this module will enable the MAC policy on all sockets. The following tunables
are available:

+ security.mac.portacl.enabled will enable/disable the policy completely.”

* security.mac.portacl.port high  will set the highest port number that
mac_portacl(4) will enable protection for.

Due to a bug the security.mac.portacl.enabled sysctl variable will not work on FreeBSD 5.2.1

or previous releases.
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Examples

+ security.mac.portacl.suser exempt will, when set to a non-zero value, exempt
the root user from this policy.

* security.mac.portacl.rules will specify the actual mac_portacl policy; see below.

The actual mac_portacl policy, as specified in the security.mac.portacl.rules sysctl,
is a text string of the form: rule[,rule,...] with as many rules as needed. Each rule
is of the form: idtype:id:protocol:port . The idtype parameter can be uid or gid
and used to interpret the id parameter as either a user id or group id, respectively. The
protocol parameter is used to determine if the rule should apply to TCP or UDP by setting
the parameter to tcp or udp. The final port parameter is the port number to allow the
specified user or group to bind to.

##

@ Since the ruleset is interpreted directly by the kernel only numeric
values can be used for the user ID, group ID, and port parameters.
Le. user, group, and port service names cannot be used.

By default, on UNIX®-like systems, ports fewer than 1024 can only be used by/
bound to privileged processes, i.e. those run as root. For mac_portacl(4) to allow
non-privileged processes to bind to ports below 1024 this standard UNIX® restriction
has to be disabled. This can be accomplished by setting the sysctl(8) variables
net.inet.ip.portrange.reservedlow and net.inet.ip.portrange.reservedhigh
to zero.

See the examples below or review the mac_portacl(4) manual page for further
information.

16.8.1. Examples

The following examples should illuminate the above discussion a little better:
# sysctl security.mac.portacl.port_high=1023

# sysctl net.inet.ip.portrange.reservedlow=0 net.inet.ip.portrange.us
reservedhigh=0

First we set mac_portacl(4) to cover the standard privileged ports and disable the normal
UNIX® bind restrictions.

# sysctl security.mac.portacl.suser_exempt=1

The root wuser should not be crippled by this policy, thus set the
security.mac.portacl.suser exempt toanon-zerovalue. The mac_portacl(4) module
has now been set up to behave the same way UNIX®-like systems behave by default.
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# sysctl security.mac.portacl.rules=uid:80:tcp:80

Allow the user with UID 80 (normally the www user) to bind to port 80. This can be used to
allow the www user to run a web server without ever having root privilege.

# sysctl security.mac.portacl.rules=uid:1001:tcp:110,uid:1001:tcp:995

Permit the user with the UID of 1001 to bind to the TCP ports 110 (“pop3”) and 995
(“pop3s”). This will permit this user to start a server that accepts connections on ports
110 and 995.

16.9. MAC Policies with Labeling Features

The next few sections will discuss MAC policies which use labels.

From here on this chapter will focus on the features of mac_biba(4), mac_lomac(4),
mac_partition(4), and mac_mls(4).

##

@ This is an example configuration only and should not be considered
for a production implementation. The goal is to document and show
the syntax as well as examples for implementation and testing.

For these policies to work correctly several preparations must be made.

16.9.1. Preparation for Labeling Policies
The following changes are required in the login.conf file:

+ An insecure class, or another class of similar type, must be added. The login class of
insecure is not required and just used as an example here; different configurations
may use another class name.

+ The insecure class should have the following settings and definitions. Several of these
can be altered but the line which defines the default label is a requirement and must
remain.

insecure:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/local/sbin:/usr/
local/bin:\
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:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\

:datasize=8M:\

:vmemoryuse=100M: \

:stacksize=2M:\

:memorylocked=4M:\

:memoryuse=8M:\

:filesize=8M:\

:coredumpsize=8M:\

:openfiles=24:\

:maxproc=32:\

rpriority=0:\

:requirehome:\

:passwordtime=91d:\

:umask=022:\

:ignoretime@:\
:label=partition/13,mls/5,biba/low:

The cap_mkdb(1) command needs to be ran on login.conf(5) before any of the users can
be switched over to the new class.

The root username should also be placed into a login class; otherwise, almost every
command executed by root will require the use of setpmac.

##

o Rebuilding the login.conf database may cause some errors
later with the daemon class. Simply uncommenting the daemon
account and rebuilding the database should alleviate these
issues.

+ Ensure that all partitions on which MAC labeling will be implemented support the
multilabel . We must do this because many of the examples here contain different
labels for testing purposes. Review the output from the mount command as a
precautionary measure.

« Switch any users who will have the higher security mechanisms enforced over to the
new user class. A quick run of pw(8) or vipw(8) should do the trick.

16.10. The MAC partition Module

Module name: mac_partition.ko
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Kernel configuration line: options MAC_PARTITION
Boot option: mac_partition_load="YES"

The mac_partition(4) policy will drop processes into specific “partitions” based on their
MAC label. Think of it as a special type of jail(8), though that is hardly a worthy
comparison.

This is one module that should be added to the loader.conf(5) file so that it loads and
enables the policy during the boot process.

Most configuration for this policy is done using the setpmac(8) utility which will be
explained below. The following sysctl tunable is available for this policy:

+ security.mac.partition.enabled will enable the enforcement of MAC process
partitions.

When this policy is enabled, users will only be permitted to see their processes but will
not be permitted to work with certain utilities. For instance, a user in the insecure class
above will not be permitted to access the top command as well as many other commands
that must spawn a process.

To set or drop utilities into a partition label, use the setpmac utility:

# setpmac partition/13 top

This will add the top command to the label set on users in the insecure class. Note that
all processes spawned by users in the insecure class will stay in the partition/13 label.

16.10.1. Examples
The following command will show you the partition label and the process list:

# ps Zax

This next command will allow the viewing of another user's process partition label and
that user's currently running processes:

# ps -ZU trhodes

##
@ Users can see processes in root's label wunless the

mac_seeotheruids(4) policy is loaded.
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A really crafty implementation could have all of the services disabled in /etc/rc.conf
and started by a script that starts them with the proper labeling set.

##

@ The following policies support integer settings in place of the three
default labels offered. These options, including their limitations,
are further explained in the module manual pages.

16.11. The MAC Multi-Level Security Module

Module name: mac_mls.ko
Kernel configuration line: options MAC MLS
Boot option: mac_mls_load="YES"

The mac_mls(4) policy controls access between subjects and objects in the system by
enforcing a strict information flow policy.

In MLS environments, a “clearance” level is set in each subject or objects label, along with
compartments. Since these clearance or sensibility levels can reach numbers greater than
six thousand; it would be a daunting task for any system administrator to thoroughly
configure each subject or object. Thankfully, three “instant” labels are already included
in this policy.

These labels are mls/low, mls/equal and mls/high. Since these labels are described in
depth in the manual page, they will only get a brief description here:

+ Themls/low label contains alow configuration which permits it to be dominated by all
other objects. Anything labeled with mls/low will have a low clearance level and not
be permitted to access information of a higher level. In addition, this label will prevent
objects of a higher clearance level from writing or passing information on to them.

+ The mls/equal label should be placed on objects considered to be exempt from the
policy.

+ Themls/high labelis the highest level of clearance possible. Objects assigned this label
will hold dominance over all other objects in the system; however, they will not permit
the leaking of information to objects of a lower class.

MLS provides for:

« A hierarchical security level with a set of non hierarchical categories;
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+ Fixed rules: no read up, no write down (a subject can have read access to objects on its
own level or below, but not above. Similarly, a subject can have write access to objects
on its own level or above but not beneath.);

+ Secrecy (preventing inappropriate disclosure of data);

* Basis for the design of systems that concurrently handle data at multiple sensitivity
levels (without leaking information between secret and confidential).

The following sysctl tunables are available for the configuration of special services and
interfaces:

* security.mac.mls.enabled is used to enable/disable the MLS policy.

+ security.mac.mls.ptys_equal will label all pty(4) devices as mls/equal during
creation.

+ security.mac.mls.revocation enabled is used to revoke access to objects after
their label changes to a label of a lower grade.

+ security.mac.mls.max_compartments is used to set the maximum number of
compartment levels with objects; basically the maximum compartment number
allowed on a system.

To manipulate the MLS labels, the setfmac(8) command has been provided. To assign a
label to an object, issue the following command:

# setfmac mls/5 test
To get the MLS label for the file test issue the following command:
# getfmac test

This is a summary of the MLS policy's features. Another approach is to create a master
policy file in /etc which specifies the MLS policy information and to feed that file into
the setfmac command. This method will be explained after all policies are covered.

Observations: an object with lower clearance is unable to observe higher clearance
processes. A basic policy would be to enforce mls/high on everything not to be read, even
if it needs to be written. Enforce mls/low on everything not to be written, even if it needs
to be read. And finally enforce mls/equal on the rest. All users marked insecure should
be set at mls/low.

16.12. The MAC Biba Module

Module name: mac_biba.ko

Kernel configuration line: options MAC_BIBA
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Boot option: mac_biba load="YES"

The mac_biba(4) module loads the MAC Biba policy. This policy works much like that
of the MLS policy with the exception that the rules for information flow are slightly
reversed. This is said to prevent the downward flow of sensitive information whereas the
MLS policy prevents the upward flow of sensitive information; thus, much of this section
can apply to both policies.

In Biba environments, an “integrity” label is set on each subject or object. These labels are
made up of hierarchal grades, and non-hierarchal components. As an object's or subject's
grade ascends, so does its integrity.

Supported labels are biba/low, biba/equal , and biba/high ; as explained below:

+ The biba/low label is considered the lowest integrity an object or subject may have.
Setting this on objects or subjects will block their write access to objects or subjects
marked high. They still have read access though.

+ The biba/equal label should only be placed on objects considered to be exempt from
the policy.

+ The biba/high label will permit writing to objects set at a lower label, but not permit
reading that object. It is recommended that this label be placed on objects that affect
the integrity of the entire system.

Biba provides for:
* Hierarchical integrity level with a set of non hierarchical integrity categories;

+ Fixed rules: no write up, no read down (opposite of MLS). A subject can have write
access to objects on its own level or below, but not above. Similarly, a subject can have
read access to objects on its own level or above, but not below;

+ Integrity (preventing inappropriate modification of data);
+ Integrity levels (instead of MLS sensitivity levels).
The following sysctl tunables can be used to manipulate the Biba policy.

* security.mac.biba.enabled may be used to enable/disable enforcement of the Biba
policy on the target machine.

+ security.mac.biba.ptys equal may be used to disable the Biba policy on pty(4)
devices.

+ security.mac.biba.revocation enabled  will force the revocation of access to
objects if the label is changed to dominate the subject.

To access the Biba policy setting on system objects, use the setfmac and getfmac
commands:
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# setfmac biba/low test
# getfmac test
test: biba/low

Observations: a lower integrity subject is unable to write to a higher integrity subject; a
higher integrity subject cannot observe or read a lower integrity object.

16.13. The MAC LOMAC Module

Module name: mac_lomac.ko
Kernel configuration line: options MAC_LOMAC
Boot option: mac_lomac_load="YES"

Unlike the MAC Biba policy, the mac_lomac(4) policy permits access to lower integrity
objects only after decreasing the integrity level to not disrupt any integrity rules.

The MAC version of the Low-watermark integrity policy, not to be confused with the
older lomac(4) implementation, works almost identically to Biba, but with the exception
of using floating labels to support subject demotion via an auxiliary grade compartment.
This secondary compartment takes the form of [auxgrade] . When assigning a lomac
policy with an auxiliary grade, it should look a little bit like: lomac/10[2] where the
number two (2) is the auxiliary grade.

The MAC LOMAC policy relies on the ubiquitous labeling of all system objects with
integrity labels, permitting subjects to read from low integrity objects and then
downgrading the label on the subject to prevent future writes to high integrity objects.
This is the [auxgrade] option discussed above, thus the policy may provide for greater
compatibility and require less initial configuration than Biba.

16.13.1. Examples

Like the Biba and MLS policies; the setfmac and setpmac utilities may be used to place
labels on system objects:

# setfmac /usr/home/trhodes lomac/high[low]
# getfmac /usr/home/trhodes lomac/high[low]

Notice the auxiliary grade here is low, this is a feature provided only by the MAC LOMAC
policy.

RAGI:\1C4' Implementing a Secure Environment with
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Create an insecure User Class

The following demonstration will implement a secure environment using various MAC
modules with properly configured policies. This is only a test and should not be
considered the complete answer to everyone's security woes. Just implementing a policy
and ignoring it never works and could be disastrous in a production environment.

Before beginning this process, the multilabel option must be set on each file system as
stated at the beginning of this chapter. Not doing so will result in errors.

16.14.1. Create an insecure User Class

Begin the procedure by adding the following user class to the /etc/login.conf file:

And adding the following line to the default user class:

Once this is completed, the following command must be issued to rebuild the database:

16.14.2. Boot with the Correct Modules

Add the following lines to /boot/loader. conf so the required modules will load during
system initialization:
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mac_mls_ load="YES"
mac_seeotheruids load="YES"
mac_partition load="YES"

16.14.3. Set All Users to Insecure

All user accounts that are not root or system users will now require a login class. The
login class is required otherwise users will be refused access to common commands such
as vi(1). The following sh script should do the trick:

# for x in “awk -F: '($3 >= 1001) && ($3 '= 65534) { print $1 }' \
/etc/passwd”; do pw usermod $x -L insecure; done;

The cap mkdb command will need to be run on /etc/master.passwd after this change.
16.14.4. Complete the Configuration

A contexts file should now be created; the following example was taken from Robert
Watson's example policy and should be placed in /etc/policy. contexts .

# This is the default BIBA/MLS policy for this system.

25 biba/high,mls/high
/sbin/dhclient biba/high(low),mls/high(low)
/dev(/.*)? biba/equal,mls/equal

# This is not an exhaustive list of all "privileged" devices.
/dev/mdctl biba/high,mls/high

/dev/pci biba/high,mls/high
/dev/k?mem biba/high,mls/high

/dev/io biba/high,mls/high
/dev/agp.* biba/high,mls/high
(/var)?/tmp(/.*)? biba/equal,mls/equal
/tmp/\.X11-unix biba/high(equal),mls/high(equal)
/tmp/\.X11-unix/.* biba/equal,mls/equal
/proc(/.*)? biba/equal,mls/equal

/mnt.* biba/low,mls/low
(/usr)?/home biba/high(low),mls/high(low)
(/usr)?/home/.* biba/low,mls/low
/var/mail(/.*)? biba/low,mls/low
/var/spool/mqueue(/.*)? biba/low,mls/low
(/mnt)?/cdrom(/.*)? biba/high,mls/high
(/usr)?/home/ (ftp|samba) (/.*)? biba/high,mls/high
/var/log/sendmail\.st biba/low,mls/low
/var/run/utmp biba/equal,mls/equal
/var/log/(lastlog|wtmp) biba/equal,mls/equal

This policy will enforce security by setting restrictions on both the downward and upward
flow of information with regards to the directories and utilities listed on the left.

This can now be read into our system by issuing the following command:
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Testing the Configuration

# setfsmac -ef /etc/policy.contexts /
# setfsmac -ef /etc/policy.contexts /usr

##
S The above file system layout may be different depending on

environment.

The /etc/mac.conf file requires the following modifications in the main section:

default labels file ?biba, ?mls

default labels ifnet ?biba,?mls

default labels process ?biba,?mls,?partition
default labels socket ?biba,?mls

16.14.5. Testing the Configuration

Add a user with the adduser command and place that user in the insecure class for these
tests.

The examples below will show a mix of root and regular user tests; use the prompt to
distinguish between the two.

16.14.5.1. Basic Labeling Tests

% getpmac
biba/15(15-15),mls/15(15-15),partition/15
# setpmac partition/15,mls/equal top

##
@ The top process will be killed before we start another top process.

16.14.5.2. MAC Seeotheruids Tests

% ps Zax

biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0:00.03 -
su (bash)

biba/15(15-15),mls/15(15-15),partition/15 1101 #C: R+ 0:00.01 o
ps Zax

We should not be permitted to see any processes owned by other users.
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16.14.5.3. MAC Partition Test

Disable the MAC seeotheruids policy for the rest of these tests:

# sysctl security.mac.seeotheruids.enabled=0
% ps Zax
LABEL PID TT STAT
TIME COMMAND
biba/equal(low-high),mls/equal(low-high),partition/15 1122 #C: S+

0:00.02 top

biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S
0:00.05 -su (bash)

biba/15(15-15),mls/15(15-15),partition/15 1123 #C: R+

0:00.01 ps Zax

All users should be permitted to see every process in their partition.

16.14.5.4. Testing Biba and MLS Labels

# setpmac partition/15,mls/equal,biba/high\ (high-high\) top
% ps Zax
LABEL PID TT STAT
TIME COMMAND
biba/high(high-high),mls/equal(low-high),partition/15 1251 #C: o

S+ 0:00.02 top

biba/15(15-15),mls/15(15-15),partition/15 1096 #C: o
S 0:00.06 -su (bash)

biba/15(15-15),mls/15(15-15),partition/15 1157 #C: o

R+ 0:00.00 ps Zax

The Biba policy allows us to read higher-labeled objects.

# setpmac partition/15,mls/equal,biba/low top

% ps Zax
LABEL PID TT STAT TIME ©
COMMAND
biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0:00.07
-su (bash)

biba/15(15-15),mls/15(15-15) ,partition/15 1226 #C: R+ o
0:00.01 ps Zax

The Biba policy does not allow lower-labeled objects to be read; however, MLS does.

% ifconfig bge® | grep maclabel

maclabel biba/low(low-low),mls/low(Llow-Llow)

% ping -c 1 192.0.34.166

PING 192.0.34.166 (192.0.34.166): 56 data bytes
ping: sendto: Permission denied

Users are unable to ping example.com , or any domain for that matter.

To prevent this error from occurring, run the following command:

# sysctl security.mac.biba.trust_all_interfaces=1
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Testing the Configuration

This sets the default interface label to i