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Preface

Intended Audience

The FreeBSD newcomer will find that the first section of this book guides the user through
the FreeBSD installation process and gently introduces the concepts and conventions that
underpin UNIX®. Working through this section requires little more than the desire to
explore, and the ability to take on board new concepts as they are introduced.

Once you have traveled this far, the second, far larger, section of the Handbook is a com-
prehensive reference to all manner of topics of interest to FreeBSD system administra-
tors. Some of these chapters may recommend that you do some prior reading, and this is
noted in the synopsis at the beginning of each chapter.

For a list of additional sources of information, please see Appendix B, Bibliography.

Changes from the Third Edition

The current online version of the Handbook represents the cumulative effort of many
hundreds of contributors over the past 10 years. The following are some of the significant
changes since the two volume third edition was published in 2004:

« Chapter 25, DTrace has been added with information about the powerful DTrace per-
formance analysis tool.

+ Chapter 21, Other File Systems has been added with information about non-native file
systems in FreeBSD, such as ZFS from Sun™.

+ Chapter 17, Security Event Auditing has been added to cover the new auditing capabilities
in FreeBSD and explain its use.

« Chapter 22, Virtualization has been added with information about installing FreeBSD on
virtualization software.

« Chapter 2, Installing FreeBSD 9.X and Later has been added to cover installation of FreeBSD
using the new installation utility, bsdinstall.

Changes from the Second Edition (2004)

The third edition was the culmination of over two years of work by the dedicated mem-
bers of the FreeBSD Documentation Project. The printed edition grew to such a size that



Changes from the First Edition (2001)

it was necessary to publish as two separate volumes. The following are the major changes
in this new edition:

« Chapter 12, Configuration and Tuning has been expanded with new information about
the ACPI power and resource management, the cron system utility, and more kernel
tuning options.

« Chapter 14, Security has been expanded with new information about virtual private
networks (VPNs), file system access control lists (ACLs), and security advisories.

» Chapter 16, Mandatory Access Control is a new chapter with this edition. It explains what
MAC is and how this mechanism can be used to secure a FreeBSD system.

+ Chapter 18, Storage has been expanded with new information about USB storage de-
vices, file system snapshots, file system quotas, file and network backed filesystems,
and encrypted disk partitions.

« A troubleshooting section has been added to Chapter 27, PPP.

« Chapter 28, Electronic Mail has been expanded with new information about using alter-
native transport agents, SMTP authentication, UUCP, fetchmail, procmail, and other
advanced topics.

« Chapter 29, Network Servers is all new with this edition. This chapter includes informa-
tion about setting up the Apache HTTP Server, ftpd, and setting up a server for Mi-
crosoft® Windows® clients with Samba. Some sections from Chapter 31, Advanced Net-
working were moved here to improve the presentation.

« Chapter 31, Advanced Networking has been expanded with new information about us-
ing Bluetooth® devices with FreeBSD, setting up wireless networks, and Asynchronous
Transfer Mode (ATM) networking.

* A glossary has been added to provide a central location for the definitions of technical
terms used throughout the book.

+ A number of aesthetic improvements have been made to the tables and figures
throughout the book.

Changes from the First Edition (2001)

The second edition was the culmination of over two years of work by the dedicated mem-
bers of the FreeBSD Documentation Project. The following were the major changes in this
edition:

+ A complete Index has been added.

« Al ASCII figures have been replaced by graphical diagrams.
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+ A standard synopsis has been added to each chapter to give a quick summary of what
information the chapter contains, and what the reader is expected to know.

” o«

+ The content has been logically reorganized into three parts: “Getting Started”, “System

Administration”, and “Appendices”.

« Chapter 3, Installing FreeBSD 8.X was completely rewritten with many screenshots to
make it much easier for new users to grasp the text.

+ Chapter 4, UNIX Basics has been expanded to contain additional information about
processes, daemons, and signals.

« Chapter 5, Installing Applications: Packages and Ports has been expanded to contain addi-
tional information about binary package management.

+ Chapter 6, The X Window System has been completely rewritten with an emphasis on
using modern desktop technologies such as KDE and GNOME on XFree86™ 4.X.

« Chapter 13, The FreeBSD Booting Process has been expanded.

« Chapter 18, Storage has been written from what used to be two separate chapters on
“Disks” and “Backups”. We feel that the topics are easier to comprehend when present-

ed as a single chapter. A section on RAID (both hardware and software) has also been
added.

+ Chapter 26, Serial Communications has been completely reorganized and updated for
FreeBSD 4.X/5.X.

« Chapter 27, PPP has been substantially updated.
+ Many new sections have been added to Chapter 31, Advanced Networking.

+ Chapter 28, Electronic Mail has been expanded to include more information about con-
figuring sendmail.

« Chapter 11, Linux® Binary Compatibility has been expanded to include information about
installing Oracle® and SAP® R/3®.

+ The following new topics are covered in this second edition:
+ Chapter 12, Configuration and Tuning.

+ Chapter 8, Multimedia.

Organization of This Book

This book is split into five logically distinct sections. The first section, Getting Started, cov-
ers the installation and basic usage of FreeBSD. It is expected that the reader will follow
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Organization of This Book

these chapters in sequence, possibly skipping chapters covering familiar topics. The sec-
ond section, Common Tasks, covers some frequently used features of FreeBSD. This section,
and all subsequent sections, can be read out of order. Each chapter begins with a succinct
synopsis that describes what the chapter covers and what the reader is expected to al-
ready know. This is meant to allow the casual reader to skip around to find chapters of
interest. The third section, System Administration, covers administration topics. The fourth
section, Network Communication, covers networking and server topics. The fifth section
contains appendices of reference information.

Chapter 1, Introduction
Introduces FreeBSD to a new user. It describes the history of the FreeBSD Project, its
goals and development model.

Chapter 2, Installing FreeBSD 9.X and Later
Walks a user through the entire installation process of FreeBSD 9.x and later using
bsdinstall.

Chapter 3, Installing FreeBSD 8.X
Walks a user through the entire installation process of FreeBSD 8.x and earlier using
sysinstall. Some advanced installation topics, such as installing through a serial con-
sole, are also covered.

Chapter 4, UNIX Basics
Covers the basic commands and functionality of the FreeBSD operating system. If
you are familiar with Linux® or another flavor of UNIX® then you can probably skip
this chapter.

Chapter 5, Installing Applications: Packages and Ports
Covers the installation of third-party software with both FreeBSD's innovative “Ports
Collection” and standard binary packages.

Chapter 6, The X Window System
Describes the X Window System in general and using X11 on FreeBSD in particular.
Also describes common desktop environments such as KDE and GNOME.

Chapter 7, Desktop Applications
Lists some common desktop applications, such as web browsers and productivity
suites, and describes how to install them on FreeBSD.

Chapter 8, Multimedia
Shows how to set up sound and video playback support for your system. Also de-
scribes some sample audio and video applications.

Chapter 9, Configuring the FreeBSD Kernel
Explains why you might need to configure a new kernel and provides detailed in-
structions for configuring, building, and installing a custom kernel.

Chapter 10, Printing
Describes managing printers on FreeBSD, including information about banner pages,
printer accounting, and initial setup.
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Chapter 11, Linux® Binary Compatibility
Describes the Linux® compatibility features of FreeBSD. Also provides detailed in-
stallation instructions for many popular Linux® applications such as Oracle® and
Mathematica®.

Chapter 12, Configuration and Tuning
Describes the parameters available for system administrators to tune a FreeBSD sys-
tem for optimum performance. Also describes the various configuration files used in
FreeBSD and where to find them.

Chapter 13, The FreeBSD Booting Process
Describes the FreeBSD boot process and explains how to control this process with
configuration options.

Chapter 14, Security
Describes many different tools available to help keep your FreeBSD system secure,
including Kerberos, IPsec and OpenSSH.

Chapter 15, Jails
Describes the jails framework, and the improvements of jails over the traditional ch-
root support of FreeBSD.

Chapter 16, Mandatory Access Control
Explains what Mandatory Access Control (MAC) is and how this mechanism can be
used to secure a FreeBSD system.

Chapter 17, Security Event Auditing
Describes what FreeBSD Event Auditing is, how it can be installed, configured, and
how audit trails can be inspected or monitored.

Chapter 18, Storage
Describes how to manage storage media and filesystems with FreeBSD. This includes
physical disks, RAID arrays, optical and tape media, memory-backed disks, and net-
work filesystems.

Chapter 19, GEOM: Modular Disk Transformation Framework
Describes what the GEOM framework in FreeBSD is and how to configure various
supported RAID levels.

Chapter 21, Other File Systems
Examines support of non-native file systems in FreeBSD, like the Z File System from
Sun™.

Chapter 22, Virtualization
Describes what virtualization systems offer, and how they can be used with FreeBSD.

Chapter 23, Localization - i18n/L10n Usage and Setup
Describes how to use FreeBSD in languages other than English. Covers both system
and application level localization.
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Chapter 24, Updating and Upgrading FreeBSD
Explains the differences between FreeBSD-STABLE, FreeBSD-CURRENT, and FreeBSD
releases. Describes which users would benefit from tracking a development system
and outlines that process. Covers the methods users may take to update their system
to the latest security release.

Chapter 25, DTrace
Describes how to configure and use the DTrace tool from Sun™ in FreeBSD. Dynamic
tracing can help locate performance issues, by performing real time system analysis.

Chapter 26, Serial Communications
Explains how to connect terminals and modems to your FreeBSD system for both dial
in and dial out connections.

Chapter 27, PPP
Describes how to use PPP to connect to remote systems with FreeBSD.

Chapter 28, Electronic Mail
Explains the different components of an email server and dives into simple configu-
ration topics for the most popular mail server software: sendmail.

Chapter 29, Network Servers
Provides detailed instructions and example configuration files to set up your FreeBSD
machine as a network filesystem server, domain name server, network information
system server, or time synchronization server.

Chapter 30, Firewalls
Explains the philosophy behind software-based firewalls and provides detailed in-
formation about the configuration of the different firewalls available for FreeBSD.

Chapter 31, Advanced Networking
Describes many networking topics, including sharing an Internet connection with
other computers on your LAN, advanced routing topics, wireless networking, Blue-
tooth®, ATM, IPv6, and much more.

Appendix A, Obtaining FreeBSD
Lists different sources for obtaining FreeBSD media on CDROM or DVD as well as
different sites on the Internet that allow you to download and install FreeBSD.

Appendix B, Bibliography
This book touches on many different subjects that may leave you hungry for a more
detailed explanation. The bibliography lists many excellent books that are refer-
enced in the text.

Appendix C, Resources on the Internet
Describes the many forums available for FreeBSD users to post questions and engage
in technical conversations about FreeBSD.

Appendix D, OpenPGP Keys
Lists the PGP fingerprints of several FreeBSD Developers.
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Conventions used in this book

To provide a consistent and easy to read text, several conventions are followed through-
out the book.

Typographic Conventions

Italic
An italic font is used for filenames, URLs, emphasized text, and the first usage of tech-
nical terms.

Monospace
A monospaced font is used for error messages, commands, environment variables,
names of ports, hostnames, user names, group names, device names, variables, and
code fragments.

Bold
A bold font is used for applications, commands, and keys.

User Input

Keys are shown in bold to stand out from other text. Key combinations that are meant to
be typed simultaneously are shown with *+' between the keys, such as:

Ctrl+Alt+Del

Meaning the user should type the Ctrl, Alt, and Del keys at the same time.

Keys that are meant to be typed in sequence will be separated with commas, for example:
Ctrl+X, Ctrl+S

Would mean that the user is expected to type the Ctrl and X keys simultaneously and then
to type the Ctrl and S keys simultaneously.

Examples

Examples starting with C:\> indicate a MS-DOS® command. Unless otherwise noted,
these commands may be executed from a “Command Prompt” window in a modern Mi-
crosoft® Windows® environment.

E:\> tools\fdimage floppies\kern.flp A:

Examples starting with # indicate a command that must be invoked as the superuser in
FreeBSD. You can login as root to type the command, or login as your normal account
and use su(1) to gain superuser privileges.

# dd if=kern.flp of=/dev/fdo
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Part I. Getting Started

This part of the FreeBSD Handbook is for users and administrators who are new to Free-
BSD. These chapters:

+ Introduce you to FreeBSD.

+ Guide you through the installation process.

+ Teach you UNIX® basics and fundamentals.

+ Show you how to install the wealth of third party applications available for FreeBSD.

« Introduce you to X, the UNIX® windowing system, and detail how to configure a desk-
top environment that makes you more productive.

We have tried to keep the number of forward referernces in the text to a minimum so that
you can read this section of the Handbook from front to back with the minimum page
flipping required.
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Chapter 1. Introduction

Restructured, reorganized, and parts rewritten by Jim Mock.

1.1. Synopsis

Thank you for your interest in FreeBSD! The following chapter covers various aspects of
the FreeBSD Project, such as its history, goals, development model, and so on.

After reading this chapter, you will know:
+ How FreeBSD relates to other computer operating systems.
¢ The history of the FreeBSD Project.

+ The goals of the FreeBSD Project.

The basics of the FreeBSD open-source development model.

+ And of course: where the name “FreeBSD” comes from.

1.2. Welcome to FreeBSD!

FreeBSD is a 4.4BSD-Lite based operating system for Intel (x86 and Itanium®), AMD64,
Sun UltraSPARC® computers. Ports to other architectures are also underway. You can
also read about the history of FreeBSD, or the current release. If you are interested in
contributing something to the Project (code, hardware, funding), see the Contributing to
FreeBSD article.

1.2.1. What Can FreeBSD Do?
FreeBSD has many noteworthy features. Some of these are:

* Preemptive multitasking with dynamic priority adjustment to ensure smooth and fair
sharing of the computer between applications and users, even under the heaviest of
loads.

* Multi-user facilities which allow many people to use a FreeBSD system simultaneously for
a variety of things. This means, for example, that system peripherals such as printers
and tape drives are properly shared between all users on the system or the network
and that individual resource limits can be placed on users or groups of users, protecting
critical system resources from over-use.

+ Strong TCP/IP networking with support for industry standards such as SCTP, DHCP, NFS,
NIS, PPP, SLIP, IPsec, and IPv6. This means that your FreeBSD machine can interoperate
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easily with other systems as well as act as an enterprise server, providing vital functions
such as NFS (remote file access) and email services or putting your organization on the
Internet with WWW, FTP, routing and firewall (security) services.

* Memory protection ensures that applications (or users) cannot interfere with each other.
One application crashing will not affect others in any way.

+ The industry standard X Window System (X11R7) can provide a graphical user interface
(GUI) on any machine and comes with full sources.

*  Binary compatibility with many programs built for Linux, SCO, SVR4, BSDI and NetBSD.

+ Thousands of ready-to-run applications are available from the FreeBSD ports and pack-
ages collection. Why search the net when you can find it all right here?

¢ Thousands of additional and easy-to-port applications are available on the Internet.
FreeBSD is source code compatible with most popular commercial UNIX® systems and
thus most applications require few, if any, changes to compile.

+ Demand paged virtual memory and “merged VM/buffer cache” design efficiently satis-
fies applications with large appetites for memory while still maintaining interactive
response to other users.

* SMP support for machines with multiple CPUs.

A full complement of C and C++ development tools. Many additional languages for ad-
vanced research and development are also available in the ports and packages collec-
tion.

» Source code for the entire system means you have the greatest degree of control over
your environment. Why be locked into a proprietary solution at the mercy of your ven-
dor when you can have a truly open system?

+ Extensive online documentation.
+ And many more!

FreeBSD is based on the 4.4BSD-Lite release from Computer Systems Research Group
(CSRG) at the University of California at Berkeley, and carries on the distinguished tra-
dition of BSD systems development. In addition to the fine work provided by CSRG, the
FreeBSD Project has put in many thousands of hours in fine tuning the system for maxi-
mum performance and reliability in real-life load situations. FreeBSD offers performance
and reliability on par with commercial offerings, combined with many cutting-edge fea-
tures not available anywhere else.

The applications to which FreeBSD can be put are truly limited only by your own imagi-
nation. From software development to factory automation, inventory control to azimuth
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correction of remote satellite antennae; if it can be done with a commercial UNIX® prod-
uct then it is more than likely that you can do it with FreeBSD too! FreeBSD also benefits
significantly from literally thousands of high quality applications developed by research
centers and universities around the world, often available at little to no cost. Commercial
applications are also available and appearing in greater numbers every day.

Because the source code for FreeBSD itself is generally available, the system can also be
customized to an almost unheard of degree for special applications or projects, and in
ways not generally possible with operating systems from most major commercial ven-
dors. Here is just a sampling of some of the applications in which people are currently
using FreeBSD:

Internet Services: The robust TCP/IP networking built into FreeBSD makes it an ideal
platform for a variety of Internet services such as:

« World Wide Web servers (standard or secure [SSL])

IPv4 and IPv6 routing

+ Firewalls and NAT (“IP masquerading”) gateways
* FTP servers

+ Electronic Mail servers

+ And more...

Education: Are you a student of computer science or a related engineering field? There
is no better way of learning about operating systems, computer architecture and net-
working than the hands on, under the hood experience that FreeBSD can provide. A
number of freely available CAD, mathematical and graphic design packages also make
it highly useful to those whose primary interest in a computer is to get other work done!

Research: With source code for the entire system available, FreeBSD is an excellent plat-
form for research in operating systems as well as other branches of computer science.
FreeBSD's freely available nature also makes it possible for remote groups to collabo-
rate on ideas or shared development without having to worry about special licensing
agreements or limitations on what may be discussed in open forums.

Networking: Need a new router? A name server (DNS)? A firewall to keep people out of
your internal network? FreeBSD can easily turn that unused PC sitting in the corner
into an advanced router with sophisticated packet-filtering capabilities.

Embedded: FreeBSD makes an excellent platform to build embedded systems upon. With
support for the ARM®, MIPS® and PowerPC® platforms, coupled with a robust net-
work stack, cutting edge features and the permissive BSD license FreeBSD makes an
excellent foundation for building embedded routers, firewalls, and other devices.
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Desktop: FreeBSD makes a fine choice for an inexpensive desktop solution using the
freely available X11 server. FreeBSD offers a choice from many open-source desktop
environments, including the standard GNOME and KDE graphical user interfaces. Free-
BSD can even boot “diskless” from a central server, making individual workstations
even cheaper and easier to administer.

Software Development: The basic FreeBSD system comes with a full complement of de-
velopment tools including a full C/C++ compiler and debugger suite. Support for many
other languages are also available through the ports and packages collection.

FreeBSD is available to download free of charge, or can be obtained on either CD-ROM
or DVD. Please see Appendix A, Obtaining FreeBSD for more information about obtaining
FreeBSD.

1.2.2. Who Uses FreeBSD?

FreeBSD's advanced features, proven security, predictable release cycle, and permissive
license have led to its use as a platform for building many commercial and open source
appliances, devices, and products. Many of the world's largest IT companies use FreeBSD:

Apache - The Apache Software Foundation runs most of its public facing infrastructure,
including possibly one of the largest SVN repositories in the world with over 1.4 million
commits, on FreeBSD.

Apple - 0S X borrows heavily from FreeBSD for the network stack, virtual file system,
and many userland components. Apple iOS also contains elements borrowed from Free-
BSD.

Cisco - IronPort network security and anti-spam appliances run a modified FreeBSD
kernel.

Citrix - The NetScaler line of security appliances provide layer 4-7 load balancing, con-
tent caching, application firewall, secure VPN, and mobile cloud network access, along
with the power of a FreeBSD shell.

Dell KACE - The KACE system management appliances run FreeBSD because of its reli-
ability, scalability, and the community that supports its continued development.

Experts Exchange - All public facing web servers are powered by FreeBSD and they
make extensive use of jails to isolate development and testing environments without
the overhead of virtualization.

Isilon - Isilon's enterprise storage appliances are based on FreeBSD. The extremely lib-
eral FreeBSD license allowed Isilon to integrate their intellectual property throughout
the kernel and focus on building their product instead of an operating system.
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* iXsystems - The TrueNAS line of unified storage appliances is based on FreeBSD. In
addition to their commercial products, iXsystems also manages development of the
open source projects PC-BSD and FreeNAS.

* Juniper - The JunOS operating system that powers all Juniper networking gear (in-
cluding routers, switches, security, and networking appliances) is based on FreeBSD.
Juniper is one of many vendors that showcases the symbiotic relationship between the
project and vendors of commercial products. Improvements generated at Juniper are
upstreamed into FreeBSD to reduce the complexity of integrating new features from
FreeBSD back into JunOS in the future.

« McAfee - SecurOS, the basis of McAfee enterprise firewall products including
Sidewinder is based on FreeBSD.

+ NetApp - The Data ONTAP GX line of storage appliances are based on FreeBSD. In ad-
dition, NetApp has contributed back many features, including the new BSD licensed
hypervisor, bhyve.

+ Netflix - The OpenConnect appliance that Netflix uses to stream movies to its cus-
tomers is based on FreeBSD. Netflix has made extensive contributions to the codebase
and works to maintain a zero delta from mainline FreeBSD. Netflix OpenConnect ap-
pliances are responsible for delivering more than 32% of all Internet traffic in North
America.

+ Sandvine - Sandvine uses FreeBSD as the basis of their high performance realtime net-
work processing platforms that make up their intelligent network policy control prod-
ucts.

+ Sony - The PlayStation 4 gaming console runs a modified version of FreeBSD.

¢ Sophos - The Sophos Email Appliance product is based on a hardened FreeBSD and
scans inbound mail for spam and viruses, while also monitoring outbound mail for mal-
ware as well as the accidental loss of sensitive information.

+ Spectra Logic - The nTier line of archive grade storage appliances run FreeBSD and
OpenZFS.

+ The Weather Channel - The IntelliStar appliance that is installed at each local cable
providers headend and is responsible for injecting local weather forecasts into the ca-
ble TV network's programming runs FreeBSD.

* Verisign - Verisign is responsible for operating the .com and .net root domain registries
as well as the accompanying DNS infrastructure. They rely on a number of different
network operating systems including FreeBSD to ensure there is no common point of
failure in their infrastructure.

« Voxer - Voxer powers their mobile voice messaging platform with ZFS on FreeBSD.
Voxer switched from a Solaris derivative to FreeBSD because of its superior documen-
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tation, larger and more active community, and more developer friendly environment.
In addition to critical features like ZFS and DTrace, FreeBSD also offers TRIM support
for ZFS.

+ WhatsApp - When WhatsApp needed a platform that would be able to handle more
than 1 million concurrent TCP connections per server, they chose FreeBSD. They then
proceeded to scale past 2.5 million connections per server.

« Wheel Systems - The FUDO security appliance allows enterprises to monitor, control,
record, and audit contractors and administrators who work on their systems. Based on
all of the best security features of FreeBSD including ZFS, GELI, Capsicum, HAST, and
auditdistd.

FreeBSD has also spawned a number of related open source projects:

+ BSD Router - A FreeBSD based replacement for large enterprise routers designed to
run on standard PC hardware.

« FreeNAS - A customized FreeBSD designed to be used as a network file server appliance.
Provides a python based web interface to simplify the management of both the UFS
and ZFS file systems. Includes support for NFS, SMB/CIFS, AFP, FTP, and iSCSI. Includes
an extensible plugin system based on FreeBSD jails.

¢ GhostBSD - A desktop oriented distribution of FreeBSD bundled with the Gnome desk-
top environment.

« mfsBSD - A toolkit for building a FreeBSD system image that runs entirely from mem-
ory.

+ NAS4Free - A file server distribution based on FreeBSD with a PHP powered web inter-
face.

« PC-BSD - A customized version of FreeBSD geared towards desktop users with graphical
utilities to exposing the power of FreeBSD to all users. Designed to ease the transition
of Windows and OS X users.

+ pfSense - A firewall distribution based on FreeBSD with a huge array of features and
extensive IPv6 support.

« monowall - A stripped down version of FreeBSD bundled with a web server and PHP.
Designed as an embedded firewall appliance with a footprint of less than 12 MB.

* ZRouter - An open source alternative firmware for embedded devices based on Free-
BSD. Designed to replace the proprietary firmware on off-the-shelf routers.

FreeBSD is also used to power some of the biggest sites on the Internet, including:

+ Yahoo!
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*+ Yandex

+ Rambler

+ Sina

+ Pair Networks

* Sony Japan

* Netcraft

* Netflix

* NetEase

+ Weathernews

« TELEHOUSE America

and many more. Wikipedia also maintains a list of products based on FreeBSD.

1.3. About the FreeBSD Project

The following section provides some background information on the project, including a
brief history, project goals, and the development model of the project.

1.3.1. A Brief History of FreeBSD

The FreeBSD Project had its genesis in the early part of 1993, partially as an outgrowth
of the Unofficial 386BSDPatchkit by the patchkit's last 3 coordinators: Nate Williams, Rod
Grimes and Jordan Hubbard.

The original goal was to produce an intermediate snapshot of 386BSD in order to fix a
number of problems with it that the patchkit mechanism just was not capable of solving.
The early working title for the project was 386BSD 0.5 or 386BSD Interim in reference of
that fact.

386BSD was Bill Jolitz's operating system, which had been up to that point suffering rather
severely from almost a year's worth of neglect. As the patchkit swelled ever more un-
comfortably with each passing day, they decided to assist Bill by providing this interim
“cleanup” snapshot. Those plans came to a rude halt when Bill Jolitz suddenly decided
to withdraw his sanction from the project without any clear indication of what would be
done instead.

The trio thought that the goal remained worthwhile, even without Bill's support, and so
they adopted the name "FreeBSD" coined by David Greenman. The initial objectives were
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set after consulting with the system's current users and, once it became clear that the
project was on the road to perhaps even becoming a reality, Jordan contacted Walnut
Creek CDROM with an eye toward improving FreeBSD's distribution channels for those
many unfortunates without easy access to the Internet. Walnut Creek CDROM not only
supported the idea of distributing FreeBSD on CD but also went so far as to provide the
project with a machine to work on and a fast Internet connection. Without Walnut Creek
CDROM's almost unprecedented degree of faith in what was, at the time, a completely
unknown project, it is quite unlikely that FreeBSD would have gotten as far, as fast, as it
has today.

The first CD-ROM (and general net-wide) distribution was FreeBSD 1.0, released in De-
cember of 1993. This was based on the 4.3BSD-Lite (“Net/2”) tape from U.C. Berkeley, with
many components also provided by 386BSD and the Free Software Foundation. It was a
fairly reasonable success for a first offering, and they followed it with the highly success-
ful FreeBSD 1.1 release in May of 1994.

Around this time, some rather unexpected storm clouds formed on the horizon as Novell
and U.C. Berkeley settled their long-running lawsuit over the legal status of the Berkeley
Net/2 tape. A condition of that settlement was U.C. Berkeley's concession that large parts
of Net/2 were “encumbered” code and the property of Novell, who had in turn acquired
it from AT&T some time previously. What Berkeley got in return was Novell's “blessing”
that the 4.4BSD-Lite release, when it was finally released, would be declared unencum-
bered and all existing Net/2 users would be strongly encouraged to switch. This included
FreeBSD, and the project was given until the end of July 1994 to stop shipping its own
Net/2 based product. Under the terms of that agreement, the project was allowed one last
release before the deadline, that release being FreeBSD 1.1.5.1.

FreeBSD then set about the arduous task of literally re-inventing itself from a completely
new and rather incomplete set of 4.4BSD-Lite bits. The “Lite” releases were light in part
because Berkeley's CSRG had removed large chunks of code required for actually con-
structing a bootable running system (due to various legal requirements) and the fact that
the Intel port of 4.4 was highly incomplete. It took the project until November of 1994 to
make this transition, and in December it released FreeBSD 2.0 to the world. Despite being
still more than a little rough around the edges, the release was a significant success and
was followed by the more robust and easier to install FreeBSD 2.0.5 release in June of 1995.

Since that time, FreeBSD has made a series of releases each time improving the stability,
speed, and feature set of the previous version.

For now, long-term development projects continue to take place in the 10.X-CURRENT
(trunk) branch, and snapshot releases of 10.X are continually made available from the
snapshot server as work progresses.

1.3.2. FreeBSD Project Goals
Contributed by Jordan Hubbard.
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The goals of the FreeBSD Project are to provide software that may be used for any purpose
and without strings attached. Many of us have a significant investment in the code (and
project) and would certainly not mind a little financial compensation now and then, but
we are definitely not prepared to insist on it. We believe that our first and foremost “mis-
sion” is to provide code to any and all comers, and for whatever purpose, so that the code
gets the widest possible use and provides the widest possible benefit. This is, I believe, one
of the most fundamental goals of Free Software and one that we enthusiastically support.

That code in our source tree which falls under the GNU General Public License (GPL) or
Library General Public License (LGPL) comes with slightly more strings attached, though
at least on the side of enforced access rather than the usual opposite. Due to the addition-
al complexities that can evolve in the commercial use of GPL software we do, however,
prefer software submitted under the more relaxed BSD copyright when it is a reasonable
option to do so.

1.3.3. The FreeBSD Development Model

Contributed by Satoshi Asami.

The development of FreeBSD is a very open and flexible process, being literally built from
the contributions of thousands of people around the world, as can be seen from our list
of contributors. FreeBSD's development infrastructure allow these thousands of contrib-
utors to collaborate over the Internet. We are constantly on the lookout for new devel-
opers and ideas, and those interested in becoming more closely involved with the project
need simply contact us at the FreeBSD technical discussions mailing list. The FreeBSD an-
nouncements mailing list is also available to those wishing to make other FreeBSD users
aware of major areas of work.

Useful things to know about the FreeBSD Project and its development process, whether
working independently or in close cooperation:

The SVN repositories

For several years, the central source tree for FreeBSD was maintained by CVS
(Concurrent Versions System), a freely available source code control tool. In June
2008, the Project switched to using SVN (Subversion). The switch was deemed nec-
essary, as the technical limitations imposed by CVS were becoming obvious due to
the rapid expansion of the source tree and the amount of history already stored.
The Documentation Project and Ports Collection repositories also moved from CVS to
SVN in May 2012 and July 2012, respectively. Please refer to the Synchronizing your
source tree section for more information on obtaining the FreeBSD src/ repository
and Using the Ports Collection for details on obtaining the FreeBSD Ports Collection.

The committers list
The committers are the people who have write access to the Subversion tree, and
are authorized to make modifications to the FreeBSD source (the term “committer”
comes from the source control commit command, which is used to bring new changes
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into the repository). The best way of making submissions for review is to use the
send-pr(1) command, which is included in releases prior to FreeBSD 10.1, or submit
issues using the problem report form. If a problem report has not received any at-
tention, please engage the community mailing lists.

The FreeBSD core team

The FreeBSD core team would be equivalent to the board of directors if the Free-
BSD Project were a company. The primary task of the core team is to make sure the
project, as a whole, is in good shape and is heading in the right directions. Inviting
dedicated and responsible developers to join our group of committers is one of the
functions of the core team, as is the recruitment of new core team members as others
move on. The current core team was elected from a pool of committer candidates in
July 2014. Elections are held every 2 years.

Note

@ Like most developers, most members of the core team are also
volunteers when it comes to FreeBSD development and do not
benefit from the project financially, so “commitment” should
also not be misconstrued as meaning “guaranteed support.”
The “board of directors” analogy above is not very accurate,
and it may be more suitable to say that these are the people
who gave up their lives in favor of FreeBSD against their better
judgement!

Outside contributors
Last, but definitely not least, the largest group of developers are the users themselves
who provide feedback and bug fixes to us on an almost constant basis. The prima-
ry way of keeping in touch with FreeBSD's more non-centralized development is to
subscribe to the FreeBSD technical discussions mailing list where such things are
discussed. See Appendix C, Resources on the Internet for more information about the
various FreeBSD mailing lists.

The FreeBSD Contributors List is a long and growing one, so why not join it by con-
tributing something back to FreeBSD today?

Providing code is not the only way of contributing to the project; for a more complete
list of things that need doing, please refer to the FreeBSD Project web site.

In summary, our development model is organized as a loose set of concentric circles. The
centralized model is designed for the convenience of the users of FreeBSD, who are pro-
vided with an easy way of tracking one central code base, not to keep potential contrib-
utors out! Our desire is to present a stable operating system with a large set of coherent
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application programs that the users can easily install and use — this model works very
well in accomplishing that.

All we ask of those who would join us as FreeBSD developers is some of the same dedica-
tion its current people have to its continued success!

1.3.4. Third Party Programs

In addition to the base distributions, FreeBSD offers a ported software collection with
thousands of commonly sought-after programs. At the time of this writing, there were
over 24,000 ports! The list of ports ranges from http servers, to games, languages, editors,
and almost everything in between. The entire Ports Collection requires approximately
500 MB. To compile a port, you simply change to the directory of the program you wish
to install, type make install, and let the system do the rest. The full original distribution
for each port you build is retrieved dynamically so you need only enough disk space to
build the ports you want. Almost every port is also provided as a pre-compiled “package”,
which can be installed with a simple command (pkg install) by those who do not wish
to compile their own ports from source. More information on packages and ports can be
found in Chapter 5, Installing Applications: Packages and Ports.

1.3.5. Additional Documentation

All recent FreeBSD versions provide an option in the installer (either sysinstall(8) or bs-
dinstall(8)) to install additional documentation under /usr/local/share/doc/freebsd
during the initial system setup. Documentation may also be installed at any later time
using packages as described in Section 24.3.2, “Updating Documentation from Ports”. You
may view the locally installed manuals with any HTML capable browser using the follow-
ing URLs:

The FreeBSD Handbook
/usr/local/share/doc/freebsd/handbook/index.html

The FreeBSD FAQ
/usr/local/share/doc/freebsd/faq/index.html

You can also view the master (and most frequently updated) copies at http://
www . FreeBSD.org/ .
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Chapter 2. Installing
FreeBSD 9.X and Later

Restructured, reorganized, and parts rewritten by Jim Mock.
Updated for bsdinstall by Gavin Atkinson and Warren Block.
Updated for root-on-ZFS by Allan Jude.

2.1. Synopsis

Beginning with FreeBSD 9.0-RELEASE, FreeBSD provides an easy to use, text-based instal-
lation program named bsdinstall. This chapter describes how to install FreeBSD using bs-
dinstall. The use of sysinstall, which is the installation program used by FreeBSD 8., is
covered in Chapter 3, Installing FreeBSD 8.X.

In general, the installation instructions in this chapter are written for the i386™ and
AMD64 architectures. Where applicable, instructions specific to other platforms will be
listed. There may be minor differences between the installer and what is shown here, so
use this chapter as a general guide rather than as a set of literal instructions.

Note

@ Users who prefer to install FreeBSD using a graphical installer may
be interested in pc-sysinstall, the installer used by the PC-BSD
Project. It can be used to install either a graphical desktop (PC-
BSD) or a command line version of FreeBSD. Refer to the PC-BSD
Users Handbook for details (http://wiki.pcbsd.org/index.php/PC-
BSD%C2%AE_Users_Handbook/10.1).

After reading this chapter, you will know:

¢ The minimum hardware requirements and FreeBSD supported architectures.
+ How to create the FreeBSD installation media.

* How to start bsdinstall.

+ The questions bsdinstall will ask, what they mean, and how to answer them.

« How to troubleshoot a failed installation.
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+ How to access a live version of FreeBSD before committing to an installation.
Before reading this chapter, you should:

+ Read the supported hardware list that shipped with the version of FreeBSD to be in-
stalled and verify that the system's hardware is supported.

2.2. Minimum Hardware Requirements

The hardware requirements to install FreeBSD vary by the FreeBSD version and the
hardware architecture. Hardware architectures and devices supported by a FreeBSD re-
lease are listed in the Hardware Notes file. Usually named HARDWARE.TXT , the file is
located in the root directory of the release media. Copies of the supported hardware
list are also available on the Release Information page of the FreeBSD web site (http://
www.FreeBSD.org/releases/index.html).

A FreeBSD installation will require at least 64 MB of RAM and 1.5 GB of free hard drive
space for the most minimal installation. However, that is a very minimal install, leaving
almost no free space. A more realistic minimum is 4 GB without a graphical environment,
and 8 GB or more if a graphical user interface will be used. Third-party application soft-
ware requires more space. It is recommended to increase RAM and hard drive space to
meet the needs of the applications that will be used and the amount of data that will be
stored.

The processor requirements for each architecture can be summarized as follows:

amd64
There are two classes of processors capable of running amdé4. The first are AMD64
processors, including the AMD Athlon™64 and AMD Opteron™ processors.

The second class of processors includes those using the Intel® EM64T architecture.
Examples of these processors include all multi-core Intel® Xeon™ processors except
Sossaman, the single-core Intel® Xeon™ processors Nocona, Irwindale, Potomac,
and Cranford, the Intel® Core™ 2 (not Core Duo) and later processors, all Intel® Pen-
tium® D processors, the Intel® Pentium® 4s and Celeron Ds using the Cedar Mill
core, and some Intel® Pentium® 4s and Celeron Ds using the Prescott core.

Both Uniprocessor (UP) and Symmetric Multi-processor (SMP) configurations are
supported.

i386
Almost all i386-compatible processors with a floating point unit are supported. All
Intel® processors 486 or higher are supported.

FreeBSD will take advantage of Physical Address Extensions (PAE) support on CPUs
that support this feature. A kernel with the PAE feature enabled will detect memory
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above 4 GB and allow it to be used by the system. This feature places constraints on
the device drivers and other features of FreeBSD which may be used; refer to pae(4)
for details.

ia64
Currently supported processors are the Itanium® and the Itanium® 2. Supported
chipsets include the HP zx1, Intel® 460GX, and Intel® E8870. Both Uniprocessor (UP)
and Symmetric Multi-processor (SMP) configurations are supported.

pco8
NEC PC-9801/9821 series with almost all i386-compatible processors, including
80486, Pentium®, Pentium® Pro, and Pentium® 11, are all supported. All i386-
compatible processors by AMD, Cyrix, IBM, and IDT are also supported. EPSON
PC-386/486/586 series, which are compatible with NEC PC-9801 series, are support-
ed. The NEC FC-9801/9821 and NEC SV-98 series should be supported.

High-resolution mode is not supported. NEC PC-98XA/XL/RL/XLA2, and NEC PC-
H98 series are supported in normal (PC-9801 compatible) mode only. The SMP-relat-
ed features of FreeBSD are not supported. The New Extend Standard Architecture
(NESA) bus used in the PC-H98, SV-H98, and FC-H98 series, is not supported.

powerpc
All New World ROM Apple® Mac® systems with built-in USB are supported. SMP is
supported on machines with multiple CPUs.

A 32-bit kernel can only use the first 2 GB of RAM.

sparc64
Systems supported by FreeBSD/sparc64 are listed at the FreeBSD/sparc64 Project
(http://www.freebsd.org/platforms/sparc.html).

SMP is supported on all systems with more than 1 processor. A dedicated disk is re-
quired as it is not possible to share a disk with another operating system at this time.

2.3. Pre-Installation Tasks

Once it has been determined that the system meets the minimum hardware requirements
for installing FreeBSD, the installation file should be downloaded and the installation me-
dia prepared. Before doing this, check that the system is ready for an installation by ver-
ifying the items in this checklist:

1. Back Up Important Data

Before installing any operating system, always backup all important data first. Do not
store the backup on the system being installed. Instead, save the data to a removable
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disk such as a USB drive, another system on the network, or an online backup service.
Test the backup before starting the installation to make sure it contains all of the
needed files. Once the installer formats the system's disk, all data stored on that disk
will be lost.

Decide Where to Install FreeBSD

If FreeBSD will be the only operating system installed, this step can be skipped. But
if FreeBSD will share the disk with another operating system, decide which disk or
partition will be used for FreeBSD.

In the 1386 and amdé4 architectures, disks can be divided into multiple partitions
using one of two partitioning schemes. A traditional Master Boot Record (MBR) holds a
partition table defining up to four primary partitions. For historical reasons, FreeBSD
calls these primary partition slices. One of these primary partitions can be made in-
to an extended partition containing multiple logical partitions. The GUID Partition Table
(GPT) is a newer and simpler method of partitioning a disk. Common GPT implemen-
tations allow up to 128 partitions per disk, eliminating the need for logical partitions.

Warning
O Some older operating systems, like Windows® XP, are not

compatible with the GPT partition scheme. If FreeBSD will be
sharing a disk with such an operating system, MBR partition-
ing is required.

The FreeBSD boot loader requires either a primary or GPT partition. If all of the pri-
mary or GPT partitions are already in use, one must be freed for FreeBSD. To create
a partition without deleting existing data, use a partition resizing tool to shrink an
existing partition and create a new partition using the freed space.

A variety of free and commercial partition resizing tools are listed at http://
en.wikipedia.org/wiki/List_of_disk_partitioning software. GParted Live (http://
gparted.sourceforge.net/livecd.php) is a free live CD which includes the GParted par-
tition editor. GParted is also included with many other Linux live CD distributions.

Warning
O When used properly, disk shrinking utilities can safely create

space for creating a new partition. Since the possibility of se-
lecting the wrong partition exists, always backup any impor-



http://en.wikipedia.org/wiki/List_of_disk_partitioning_software
http://en.wikipedia.org/wiki/List_of_disk_partitioning_software
http://gparted.sourceforge.net/livecd.php
http://gparted.sourceforge.net/livecd.php

Chapter 2. Installing FreeBSD 9.X and Later

tant data and verify the integrity of the backup before modi-
fying disk partitions.

Disk partitions containing different operating systems make it possible to install
multiple operating systems on one computer. An alternative is to use virtualization
(Chapter 22, Virtualization) which allows multiple operating systems to run at the
same time without modifying any disk partitions.

3. Collect Network Information

Some FreeBSD installation methods require a network connection in order to down-
load the installation files. After any installation, the installer will offer to setup the
system's network interfaces.

If the network has a DHCP server, it can be used to provide automatic network con-
figuration. If DHCP is not available, the following network information for the system
must be obtained from the local network administrator or Internet service provider:

1. IP address

2. Subnet mask

3. IP address of default gateway

4, Domain name of the network

5. IP addresses of the network's DNS servers
4,  Check for FreeBSD Errata

Although the FreeBSD Project strives to ensure that each release of FreeBSD is
as stable as possible, bugs occasionally creep into the process. On very rare oc-
casions those bugs affect the installation process. As these problems are discov-
ered and fixed, they are noted in the FreeBSD Errata (http://www.freebsd.org/
releases/10.0R/errata.html) on the FreeBSD web site. Check the errata before in-
stalling to make sure that there are no problems that might affect the installation.

Information and errata for all the releases can be found on the release information
section of the FreeBSD web site (http://www.freebsd.org/releases/index.html).

2.3.1. Prepare the Installation Media

The FreeBSD installer is not an application that can be run from within another operating
system. Instead, download a FreeBSD installation file, burn it to the media associated with
its file type and size (CD, DVD, or USB), and boot the system to install from the inserted
media.
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FreeBSD installation files are available at www.freebsd.org/where.html#download. Each
installation file's name includes the release version of FreeBSD, the architecture, and the
type of file. For example, to install FreeBSD 10.0 on an amdé4 system from a DVD, down-
load FreeBSD-10.0-RELEASE-amd64-dvdl.iso , burn this file to a DVD, and boot the sys-
tem with the DVD inserted.

Several file types are available, though not all file types are available for all architectures.
The possible file types are:

¢ -bootonly.iso : This is the smallest installation file as it only contains the installer. A
working Internet connection is required during installation as the installer will down-
load the files it needs to complete the FreeBSD installation. This file should be burned
to a CD using a CD burning application.

+ -discl.iso : This file contains all of the files needed to install FreeBSD, its source, and
the Ports Collection. It should be burned to a CD using a CD burning application.

+ -dvdl.iso: This file contains all of the files needed to install FreeBSD, its source, and
the Ports Collection. It also contains a set of popular binary packages for installing a
window manager and some applications so that a complete system can be installed
from media without requiring a connection to the Internet. This file should be burned
to a DVD using a DVD burning application.

+ -memstick.img : This file contains all of the files needed to install FreeBSD, its source,
and the Ports Collection. It should be burned to a USB stick using the instructions below.

Also download CHECKSUM.SHA256 from the same directory as the image file and use it
to check the image file's integrity by calculating a checksum. FreeBSD provides sha256(1)
for this, while other operating systems have similar programs. Compare the calculated
checksum with the one shown in CHECKSUM. SHA256 . The checksums must match exactly.
If the checksums do not match, the file is corrupt and should be downloaded again.

2.3.1.1. Writing an Image File to USB

The *.img file is an image of the complete contents of a memory stick. It cannot be copied
to the target device as a file. Several applications are available for writing the *.img to a
USB stick. This section describes two of these utilities.

Important
A Before proceeding, back up any important data on the USB stick.
This procedure will erase the existing data on the stick.
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Procedure 2.1. Using dd to Write the Image

Warning
O This example uses /dev/da0 as the target device where the image

will be written. Be very careful that the correct device is used as this
command will destroy the existing data on the specified target de-
vice.

+  The dd(1) command-line utility is available on BSD, Linux®, and Mac OS® systems.
To burn the image using dd, insert the USB stick and determine its device name.
Then, specify the name of the downloaded installation file and the device name for
the USB stick. This example burns the amdé4 installation image to the first USB de-
vice on an existing FreeBSD system.

# dd if=FreeBSD-10.0-RELEASE-amd64-memstick.img  of=/dev/da® bs=64k

If this command fails, verify that the USB stick is not mounted and that the device
name is for the disk, not a partition. Some operating systems might require this com-
mand to be run with sudo(8). Systems like Linux® might buffer writes. To force all
writes to complete, use sync(8).

Procedure 2.2. Using Windows® to Write the Image

Warning
O Be sure to give the correct drive letter as the existing data on the

specified drive will be overwritten and destroyed.

1. Obtaining Image Writer for Windows®

Image Writer for Windows® is a free application that can correctly write an im-
age file to a memory stick. Download it from https://launchpad.net/win32-im-
age-writer/ and extract it into a folder.

2. Writing the Image with Image Writer

Double-click the Win32Diskimager icon to start the program. Verify that the drive
letter shown under Device is the drive with the memory stick. Click the folder icon
and select the image to be written to the memory stick. Click [ Save ] to accept the
image file name. Verify that everything is correct, and that no folders on the memory
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stick are open in other windows. When everything is ready, click [ Write ] to write
the image file to the memory stick.

You are now ready to start installing FreeBSD.

2.4. Starting the Installation

Important
A By default, the installation will not make any changes to the disk(s)
before the following message:

Your changes will now be written to disk. If you
have chosen to overwrite existing data, it will
be PERMANENTLY ERASED. Are you sure you want to
commit your changes?

The install can be exited at any time prior to this warning. If there
is a concern that something is incorrectly configured, just turn the
computer off before this point and no changes will be made to the
system's disks.

This section describes how to boot the system from the installation media which was pre-
pared using the instructions in Section 2.3.1, “Prepare the Installation Media”. When us-
ing a bootable USB stick, plug in the USB stick before turning on the computer. When
booting from CD or DVD, turn on the computer and insert the media at the first oppor-
tunity. How to configure the system to boot from the inserted media depends upon the
architecture.

2.4.1. Booting on i386™ and amd64

These architectures provide a BIOS menu for selecting the boot device. Depending upon
the installation media being used, select the CD/DVD or USB device as the first boot de-
vice. Most systems also provide a key for selecting the boot device during startup without
having to enter the BIOS. Typically, the key is either F10, F11, F12, or Escape.

If the computer loads the existing operating system instead of the FreeBSD installer, then
either:

1. The installation media was not inserted early enough in the boot process. Leave the
media inserted and try restarting the computer.

2. The BIOS changes were incorrect or not saved. Double-check that the right boot device
is selected as the first boot device.
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3. This system is too old to support booting from the chosen media. In this case, the Plop
Boot Manager (http://www.plop.at/en/bootmanager.html) can be used to boot the
system from the selected media.

2.4.2. Booting on PowerPC®

On most machines, holding C on the keyboard during boot will boot from the CD. Other-
wise, hold Command+Option+O+F, or Windows+Alt+O+F on non-Apple® keyboards. At the
0 > prompt, enter

boot cd:,\ppc\loader cd:0

2.4.3. Booting on SPARC64®

Most SPARC64® systems are set up to boot automatically from disk. To install FreeBSD
from a CD requires a break into the PROM.

To do this, reboot the system and wait until the boot message appears. The message de-
pends on the model, but should look something like this:

Sun Blade 100 (UltraSPARC-IIe), Keyboard Present

Copyright 1998-2001 Sun Microsystems, Inc. All rights reserved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.
Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

If the system proceeds to boot from disk at this point, press L1+A or Stop+A on the key-
board, or send a BREAK over the serial console. When using tip or cu, ~# will issue a BREAK.
The PROM prompt will be ok on systems with one CPU and ok {0} on SMP systems,
where the digit indicates the number of the active CPU.

At this point, place the CD into the drive and type boot cdrom from the PROM prompt.
2.4.4. FreeBSD Boot Menu

Once the system boots from the installation media, a menu similar to the following will
be displayed:
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FreeBSD Boot Menu

elcome to FreeB3D

. Boot Multi User [Enter]
. Boot Single User

. Escape to loader prompt
. Reboot

Options:
5. Configure Boot Options...

Figure 2.1. FreeBSD Boot Loader Menu

By default, the menu will wait ten seconds for user input before booting into the FreeBSD
installer or, if FreeBSD is already installed, before booting into FreeBSD. To pause the
boot timer in order to review the selections, press Space. To select an option, press its
highlighted number, character, or key. The following options are available.

+ Boot Multi User: This will continue the FreeBSD boot process. If the boot timer has
been paused, press 1, upper- or lower-case B, or Enter.,

+ Boot Single User: This mode can be used to fix an existing FreeBSD installation as
described in Section 13.2.4.1, “Single-User Mode”. Press 2 or the upper- or lower-case
S to enter this mode.

* Escape to loader prompt : This will boot the system into a repair prompt that contains
a limited number of low-level commands. This prompt is described in Section 13.2.3,
“Stage Three”. Press 3 or Esc to boot into this prompt.

* Reboot: Reboots the system.

« Configure Boot Options:Opens the menu shown in, and described under, Figure 2.2,
“FreeBSD Boot Options Menu”.
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elcome to FreeBSD

. Back to Main Menu [Backspacel
. Load System Defaults

oot Options:

. ACPI Support
. Safe Mode...
. Single User.
. Verbose

Figure 2.2. FreeBSD Boot Options Menu

The boot options menu is divided into two sections. The first section can be used to either
return to the main boot menu or to reset any toggled options back to their defaults.

The next section is used to toggle the available options to On or 0ff by pressing the
option's highlighted number or character. The system will always boot using the settings
for these options until they are modified. Several options can be toggled using this menu:

+ ACPI Support: If the system hangs during boot, try toggling this option to 0ff.

+ Safe Mode: If the system still hangs during boot even with ACPI Support set to 0ff,
try setting this option to On.

+ Single User: Toggle this option to On to fix an existing FreeBSD installation as de-
scribed in Section 13.2.4.1, “Single-User Mode”. Once the problem is fixed, set it back
to Off.

* Verbose: Toggle this option to On to see more detailed messages during the boot
process. This can be useful when troubleshooting a piece of hardware.

After making the needed selections, press 1 or Backspace to return to the main boot menu,
then press Enter to continue booting into FreeBSD. A series of boot messages will appear
as FreeBSD carries out its hardware device probes and loads the installation program.
Once the boot is complete, the welcome menu shown in Figure 2.3, “Welcome Menu” will
be displayed.
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FreeBSD Installer

Welcome
Welcome to FreeB3D?! Would you
like to begin an installation
or use the live CD7?

RITESTIRE < Shell > <Live CD>

Figure 2.3. Welcome Menu

Press Enter to select the default of [ Install ] to enter the installer. The rest of this chapter
describes how to use this installer. Otherwise, use the right or left arrows or the colorized
letter to select the desired menu item. The [ Shell ] can be used to access a FreeBSD shell in
order to use command line utilities to prepare the disks before installation. The [Live CD ]
option can be used to try out FreeBSD before installing it. The live version is described in
Section 2.10, “Using the Live CD”.

Tip

@ To review the boot messages, including the hardware device probe,
press the upper- or lower-case S and then Enter to access a shell.
At the shell prompt, type more /var/run/dmesg.boot and use the
space bar to scroll through the messages. When finished, type exit
to return to the welcome menu.

2.5. Using bsdinstall

This section shows the order of the bsdinstall menus and the type of information that will
be asked before the system is installed. Use the arrow keys to highlight a menu option,
then Space to select or deselect that menu item. When finished, press Enter to save the
selection and move onto the next screen.
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2.5.1. Selecting the Keymap Menu

Depending on the system console being used, bsdinstall may initially display the menu
shown in Figure 2.4, “Keymap Selection”.

FreeBSD Installer

Keymap Selection
Would you like to set a
non—default key mapping
for your keyboard?

vEE < No >

Figure 2.4. Keymap Selection

To configure the keyboard layout, press Enter with [ YES ] selected, which will display the
menu shown in Figure 2.5, “Selecting Keyboard Menu”. To instead use the default layout,
use the arrow key to select [NO] and press Enter to skip this menu screen.

Keyboard Menu
Choose your keyboard language

Armenian phonetic layout

Belarusian Codepage 1131

Belarusian Codepage 1251

Belarusian IS0-8859-5

Belgian ISD-B8859-1

Belgian IS0-BB59-1 (accent keys)
Brazilian 2?5 Codepage B850

Brazilian 275 I130-8859-1

Brazilian 275 150-8859-1 (accent keys)

Bulgarian BDS

Bulgarian Phonetic

Central European I30-8359-2
Colemak ergonomic alternative
Croatian I30-8859-2

Czech I150-8859-2

& oo oo oo oo o oo oo oo oo oo oo oo oo = oo

{Cancel>

Figure 2.5. Selecting Keyboard Menu
When configuring the keyboard layout, use the up and down arrows to select the keymap

that most closely represents the mapping of the keyboard attached to the system. Press
Enter to save the selection.
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Note

Pressing Esc will exit this menu and use the default keymap. If the
choice of keymap is not clear, United States of America ISO-8859-1
is also a safe option.

In FreeBSD 10.0-RELEASE and later, this menu has been enhanced. The full selection of
keymaps is shown, with the default preselected. In addition, when selecting a different
keymap, a dialog is displayed that allows the user to try the keymap and ensure it is cor-
rect before proceeding.

FreeBSD Installer

Keymap Selection
The system console driver for FreeBSD defaults to standard "US™
keyboard map. Other keymaps can be chosen below.

>> Continue with default keymap

>- Test default keymap
) Armenian phonetic layout

Belarusian Codepage 1131
Belarusian Codepage 1251
Belarusian I50-8859-5
Belgian IS0-8859-1
Belgian I50-B8859-1 (accent keys)
Brazilian 275 Codepage 850
Brazilian 275 I30-8859-1
Brazilian 275 I50-8859-1 (accent keys)
Bulgarian BDS

<ielect > <Cancel>

[Press arrows, TAB or ENTER]

Figure 2.6. Enhanced Keymap Menu

2.5.2. Setting the Hostname

The next bsdinstall menu is used to set the hostname for the newly installed system.
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FreeBSD Installer

S5et Hostname
Please choose a hostname for this machine.

If you are running on a managed network, please
ask your network administrator for an appropriate
name .

imachined.example.conf]
+

Figure 2.7. Setting the Hostname

Type in a hostname that is unique for the network. It should be a fully-qualified hostname,
such as machine3.example. com

2.5.3. Selecting Components to Install

Next, bsdinstall will prompt to select optional components to install.

FreeBSD Installer

Distribution Select
Choose optional system components to install:

[ IRioc| Additional documentation

i

i [%]1 games Games (fortune, etc.)

i [%1 1ib32 3Z2-bit compatibility libraries
I [#]1 ports Ports tree
i
+

[ 1 src System source code

Figure 2.8. Selecting Components to Install

Deciding which components to install will depend largely on the intended use of the sys-
tem and the amount of disk space available. The FreeBSD kernel and userland, collectively
known as the base system, are always installed. Depending on the architecture, some of
these components may not appear:
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2.

doc - Additional documentation, mostly of historical interest, to install into /usr/
share/doc . The documentation provided by the FreeBSD Documentation Project may
be installed later using the instructions in Section 24.3, “Updating the Documentation
Set”.

games - Several traditional BSD games, including fortune, rot13, and others.

11b32 - Compatibility libraries for running 32-bit applications on a 64-bit version of
FreeBSD.

ports - The FreeBSD Ports Collection is a collection of files which automates the down-
loading, compiling and installation of third-party software packages. Chapter 5, In-
stalling Applications: Packages and Ports discusses how to use the Ports Collection.

Warning
O The installation program does not check for adequate disk space.
Select this option only if sufficient hard disk space is available.

The FreeBSD Ports Collection takes up about 500 MB of disk space.

src - The complete FreeBSD source code for both the kernel and the userland. Although
not required for the majority of applications, it may be required to build device drivers,
kernel modules, or some applications from the Ports Collection. It is also used for de-
veloping FreeBSD itself. The full source tree requires 1 GB of disk space and recompiling
the entire FreeBSD system requires an additional 5 GB of space.

5.4. Installing from the Network

The menu shown in Figure 2.9, “Installing from the Network” only appears when in-
stalling from a -bootonly.iso CD as this installation media does not hold copies of the
installation files. Since the installation files must be retrieved over a network connection,

th
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FreeBSD Installer

Network Installation
No installation files were found on
the boot wvolume. The next few screens
will allow you to configure
networking so that they can be
downloaded from the Intermet.

+
'
i
i
'
i
'
i
'
i

+
'
i

+

Figure 2.9. Installing from the Network

To configure the network connection, press Enter and follow the instructions in Sec-
tion 2.8.2, “Configuring Network Interfaces”. Once the interface is configured, select a
mirror site that is located in the same region of the world as the computer on which Free-
BSD is being installed. Files can be retrieved more quickly when the mirror is close to the
target computer, reducing installation time.

Mirror Selection +
Flease select the site closest to you or “other” if you’d like |
to specify a different choice. Also note that not every site i
listed here carries more than the base distribution kits. Only |
Primary sites are guaranteed to carry the full range of
possible distributions. Select a site that's close!
H
: :
i ftp:rsrssnapshots. jp.frecbsd . org  Snapshots Server Japan i
i fip:sssnapshots.se. freebsd.ory  Snapshots Server Sweden i
i ftp:r-ftp.freebsd.org IPvb Main Site
i ftp: /ftp3.ie.freebsd.ory IPuvb Ireland
i ftp:rsftp.il . freebsd.org IPvb Israel
i ftp:r ftpZ. jp.freebsd.org IPvb Japan
i ftp:ssftpd.se.freebsd.ory IPvb Sweden
i ftp: sftp4.us.freebsd.ory IPuvb USA
i ftp: s ftpZ . tr . freebsd.oryg IPuE6 Turkey
i ftp:r - ftpl.freebsd.ory Primary
+ (ed i
i
H
+
<Other > <Cancel> i
+

Figure 2.10. Choosing a Mirror

Installation will then continue as if the installation files were located on the local instal-
lation media.
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2.6. Allocating Disk Space

The next menu is used to determine the method for allocating disk space. The options
available in the menu depend upon the version of FreeBSD being installed.

FreeBSD Installer

Partitioning
Would you like to use the guided
partitioning tool (recommended for
beginners) or to set up partitions
manually (experts)? You can also open a

shell and set up partitions entirely by
hand .

BEIHTETE  <Manuwal>  <Shell >

Figure 2.11. Partitioning Choices on FreeBSD 9.x

FreeBSD Installer

Partitioning
How would you like to partition your disk?

Partitioning Tool (Recommended for Beginners)

Manual Manually Configure Partitions (Expert)
Shell Open a shell and partition by hand
ZFS fiutomatic Root-on-ZFS (Experimental)

<Cancel>

Figure 2.12. Partitioning Choices on FreeBSD 10.x and Higher

Guided partitioning automatically sets up the disk partitions, Manual partitioning allows
advanced users to create customized partitions from menu options, and Shell opens a
shell prompt where advanced users can create customized partitions using command-line
utilities like gpart(8), fdisk(8), and bsdlabel(8). ZFS partitioning, only available in FreeBSD
10 and later, creates an optionally encrypted root-on-ZFS system with support for boot
environments.
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This section describes what to consider when laying out the disk partitions. It then
demonstrates how to use the different partitioning methods.

2.6.1. Designing the Partition Layout

When laying out file systems, remember that hard drives transfer data faster from the
outer tracks to the inner. Thus, smaller and heavier-accessed file systems should be closer
to the outside of the drive, while larger partitions like /usr should be placed toward the
inner parts of the disk. It is a good idea to create partitions in an order similar to: /, swap,
/var,and /usr.

The size of the /var partition reflects the intended machine's usage. This partition is
used to hold mailboxes, log files, and printer spools. Mailboxes and log files can grow to
unexpected sizes depending on the number of users and how long log files are kept. On
average, most users rarely need more than about a gigabyte of free disk space in /var.

Note

@ Sometimes, a lot of disk space is required in /var/tmp . When new
software is installed, the packaging tools extract a temporary copy
of the packages under /var/tmp . Large software packages, like Fire-
fox, OpenoOffice or LibreOffice may be tricky to install if there is not
enough disk space under /var/tmp.

The /usr partition holds many of the files which support the system, including the Free-
BSD Ports Collection and system source code. At least 2 gigabytes is recommended for
this partition.

When selecting partition sizes, keep the space requirements in mind. Running out of space
in one partition while barely using another can be a hassle.

As arule of thumb, the swap partition should be about double the size of physical memory
(RAM). Systems with minimal RAM may perform better with more swap. Configuring too
little swap can lead to inefficiencies in the VM page scanning code and might create issues
later if more memory is added.

On larger systems with multiple SCSI disks or multiple IDE disks operating on different
controllers, it is recommended that swap be configured on each drive, up to four drives.
The swap partitions should be approximately the same size. The kernel can handle arbi-
trary sizes but internal data structures scale to 4 times the largest swap partition. Keeping
the swap partitions near the same size will allow the kernel to optimally stripe swap space
across disks. Large swap sizes are fine, even if swap is not used much. It might be easier
to recover from a runaway program before being forced to reboot.
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By properly partitioning a system, fragmentation introduced in the smaller write heavy
partitions will not bleed over into the mostly read partitions. Keeping the write loaded
partitions closer to the disk's edge will increase 1/0 performance in the partitions where
it occurs the most. While 1/0 performance in the larger partitions may be needed, shift-
ing them more toward the edge of the disk will not lead to a significant performance im-
provement over moving /var to the edge.

2.6.2. Guided Partitioning

When this method is selected, a menu will display the available disk(s). If multiple disks
are connected, choose the one where FreeBSD is to be installed.

FreeBSD Installer

Partitioning
Select the disk on which to install FreeBSD.

da@@1Z GBE ATA Hard Disk <VBDX HARDDISK>

adal 10 6B ATA Hard Disk <UBOX HARDDISK>

<Cancel>

Figure 2.13. Selecting from Multiple Disks

Once the disk is selected, the next menu prompts to install to either the entire disk or to
create a partition using free space. If [ Entire Disk ] is chosen, a general partition layout
filling the whole disk is automatically created. Selecting [ Partition ] creates a partition
layout from the unused space on the disk.
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FreeBSD Installer

Partition
Would you like to use this entire disk
(ada®) for FreeB3D or partition it to
share it with other operating systems?
Using the entire disk will erase any

data currently stored there.

GEOEETNIRTE < Partition >

Figure 2.14. Selecting Entire Disk or Partition

After the partition layout has been created, review it to ensure it meets the needs of the
installation. Selecting [ Revert ] will reset the partitions to their original values and press-
ing [ Auto ] will recreate the automatic FreeBSD partitions. Partitions can also be man-
ually created, modified, or deleted. When the partitioning is correct, select [ Finish ] to
continue with the installation.

FreeBSD Installer

Partition Editor
Please review the disk setup. When complete, press
the Finish button.

12 GB GPT
adaGpl 64 kB freebsd-boot
ada@pz 11 6B freebsd-ufs
adaB@p3 627 MB freebsd-swap

<Delete> <Modify> <Revert> < Auto > <Finish>

Add a new partition

Figure 2.15. Review Created Partitions

2.6.3. Manual Partitioning

Selecting this method opens the partition editor:
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FreeBSD Installer

Partition Editor
Create partitions for FreeBSD. No changes will be
made until you select Finish.

12 GB

MagdTiA] <Delete> <Modify> <Revert?> < Auto > <Finish>

+
'
i
'
i
'
i
'
i
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i

+
i

+

Add a new partition

Figure 2.16. Manually Create Partitions

Highlight the installation drive (ada® in this example) and select [ Create ] to display a
menu of available partition schemes:

FreeBSD Installer

Partition Scheme
Select a partition scheme for this
volume :

APM Apple Partition Map

BSD BSD Labels

MER DDS Partitions

PC98 NEC PC9801 Partition Table
UTOCE  Sun UTOCE Partition Table

R SR R

+
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
i
'
i
'
i
'
i

+
'
i

+

<Cancel>

Bootable on most xB86 systems

Figure 2.17. Manually Create Partitions

GPT is usually the most appropriate choice for amdé4 computers. Older computers that
are not compatible with GPT should use MBR. The other partition schemes are generally
used for uncommon or older computers.

Table 2.1. Partitioning Schemes

Abbreviation Description

APM Apple Partition Map, used by PowerPC®.
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Abbreviation Description

BSD BSD label without an MBR, sometimes
called dangerously dedicated mode as non-
BSD disk utilities may not recognize it.

GPT GUID Partition Table (http://
en.wikipedia.org/wi-
ki/GUID_Partition_Table).

MBR Master Boot Record (http://
en.wikipedia.org/wi-
ki/Master_boot_record).

PC98 MBR variant used by NEC PC-98 computers
(http://en.wikipedia.org/wiki/Pc9801).

VTOC8 Volume Table Of Contents used by Sun
SPARC64 and UltraSPARC computers.

After the partitioning scheme has been selected and created, select [ Create ] again to
create the partitions.

FreeBSD Installer

Partition Editor
Create partitions for FreeBSD. No changes will be
made un fidd Partition +

adad| iType: ireebsd-ufs
iSize: 12GB
iMountpoint:
iLabel:

'
i
i
i
i
i
i
i
i +*
i
i
i
i
i
i
+*

< DK > {0ptions> <{Cancel >

<Delete> <Modify> <Revert> < Auto > <Finish> |

Filesystem type (e.g. freebsd-ufs, freebsd-swap)

Figure 2.18. Manually Create Partitions

A standard FreeBSD GPT installation uses at least three partitions:
+ freebsd-boot - Holds the FreeBSD boot code.

» freebsd-ufs - A FreeBSD UFS file system.

+ freebsd-swap - FreeBSD swap space.
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Manual Partitioning

Another partition type worth noting is freebsd-zfs, used for partitions that will contain
a FreeBSD ZFS file system (Chapter 20, The Z File System (ZFS)). Refer to gpart(8) for de-
scriptions of the available GPT partition types.

Multiple file system partitions can be created and some people prefer a traditional layout
with separate partitions for /, /var, /tmp, and /usr. See Example 2.1, “Creating Tradi-
tional Split File System Partitions” for an example.

The Size may be entered with common abbreviations: K for kilobytes, M for megabytes,
or G for gigabytes.

Tip

@ Proper sector alignment provides the best performance, and mak-
ing partition sizes even multiples of 4K-bytes helps to ensure align-
ment on drives with either 512-byte or 4K-byte sectors. Generally,
using partition sizes that are even multiples of 1M or 1G is the eas-
iest way to make sure every partition starts at an even multiple of
4K. There is one exception: the freebsd-boot partition should be no
larger than 512K due to current boot code limitations.

A Mountpoint is needed if the partition will contain a file system. If only a single UFS
partition will be created, the mountpoint should be /.

The Label is a name by which the partition will be known. Drive names or numbers can
change if the drive is connected to a different controller or port, but the partition label
does not change. Referring to labels instead of drive names and partition numbers in files
like /etc/fstab makes the system more tolerant to hardware changes. GPT labels appear
in /dev/gpt/ when a disk is attached. Other partitioning schemes have different label
capabilities and their labels appear in different directories in /dev/.

Tip

; Use a unique label on every partition to avoid conflicts from identi-
cal labels. A few letters from the computer's name, use, or location
can be added to the label. For instance, use labroot or rootfslab
for the UFS root partition on the computer named lab.
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Example 2.1. Creating Traditional Split File System
Partitions

For a traditional partition layout where the /, /var, /tmp, and /usr directories are
separate file systems on their own partitions, create a GPT partitioning scheme,
then create the partitions as shown. Partition sizes shown are typical for a 20G
target disk. If more space is available on the target disk, larger swap or /var par-
titions may be useful. Labels shown here are prefixed with ex for “example”, but
readers should use other unique label values as described above.

By default, FreeBSD's gptboot expects the first UFS partition to be the / partition.

Partition Type Size Mountpoint Label
freebsd-boot 512K
freebsd-ufs 2G / exrootfs
freebsd-swap 4G exswap
freebsd-ufs 26G /var exvarfs
freebsd-ufs 1G /tmp extmpfs
freebsd-ufs accept the default|/usr exusrfs
(remainder of the
disk)

After the custom partitions have been created, select [ Finish ] to continue with the in-
stallation.

2.6.4. Root-on-ZFS Automatic Partitioning

Support for automatic creation of root-on-ZFS installations was added in FreeBSD 10.0-
RELEASE. This partitioning mode only works with whole disks and will erase the contents
of the entire disk. The installer will automatically create partitions aligned to 4k bound-
aries and force ZFS to use 4k sectors. This is safe even with 512 byte sector disks, and has
the added benefit of ensuring that pools created on 512 byte disks will be able to have 4k
sector disks added in the future, either as additional storage space or as replacements for
failed disks. The installer can also optionally employ GELI disk encryption as described in
Section 18.12.2, “Disk Encryption with geli”. If encryption is enabled, a 2 GB unencrypted
boot pool containing the /boot directory is created. It holds the kernel and other files
necessary to boot the system. A swap partition of a user selectable size is also created, and
all remaining space is used for the ZFS pool.
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The main ZFS configuration menu offers a number of options to control the creation of
the pool.

FreeBSD Installer

ZF3 Configuration
Conf igure Options:

05> Install
T Pool TyperDisks: stripe: 0 disks

- Rescan Devices *

- Disk Info *

N Pool Hame zroot

4 Force 4K Sectors? YES

E Encrypt Disks? NO

P Partition Scheme GPT

5 Swap Size 2

e lect > <Cancel>

Create ZFS boot pool with displayed options

Figure 2.19. ZFS Partitioning Menu

Select T to configure the Pool Type and the disk(s) that will constitute the pool. The au-
tomatic ZFS installer currently only supports the creation of a single top level vdev, ex-
cept in stripe mode. To create more complex pools, use the instructions in Section 2.6.5,
“Shell Mode Partitioning” to create the pool. The installer supports the creation of vari-
ous pool types, including stripe (not recommended, no redundancy), mirror (best perfor-
mance, least usable space), and RAID-Z 1, 2, and 3 (with the capability to withstand the
concurrent failure of 1, 2, and 3 disks, respectively). while selecting the pool type, a tooltip
is displayed across the bottom of the screen with advice about the number of required
disks, and in the case of RAID-Z, the optimal number of disks for each configuration.

FreeBSD Installer

ZF3 Configuration
Select Virtual Device type:

stripe Stripe — No Redundancy

raidzl RAID-Z1 - Single Redundant RAID
raidzZ RBAID-ZZ - Double Redundant RAID
raidzd RAID-Z3 - Triple Redundant RAID

D

<Cancel>
[Press arrows, TAB or ENTER]

+

[Z2+ Disks] Mirroring provides the best performance, but the least storage

Figure 2.20. ZFS Pool Type
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Once a Pool Type has been selected, a list of available disks is displayed, and the user
is prompted to select one or more disks to make up the pool. The configuration is then
validated, to ensure enough disks are selected. If not, select <Change Selection=> to return
to the list of disks, or <Cancel> to change the pool type.

FreeBSD Installer

ZF3 Configuration

[=]1 ada® UBOX HARDDISK 1.0

i
i1} BOX HARDDISK 1.9
+

< Back >

Figure 2.21. Disk Selection

FreeBSD Installer

ZF3 Configuration
raidzl: Not enough disks selected. (2 < 3 minimum) i

i<hange Selection> < Cancel

[Fress arrows, TAB or ENTER]

Figure 2.22. Invalid Selection

If one or more disks are missing from the list, or if disks were attached after the installer
was started, select - Rescan Devices to repopulate the list of available disks. To ensure that
the correct disks are selected, so as not to accidently destroy the wrong disks, the - Disk
Info menu can be used to inspect each disk, including its partition table and various other
information such as the device model number and serial number, if available.
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FreeBSD Installer

ZF3 Configuration

gpart(8) show adal:
=> 34 33554365 adal GPT (16G)
34 1024 1 freebsd-boot (512K}
1058 4194304 2 freebsd-swap (2.0G)
4195362 29359037 3 freebsd-zfs (14G)

camcontrol(8) inguiry adal:

camcontrol(8) identify adal:
passl: <UBODX HARDDISK 1.0> ATA-6 device
passl: 33.308MB-ss transfers (UDMAZ, PI0D 65536bytes)

protocol ATA/ATAPI-6
device model UBOX HARDDISK

Figure 2.23. Analysing a Disk

The main ZFS configuration menu also allows the user to enter a pool name, disable forc-
ing 4k sectors, enable or disable encryption, switch between GPT (recommended) and
MBR partition table types, and select the amount of swap space. Once all options have
been set to the desired values, select the >>> Install option at the top of the menu.

If GELI disk encryption was enabled, the installer will prompt twice for the passphrase to
be used to encrypt the disks.

FreeBSD Installer

ZF3 Configuration
Enter a strong passphrase, used to protect your encryption keys. You will
be regquired to enter this passphrase each time the system is booted

4 e e e - 4

<Cancel>
—————————————— [Use alpha-numeric, punctwation, TAB or ENTER]-——--—-—--—"-—-——————

Figure 2.24. Disk Encryption Password

The installer then offers a last chance to cancel before the contents of the selected drives
are destroyed to create the ZFS pool.
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FreeBSD Installer

ZF5 Configuration
Are you sure you want to

the current contents of the following disks:

ada® adal

< YES > 1

< 0 >
[Press arrows, TAB or ENTER]

Figure 2.25. Last Chance

The installation then proceeds normally.
2.6.5. Shell Mode Partitioning

When creating advanced installations, the bsdinstall paritioning menus may not provide
the level of flexibility required. Advanced users can select the Shell option from the par-
titioning menu in order to manually partition the drives, create the file system(s), popu-
late /tmp/bsdinstall etc/fstab , and mount the file systems under /mnt. Once this is
done, type exit to return to bsdinstall and continue the installation.

2.7. Committing to the Installation

Once the disks are configured, the next menu provides the last chance to make changes
before the selected hard drive(s) are formatted. If changes need to be made, select [ Back]
to return to the main partitioning menu. [ Revert & Exit ] will exit the installer without
making any changes to the hard drive.
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FreeBSD Installer

Partition Editor
Please review the disk setup. When complete, press
the Finish button.

— - - - 4

Confirmation
Your changes will now be writtem to disk. If you
have chosen to overwrite existing data, it will
be PERMANENTLY ERASED. Are you sure you want to

commit your changes?

<Revert & Exit» < Back

{Create> <Delete> <Modify> <Revert? < Auto > QPNFEI P

Exit partitioner (will ask whether to save changes)

Figure 2.26. Final Confirmation

To instead start the actual installation, select [ Commit ] and press Enter.

Installation time will vary depending on the distributions chosen, installation media, and
speed of the computer. A series of messages will indicate the progress.

First, the installer formats the selected disk(s) and initializes the partitions. Next, in the
case of a bootonly media, it downloads the selected components:

FreeBSD Installer

Fetching Distribution

base.txz [ Done

kernel .txz 1 66 |

games.txz [ Pending
src.txz [ Pending

Fetching distribution files...

Overall Progress

R e

Figure 2.27. Fetching Distribution Files

Next, the integrity of the distribution files is verified to ensure they have not been cor-
rupted during download or misread from the installation media:
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FreeBSD Installer

Checksum Uerification

base.txz [ Passed 1
kernel . txz [ Passed 1
games.txz [ FPassed 1
src.txz [In Progress 1

Uerifying checksums of selected
distributions.

Overall Progress
7?5

+
'
i
'
i
'
i
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i

+

Figure 2.28. Verifying Distribution Files

Finally, the verified distribution files are extracted to the disk:

FreeBSD Installer

Archive Extraction

base.txz Done

kernel . txz

[

[
games.txz [ Pending
src.txz [ Pending

e

Extracting distribution files...

Overall Progress

257

4 oo emmm e e mm e e - = 4

Figure 2.29. Extracting Distribution Files
Once all requested distribution files have been extracted, bsdinstall displays the first post-

installation configuration screen. The available post-configuration options are described
in the next section.

2.8. Post-Installation

Once FreeBSD is installed, bsdinstall will prompt to configure several options before boot-
ing into the newly installed system. This section describes these configuration options.

47



Setting the root Password

Tip

; Once the system has booted, bsdconfig provides a menu-driven
method for configuring the system using these and additional op-
tions.

2.8.1. Setting the root Password

First, the root password must be set. While entering the password, the characters being
typed are not displayed on the screen. After the password has been entered, it must be
entered again. This helps prevent typing errors.

[FreeBSD Installer

[Please select a password for the system management account (root):

Retype New Password:[]

Figure 2.30. Setting the root Password

2.8.2. Configuring Network Interfaces

Next, a list of the network interfaces found on the computer is shown. Select the interface
to configure.

Note
E The network configuration menus will be skipped if the network
was previously configured as part of a bootonly installation.
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FreeBSD Installer

Network Configuration
Please select a network interface to configure:

I -m@Intel (R) PRO-1000 Legacy Network Commection 1.8.3

+

<Cancel>

Figure 2.31. Choose a Network Interface

If an Ethernet interface is selected, the installer will skip ahead to the menu shown in Fig-
ure 2.35, “Choose IPv4 Networking”. If a wireless network interface is chosen, the system
will instead scan for wireless access points:

FreeBSD Installer

Scanning
Waiting 5 seconds to scan for
wireless networks...

I -

<Cancel>

Figure 2.32. Scanning for Wireless Access Points

Wireless networks are identified by a Service Set Identifier (SSID), a short, unique name
given to each network. SSIDs found during the scan are listed, followed by a description
of the encryption types available for that network. If the desired SSID does not appear in
the list, select [Rescan ] to scan again. If the desired network still does not appear, check
for problems with antenna connections or try moving the computer closer to the access
point. Rescan after each change is made.
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FreeBSD Installer

Network Selection
Select a wireless metwork to connect to.

Gif tshop [WEPILESS]

penguin [WPA-PSK-TKIP+CCMP1[WPAZ-PSK-TKIP+CCMP1LESS1]
Krocogatorz [WPA-PSK-TKIP1[WPAZ-PSK-TKIP-preauthl[ESS]
MostlyHarmless [ESS]

randomnet [WPA-PSK-TKIP+CCHMP 1 [WPAZ-PSK-TKIP+CCHMP 1[ESS1]
Otherwise [ESS1]

izampleoffice [WPAZ-PSK-CCMP1LESS]

YetAnother [WEPILESS]

<Rescan> <Cancel>

Figure 2.33. Choosing a Wireless Network

Next, enter the encryption information for connecting to the selected wireless network.
WPA2 encryption is strongly recommended as older encryption types, like WEP, offer lit-
tle security. If the network uses WPA2, input the password, also known as the Pre-Shared
Key (PSK). For security reasons, the characters typed into the input box are displayed as
asterisks.

FreeBSD Installer

WPA Setup

iSSID
iPassword [N

+

<{Cancel>

Figure 2.34. WPA2 Setup

Next, choose whether or not an IPv4 address should be configured on the Ethernet or
wireless interface:
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FreeBSD Installer

Network Configuration
Would you like to

conf igure IPv4 for this
interface?

I < he >

Figure 2.35. Choose IPv4 Networking

There are two methods of IPv4 configuration. DHCP will automatically configure the net-
work interface correctly and should be used if the network provides a DHCP server. Oth-
erwise, the addressing information needs to be input manually as a static configuration.

@ o
Do not enter random network information as it will not work. If a
DHCP server is not available, obtain the information listed in Re-
quired Network Information from the network administrator or In-
ternet service provider.

If a DHCP server is available, select [ Yes ] in the next menu to automatically configure
the network interface. The installer will appear to pause for a minute or so as it finds the
DHCP server and obtains the addressing information for the system.
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FreeBSD Installer

Network Configuration
Would you like to use
DHCP to configure this
interface?

< es IR

Figure 2.36. Choose IPv4 DHCP Configuration

If a DHCP server is not available, select [ No ] and input the following addressing infor-
mation in this menu:

FreeBSD Installer

Network Configuration
Static Metwork Interface Configuration

i IP Address 192.0.2.142
iSubnet Mask 255.255.255.0
iDefault Router 192. oil

+

<Cancel>

Figure 2.37. IPv4 Static Configuration

+ IP Address - The IPv4 address assigned to this computer. The address must be unique
and not already in use by another piece of equipment on the local network.

+ Subnet Mask - The subnet mask for the network.
+ Default Router - The IP address of the network's default gateway.

The next screen will ask if the interface should be configured for IPv6. If IPv6 is available
and desired, choose [ Yes ] to select it.
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FreeBSD Installer

Network Configuration
Would you like to
conf igure IPv6 for this

interface?

I < he >

Figure 2.38. Choose IPv6 Networking

IPv6 also has two methods of configuration. StateLess Address AutoConfiguration (SLAAC)
will automatically request the correct configuration information from a local router. Re-
fer to http://tools.ietf.org/html/rfc4862 for more information. Static configuration re-
quires manual entry of network information.

If an IPv6 router is available, select [ Yes ] in the next menu to automatically configure
the network interface. The installer will appear to pause for a minute or so as it finds the
router and obtains the addressing information for the system.

FreeBSD Installer

Network Configuration
Would you like to try
stateless address
autoconf iguration
(SLARC)?

I < he o

Figure 2.39. Choose IPv6 SLAAC Configuration

If an IPv6 router is not available, select [ No ] and input the following addressing infor-
mation in this menu:

53


http://tools.ietf.org/html/rfc4862

Configuring Network Interfaces

FreeBSD Installer

Network Configuration
Static IPuvb Network Interface Configuration

iIPv6 Address 2001 :db8:4672:6565:2026:5043:2d42:5344-64
iDefanlt Router ={cloliel LY gy i i

+

<Cancel>

Figure 2.40. IPv6 Static Configuration

+ IPv6 Address - The IPv6 address assigned to this computer. The address must be unique
and not already in use by another piece of equipment on the local network.

+ Default Router - The IPv6 address of the network's default gateway.

The last network configuration menu is used to configure the Domain Name System (DNS)
resolver, which converts hostnames to and from network addresses. If DHCP or SLAAC
was used to autoconfigure the network interface, the Resolver Configuration values
may already be filled in. Otherwise, enter the local network's domain name in the Search
field. DNS #1 and DNS #2 are the IPv4 and/or IPv6 addresses of the DNS servers. At least
one DNS server is required.

FreeBSD Installer

Network Configuration
Resolver Configuration

iSearch example.com

i IPv6 DN3 Z2001:db8:35::
i1Pub DNS Z001:db8:53::
i1Puv4 DNS

iIPv4 DN3

+

{Cancel>

Figure 2.41. DNS Configuration
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2.8.3. Setting the Time Zone

The next menu asks if the system clock uses UTC or local time. When in doubt, select [No]
to choose the more commonly-used local time.

Is this machine’s CMOS clock set to UTC? If it is set to local time,i
or you don’t know, please choose NO here! i

Figure 2.42. Select Local or UTC Clock

The next series of menus are used to determine the correct local time by selecting the
geographic region, country, and time zone. Setting the time zone allows the system to
automatically correct for regional time changes, such as daylight savings time, and per-
form other time zone related functions properly.

The example shown here is for a machine located in the Eastern time zone of the United
States. The selections will vary according to the geographical location.

Select a region

Africa

America — North and South
fAntarctica
Arctic Ocean
Asia

Atlantic Ocean
Australia
Europe

Indian Ocean
Pacific Ocean
UTC

(O] Cancel

Figure 2.43. Select a Region
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The appropriate region is selected using the arrow keys and then pressing Enter.

Select a country or region

Puerto Rico

Saint Barthelemy

Saint Kitts and Nevis

Saint Lucia

Saint Martin (French Part)

Saint Pierre and Migquelon

Saint Vincent and the Grenadines
Sint Maarten (Dutch part)

Sur iname

Trinidad and Tobago

Turks and Caicos Islands

Uruguay

Uenezuela, Bolivarian Republic of
Uirgin Islands, British

Uirgin Islands, U.S.

(0T Cancel

+
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i
'
i

+
'
i

+

Figure 2.44. Select a Country

Select the appropriate country using the arrow keys and press Enter.

Select a zone which observes the same time as your locality.
Eastern Time — Michigan - most locations

Eastern Time - Kentucky - Louisville area

Eastern Time — Kentucky - Wayme County

Eastern Time — Indiana - most locations

Eastern Time — Indiana - Daviess, Dubois, Knox & Martin Counties
Eastern Time - Indiana - Pulaski County

Eastern Time — Indiana - Crauwford County

Eastern Time — Indiana - Pike County

Eastern Time — Indiana - Switzerland County

Central Time

Central Time - Indiana - Perry County

Central Time — Indiana - Starke County

Central Time — Michigan - Dickinson, Gogebic, Iron & Menominee Count
Central Time — North Dakota - Oliver County

Central Time - Horth Dakota - Morton County (except Mandan area)

® oo = o oo oo = oo oo oo o oo oo oo oo =

(O T Cancel
[

Figure 2.45. Select a Time Zone

L I I S S

The appropriate time zone is selected using the arrow keys and pressing Enter.
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Select a zone which observes the same time as your locality.
B
Eastern Time — Michigan - most locations
Eastern Time - Kentucky - Louisville area
Eastern Time — Kentucky - Wayme County
Eastern Time — Indiana - most locations
Eastern Time — Indiana - Daviess, Dubois, Knox & Martin Counties

Does the abbreviation “EDT’ look reasonable?

L s ] No

G oo

Central Time — Indiana - Starke County

Central Time — Michigan — Dickinson, Gogebic, Iron & Menominee Count
Central Time — North Dakota - Oliver County

Central Time - Horth Dakota - Morton County (except Mandan area)

b omm mm e e e e e e e e e
b e e e e e e e e e e e e mm em - -

L ok ] Cancel

Figure 2.46. Confirm Time Zone

Confirm the abbreviation for the time zone is correct. If it is, press Enter to continue with
the post-installation configuration.

2.8.4. Enabling Services
The next menu is used to configure which system services will be started whenever the

system boots. All of these services are optional. Only start the services that are needed
for the system to function.

FreeBSD Installer

System Configuration
Choose the =services you would like to be started at
boot :

[*] sshd Secure shell daemon
[ 1 moused PSr/Z2 mouse pointer on console

[=]] Sunchronize system and network time

i
i
i [ 1 powerd Adjust CPU frequency dynamically
+

Figure 2.47. Selecting Additional Services to Enable

Here is a summary of the services which can be enabled in this menu:
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Enabling Crash Dumps

+ sshd - The Secure Shell (SSH) daemon is used to remotely access a system over an en-
crypted connection. Only enable this service if the system should be available for re-
mote logins.

+ moused - Enable this service if the mouse will be used from the command-line system
console.

+ ntpd - The Network Time Protocol (NTP) daemon for automatic clock synchronization.
Enable this service if there is a Windows®, Kerberos, or LDAP server on the network.

+ powerd - System power control utility for power control and energy saving.
2.8.5. Enabling Crash Dumps
The next menu is used to configure whether or not crash dumps should be enabled. En-

abling crash dumps can be useful in debugging issues with the system, so users are en-
couraged to enable crash dumps.

FreeBSD Installer

Dumpdev Conf iguration
Would you like to enable crash dumps?
If you start having problems with the
system it can help the FreeB3D
developers debuyg the problem. But the
crash dumps can take up a lot of disk

space in svar.

@I <t >

Figure 2.48. Enabling Crash Dumps

2.8.6. Add Users

The next menu prompts to create at least one user account. It is recommended to login
to the system using a user account rather than as root. When logged in as root, there
are essentially no limits or protection on what can be done. Logging in as a normal user

is safer and more secure.

Select [ Yes ] to add new users.
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FreeBSD Installer

Add User fccounts
Would you like to add
users to the installed
system now?

I < he >

Figure 2.49. Add User Accounts

Follow the prompts and input the requested information for the user account. The exam-
ple shown in Figure 2.50, “Enter User Information” creates the asample user account.

[FreeBSD Installer

d Users

sername: asample

ull name: Arthur Sample

id (Leave empty for default):
ogin group [asamplel:

ogin group is asample. Invite asample into other groups? [1:

ogin class [defaultl:
[Shell (sh csh tcsh nologin) [shl: csh
ome directory [-homerasamplel:

ome directory permissions (Leave empty for default):
se passuword-based authewtication? [yes]:

se an empty password? (yessno) [nol:

se a random password? (yessno) [nol:

nter password:

nter password again:

ock out the account after creation? [nol: ||

Figure 2.50. Enter User Information

Here is a summary of the information to input:

wheel

* Username - The name the user will enter to log in. A common convention is to use the
first letter of the first name combined with the last name, as long as each username
is unique for the system. The username is case sensitive and should not contain any

spaces.

+ Full name - The user's full name. This can contain spaces and is used as a description

for the user account.
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Uid - User ID. Typically, this is left blank so the system will assign a value.
Login group - The user's group. Typically this is left blank to accept the default.

Invite user into other groups? - Additional groups to which the user will be added
as a member. If the user needs administrative access, type wheel here.

Login class - Typically left blank for the default.

Shell - Type in one of the listed values to set the interactive shell for the user. Refer
to Section 4.9, “Shells” for more information about shells.

Home directory - The user's home directory. The default is usually correct.

Home directory permissions - Permissions on the user's home directory. The default
is usually correct.

Use password-based authentication? - Typically yes so that the user is prompted
to input their password at login.

Use an empty password? - Typically no as it is insecure to have a blank password.

Use a random password? - Typically no so that the user can set their own password
in the next prompt.

Enter password - The password for this user. Characters typed will not show on the
screen.

Enter password again - The password must be typed again for verification.

Lock out the account after creation? - Typically no so that the user can login.

After entering everything, a summary is shown for review. If a mistake was made, enter

no
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group L[asamplel:
group is asample. Invite asample into other groups? [1: wheel
class [defaultl:
(sh csh tesh nologin) [shl: csh
ome directory [shomesasamplel:
ome directory permissions (Leave empty for default):
se password-based authewtication? [yes]:
se an empty password? (yess/no) [nol:
se a random password? (yessno) [nol:
[Enter password:
[Enter password again:
out the account after creation? [nol:
: asample
Toseaan
: Arthur Sample
1001

: asample wheel
: shomesasample

: sbinscsh

I no
DK? (yessnold: yes
dduser: INFO: Successfully added (asample) to the user database.
Add another user? (yes/no)d:

Figure 2.51. Exit User and Group Management

If there are more users to add, answer the Add another user? question with yes. Enter
no to finish adding users and continue the installation.

For more information on adding users and user management, see Section 4.3, “Users and
Basic Account Management”.

2.8.7. Final Configuration

After everything has been installed and configured, a final chance is provided to modify
settings.

FreeBSD Installer

Final Configuration
Setup of your FreeBSD system is nearly complete. You can now
modify your configuration choices. After this screen, you will
have an opportunity to make more complex changes using a shell.

Exit] Apply configuration and exit installer

fAdd User Add a user to the system
Root Password Change root password
Hostname Set system hostname
Network Networking conf iguration

Services Set daemons to run on startup
Time Zone Set =system timezone
Handbook Install FreeBSD Handbook (requires network)

Figure 2.52. Final Configuration

Use this menu to make any changes or do any additional configuration before completing
the installation.
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+ Add User - Described in Section 2.8.6, “Add Users”.

¢ Root Password - Described in Section 2.8.1, “Setting the root Password”.
+ Hostname - Described in Section 2.5.2, “Setting the Hostname”.

¢ Network - Described in Section 2.8.2, “Configuring Network Interfaces”.

+ Services - Described in Section 2.8.4, “Enabling Services”.

+ Time Zone - Described in Section 2.8.3, “Setting the Time Zone”.

+ Handbook - Download and install the FreeBSD Handbook.

After any final configuration is complete, select Exit.

FreeBSD Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would i
you like to open a shell in the new i

system to make any final manual
modif ications?

I <M >

Figure 2.53. Manual Configuration
bsdinstall will prompt if there are any additional configuration that needs to be done

before rebooting into the new system. Select [ Yes ] to exit to a shell within the new system
or [No ] to proceed to the last step of the installation.
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FreeBSD Installer

Complete
Installation of FreeB3D
complete! Would you like
to reboot into the

installed system now?

GREYTIEE <Live CD>

Figure 2.54. Complete the Installation

If further configuration or special setup is needed, select [ Live CD ] to boot the install
media into Live CD mode.

If the installation is complete, select [Reboot ] to reboot the computer and start the new
FreeBSD system. Do not forget to remove the FreeBSD install media or the computer may
boot from it again.

As FreeBSD boots, informational messages are displayed. After the system finishes boot-
ing, a login prompt is displayed. At the login: prompt, enter the username added dur-
ing the installation. Avoid logging in as root. Refer to Section 4.3.1.3, “The Superuser Ac-
count” for instructions on how to become the superuser when administrative access is
needed.

The messages that appeared during boot can be reviewed by pressing Scroll-Lock to turn
on the scroll-back buffer. The PgUp, PgDn, and arrow keys can be used to scroll back
through the messages. When finished, press Scroll-Lock again to unlock the display and
return to the console. To review these messages once the system has been up for some
time, type less /var/run/dmesg.boot from a command prompt. Press q to return to
the command line after viewing.

If sshd was enabled in Figure 2.47, “Selecting Additional Services to Enable”, the first boot
may be a bit slower as the system will generate the RSA and DSA keys. Subsequent boots
will be faster. The fingerprints of the keys will be displayed, as seen in this example:

Generating public/private rsal key pair.

Your identification has been saved in /etc/ssh/ssh host key.
Your public key has been saved in /etc/ssh/ssh _host key.pub.
The key fingerprint is:
10:a0:f5:af:93:ae:a3:1a:b2:bb:3c:35:d9:5a:b3:f3 root@machine3.ou
example.com
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Refer to Section 14.8, “OpenSSH” for more information about fingerprints and SSH.

FreeBSD does not install a graphical environment by default. Refer to Chapter 6, The X
Window System for more information about installing and configuring a graphical window
manager.

Proper shutdown of a FreeBSD computer helps protect data and hardware from damage.
Do not turn off the power before the system has been properly shut down! If the user is a member
of the wheel group, become the superuser by typing su at the command line and entering
the root password. Then, type shutdown -p now and the system will shut down cleanly,
and if the hardware supports it, turn itself off.

2.9. Troubleshooting

This section covers basic installation troubleshooting, such as common problems people
have reported.
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Check the Hardware Notes (http://www.freebsd.org/releases/index.html) document for
the version of FreeBSD to make sure the hardware is supported. If the hardware is sup-
ported and lock-ups or other problems occur, build a custom kernel using the instruc-
tions in Chapter 9, Configuring the FreeBSD Kernel to add support for devices which are not
present in the GENERIC kernel. The default kernel assumes that most hardware devices
are in their factory default configuration in terms of IRQs, I/0O addresses, and DMA chan-
nels. If the hardware has been reconfigured, a custom kernel configuration file can tell
FreeBSD where to find things.

Note

@ Some installation problems can be avoided or alleviated by updat-
ing the firmware on various hardware components, most notably
the motherboard. Motherboard firmware is usually referred to as
the BIOS. Most motherboard and computer manufacturers have a
website for upgrades and upgrade information.

Manufacturers generally advise against upgrading the mother-
board BIOS unless there is a good reason for doing so, like a critical
update. The upgrade process can go wrong, leaving the BIOS incom-
plete and the computer inoperative.

If the system hangs while probing hardware during boot, or it behaves strangely dur-
ing install, ACPI may be the culprit. FreeBSD makes extensive use of the system ACPI
service on the 1386, amdé4, and ia64 platforms to aid in system configuration if it is
detected during boot. Unfortunately, some bugs still exist in both the ACPI driver and
within system motherboards and BIOS firmware. ACPI can be disabled by setting the
hint.acpi.0.disabled hint in the third stage boot loader:

set hint.acpi.0.disabled="1"

This is reset each time the system is booted, so it is necessary to add
hint.acpi.0.disabled="1" to the file /boot/loader.conf . More information about
the boot loader can be found in Section 13.1, “Synopsis”.

2.10. Using the Live CD

The welcome menu of bsdinstall, shown in Figure 2.3, “Welcome Menu”, provides a
[Live CD ] option. This is useful for those who are still wondering whether FreeBSD is the
right operating system for them and want to test some of the features before installing.

The following points should be noted before using the [ Live CD ]:
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To gain access to the system, authentication is required. The username is root and the
password is blank,

As the system runs directly from the installation media, performance will be signifi-
cantly slower than that of a system installed on a hard disk.

This option only provides a command prompt and not a graphical interface.



Chapter 3. Installing
FreeBSD 8.X

Restructured, reorganized, and parts rewritten by Jim Mock.
The sysinstall walkthrough, screenshots, and general copy by Randy Pratt.

3.1. Synopsis

FreeBSD provides a text-based, easy to use installation program. FreeBSD 9.0-RELEASE
and later use the installation program known as bsdinstall(8) while FreeBSD 8.X uses sysin-
stall(8). This chapter describes how to use sysinstall(8). The use of bsdinstall(8) is covered
in Chapter 2, Installing FreeBSD 9.X and Later.

After reading this chapter, you will know:

+ How to create the FreeBSD installation media.

+ How FreeBSD refers to and subdivides hard disks.

+ How to start sysinstall(8).

+ The questions sysinstall(8) asks, what they mean, and how to answer them.

Before reading this chapter, you should:

+ Read the supported hardware list that shipped with the version of FreeBSD to install,
and verify that the system's hardware is supported.

Note

@ In general, these installation instructions are written for the i386™
and FreeBSD/amd64 architectures. Where applicable, instructions
specific to other platforms will be listed. There may be minor dif-
ferences between the installer and what is shown here. This chap-
ter should be used as a general guide rather than a literal installa-
tion manual.
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Hardware Requirements

3.2. Hardware Requirements
3.2.1. Minimal Configuration

The minimal configuration to install FreeBSD varies with the FreeBSD version and the
hardware architecture.

A summary of this information is given in the following sections. Depending on the
method chosen to install FreeBSD, a floppy drive, COROM drive, or network adapter may
be needed. Instructions on how to prepare the installation media can be found in Sec-
tion 3.3.7, “Prepare the Boot Media”.

3.2.1.1. FreeBSD/i386 and FreeBSD/pc98

Both FreeBSD/i386 and FreeBSD/pc98 require a 486 or better processor, at least 24 MB of
RAM, and at least 150 MB of free hard drive space for the most minimal installation.

Note
S In the case of older hardware, installing more RAM and more hard
drive space is often more important than a faster processor.

3.2.1.2. FreeBSD/amd64

There are two classes of processors capable of running FreeBSD/amdé4. The first
are AMD64 processors, including the AMD Athlon™64, AMD Athlon™64-FX, and
AMD Opteron™ or better processors.

The second class of processors includes those using the Intel® EM64T architecture. Ex-
amples of these processors include the Intel® Core™ 2 Duo, Quad, Extreme processor
families, and the Intel® Xeon™ 3000, 5000, and 7000 sequences of processors.

If the machine is based on an nVidia nForce3 Pro-150, the BIOS setup must be used to
disable the 10 APIC. If this option does not exist, disable ACPI instead as there are bugs
in the Pro-150 chipset.

3.2.1.3. FreeBSD/sparc64

To install FreeBSD/sparcé4, use a supported platform (see Section 3.2.2, “Supported Hard-
ware”).

A dedicated disk is needed for FreeBSD/sparc64 as it is not possible to share a disk with
another operating system at this time.
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3.2.2. Supported Hardware

A list of supported hardware is provided with each FreeBSD release in the FreeBSD Hard-
ware Notes. This document can usually be found in a file named HARDWARE . TXT , in the top-
level directory of a CDROM or FTP distribution, or in sysinstall(8)'s documentation menu.
It lists, for a given architecture, which hardware devices are known to be supported by
each release of FreeBSD. Copies of the supported hardware list for various releases and
architectures can also be found on the Release Information page of the FreeBSD website.

3.3. Pre-installation Tasks
3.3.1. Inventory the Computer

Before installing FreeBSD it is recommended to inventory the components in the comput-
er. The FreeBSD installation routines will show components such as hard disks, network
cards, and CDROM drives with their model number and manufacturer. FreeBSD will also
attempt to determine the correct configuration for these devices, including information
about IRQ and I/0 port usage. Due to the vagaries of computer hardware, this process is
not always completely successful, and FreeBSD may need some manual configuration.

If another operating system is already installed, use the facilities provided by that oper-
ating systems to view the hardware configuration. If the settings of an expansion card are
not obvious, check if they are printed on the card itself. Popular IRQ numbers are 3, 5, and
7,and 1/0 port addresses are normally written as hexadecimal numbers, such as 0x330.

It is recommended to print or write down this information before installing FreeBSD. It
may help to use a table, as seen in this example:

Table 3.1. Sample Device Inventory

Device Name IRQ 1/0 Notes
port(s)
First hard disk N/A N/A 40 GB, made by Seagate, first IDE master
CDROM N/A N/A First IDE slave
Second hard disk N/A N/A 20 GB, made by IBM, second IDE master
First IDE controller |14 0x1f0
Network card N/A N/A Intel® 10/100
Modem N/A N/A 3Com® 56K faxmodem, on COM1

Once the inventory of the components in the computer is complete, check if it matches
the hardware requirements of the FreeBSD release to install.
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3.3.2. Make a Backup

If the computer contains valuable data, ensure it is backed up, and that the backup has
been tested before installing FreeBSD. The FreeBSD installer will prompt before writing
any data to disk, but once that process has started, it cannot be undone.

3.3.3. Decide Where to Install FreeBSD
If FreeBSD is to be installed on the entire hard disk, skip this section.

However, if FreeBSD will co-exist with other operating systems, a rough understanding
of how data is laid out on the disk is useful.

3.3.3.1. Disk Layouts for FreeBSD/i386

A PC disk can be divided into discrete chunks known as partitions. Since FreeBSD also has
partitions, naming can quickly become confusing. Therefore, these disk chunks are re-
ferred to as slices in FreeBSD. For example, the FreeBSD version of fdisk(8) refers to slices
instead of partitions. By design, the PC only supports four partitions per disk. These par-
titions are called primary partitions. To work around this limitation and allow more than
four partitions, a new partition type was created, the extended partition. A disk may con-
tain only one extended partition. Special partitions, called logical partitions, can be created
inside this extended partition.

Each partition has a partition ID, which is a number used to identify the type of data on
the partition. FreeBSD partitions have the partition ID of 165.

In general, each operating system will identify partitions in a particular way. For example,
Windows®, assigns each primary and logical partition a drive letter, starting with C:.

FreeBSD must be installed into a primary partition. If there are multiple disks, a FreeBSD
partition can be created on all, or some, of them. When FreeBSD is installed, at least one
partition must be available. This might be a blank partition or it might be an existing
partition whose data can be overwritten.

If all the partitions on all the disks are in use, free one of them for FreeBSD using the tools
provided by an existing operating system, such as Windows® fdisk.

If there is a spare partition, use that. If it is too small, shrink one or more existing parti-
tions to create more available space.

A minimal installation of FreeBSD takes as little as 100 MB of disk space. However, that is a
very minimal install, leaving almost no space for files. A more realistic minimum is 250 MB
without a graphical environment, and 350 MB or more for a graphical user interface. If
other third-party software will be installed, even more space is needed.
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You can use a tool such as GParted to resize your partitions and make space for FreeBSD.
GParted is known to work on NTFS and is available on a number of Live CD Linux distrib-
utions, such as SystemRescueCD.

Warning

Incorrect use of a shrinking tool can delete the data on the disk.
Always have a recent, working backup before using this type of tool.

Example 3.1. Using an Existing Partition Unchanged

Consider a computer with a single 4 GB disk that already has a version of Win-
dows® installed, where the disk has been split into two drive letters, C: and D:,
each of which is 2 GB in size. There is 1 GB of data on C:, and 0.5 GB of dataon D:.

This disk has two partitions, one per drive letter. Copy all existing data from D:
to C:, which will free up the second partition, ready for FreeBSD.

Example 3.2. Shrinking an Existing Partition

Consider a computer with a single 4 GB disk that already has a version of Win-
dows® installed. When Windows® was installed, it created one large partition, a
C: drive that is 4 GB in size. Currently, 1.5 GB of space is used, and FreeBSD should
have 2 GB of space.

In order to install FreeBSD, either:

1. Backup the Windows® data and then reinstall Windows®, asking for a 2 GB
partition at install time.

2. Use one of the tools described above to shrink your Windows® partition.

3.3.4. Collect the Network Configuration Details

Before installing from an FTP site or an NFS server, make note of the network configura-
tion. The installer will prompt for this information so that it can connect to the network
to complete the installation.
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3.3.4.1. Connecting to an Ethernet Network or Cable/DSL Modem

If using an Ethernet network or an Internet connection using an Ethernet adapter via
cable or DSL, the following information is needed:

1. IP address

2. IP address of the default gateway
3. Hostname

4. DNS server IP addresses

5. Subnet Mask

If this information is unknown, ask the system administrator or service provider. Make
note if this information is assigned automatically using DHCP.

3.3.4.2. Connecting Using a Modem

If using a dialup modem, FreeBSD can still be installed over the Internet, it will just take
avery long time.

You will need to know:
1. The phone number to dial the Internet Service Provider (ISP)
2. The COM: port the modem is connected to

3. The username and password for the ISP account

3.3.5. Check for FreeBSD Errata

Although the FreeBSD Project strives to ensure that each release of FreeBSD is as stable as
possible, bugs do occasionally creep into the process. On rare occasions those bugs affect
the installation process. As these problems are discovered and fixed, they are noted in the
FreeBSD Errata, which is found on the FreeBSD website. Check the errata before installing
to make sure that there are no late-breaking problems to be aware of.

Information about all releases, including the errata for each release, can be found on the
release information section of the FreeBSD website.

3.3.6. Obtain the FreeBSD Installation Files

The FreeBSD installer can install FreeBSD from files located in any of the following places:

* ACDROM or DVD
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+ A USB Memory Stick

+ A MS-DOS® partition on the same computer

+ Floppy disks (FreeBSD/pc98 only)

* AnFTP site through a firewall or using an HTTP proxy
* An NFS server

* A dedicated parallel or serial connection

If installing from a purchased FreeBSD CD/DVD, skip ahead to Section 3.3.7, “Prepare the
Boot Media”.

To obtain the FreeBSD installation files, skip ahead to Section 3.13, “Preparing Custom
Installation Media” which explains how to prepare the installation media. After reading
that section, come back here and read on to Section 3.3.7, “Prepare the Boot Media”.

3.3.7. Prepare the Boot Media

The FreeBSD installation process is started by booting the computer into the FreeBSD in-
staller. It is not a program that can be run within another operating system. The comput-
er normally boots using the operating system installed on the hard disk, but it can also be
configured to boot from a CDROM or from a USB disk.

Tip

; If installing from a CD/DVD to a computer whose BIOS supports
booting from the CD/DVD, skip this section. The FreeBSD CD/DVD
images are bootable and can be used to install FreeBSD without any
other special preparation.

To create a bootable memory stick, follow these steps:
1. Acquire the Memory Stick Image

Memory stick images for FreeBSD 8.X can be downloaded from the ISO-
IMAGES/ directory at ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ arch/
IS0-IMAGES/ version/FreeBSD-version-RELEASE-arch-memstick.img . Replace
arch and version with the architecture and the version number to install. For
example, the memory stick images for FreeBSD/i386 9.3-RELEASE are available
from ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/1386/1S0-IMAGES/9.3/
FreeBSD-9.3-RELEASE-1386-memstick.img .
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Tip

; A different directory path is used for FreeBSD 9.0-RELEASE and
later versions. How to download and install FreeBSD 9.X is cov-
ered in Chapter 2, Installing FreeBSD 9.X and Later.

The memory stick image has a . img extension. The IS0-IMAGES/ directory contains
a number of different images and the one to use depends on the version of FreeBSD
and the type of media supported by the hardware being installed to.

Important
A Before proceeding, back up the data on the USB stick, as this

procedure will erase it.

2. Write the Image File to the Memory Stick

Procedure 3.1. Using FreeBSD to Write the Image

Warning
O The example below lists /dev/da@ as the target device where

the image will be written. Be very careful that you have the
correct device as the output target, or you may destroy your
existing data.

+  Writing the Image with dd(1)

The . img file is not a regular file that can just be copied to the memory stick. It
is an image of the complete contents of the disk. This means that dd(1) must be
used to write the image directly to the disk:

# dd if=FreeBSD-9.3-RELEASE-i386-memstick.img of=/dev/ da0
bs=64k
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If an Operation not permitted error is displayed, make certain that the target
device is not in use, mounted, or being automounted by another program. Then
try again.

Procedure 3.2. Using Windows® to Write the Image

Warning
O Make sure to use the correct drive letter as the output target,

as this command will overwrite and destroy any existing data
on the specified device.

1.  Obtaining Image Writer for Windows

Image Writer for Windows is a free application that can correctly write an im-
age file to a memory stick. Download it from https://launchpad.net/win32-
image-writer/ and extract it into a folder.

2. Writing the Image with Image Writer

Double-click the Win32DiskImager icon to start the program. Verify that the
drive letter shown under Device is the drive with the memory stick. Click the
folder icon and select the image to be written to the memory stick. Click Save
to accept the image file name. Verify that everything is correct, and that no
folders on the memory stick are open in other windows. Finally, click Write to
write the image file to the drive.

To create the boot floppy images for a FreeBSD/pc98 installation, follow these steps:

1.

Acquire the Boot Floppy Images

The FreeBSD/pc98 boot disks can be downloaded from the floppies
directory, ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/pc98/ version-RE-
LEASE/floppies/. Replace version with the version number to install.

The floppy images have a . f1p extension. floppies/ contains a number of different

images. Download boot. flp as well as the number of files associated with the type
of installation, such as kern.small* or kern*.

75


https://launchpad.net/win32-image-writer/
https://launchpad.net/win32-image-writer/

Prepare the Boot Media

76

Important

A The FTP program must use binary mode to download these disk
images. Some web browsers use text or ASCII mode, which will
be apparent if the disks are not bootable.

Prepare the Floppy Disks

Prepare one floppy disk per downloaded image file. It is imperative that these disks
are free from defects. The easiest way to test this is to reformat the disks. Do not
trust pre-formatted floppies. The format utility in Windows® will not tell about the
presence of bad blocks, it simply marks them as “bad” and ignores them. It is advised
to use brand new floppies.

Important
A If the installer crashes, freezes, or otherwise misbehaves, one

of the first things to suspect is the floppies. Write the floppy
image files to new disks and try again.

Write the Image Files to the Floppy Disks

The . flp files are not regular files that can be copied to the disk. They are images
of the complete contents of the disk. Specific tools must be used to write the images
directly to the disk.

FreeBSD provides a tool called rawrite for creating the floppies on a computer
running Windows®. This tool can be downloaded from ftp://ftp.FreeBSD.org/
pub/FreeBSD/releases/pc98/ version-RELEASE/tools/ on the FreeBSD FTP site.
Download this tool, insert a floppy, then specify the filename to write to the floppy
drive:

C:\> rawrite boot.flp A:

Repeat this command for each . flp file, replacing the floppy disk each time, being
sure to label the disks with the name of the file. Adjust the command line as neces-
sary, depending on where the . flp files are located.
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When writing the floppies on a UNIX®-like system, such as another FreeBSD system,
use dd(1) to write the image files directly to disk. On FreeBSD, run:

# dd if=boot.flp of=/dev/fd0

On FreeBSD, /dev/fd0 refers to the first floppy disk. Other UNIX® variants might
have different names for the floppy disk device, so check the documentation for the
system as necessary.

You are now ready to start installing FreeBSD.

3.4. Starting the Installation

Important
A By default, the installer will not make any changes to the disk(s)
until after the following message:

Last Chance: Are you SURE you want continue the
installation?

If you're running this on a disk with data you wish
to save then WE

STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before
proceeding!

We can take no responsibility for lost disk
contents!

The install can be exited at any time prior to this final warning with-
out changing the contents of the hard drive. If there is a concern
that something is configured incorrectly, turn the computer off be-
fore this point, and no damage will be done.

3.4.1. Booting

3.4.1.1. Booting for the i386™

1.

Turn on the computer. As it starts it should display an option to enter the system set
up menu, or BIOS, commonly reached by keys like F2, F10, Del, or Alt+S. Use whichev-
er keystroke is indicated on screen. In some cases the computer may display a graph-
ic while it starts. Typically, pressing Esc will dismiss the graphic and display the boot
messages.
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Find the setting that controls which devices the system boots from. This is usually
labeled as the “Boot Order” and commonly shown as a list of devices, such as Floppy,
CDROM, First Hard Disk , and so on.

If booting from the CD/DVD, make sure that the CDROM drive is selected. If booting
from a USB disk, make sure that it is selected instead. When in doubt, consult the
manual that came with the computer or its motherboard.

Make the change, then save and exit. The computer should now restart.

If using a prepared a “bootable” USB stick, as described in Section 3.3.7, “Prepare the
Boot Media”, plug in the USB stick before turning on the computer.

If booting from CD/DVD, turn on the computer, and insert the CD/DVD at the first
opportunity.

Note

@ For FreeBSD/pc98, installation boot floppies are available and
can be prepared as described in Section 3.3.7, “Prepare the
Boot Media”. The first floppy disc will contain boot.flp. Put
this floppy in the floppy drive to boot into the installer.

If the computer starts up as normal and loads the existing operating system, then
either:

1. The disks were not inserted early enough in the boot process. Leave them in, and
try restarting the computer.

2. The BIOS changes did not work correctly. Redo that step until the right option
is selected.

3. That particular BIOS does not support booting from the desired media.

FreeBSD will start to boot. If booting from CD/DVD, messages will be displayed, sim-
ilar to these:

Booting from CD-Rom. ..
645MB medium detected
CD Loader 1.2

Building the boot loader arguments
Looking up /BOOT/LOADER... Found
Relocating the loader and the BTX
Starting the BTX loader
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If booting from floppy disc, a display similar to this will be shown:

Remove the boot. flp floppy, insert the next floppy, and press Enter. When prompt-
ed, insert the other disks as required.

5. The boot process will then display the FreeBSD boot loader menu:



Booting

Welcome to FreeBSD?

. Boot FreeBSD [default]

. Boot FreeB3D with ACPI disabled

. Boot FreeBSD in Safe Mode

. Boot FreeB3D in single user mode
. Boot FreeB3D with verbose logging
. Escape to loader prompt

. Reboot

1
2
3
4
5
b
7

Select option, [Enterl for default
or [3pacel to pause timer 10

Figure 3.1. FreeBSD Boot Loader Menu

Either wait ten seconds, or press Enter.
3.4.1.2. Booting for SPARC64®

Most SPARC64® systems are set to boot automatically from disk. To install FreeBSD, boot
over the network or from a CD/DVD and wait until the boot message appears. The message
depends on the model, but should look similar to:

Sun Blade 100 (UltraSPARC-IIe), Keyboard Present

Copyright 1998-2001 Sun Microsystems, Inc. All rights reserved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.
Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

If the system proceeds to boot from disk, press L1+A or Stop+A on the keyboard, or send
a BREAK over the serial console using ~# in tip(1) or cu(1) to get to the PROM prompt. It
looks like this:

ok (1]
ok {0} @

@  This is the prompt used on systems with just one CPU.
®  This is the prompt used on SMP systems and the digit indicates the number of the
active CPU.

At this point, place the CD/DVD into the drive and from the PROM prompt, type boot
cdrom.
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3.4.2. Reviewing the Device Probe Results

The last few hundred lines that have been displayed on screen are stored and can be re-
viewed.

To review this buffer, press Scroll Lock to turn on scrolling in the display. Use the arrow
keys or PageUp and PageDown to view the results. Press Scroll Lock again to stop scrolling.

Do this now, to review the text that scrolled off the screen when the kernel was carrying

out the device probes. Text similar to Figure 3.2, “Typical Device Probe Results” will be
displayed, although it will differ depending on the devices in the computer.
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avail memory = 253050880 (247120K bytes)

Preloaded elf kernel "kernel" at 0xc0817000.

Preloaded mfs root "/mfsroot" at 0xc0817084.

mdO: Preloaded image </mfsroot> 4423680 bytes at Oxc063ddcd4

mdl: Malloc disk

Using $PIR table, 4 entries at Oxc00fde60

npx0: <math processor> on motherboard

npx0: INT 16 interface

pcib@: <Host to PCI bridge> on motherboard

pci@: <PCI bus> on pcib0®

pcibl:<VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> at device ¢
1.0 on pci®

pcil: <PCI bus> on pcibl

pcil: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 11
isab@: <VIA 82(C586 PCI-ISA bridge> at device 7.0 on pci0

isa0: <iSA bus> on isab0

atapci@: <VIA 82(C586 ATA33 controller> port 0xe000-0xe00f at device o
7.1 on pci0@

atal: at 0x1f@ irq 14 on atapci®

atal: at 0x170 irg 15 on atapci®

uhci@ <VIA 83C572 USB controller> port 0xe400-0xe4lf irq 10 at o
device 7.2 on pci

0

usb@: <VIA 83572 USB controller> on uhci®

usb0: USB revision 1.0

uhub®: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addrl

uhub0: 2 ports with 2 removable, self powered

pci@: <unknown card> (vendor=0x1106, dev=0x3040) at 7.3

dcO: <ADMtek AN985 10/100BaseTX> port 0xe800-0xe8ff mem o
0xdb000000-0xebOOO3Ff ir

g 11 at device 8.0 on pci0

dcO: Ethernet address: 00:04:5a:74:6b:b5

miibus®: <MII bus> on dc@

ukphyO: <Generic IEEE 802.3u media interface> on miibus0

ukphy0: 10baseT, 10@baseT-FDX, 100baseTX, 100baseTX-FDX, auto
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port Oxec00-0xeclf irq 9 o
at device 10.

0 on pci®

ed0 address 52:54:05:de:73:1b, type NE2000 (16 bit)

isa@: too many dependant configs (8)

isa0: unexpected small tag 14

orm@: <Option ROM> at iomem Oxc0000-0xc7fff on isal

fdcO: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 drg2 on v
isa0

fdcO: FIFO enabled, 8 bytes threshold

fdO: <1440-KB 3.5” drive> on fdcO drive 0

atkbdcO: <Keyboard controller (i8042)> at port 0x60,0x64 on isa0
atkbd0: <AT Keyboard> flags 0x1 irql on atkbdcO

kbdd at atkbd0®

psmO: <PS/2 Mouse> irq 12 on atkbdcO

psmO: model Generic PS/@ mouse, device ID 0

FYER0 3 2 ARG HEvilSBrobaARs@ls Port 0x3c0-0x3df iomem 0xa0000-OXbffff o
on isa0

scO: <System console> at flags 0x100 on isa0

scO: VGA <16 virtual consoles, flags=0x300>

sio0@ at port Ox3f8-0x3ff irq 4 flags 0x10 on isad

sio0: type 16550A

siol at port 0x2f8-0x2ff irq 3 on isal

siol: type 16550A

ppcO: <Parallel port> at port 0x378-0x37f irq 7 on isa0

pppcO: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBLE mode
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Check the probe results carefully to make sure that FreeBSD found all the devices. If a
device was not found, it will not be listed. A custom kernel can be used to add in support
for devices which are not in the GENERIC kernel.

After the device probe, the menu shown in Figure 3.3, “Selecting Country Menu” will be
displayed. Use the arrow key to choose a country, region, or group. Then press Enter to
set the country.

Please choose a country, region, or group.
Select an item wsing [SPACE] or [ENTERI.

nited States|

lnited States Minor Outlying Islands
Uruguay

Uzbekistan

Vanuatu

Holy See (Vatican City State)
Uenezuela

Viet Nam

UVirgin Islands, British
Virgin Islands, U.S.

Wallis and Futuna

Western Sahara

Yemen

Zambia

MMNNMNMNNNNMNNNNDN

ONCEE Cancel

Figure 3.3. Selecting Country Menu
If United States is selected as the country, the standard American keyboard map will be

used. If a different country is chosen, the following menu will be displayed. Use the arrow
keys to choose the correct keyboard map and press Enter.
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The default system console driver for FreeB3D (syscons) defaults
to a standard “"American"” keyboard map. Users in other countries
(or with different keyboard preferences) may wish to choose one of
the other keymaps below.

Note that sysinstall itself only uses the part of the keyboard map
wvhich is required to generate the ANSI character subset, but your
choice of keymap will also be saved for later (fuller) use.

Brazil CPB50 keymap

Brazil IS0 keymap (accent keys)
Brazil ISD keymap

Bulgarian BDS keymap

Bulgarian Phonetic keymap
Central European IS0 keymap
Croatian ISD keymap

Czech IS0 keymap (accent keys)

ONIEE  Cencel

Figure 3.4. Selecting Keyboard Menu

After the country selection, the sysinstall(8) main menu will display.

3.5. Introducing sysinstall(8)

The FreeBSD 8.X installer, sysinstall(8), is console based and is divided into a number of
menus and screens that can be used to configure and control the installation process.

This menu system is controlled by the arrow keys, Enter, Tab, Space, and other keys. To
view a detailed description of these keys and what they do, ensure that the Usage entry
is highlighted and that the [Select] button is selected, as shown in Figure 3.5, “Selecting
Usage from Sysinstall Main Menu”, then press Enter.

The instructions for using the menu system will be displayed. After reviewing them, press
Enter to return to the Main Menu.
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Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’'re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to move to Exit.

uick start — How to use this menu system
L
b

Begin a standard installation (recommended)
Begin a quick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

Views3et various installation options
Repair mode with CDROM-DUD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

= =N

[ Select 1 X Exit Install

Figure 3.5. Selecting Usage from Sysinstall Main Menu

3.5.1. Selecting the Documentation Menu

From the Main Menu, select Doc with the arrow keys and press Enter.

Welcome to the FreeB3D installation and configuration tool. FPlease
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to move to Exit.

Quick start — How to use this menu systen
Begin a standard installation (recommended)
Begin a quick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Select keyboard type

View-3et various installation options
Repair mode with CDROM/DUD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

Figure 3.6. Selecting Documentation Menu

This will display the Documentation Menu.
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Selecting the Keymap Menu

If you are at all unsure about the configuration of your hardware

or are looking to build a system specifically for FreeBSD, read the
Hardware guide! New users should also read the Install document for

a step-by-step tutorial on installing FreeBSD. For general information,
consult the README file.

Exit this menu (returning to previous)

fi general description of FreeBSD. Read this?
Late-breaking, post-release neus.

The FreeBSD survival guide for PC hardware.

The FreeBSD Copyright notices.

The release notes for this version of FreeBSD.
Creating shortcuts to sysinstall.

Go to the HTML documentation menu (post-install).

1
&
3
4
5
b
7

T Cancel

Figure 3.7. Sysinstall Documentation Menu

It is important to read the documents provided. To view a document, select it with the
arrow keys and press Enter. When finished reading a document, press Enter to return to
the Documentation Menu.

To return to the Main Installation Menu, select Exit with the arrow keys and press Enter.

3.5.2. Selecting the Keymap Menu

To change the keyboard mapping, use the arrow keys to select Keymap from the menu
and press Enter. This is only required when using a non-standard or non-US keyboard.
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Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’'re interested in. Inuoke an
option with [SPACE] or [ENTER]. To exit, use [TAB] to move to Exit.

Quick start — How to use this menu systen
Begin a standard installation (recommended)
Begin a quick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
ViewsSet various installation options
Repair mode with CDROM-DUD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

Figure 3.8. Sysinstall Main Menu

A different keyboard mapping may be chosen by selecting the menu item using the up
and down arrow keys and pressing Space. Pressing Space again will unselect the item.
When finished, choose the [ OK] using the arrow keys and press Enter.

Only a partial list is shown in this screen representation. Selecting [ Cancel ] by pressing
Tab will use the default keymap and return to the Main Install Menu.

The default system console driver for FreeBSD (syscons) defaults
to a standard "American"” keyboard map. Users in other countries
(or with different keyboard preferences) may wish to choose one of
the other keymaps below.

Note that sysinstall itself only uses the part of the keyboard map
vhich is required to generate the ANSI character subset, but your
choice of keymap will also be saved for later (fuller) use.

elgian
Brazil CPB50 keymap
Brazil ISD keymap (accent keys)
Brazil ISD keymap
Bulgarian BD3 keymap
Bulgarian Phonetic keymap
Central European IS0 keymap
Croatian IS0 keymap
Czech I30 keymap (accent keys)

ONIEE  Cancel

Figure 3.9. Sysinstall Keymap Menu
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3.5.3. Installation Options Screen

Select Options and press Enter.

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you're interested in. Inuoke an
option with [SPACE] or [ENTER]1. To exit, use [TAB] to mouve to Exit.

Quick start - How to use this menu systen
Begin a standard installation (recommended)
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
3elect keyboard type

Repair mode with CDROM-/DVD-floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

[ Select 1 X Exit Install

Figure 3.10. Sysinstall Main Menu

Options Editor

Name

Browser Exec susrslocal binslinks
Media Type <not yet setd>

Media Timeout 300

Package Temp suarstmp

Neufs Args -b 16384 -f 2048
Fixit Console serial

Re-scan Devices <{=>

Use Defaults [RESET?1

ftp
susr/binsee
high
8.1-RELEASE

s
rouser package links

se SPACE to selectrtoggle an option, arrow keys to move,
? or F1 for more help. When you're dome, type § to Quit.

F53 server talks only on a secure port

Figure 3.11. Sysinstall Options

The default values are usually fine for most users and do not need to be changed. The
release name will vary according to the version being installed.

The description of the selected item will appear at the bottom of the screen highlighted in
blue. Notice that one of the options is Use Defaults to reset all values to startup defaults.
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Press F1 to read the help screen about the various options.

Press Q to return to the Main Install menu.

3.5.4. Begin a Standard Installation

The Standard installation is the option recommended for those new to UNIX® or FreeBSD.
Use the arrow keys to select Standard and then press Enter to start the installation.

Welcome to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’re interested in. Inuoke an
option with [SPACE] or [ENTER]1. To exit, use [TAB] to mouve to Exit.

Quick start — How to use this menu systen
Begin a gquick installation (for experts)
Begin a custom installation (for experts)
Do post-install configuration of FreeBSD

=]

Installation instructions, README, etc.

Select keyboard type

Views3et various installation options

Repair mode with CDROM/DVD-floppy or start shell
Upgrade an existing system

Load default install configuration

Glossary of functions

—_HCSEOR=E O

[ Select 1 X Exit Install

Figure 3.12. Begin Standard Installation

3.6. Allocating Disk Space

The first task is to allocate disk space for FreeBSD, and label that space so that sysinstall(8)
can prepare it. In order to do this you need to know how FreeBSD expects to find infor-
mation on the disk.

3.6.1. BIOS Drive Numbering

Before installing and configuring FreeBSD it is important to be aware how FreeBSD deals
with BIOS drive mappings.

In a PC running a BIOS-dependent operating system such as Microsoft® Windows®, the
BIOS is able to abstract the normal disk drive order and the operating system goes along
with the change. This allows the user to boot from a disk drive other than the "primary
master". This is especially convenient for users buy an identical second hard drive, and
perform routine copies of the first drive to the second drive. If the first drive fails, is
attacked by a virus, or is scribbled upon by an operating system defect, they can easily
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BIOS Drive Numbering

recover by instructing the BIOS to logically swap the drives. It is like switching the cables
on the drives, without having to open the case.

Systems with SCSI controllers often include BIOS extensions which allow the SCSI drives
to be re-ordered in a similar fashion for up to seven drives.

A user who is accustomed to taking advantage of these features may become surprised
when the results with FreeBSD are not as expected. FreeBSD does not use the BIOS, and
does not know the “logical BIOS drive mapping”. This can lead to perplexing situations,
especially when drives are physically identical in geometry and have been made as data
clones of one another.

When using FreeBSD, always restore the BIOS to natural drive numbering before installing

FreeBSD, and then leave it that way. If drives need to be switched around, take the time
to open the case and move the jumpers and cables.
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An Illustration from the Files of Bill and Fred's Exceptional
Adventures:

Bill breaks-down an older Wintel box to make another FreeBSD box for Fred. Bill
installs a single SCSI drive as SCSI unit zero and installs FreeBSD on it.

Fred begins using the system, but after several days notices that the older SCSI
drive is reporting numerous errors.

To address the situation, Bill grabs an identical SCSI drive and installs this drive as
SCSI unit four and makes an image copy from drive zero to drive four. Now that
the new drive is installed and functioning, Bill decides to start using it, so he uses
features in the SCSI BIOS to re-order the disk drives so that the system boots from
SCSI unit four. FreeBSD boots and runs just fine.

Fred continues his work and soon decides that it is time to upgrade to a newer ver-
sion of FreeBSD. Bill removes SCSI unit zero because it was a bit flaky and replaces
it with another identical disk drive. Bill then installs the new version of FreeBSD
onto the new SCSI unit zero and the installation goes well.

Fred uses the new version of FreeBSD for a few days, and certifies that it is good
enough for use in the engineering department. It is time to copy all of his work
from the old version, so Fred mounts SCSI unit four which should contain the latest
copy of the older FreeBSD version. Fred is dismayed to find that none of his work
is present on SCSI unit four.

It turns out that when Bill made an image copy of the original SCSI unit zero onto
SCSI unit four, unit four became the “new clone”. When Bill re-ordered the SCSI
BIOS so that he could boot from SCSI unit four, FreeBSD was still running on SCSI
unit zero. Making this kind of BIOS change causes some or all of the boot and loader
code to be fetched from the selected BIOS drive. But when the FreeBSD kernel dri-
vers take over, the BIOS drive numbering is ignored, and FreeBSD transitions back
to normal drive numbering. In this example, the system continued to operate on
the original SCSI unit zero, and all of Fred's data was there, not on SCSI unit four.
The fact that the system appeared to be running on SCSI unit four was simply an
artifact of human expectations.

Fortunately, the older SCSI unit zero was retrieved and all of Fred's work was re-
stored.

Although SCSI drives were used in this illustration, the concepts apply equally to
IDE drives.

3.6.2. Creating Slices Using FDisk

After choosing to begin a standard installation in sysinstall(8), this message will appear:
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Creating Slices Using FDisk

Message
In the next menu, you will need to set up a DOS-style ("fdisk")
partitioning scheme for your hard disk. If you simply wish to devote
all disk space to FreeBSD (overwriting anything else that might be o©
on
the disk(s) selected) then use the (A)1l command to select the v
default
partitioning scheme followed by a (Q)uit. If you wish to allocate o
only
free space to FreeBSD, move to a partition marked "unused" and use ¢
the
(C) reate command.
[ OK -]

[ Press enter or space -]

Press Enter and a list of all the hard drives that the kernel found when it carried out the
device probes will be displayed. Figure 3.13, “Select Drive for FDisk” shows an example
from a system with two IDE disks called ad® and ad2.

Please select the drive, or drives, on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine, you will have the option to install a boot
manager later. To select a drive, use the arrow keys to nove to it
and press [SPACE] or [ENTER]. To de-select it, press it again.

Use [TAB] to get to the buttons and leave this menu.

[1a adZ

ONIEE  Cencel

Figure 3.13. Select Drive for FDisk

Note that ad1 is not listed here.

Consider two IDE hard disks where one is the master on the first IDE controller and one
is the master on the second IDE controller. If FreeBSD numbered these as ad0® and ad1,
everything would work.

But if a third disk is later added as the slave device on the first IDE controller, it would
now be adl, and the previous ad1 would become ad2. Because device names are used to
find filesystems, some filesystems may no longer appear correctly, requiring a change to
the FreeBSD configuration.
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To work around this, the kernel can be configured to name IDE disks based on where they
are and not the order in which they were found. With this scheme, the master disk on the
second IDE controller will always be ad2, even if there are no ad@ or adl devices.

This configuration is the default for the FreeBSD kernel, which is why the display in this
example shows ad® and ad2. The machine on which this screenshot was taken had IDE
disks on both master channels of the IDE controllers and no disks on the slave channels.

Select the disk on which to install FreeBSD, and then press [ OK ]. FDisk will start, with a
display similar to that shown in Figure 3.14, “Typical Default FDisk Partitions”.

The FDisk display is broken into three sections.

The first section, covering the first two lines of the display, shows details about the cur-
rently selected disk, including its FreeBSD name, the disk geometry, and the total size of
the disk.

The second section shows the slices that are currently on the disk, where they start
and end, how large they are, the name FreeBSD gives them, and their description and
sub-type. This example shows two small unused slices which are artifacts of disk layout
schemes on the PC. It also shows one large FAT slice, which appears as C: in Windows®,
and an extended slice, which may contain other drive letters in Windows®.

The third section shows the commands that are available in FDisk.

Disk name: ad 0| FDISK Partition Editor|
DISK Geometry: 16383 cylss16 headss/b3d sectors = 16514064 sectors (BO63MB)

Size(3T) End Name PType Desc  Subtype Flags

0] 63 62 =

63 4193217 4193279 adds1
4193280 1008 4194287 -
41942868 12319776 16514063 ad0s2

b unused [0}
2 fat 14
6 unused 0
4  extended 15

following commands are supported (in upper or lower case):

set Drive Geometry C = Create 5lice F = "DD’ mode|
Toggle Size Units 3 = Set Bootable 1 Wizard m.
Undo All Changes Q = Finish

Use Entire Disk
Delete Slice
Change Type

F1 or 7 to get more help, arrow keys to select.

Figure 3.14. Typical Default FDisk Partitions

This step varies, depending on how the disk is to be sliced.

To install FreeBSD to the entire disk, which will delete all the other data on this disk, press
A, which corresponds to the Use Entire Disk option. The existing slices will be removed
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and replaced with a small area flagged as unused and one large slice for FreeBSD. Then,
select the newly created FreeBSD slice using the arrow keys and press S to mark the slice
as being bootable. The screen will then look similar to Figure 3.15, “Fdisk Partition Using
Entire Disk”. Note the A in the Flags column, which indicates that this slice is active, and
will be booted from.

If an existing slice needs to be deleted to make space for FreeBSD, select the slice using
the arrow keys and press D. Then, press C to be prompted for the size of the slice to create.
Enter the appropriate value and press Enter. The default value in this box represents the
largest possible slice to make, which could be the largest contiguous block of unallocated
space or the size of the entire hard disk.

If you have already made space for FreeBSD then you can press C to create a new slice.
Again, you will be prompted for the size of slice you would like to create.

isk nane: ad 0| FDISK Partition Editor|
[DISK Geometry: 16383 cyls-16 heads~63 sectors = 16514064 sectors (BO63MB)

Size(S5T) End Name PType Desc  Subtype Flags

Q 63 [i¥4 = [ unused Q
63 16514001 16514063 ad0s1 freebsd 165 03]

following commands are supported (in upper or lower case):

Use Entire Disk G
Delete Slice 2
Change Tupe u

set Drive Geometry C = Create Slice F
Toggle Size Units 3 = Set Bootable 1
Undo All Changes Q = Finish

F1 or 7 to get more help, arrow keys to select.

Figure 3.15. Fdisk Partition Using Entire Disk

When finished, press Q. Any changes will be saved in sysinstall(8), but will not yet be
written to disk.

3.6.3. Install a Boot Manager

The next menu provides the option to install a boot manager. In general, install the Free-
BSD boot manager if:

+ There is more than one drive and FreeBSD will be installed onto a drive other than the
first one.
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+ FreeBSD will be installed alongside another operating system on the same disk, and
you want to choose whether to start FreeBSD or the other operating system when the
computer starts.

If FreeBSD is going to be the only operating system on this machine, installed on the first
hard disk, then the Standard boot manager will suffice. Choose None if using a third-party
boot manager capable of booting FreeBSD.

Make a selection and press Enter.

FreeBSD comes with a boot selector that allows you to easily

select between FreeBSD and any other operating systems on your machine
at boot time. If you have more than one drive and want to boot

from the second one, the boot selector will also make it possible

to do so (limitations in the PC BIOS usuwally prevent this otherwise).
If you do wot want a boot selector, or wish to replace an existing
one, select “standard”. If you would prefer your Haster Boot

Record to remain untouched then select "None".

NOTE: PC-DOS users will almost certainly require "None'!

B Install the FreeBSD Boot Manager
Install a standard MBR (no boot manager)
N Leave the Master Boot Record untouched

MCEE Concel

Figure 3.16. Sysinstall Boot Manager Menu

The help screen, reached by pressing F1, discusses the problems that can be encountered
when trying to share the hard disk between operating systems.

3.6.4. Creating Slices on Another Drive

If there is more than one drive, it will return to the Select Drives screen after the boot
manager selection. To install FreeBSD on to more than one disk, select another disk and
repeat the slice process using FDisk.

Important
A If installing FreeBSD on a drive other than the first drive, the Free-
BSD boot manager needs to be installed on both drives.
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Please select the drive, or drives, on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine, yow will have the option to install a boot
manager later. To select a drive, use the arrow keys to move to it
and press [SPACE] or [ENTER]. To de-select it, press it again.

Use [TAB] to get to the buttons and leave this menu.

[1a ade

MCEE  Concel

Figure 3.17. Exit Select Drive

Use Tab to toggle between the last drive selected, [ OK], and [ Cancel ].

Press Tab once to toggle to [ OK ], then press Enter to continue with the installation.

3.6.5. Creating Partitions Using Disklabel

Next, create some partitions inside each slice. Remember that each partition is lettered,
from a through to h, and that partitions b, ¢, and d have conventional meanings that
should be adhered to.

Certain applications can benefit from particular partition schemes, especially when lay-
ing out partitions across more than one disk. However, for a first FreeBSD installation, do
not give too much thought to how to partition the disk. It is more important to install
FreeBSD and start learning how to use it. You can always re-install FreeBSD to change the
partition scheme after becoming more familiar with the operating system.

The following scheme features four partitions: one for swap space and three for filesys-
tems.

Table 3.2. Partition Layout for First Disk

Partition |Filesystem |Size Description

a / 1GB This is the root filesystem. Every other filesystem
will be mounted somewhere under this one. 1 GB
is a reasonable size for this filesystem as user files
should not be stored here and a regular FreeBSD
install will put about 128 MB of data here.
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Partition |Filesystem |Size Description

b N/A 2-3xRAM |The system's swap space is kept on the b parti-
tion. Choosing the right amount of swap space can
be a bit of an art. A good rule of thumb is that
swap space should be two or three times as much
as the available physical memory (RAM). There
should be at least 64 MB of swap, so if there is
less than 32 MB of RAM in the computer, set the
swap amount to 64 MB. If there is more than one
disk, swap space can be put on each disk. FreeBSD
will then use each disk for swap, which effectively
speeds up the act of swapping. In this case, calcu-
late the total amount of swap needed and divide
this by the number of disks to give the amount of
swap to put on each disk.

e /var 512 MB to|/var contains files that are constantly varying,
4096 MB  |such as log files and other administrative files.
Many of these files are read from or written to
extensively during FreeBSD's day-to-day running.
Putting these files on another filesystem allows
FreeBSD to optimize the access of these files with-
out affecting other files in other directories that
do not have the same access pattern.

f /usr Rest of disk | All other files will typically be stored in /usr and
(at  least|its subdirectories.
8 GB)

Warning
O The values above are given as example and should be used by expe-

rienced users only. Users are encouraged to use the automatic par-
tition layout called Auto Defaults by the FreeBSD partition editor.

If installing FreeBSD on to more than one disk, create partitions in the other configured
slices. The easiest way to do this is to create two partitions on each disk, one for the swap
space, and one for a filesystem.
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Table 3.3. Partition Layout for Subsequent Disks

Partition |Filesystem

Size

Description

b N/A See description Swap space can be split across each
disk. Even though the a partition is
free, convention dictates that swap
space stays on the b partition.

e /diskn Rest of disk The rest of the disk is taken up with

one big partition. This could easily
be put on the a partition, instead of
the e partition. However, convention
says that the a partition on a slice is
reserved for the filesystem that will
be the root (/) filesystem. Following
this convention is not necessary, but
sysinstall(8) uses it, so following it
makes the installation slightly clean-
er. This filesystem can be mounted
anywhere; this example mounts it as
/diskn, where n is a number that
changes for each disk.

Having chosen the partition layout, create it using sysinstall(8).

Now, you need to create BSD partitions inside of the fdisk
partition(s) just created. If you have a reasonable amount of disk
space (1GB or more) and don't have any special requirements, simply
use the (A)uto command to allocate space automatically. If you have
more specific needs or just don't care for the layout chosen by
(A)uto, press F1 for more information on manual layout.

[

-1

[ Press enter or space -]

Press Enter to start the FreeBSD partition editor, called Disklabel.

Figure 3.18, “Sysinstall Disklabel Editor” shows the display when Disklabel starts. The dis-
play is divided into three sections.

The first few lines show the name of the disk being worked on and the slice that contains
the partitions to create. At this point, Disklabel calls this the Partition name rather than
slice name. This display also shows the amount of free space within the slice; that is, space
that was set aside in the slice, but that has not yet been assigned to a partition.

The middle of the display shows the partitions that have been created, the name of the
filesystem that each partition contains, their size, and some options pertaining to the
creation of the filesystem.
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The bottom third of the screen shows the keystrokes that are valid in Disklabel.

FreeBSD Disklabel Editor|
Disk: ad® Partition name: adds1 Free: 16514001 blocks (8063MB)

Size Newfs Part Mount Size Neuwfs

following commands are valid here (upper or lower case):
Create D = Delete M = Mount pt.

Newfs Opts ) = Finish 35 = Toggle SoftUpdates 2
Toggle Newfs U = Undo A = Auto Defaults R

Custon Neufs
Delete+Merge

4]
1]

F1 or ? to get more help, arrow keys to select.

Figure 3.18. Sysinstall Disklabel Editor

Disklabel can automatically create partitions and assign them default sizes. The default
sizes are calculated with the help of an internal partition sizing algorithm based on the
disk size. Press A to see a display similar to that shown in Figure 3.19, “Sysinstall Disklabel
Editor with Auto Defaults”. Depending on the size of the disk, the defaults may or may
not be appropriate.

Note

E The default partitioning assigns /tmp its own partition instead of
being part of the / partition. This helps avoid filling the / partition
with t